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Ubuntu-1 Host-2 Host-3 Host-4
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AR 02: LMK
ORI KR &I, 2R 7-1 Fior.

R7-1 BER
W& AR RS £
. Host-1 K
1~ - YR -
Host-1~Host-4 £ £ UbuntuDockerGuest-1
. CISCO C3640
SW-1~SW-2 TR M -
SR (—EHiH
RS-1 % FH 3 HRATL CISCO C3640 -

@ HHLHEL 5 VLAN #ikl, angk 7-2 Fiox.
£ 72 TEHIFEOE VLAN IIRIF

ZHHL E:3m VLANID EERE BORH
SW-1 fo/l 11 Host-1 Accass
SW-1 fo/2 12 Host-2 Access
SW-1 f0/0 -- RS-1 Trunk
SW-2 fo/1 11 Host-3 Accass
SW-2 fo/2 12 Host-4 Access
SW-2 f0/0 -- RS-1 Trunk
RS-1 f0/0 -- SW-1 Trunk
RS-1 fo/1 -- SW-2 Trunk
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# 7-3 EHERIR

EH IP Huht/F P AT ZPS BANE JJiJ& VLANID
Host-1 172.16.64.1 /24 172.16.64.254 SW-1 f0/1 1
Host-2 172.16.65.1 /24 172.16.65.254 SW-1 f0/2 12
Host-3 172.16.64.2 /24 172.16.64.254 SW-2 f0/1 1
Host-4 172.16.65.2 /24 172.16.65.254 Sw-2 f0/2 12

O A O L, Wk 7-4 s
R 7-4 ZTHHE O bR R
R HeH A VLANID Huhik BORA

Sw-1 fo/1 1 172.16.64.101/24 Accass
SW-1 f0/2 12 172.16.65.101/24 Access
SW-2 fo/1 1 172.16.64.102/24 Accass
SW-2 f0/2 12 172.16.65.102/24 Access

O e Otk Wik 7-5 s,
R 7-5 BRHEOMIEARIR
BEL BOLHK B Ottt &1
RS-1 VLAN11 172.16.64.254 /24
RS-1 VLAN12 172.16.65.254 /24
©H K, WnE 7-6 Fras.
R 7-6 BHEMIIE
B H & H R4 T—Bkitht 38 i
RS-1 172.16.64.0 /24 172.16.64.254 B
RS-1 172.16.65.0 /24 172.16.65.254 B

IR 03: 7E GNS3 Hrs I 45
MRIELAEAZE, 7E GNS3 FrsEal sl b s s, BARRCE TAESH50 .

R 04 STIGHER (1A 78 1
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f£% 2: & TELNET mi2EIR3ZHM

IR 01: BCE SW-1 3 FF TELNET e g
1E SW-1 _FfdE TELNET k%5 .

2EGe:

SW-1#configure terminal

// %3 TELNET FAFZ 15565
SW-1(config)#username telnet secret 123
// XERRFIFF 0 El 4 & 5 MIE
SW-1(config)#line vty 0 4
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SW-1(config)#login local
SW-1(config)# exit
SW-1# write

IR 02: WEINE A, B3h Wireshark #H474TE
1E Ubuntu-1 5 SW-1 Z B EINEL L, FH)E3) Wireshark ATV, WK 7-2 Fros.

RS-1
/ ﬂm\
SW-1 Sw-2
fo/1 Y, fo;z fo,fl fo/2
.-\f
Jas
etho / e0 e0 e0
Ubuntu-1 Host-2 Host-3 Host-4

K 7-2 BeE IR A

SPIR 03: 7R HI Ay A TELNET @ f2% 2L SW-1
FTH Ubuntu-1 &, fFZushiEst TELNET T Himfe a5 SW-1, WK 7-3 fix.

Ick root@Ubuntu-1: ~

Trying 127.6.0.1...
Connected to localhost.
Escape character is '~]'.

Escape character is

User Access Verification

Username: telnet
Password:

EEE KRR RAKARIRAE IR IREAIEAIARFE IR IR IR ERAA I I AR IRAE I RAREAT I AT K

This is a normal Router with a SW module inside (NM-16ESW)
It has been preconfigured with hard coded speed and duplex

To create vlans use the command "vlan database"” from exec mode
After creating all desired vlans use "exit" to apply the config

To view existing vlans use the command "show vlan-switch brief"

Warning: You are using an old I0S image for this router.
Please update the I0S to enable the "macro" command!

e e e e e e e s e e e ks e e e ko e e ok e s ek e o ok o ek e ok ok e ok e ke

sW-1>01

7-3 @A E ok SW-1

SEHS:
root@Ubuntu-1:~# telnet 172.16.64.101
/! MNFPETER

Username: telnet
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Password: 123

SCIREZEK
® EF%/& 7-1: 7£ Ubuntu—1 _E{FF TELNET iIi2 BT SW-1, EEEERIESHT
IR

IR 04: FtE SW-2 % #F TELNET iZfei&
Z 8 SW-1 i & J5 1% SW-2 347 TELNET H&%?‘é@o

U 05: (EEH 2 FAd ] TELNET i f2 8 # SW-2,
Z: 8 IR SZIGAS A Ubuntu-1 it TELNET T Eim 28 5% SW-2,

SEIGEIZEKR
® EIZM 7-2: SR SW-2 WECE, HEM Ubuntu-1 ImFEESR SW-2, E&EEL
HE BT RS

AR 06: TRt SW-1 AT IR E B AE 1R 3L
£ Wireshark Fil €t iEd TELNET TR &k RS-1 /£ 2 TELNET 3¢, JF
IR ORI DUR A%, R 7-7 Frss
F 7-71 TELNET 3o h&
YR IR IR O H Hdhk/ B B3 0 WILAE RWAY:ixiE 7N KA (byte)

EIRBHRER:

® EMRT7-3: MR T7, BERATILREM.

f£5% 3: &g SSH iz EIRER A

S 01: MLEL RS-1 3CFF SSH ey at
FEM 2804 rbxt RS-1 Bl & SSH i %5 .
LEDY.

SW-1#configure terminal

// REERAE

SW-1(config)#ip ssh time-out 30

/] ZEINIERBUREL

SW-1(config)#ip ssh authentication-retries 3
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// REENIHEZ

SW-1(config)#ip domain-name cisco.com
// &% rsa 23R

SW-1(config)#crypto key generate rsa
/] ‘REBRBPETES
SW-1(config)#username ssh secret 456
SW-1(config)#line vty 0 4

/] %8 ssh &R
SW-1(config-line)#transport input ssh
SW-1(config-line)#login local
SW-1(config-line)#exit
SW-1(config)#exit

SW-1#write

L% 02: WEINEL, JH3h Wireshark #H T4

7F Ubuntu-1 5 SW-1 2 [a] & B HIVEL &, F£)H 30 Wireshark ZEATHEL,  4nl&l 7-4 Fiow.

RS-1

fo/0 ﬁ fo/1
/

/

o
4 N

fo/o fo/o
4 N
fo/1 fo/2 fo/1 fo/2
etho el e0 el
Ubuntu-1 Host-2 Host-3 Host-4

K 7-4 EBEIE A

[+l root@Ubuntu-1: ~

root@Ubuntu-1:~-# ssh -1 ssh 172.16.64.254
Password:

ek ko ke kAR IR A I AT A AR R AT A AR AR AR I A AR IR AR A A d R AR AR Ak d b d b hrkkkk

This is a normal Router with a SW module inside (NM-16ESW)
It has been preconfigured with hard coded speed and duplex

To create vlans use the command "vlan database” from exec mode
After creating all desired vlans use "exit" to apply the config

To view existing vlans use the command "show vlan-switch brief”

: You are using an old I0S image for this router.
S to enable the "macro" command!

7-5 SSH i & s
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IR 03: 7 A& F{dH SSH m%“’“‘“@ RS-1
FTJT Ubuntu-1 1%, fE4smdi@id SSH TR % 5 RS-1, & 7-5 fx.

E0$:

// BNRBFPEFEN IP

root@Ubuntu-1:~# ssh -l ssh 172.16.64.101

/] BNETD

Password: 456

i EERSREFHIL TR

Unable to negotiate with xxxxxxxx port 22: no matching key exchange
method.found.Their.offer:diffie-hellman-group1-sha1

BRAE: &8 Ubuntu-1 B9 SSH ZFIRECE (/etc/ssh/ssh_config) 3, BIL(FERA vi SEMNHRE
Bi_E—47: [KexAlgorithms +diffie-hellman-group1-sha1] (Ittab+SRIENSIE)

U 04: )Mt RS-1 BEATm A B @ (E R S
7t Wireshark i€ Hf i SSH T H 2 5 5% RS-1 P4 2|1 SSH k3¢, 4l Ek

HEUNER, WRT7-7 Pror.

F 7-7 SSH WX
YR/ B Kbt/ K/
5 ) WIXHE BEHE
s O B B3 0 (byte)
1
2
3
4

TR RPN SO 7 B 3 iR 7-8 .

% 7-8 SSH HOCFBA XE
s B & X

1 kex_algorithms

2 server_host_key_algorithms

3 encryption_algorithms_client_to_server

4 encryption_algorithms_server_to_client

5 mac_algorithms_client_to_server

6 mac_algorithms_server_to_client

7 compression_algorithms_client_to_server

8 compression_algorithms_server_to_client

9 languages_client_to_server

10 languages_server_to_client
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2. RNIERR
(1) WAEXT SSH B FIR I, 76 Ubuntu-1 F{#i F§ SSH im 2% 5% RS-1 i Mtt

iR, VTR JR A
Unable to negotiate with xx.xx.xx.xx port 22: no matching key exchange metho

A BN HER,

d.found.Their.offer:diffie-hellman-group1-sha1t.
(2) SSH HIAIETT A JUA, 15T 5 E ?
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