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[A]http contains "http:fit.hactem.edu.cn”

211.69.33.161

» Frame 9242: 562 bytes on wire (4016 bits), 502 bytes captured (4016 bits) on interface enp@s3, id 0
» Ethernet II, Src: PcsCompu_78:fb:f7 (08:00:27:78:b:f7), Dst: BeijingX_cl:df:eb (88:c3:97:c1:df:eb)
» Internet Protocol Version 4, Src: 172.20.1.163, Dst: 211.69.33.161

» Transmission Control Protocol, Src Port: 35822, Dst Port: 88, Seq: 475, Ack: 2538, Len: 436

+ Hypertext Transfer Protocol

47 4c 47 45 54 20 2f 76 61 6c 69 64 61 74 65 69 GLGET /v alidatei
60 61 67 65 2e 70 68 70 20 48 54 54 50 2f 31 2&  mage.php HTTP/1
31 0d 6a 48 6F 73 74 3a 20 69 74 2e 68 61 63 74  1--Host: it.hact
63 6d 28 65 64 75 2e 63 6e Od @a 55 73 65 72 2d  cm.edu.c n--User-
41 67 65 6e 74 3a 20 4d 67 7a 69 6c G6c 61 27 35  Agent: M ozilla/s
22 30 20 28 58 31 31 30 20 55 62 75 6e 74 75 3 .0 (X11; Ubuntu;
30 4c 69 Ge 75 78 20 78 38 36 5T 36 34 3p 20 72 Linux x B6_64; T
76 3a 38 33 2 30 29 20 47 G5 63 6b 6f 27 32 30  v:83.9) Gecko/20
3130 30 31 30 31 20 46 69 72 65 66 6f 78 2f 38 106101 F irefox/8
33 2e 30 Od Oa 41 63 63 65 70 74 3a 20 69 6d 61 3.0:-Acc ept: ima
67 85 2f 77 65 62 78 2c 2a 2f 2a Od Oa 41 B3 63 ge/webp, */*:-Acc
65 78 74 2d 4c 61 Be 67 75 61 67 65 3a 20 65 Be  ept-lang uage: en
2d 55 53 2c 65 Ge 3b 71 3d 30 2e 35 @d Ga 41 63  -US,en;q =0.5--Ac
63 65 70 74 2d 45 6e 63 6F G4 69 6 67 3a 20 67 cept-Enc oding: g

@© 7 The next HTTP request starts in packet number (http.next_request_in) Packets: 10282 - Displayed: 8 (0.1%)

No. Time Source Destination Protocol  Length Info
I 211.69.33.161 P ET_/validateimag {TTP/1.1
9246 1078.099789403 172 33,161 HTTP 506 GEI /images/login_logo.png HTTP/1.1
| 9273 1079.434679078 172.20.1.163 211.69.33.161 HTTP 481 GET /AUthAPI/SS0Service.asmx/GetLoginUser?t
9278 1079.655306232 172.20.1.103 211.69.33.161 HTTP 576 GET /?r=site/get-teacher-and-labs HTTP/1.1
| 9291 1080,084193197 172.20.1

761 GET /matomo.php?action_name=RE4%BFYAINEEXS .
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2 Status code o) 1
3 Response Phrase = /A
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4 Content-Length o /A
5 Content-Type o) /DA
6 Content-Location o) 1
7 Last-Modified o /A
8 Accept-Ranges 9 I
9 ETag ¥
10 Server o /A
11 X-Powered-By o fr
12 Date w0 M
13 Time Since Request g £z
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(O Fiddler Everywhere %,

fiddler-everywhere.Appimage Properties

Oowner: e

Access: Read and write

Group: net

Access: Read-only

Access: Read-only

Execute: & Allow executing file as program

Security context: unknown
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1 Accept-Rangers
2 Cache-Control
3 Connection
4 Content-Length
5 Content-Type
6 Date
7 P3p
8 Pragma
9 Server
10 Set-Cookie
11 Strict-Transport-Security
12 Traceid
13 X-Ua-Compatible
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3 Request Version g i
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7 Last-Modified %
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13 Time Since Request
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Key Value
Server ngink1.14,1
Date Tue, 01 Dec 2020 15:25:02 GMT
Content-Type text/html; charset=UTF-8
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Cannection keep-alive
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6 Date

7 P3p

8 Pragma

9 Server
10 Set-Cookie

" Strict-Transport-
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13 X-Ua-Compatible
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4 Handshake Protocol
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8 Random GMT Unix Time
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12 Compression Methods Length
13 Extensions Length
14 Extension
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1 Content Type

2 Version

3 Length

4 Handshake Protocol

5 Handshake Type

6 Handshake Protocol Length

7 Handshake Protocol Version

8 Random GMT Unix Time

9 Random Random Bytes

10 Session ID Length

11 Session ID

12 Cipher Suite

13 Compression Methods

14 Extensions Length

15 Extension
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6 Handshake Protocol Length
7 Certificates Length
8 Certificate
9 signedCertificate
10 Certificate version
11 Certificate serialNumber
12 Certificate signature
13 Certificate issuer
14 Certificate issuer
15 Certificate issuer rdnSequence
16 Certificate validity notBefore
17 Certificate validity notAfter
18 Certificate subject
rdnSequence
19 Certificate
subjectPublicKeyInfo
Certificate
20 ) ) )
subjectPublicKeyInfo Padding
Certificate
21 subjectPublicKeyInfo
subjectPublicKey
22 Certificate extensions
23 Certificate algorithmldentifier
24 Certificate Padding
25 Certificate encrypted
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11 Pubkey
12 Signature Hash Algorithm
Signature Hash Algorithm
P Hash
Signature Hash Algorithm
14 Signature
15 Signature Length
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6 TLS Session Ticket
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10

LIGEZEKR:

® Ei%s8-20: TRk 8-20, IGLERES RIS

(8Change Cipher Spec (Server)
X RAEM) HTTPs Change Cipher Spec #uils k47404, JFAE % 8-21.
3% 8-21 Change Cipher Spec 3% 32T

s Key Value FRESMIEE

—_

Content Type

EEEESEERRHAZE / ki /13938213680 / 5517 1




FRERSEAERAGZTY (HWEANFERE) ZRESFH

2 Version

3 Length

4 Change Cipher Spec
PUHE AL P A 25

5

Encrypted Handshake Message, *IK#f) HTTPs Encrypted Handshake Message %4
BT /8, JFIHE K 8-22.
% 8-22 Encrypted Handshake Message 3% 3C 247

Ea= Key Value FREFIER
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