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+t. XRARRLER

1. &% GNS3
(1) %% GNS3
7f Ubuntu Desktop I, JHid#uiifr2k 23 GNS3, #EMAWIT:

sudo add-apt-repository ppa:gns3/ppa
sudo apt update
sudo apt install gns3-gui gns3-server

PR AL TS S0 non-root A S48 A Wireshark AT ubridge IF,  PIRI1EFE Yes.

.
%% GNS3 AT %, S WA=
FUALLE .

http://dms.it.hactcm.edu.cn/api/h/f?m=48babbd6e450583b-1-0
Bilibili 7 A Hbik-:
https://www.bilibili.com/video/BVINK4y1Y7J3?p=1 ERICEERE TN

(2) T GNS3 FL1i
T GNS3, Wi 1-1 frzn. GNS3 Fit 43 6 4N [X 45,

®m>_> imll l CEmIIo - aaaam

3

Please create a project

© net-virtualBox CPU 3.5%, R...

LG EEXE

1-1 GNS3 Fifi

O1 FXBRNTEF, HT470 S AR E ;
@2 5 I B T HA, SRALEEE W) 2 P 4 BT FH 21 1) 8 £ FH 2 23
@3 FIXIATAEX, (B A& T HAL &7 X IR A 3 3
@4 5 X AIHAMEE, BR80T TR X 5 s IR FE R A
G5 T X AR S ME, RoR T/EX RS RS
®6 X AFEHIHER, B~ GNS3 #RfEE, Wikdd.

(3) %45 10S 5if%
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File Edit View Control MNode Annotate Tools Help
4 Selectall Ctrli+A

Select none Ctrl+Shift+A
(© Manage snapshots
£ Preferences... Ctrl+Shift+P

K12 TR E 1

ORI &AL

MIRFERIEE Chttp:/metwork.xg.hactem.edu.cn) F# 10S 5514 3014, FEEE40 .
G5 4. ¢3640-ik903s-mz[1].124-25¢.bin.

@FTF & XS TEHE

FETGER T HA S8 [Edit] — [Preferences---1, Wil 1-2 fizw.

New 10S router template
105 router templates
10S image
Please choose an 105 image.

10S image:

/home/net/GNS3/images/I0S/c3640-ik903s-mz[1].124-25¢.bin Br

K 1-3 g B 1-4 fIIF)R PR 1

@I

s [0S routers] , #AJ5 mish [New] #ZAHESINEEA%, i 1-3 Fron. & FEERTE
) 10S Bifg o, ik 1-4 pox, sy [Next >1 4%

@B &%

7% “This is an EtherSwitch router” , 11 1-5 ffizn. Ay [Next >)] #%4)5, BE
WRMNNfEEE, MHBIARE, WKl 1-6 Fix.

New 10S router - c3640-ik903s-mz[1].124-25¢.bin New 10S router - c3640-ik903s-mz[1].124-25¢.bin

Name and platfe [ o [
Please choo ve name for this new 10S router and verify the

platform and ch

Ple the amount ¢ that ate to 10S. Too
much or enough RAM fi

ereut: . [T

L\ET I EtherSwitch router

Platform: F&lddy]

(SUEESE 3640

v This is an EtherSwitch router

K 1-5 WEA. FaMUE K 1-6 BRAAFRCE

PG, PR, nRET ERnd, WK 1-7 s, A [Nexte> ).
s [ldle-PC finder] A& Idle-PC E, Wil 1-8 Az, s [Finish] %4l
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OAER&ER
BB ERLRG Sd [Apply]l — [OK]), Z2lk &4 B aamm, Wk 1-9 i, &
TN5E B G AT AE B4 HI R B BTN &4, Wk 1-10 Fis.

New 10S router - c3640-ik9o3s-mz[1].124-25c.bin New 105 router - c3640-ik903s-mz[1].124-25¢.bin

Idle-PC
An idle-pc value is necessary to prevent 10S to use 100% of your processor o

<<

fault network adapters that should be inserted into
f this router.

L [LF &) 0x605ee1f8 Idle-PC finder

Kl 1-8 fitE Idle-PC

File Edit View Control MNode Annotate Tools

e OR > PII

Switches

3640
home/net/GHS3/images/105/c3640-kso3s-me{1].124-25)
teinet

" Fonotar nsole:  Foloe Filter
105 of UNIX. Idle-pC: Ox605ee s
T Seartup-canfig: os_etherswitch. startup-config.txt
Il ;
Loz e B A swich
B VirtualBox VMs WO memary: %
e e
e Juideietes” Fake ‘ w” Ethernet hub
s -

@ Ethernet switch

"’ EtherSwitch router

“ Frame Relay switch
K19 ZERKER 1-10 % LA ER

2, W EEMLZE

(1) ML

O FEEH, A 1-11 Fios.
@EHU R

o)
AT AT
Host-1 Host-2

B 1-11 LB M 2%

£ 1-1 EHUIERRI

FML IP bt /7 MHERD ZIPS
Host-1 172.16.64.1 /24 172.16.64.254
Host-2 172.16.64.2 [24 172.16.64.254

(2) gIEmH
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FETH T E A Ay [File] — [New blank project], BT H 4 Fx (At projectl
-2), it [OKY #%4H, s A g, Wik 1-12 fis.

(3) HIMEHL

O ETEKX

FETHHE T H AL bty [View], sidhiaik [Show the grid k7 W4 # 4k B 1, Z2)3% (S
nap to grid] GG RN B 30 5 2 A&, Wl 1-13 Fros.

Project View Control Node Annotate Tools Help

Fullscreen Ctrl+F

New project | Projects library
New project @ Zoomin Cerl++

Name: project1-2 2 Zoom out Ctrl+-

(IGIE1 S /home/net/GNS3/projects/project1-2
Zoom reset Ctrl+0

Open project Fit in view
Open a project from disk | Recent projects...

show layers

Snap to grid
Show the grid
Kl 1-12 iz H B 1-13 TEXE
@ nEA
TE 22 ¥ 4% T H2A% il “brose end device” Bbx, T &imik %513, WK 1-14 iR,

Hizh “VPCS” B & FIAR B TAEX I T, BINZE— 6 FHL; EEIZEME, QIR 6 FN;
Wk B BRI %R -1 B ENLARR, Ml BN AR R GEME, WK 1-15 Fix.
(4) INJIEE %
TEL MG T HA S8 “add a link” Elbs, FFUA/EE e 6], Wik 1-16 Fis.
AT T i A IR RN R T, I 117 BT, SE BRI
ETHE T HAA g fid [View), A% [Show/hide interface label] 1JJ36 /48 4% 111 44 FR i
AR, ARSI E E BRI,

End devices

= =

Host-1 Host-2
Bl 1-14 $TIF&551%R 1-15 @M FEHL
& 3 |
VPCS| vpcs|
my,
—in >_ Console
%D ™ Start

K 1-16 JHaRasineE 1-17 FTHEHIS
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vecs SN vrcS
1 I Etherneto
Host-1 Host-2
Bl 1-18 ek B 1-19 #=iilE

(5) FEHHhERE

O @ JEshin g%

QFT & im k& &

FiE Host-1 AR 1124 [>_Console), #n& 1-19 fixs.
O E Host-1 Huik:

/[EEZRIEIIE

Host-1> show ip

//ECE P iBiE, X

Host-1> ip 172.16.64.1/24 172.16.64.254
[/ BRI, FA IP L

Host-1> show ip

//TRFRERE

Host-1> save

@HKC & Host-2 Hikik:

Host-2> show ip

Host-2> ip 172.16.64.2/24 172.16.64.254
Host-2> show ip

Host-2> save

(6) AFMA
IR 1-2 I, A6 PING i@ #EAT AL ENE A I
& 12 EHLBEWRAH

PEE B B EHL BREER
Host-1 Host-2
Host-2 Host-1

SCISE K

o Eizm 1-1: BIEMNERESESLINREM.

3. ERAZBN R EEEEM
(1) ML

Oy, i 1-20 Frx.
@
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SW-1

£

T

|
1 Z1E

e
Host-1 Host-2

K 1-20  fi] R4 0

& 1-3 EHUEEAR

1

Host-3

B BARA MRS &
Host-1~Host-3 2 FE L
SW-1 ZRAHNL
@ Hh 4 LR
F 1-4 TEAHR
L BO EERE £ JWE St
SW-1 el Host-1 ENIN
SW-1 e2 Host-2 ENIN
SW-1 e3 Host-3 BRA
@Atk
# 1-5 EHIHEER)
EHL IP bl /T P HERD EZES BNLE
Host-1 172.16.64.1 /24 172.16.64.254 el
Host-2 172.16.64.2 /24 172.16.64.254 e2
Host-3 172.16.64.3 /24 172.16.64.254 e3

=8

(2) £ GNS3 #3828
7E GNS3 w1, %I LRI G, Wil 1-21 s

(3) BCE ML

S

Host-1

Host-2

Host-3

1-21 EE k%%
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//BCE Host-1 ik

Host-1> ip 172.16.64.1/24 172.16.64.254
Host-1> show ip

Host-1> save

//BCE Host-2 ik

Host-2> ip 172.16.64.2/24 172.16.64.254
Host-2> show ip

Host-2> save

//ECE Host-3 ik

Host-3> ip 172.16.64.3/24 172.16.64.254
Host-3> show ip

Host-3> save

(4) M
3R 1-6 I E], fEH PING & #EAT T ALIEEAE A
# 1-6 EHBRFEWRAB

FEN ERES)N BREER
Host-1 Host-2
Host-1 Host-3
Host-2 Host-3

o Fim 1-2: BREMAGREASHLHREM.

4. {5 B R IR W X IR
(1) M2 R
O GEH, Wk 1-22 iR

i NET-A

=l

]
1
|
¢ Host-1 H Host-3  Host-4 i Host-5 Host-6
! 1
1 RS-1 Host-1:172.16.64.1/24 : | Host-5:192.168.64.1/24 RS-2 :
| VIANI1: 172.16.64.254/24 Host-2:172.16.65.1/24 : : Host-6:192.168.65.1/24 VLAN11: 192.168.64.254/24
| ViAN12: 172.16:65.254/24 Host-3:172.16.64.2/24 | ' HoSt-7:192.168.64.2/24 VIAN12: 192.168.65.254/24
| ke oeaire Host-4:172.16.65.2/24 ! Host-8:192.168.65.2/24 VLAN100: 10.0.1.2/30
| o

____________________________________________________________________________________________

1-22 X p4 1 4h
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g/

ERAGEY (HHENNERE) IREFH

@ L
R 17 EHHEERIR
B e el HAE RS BV
Host-1~Host-8 2 3m F AL - -
SW-1-sw-4 — Clsco Ci6io ]
RS-1~RS-2 A b CISCO C3640 -
@7 HublH2 11 5 VLAN #LK)
& 1-8 ZHFHED S5 VLAN MRIZE
ML o VLANID BB BORA
SW-1 fo/1 11 Host-1 Accass
SW-1 fo/2 12 Host-2 Access
SW-1 f0/0 -- RS-1 Trunk
SW-2 fo/1 11 Host-3 Accass
SW-2 fo/2 12 Host-4 Access
SW-2 f0/0 -- RS-1 Trunk
SW-3 fo/1 11 Host-5 Accass
SW-3 f0/2 12 Host-6 Access
SW-3 f0/0 - RS-2 Trunk
SW-4 fo/1 11 Host-7 Access
SW-4 fo/2 12 Host-8 Access
SW-4 f0/0 -- RS-2 Trunk
RS-1 fo/1 -- SW-1 Trunk
RS-1 fo/2 -- SW-2 Trunk
RS-1 f0/0 100 RS-2 Access
RS-2 fo/1 -- SW-3 Trunk
RS-2 f0/2 - SW-4 Trunk
RS-2 f0/0 100 RS-1 Access
@ AL E R
R 19 FHIIRIR
F#H 1P Huht/ T P HERD ZES BAE BT& VLANID
Host-1 172.16.64.1 /24 172.16.64.254 Sw-1 01 11
Host-2 172.16.65.1 /24 172.16.65.254 Sw-1 072 12
Host-3 172.16.64.2 /24 172.16.64.254 SW-2 f0/1 11
Host-4 172.16.65.2 /24 172.16.65.254 SW-2 f0/2 12
Host-5 192.168.64.1 /24 192.168.64.254 SW-3 f0/1 11

{

=B

(ST
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Host-6 192.168.65.1 /24 192.168.65.254 SW-3 10/2 12
Host-7 192.168.64.2 /24 192.168.64.254 Sw-4 f0/1 11
Host-8 192.168.65.2 /24 192.168.65.254 SW-4 f0/2 12
% ¥z
* 1-10 BR a1 ORI
BEBIR BOak B O bk R e
RS-1 VLAN11 172.16.64.254 24 VLANL11 ] SVI
RS-1 VLAN12 172.16.65.254 /24 VLAN12 ] SVI
RS-1 VLAN100 10.0.1.1/30 VLANI100 ] SVI
RS-2 VLAN11 192.168.64.254 /24 VLANL11 [ SVI
RS-2 VLAN12 192.168.65.254 /24 VLAN12 [ SVI
RS-1 VLAN100 10.0.1.2 /30 VLAN100 /] SVI
@)% HHELK
® 111 BEARR
BREHBE H P 4% Bkl g H2RAY
RS-1 172.16.64.0 /24 172.16.64.254 HIEHH
RS-1 172.16.65.0 /24 172.16.65.254 HiEHH
RS-1 10.0.1.0 /30 10.0.1.1 HIEMH
RS-1 192.168.64.0 /24 10.0.1.2 AR
RS-1 192.168.65.0 /24 10.0.1.2 AR
RS-2 192.168.64.0 /24 192.168.64.254 B
RS-2 192.168.65.0 /24 192.168.65.254 HiEHH
RS-2 10.0.1.0 /30 10.0.1.2 HIEMH
RS-2 172.16.64.0 /24 10.0.11 ARt
RS-2 172.16.65.0 /24 10.0.11 AR
PR

5 FH B R S et Lk 22 el X R ) B D59, 2 AL

FUA AL -

http://dms.it.hactcm.edu.cn/api/h/f?m=8ec7658a340d9395-1-0

Bilibili 1j [ bk

https://www.bilibili.com/video/BVINK4y1Y7J3?p=2
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(2) 1E GNS3 H#ii3 M 2%

£ GNS3 1, 2R M2 B R Ih, Wl 1-23 Fos.

NET-A NET-B
RS5-1 RS-2
fojo
SW-1
fo/1
el el el el
Host-1 Host-2  Host-3  Host-4 Host-5 Host-6  Host-7  Host-8
RS-1 Host-1:172.16.64.1/24 Host-5:192.168.64.1/24 RS-2
VLAN11:172.16.64.254/24  Host-2:172.16.65.1/24 Host-6:192.168.65.1/24 VLAN11:192.168.64.254/24
VLAN12:172.16.65.254/24  Host-3:172.16.64.2/24 Host-7:192.168.64.2/24 VLAN12:192.168.65.254/24
VLAN100:10.0.1.1/30 Host-4:172.16.65.2/24 Host-8:192.168.65.2/24 VLAN100:10.0.1.2/30

1-23 [ [X p4 1 4

(3) BB NET-A #5 ) F A LHE

IR 1-9 1P HhHEFI R, B Host-1~Host-4 17 IP Hibk-Fl ¢, #iEdmr AT .

(E15)

Host-1> ip 172.16.64.1/24 172.16.64.254
Host-1> save
Host-2> ip 172.16.65.1/24 172.16.65.254
Host-2> save
Host-3> ip 172.16.64.2/24 172.16.64.254
Host-3> save
Host-4> ip 172.16.65.2/24 172.16.65.254
Host-4> save

(4) fEZHML SW-1 FS23l VLAN
OB VLAN

/N VLAN S

SW-1# vlan database

//8# VLAN11, VLAN12, VLAN100
SW-1(vlan)#vlan 11
SW-1(vlan)#vlan 12
SW-1(vlan)#vlan 100

//1BH VLAN $iREEER, ERUER
SW-1(vlan)#exit

SW-1#
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Q& O#5H 1 VLAN

[ENEERR

SW-1#configure terminal

/ENEOEEE

SW-1(config)# interface f0/1

/A& EEO A Access &,

SW-1(config-if)# switchport mode access
//REREREOE VLAN J3 VLAN1T1
SW-1(config-if)# switchport access vlan 11
SW-1(config-if)# no shutdown
SW-1(config-if)# exit

SW-1(config)#

SW-1(config)# interface f0/2
SW-1(config-if)# switchport mode access
SW-1(config-if)# switchport access vlan 12
SW-1(config-if)# no shutdown
SW-1(config-if)# exit

SW-1(config)#

SW-1(config)# interface f0/0

/BN Trunk 123

SW-1(config-if)# switchport mode trunk
//RE Trunk $EEARES 802.1q, Trunk BEFEERE, —F2Z Cisco FA//BRI ISL, —Fp
BTltRE 802.1Q, —hREA 802.1Q SLIiE
SW-1(config-if)# switchport trunk encapsulation dotlq
SW-1(config-if)# no shutdown
SW-1(config-if)# exit

SW-1(config)# exit

//RFECE

SW-1# write

(5) EAZHAL SW-2 528 VLAN
YR 1-8 HhHLk], AZHHL SW-2 HlE:115 VLAN 5 SW-1 1A, BEEDIE (4) #1E,
£ SW-2 528l VLAN.
(6) fEM 2 #pl RS-1 _E 528 VLAN
O VLAN

//8 VLAN11, VLAN12, VLAN100
RS-1#vlan database
RS-1(vlan)#vlan 11

RS-1(vlan)#vlan 12

RS-1(vlan)#vlan 100

//1BH VLAN $HREEES, ERAUER
RS-1(vlan)#exit

RS-14#
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Q& O 5# 1 VLAN

VU IN =t 5=¢

RS-1#configure terminal

/7O f0/1 BLE 9 trunk #8282, HEARES 802.1Q
RS-1(config)#interface f0/1
RS-1(config-if)#switchport mode trunk
RS-1(config-if)#switchport trunk encapsulation dotl1q
RS-1(config-if)#no shutdown

RS-1(config-if)#exit

RS-1(config)#

/7880 f0/2 BBE A trunk 22, HEEFRER 802.1Q
RS-1(config)#interface f0/2
RS-1(config-if)#switchport mode trunk
RS-1(config-if)#switchport trunk encapsulation dot1q
RS-1(config-if)#no shutdown

RS-1(config-if)#exit

RS-1(config)#

/#6420 f0/0 BELE A Access 183, EF VLAN100
RS-1(config)#interface f0/0
RS-1(config-if)#switchport mode access
RS-1(config-if)#switchport access vlan100
RS-1(config-if)#no shutdown

RS-1(config-if)#exit

RS-1(config)#exit

RS-1#

(7) fEEE Az #AL RS-1 EACE SVI

//FEEHINEE

RS-1(config)#ip routing

//73 VLANT1 B9 SVI #2OFEE IP bk, FRfsHS
RS-1(config)#interface vlan 11

RS-1(config-if)#ip address 172.16.64.254 255.255.255.0
RS-1(config-if)#exit

RS-14#

RS-1(config)#interface vlan 12

RS-1(config-if)#ip address 172.16.65.254 255.255.255.0
RS-1(config-if)#exit

RS-1(config)#interface vlan 100

RS-1(config-if)#ip address 10.0.1.1 255.255.255.252
RS-1(config-if)#exit

RS-1(config)#exit

RS-1#write

(8) NET-A #43 Fad {5 ik
% IER 1-12 B, 1 PING 4 3E47 NET-A 3 #0 3= HL 1A @ A5 MR .
* 1-12 NET-A W& EHEE IR

EHL H #EHL WELR

MR
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Host-1 Host-2

Host-1 Host-3

Host-1 Host-4

Host-2 Host-3

Host-2 Host-4

Host-3 Host-4
SEIRFZER:

o =5 1-3: BREMAGRIEASHZHRREM.

(9) SZHL NET-B #43 H/ 2%
ORLE NET-B #43H E Lt E
RYEMIZ R, 525k Host-5. Host-6. Host-7. Host-8 () =LA & .
QFERZ AL SW-3. SW-4 |- 528 VLAN
RIEPIZE IR, 58 SW-3. SW-4 158 #1152 VLAN fic & .
OFE# A L RS-2 528 VLAN
R 1K, 58 s A HepL RS-2 HITCE -
@ONET-B #43 (1)38 45 Mk
R 1-13 il A E, (EH PING v 41247 NET-384 1 E AL &S WK
£ 1-13 NET-B ML EHLEE IR

JREH H #E BESR
Host-5 Host-6
Host-5 Host-7
Host-5 Host-8
Host-6 Host-7
Host-6 Host-8
Host-7 Host-8
EIGEZER:
o Eim 1-4: BREMAGEREERSCWRE
® Ei%f 1-5: F#| Host-5"Host-8 ML B fh SES RIS IR St
® EiZ& 1-6: MM SW-3. SW-4 ML E HSESBSLRREM.
® EZm 1-7: AR RS2 WL E G SEERLIREM.

(10) 7£ RS-1. RS-2 B ¥ AMH
OfE RS-1 Lt & AR
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RS-1#configure terminal

RS-1(config)#ip routing

//IEFEERRE 192.168.64.0/24 B9IRIZ, T—Hkitbit)s 10.0.1.2
RS-1(config)# ip route 192.168.64.0 255.255.255.0 10.0.1.2
//IEFEERRE 192.168.65.0/24 B9IRIZ, T—Hkitbik)s 10.0.1.2
RS-1(config)# ip route 192.168.65.0 255.255.255.0 10.0.1.2
RS-1(config)#exit

RS-1# write

@FE RS-2 LB AR H

RS-2#configure terminal

RS-2(config)#ip routing

RS-2(config)# ip route 172.16.64.0 255.255.255.0 10.0.1.1
RS-2(config)# ip route 172.16.65.0 255.255.255.0 10.0.1.1
RS-2(config)#exit

RS-2# write

(11) A= WA It
fE R 1-14 B, 78 Host-1 LA PING A4, X4 HAth 41 Host-2~Host-8
HATEENEK, WL Rk 1-14 Pos.
& 1-14 EMEVLELEIR

FEEH H I BRESHR
Host-1 Host-2
Host-1 Host-3
Host-1 Host-4
Host-1 Host-5
Host-1 Host-6
Host-1 Host-7
Host-1 Host-8
SEIRFZERK:

o EiZm 1-8: BREMASERIESHLHREM.
o EiZm 1-9: EABHBMINERERXN, #HITIHERREEZ.

I\, SSIEE

1. A2 GNS3
(1) H4 2 GNS3? B AW LeThfE?
(2) 1 GNS3 ZhReFAUIER A, A Wl ?

EEEESEERSHAE / b / 13938213680/ 55 15



%

15/*

EEEEEREAGLY (HHNNBREE) IREFH

2\ BIEMRERITEES
(1) 3 1-13 7, WL EHLFEATLEGR? A2
(2) R 1-14 W, WL EHLERATDEBRI? A2
(3) & 1-13 MK 1-14 IR 5ttt 30 7442

{

s

Sy
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