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FESEIG— ARl LT ARSI, $hdbasin i 0-1 ffor.

NET-A

RS-1:
VLAN11:172.16.64.254/24
VLAN12:172.16.65.254/24
VLAN100:10.0.1.1/30

Host-1 Host-2 Host-3 Host-4

Host-1:172.16.64.1/24
Host-2:172.16.65.1/24
Host-3:172.16.64.2/24
Host-4:172.16.65.2/24

Host-5:192.168.64.1/24
Host-6:192.168.65.1/24
Host-7:192.168.64.2/24
Host-8:192.168.65.2/24

NET-B

fo/o

SW-4

fo/2

el

B B B ==

Host-5 Host-6 Host-7 Host-8

RS-2:
VLAN11:192.168.64.254/24
VLAN12:192.168.65.254/24
VLAN100:10.0.1.2/30

0-1 MZ&Inth

£% 1: ARP R EH5r#r

HIR01: 525 AL Host-1 EI’J ARP #
1F Host-1 %&upij |, @il 4iE2 ARP %£.

S2EGS:

clear arp

IR 02: i Wireshark i % £ 41 Host-1 [ BT A 1815 ik 3L
i Host-1 5 SW-1 [{5ERS, 1EF¢ “start capture” #EATINAL, 45 RAE 1-1 Fios.

9% 03: 7 EHL Host-1 | Ping 241 Host-2

7F Host-1 %3 I, $47T Ping 4.

£E®S:

ping 172.16.64.2

LR 04: 1E Wireshark ik H Host-1 ) ARP 3¢
£ Wireshark HUidJEdshim A “arp”, & Host-1 iU ARP 3L, WE 1-2 fizs.

& 1-1 Wireshark L

B 1-2 Jiiik arp %&I
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A YR 05: 73 #T Host-1 J HiHJ ARP 1 3R 4Rk 3451
£ Wireshar FHIEFEAE R — 2% ARP 15 RIRSCEATHEA 3T, W1B 1-3 s, Ko Hr4s
HE IR 11,

*- [SW-1 FastEthernet0/1 to Host-1 Ethernet0]

Wireshark - Packet 85 - -

.64.27 Tell

» Frame 85: 64 bytes on wire (512 bits), 64 bytes captured (512 bits) on interface

» Ethernet II, Src: Private 66:68:80 (00:50:79:66:68:00), Dst: Broadcast (ff:ff:ff | at 00:50:79:
~ Address Resolution Protocol (request)
Hardware type: Ethernet (1)
Protocol type: IPv4 (0x0800)
Hardware size: 6
Protocol size: 4
Opcode: request (1)
sender MAC address: Private 66:68:00 (00:50:79:66:68:00)
T Sender IP address: 172.16.64.1 5
Target MAC address: Broadcast (ff:ff:ff:ff:ff:ff)
+ Frame Target IP address: 172.16.64.2
» Etheri
» Addreg |< D
ff ff ff ff ff ff 00 50 79 66 68 00 08 06 00 01 P yfh
08 00 06 04 €0 @1 00 50 79 66 68 00 ac 10 40 01 P yfh @
ff ff ff ff ff ff ac 10 40 02 00 00 00 0O 00 0O e
00 00 00 00 0O G0 00 G0 0O 00 GO0 00 00 00 00 00
f
0
0020 [j
3 0
@Help Oclose
| © 7 Address Resolution Protocol: Protocol Packets: 162 - Displayed: 2 (1.2%)  Profile: Default

Bl 1-3 ARP i5RIUTEH

£ 1-1 ARP iFRIFCH T

Fe FRAHK FRKE R E FRE FRERNEE
1 Hardware % fr
type
9 Protocol %
type
3 Har@ware %
size
4 ProFocol s
size
5 Opcode - A
6 Sender MAC w
address
7 Sender 1P %
address
8 Target MAC w Ry
address
9 Target IP W Ry
address
MR L VA 2
10
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IR

£ 1-2.

07: 43H7 Host-1 e 1 ARP i 5 4% 3454
1£ Wireshar Hik#(F =

AR N SCHEAT VR AT, B 1-4 TR, e SRIS B

*- [SW-1 FastEthernet0/1 to Host-1 Ethernet0]

Eile Edit View GCo Capture Analyze Statistics Telephony Wireless Tools Help

Wireshark - Packet 86 - -

.64.27 Tell 1
at 00:50:79:

» Frame 86: 64 bytes on wire (512 bits), 64 bytes captured (512 bits) on interface
» Ethernet II, Src: Private 66:68:02 (00:50:79:66:68:02), Dst: Private 66:68:00 (@
~ Address Resolution Protocol (reply)

Hardware type: Ethernet (1)

Protocol type: IPv4 (0x0800)

Hardware size: 6

Protocel size: 4

Opcode: reply (2)

Sender MAC address: Private 66:68:02 (00:50:79:66:68:02)

Sender IP address: 172.16.64.2

Target MAC address: Private 66:68:00 (00:50:79:66:68:00)
+ Frame Target IP address: 172.16.64.1
» Ether 68:00)
- Addre§ |« G

Har| 00 50 79 66 68 00 GO 56 79 66 68 02 08 06 00 01 pyfh--P yfh

‘

Pro
Harl
Pro

08 00 06 04 0@ 02 0O 50
00 50 79 66 68 0@ ac 1@
00 00 00 00 00 0O 0O 0O

79 66 68 02 ac 10 40 02
40 01 00 0O 00 @O 0O EO
00 00 0O 0O 00 O 0O 0O

P yfh---@
Pyfh e

opc
sen|
sen|
Tar|
Tar| -

[}
[}
[}
[c]

No.: 86 - Time: 163.333557 - Source: Private_66:68:02 - Destination...tocol: ARP - Length: 64 - info: 172.16.64.2 is at 00:50:79:66:68.02

Orelp Oclose

Packets: 178 - Displayed: 2 (1.1%)  Profile: Default

B 1-4 ARP MR

K 1-2 ARP NEHR L

| @ 7 Address Resolution Protocol: Protocol

5 FEAK FBRKE IR E FBAE FBRERNER
1 Hardware %
type
9 Protocol &
type
3 Har#ware s
size
4 ProFocol s
size
5 Opcode VA
Sender MAC . o
6 B D)
address
Sender IP . o
7 address &
8 Target MAC w Ry
address
9 Target IP % R
address
R g N A
10
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FbAs ARP &SRR S S RNAR SR 5 sz, HEE R 1-3,
# 1-3 ARP @53 L7

TEYHXT LE A

f£5%5 2: VLAN A ARP #ilit it i2 04

LU 01: JEZFEHL Host-1 ) ARP &
IR 02: 3 Wireshark i35 E41 Host-1 #1 Host-3 [ @SRk 3L
A WI7E ML Host-1 F1 Host-3 ML S, Wil 2-1 Ak

NET-A NET-B
RS-1 RS-2
fo/0
SW-1
fo/1 fo/2
.Q_j‘ '®§,
e0 e0 e0 e0
VPCS VPCS VPCS VPCS VPCS VPCS VPCS VPCS
" "N A "N A "N " "
Host-1 Host-2 Host-3 Host-4 Host-5 Host-6 Host-7 Host-8
RS-1: Host-1:172.16.64.1/24 Host-5:192.168.64.1/24 RS-2:
VLAN11:172.16.64.254/24 Host-2:172.16.65.1/24 Host-6:192.168.65.1/24 VLAN11:192.165.64.254/24
VLAN12:172.16.65.254/24 Host-3:172.16.64.2/24 Host-7:192.168.64.2/24 VLAN12:192.168.65.254/24
VLAN100:10.0.1.1/30 Host-4:172.16.65.2/24 Host-8:192.168.65.2/24 VLAN100:10.0.1.2/30

2-1 /3 HI7E Host—1 1 Host—3 $l4L

9% 03: 7 THLl Host-1 _E Ping 341 Host-3
LI 04: 7F Wireshark ik 5 Host-3 X M [t ARP i >R 5 v 41 3¢
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FEPIA I R B Ak ARP 32, nf&l 2-2 #1 2-3 foR.

7 _adares Resolution Protocok Prozocol Packets: 115 . Displayedt: 2 (1.7%) Profie: Default © 7 address Resslution Protocst Pratocl Fackets; 142  Displayed: 2 (14%) Profile; Default

B 2-2 Host—1 WK I ARP 3T K 2-3 Host-3 WA ARP #)3C

G 05: 43HT ML Host-1 7E Ping F- 41 Host-3 I ) ARP Hubik g fr it 72
FRAE LA B ANIUEL 21 F3RET) ARP 2, 708 ARP il f@drid 72, HIEE R 2-1.
& 2-1 Host-1 2| Host-3 [i] ARP Huhtf#HTid R4 #r

R RIE ARPIERIRC | [T & Target IP Hidi:

RHRIEARP NERSE | [T & Target IP Hidi:
Host-1

REEWARPHERIEY | [T 2 Sender 1P #ifil

REHIARP MEHR | T 2 Sender IP Hifi:

RERIEARPIERIRC | T & Target IP Hi3i:

R/ RIE ARP MERSC | [T & Target IP Hi3i:
Host-3

EEEWARPERIY | [T & Sender IP Hifi:

REHIARP MEHR | T 2 Sender IP Hifi:

0% 06: ARP 2217 1) 40 4

2 FHL Host-1 1] ARP F I ELEAI I ARP id 3}, R Ping 41 Host-3, ARP 2247
REAFIZ ARP Huhib b i 45 5.

1 ARP ZAFRFAAFAEF R ARP RIS, EHLEAT ARP Hitibf#dr, ks RAaAN A
RP 2473, A4 ARP I,

4 ARP ZZAFRPAELEARDE ARP R0, FAHLEFZEH ARP RIiH ) MAC k356 %
W, AT ARP Hudibf@tr, Wi 2-4 5 2-5 fiors.
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l 2-4 Host- 14517;29’1?&1 & 2-5 Host-3 Llﬁzjyzﬁﬁﬂiy

AP 07 XFE T ARP Z2475%5 ARP Mtk @it (520
R PLE AN S AEL, 204 ARP RIPER, JHESE 2-1.
£ 2-1 ARP X%t ARP Huhbfghr I m
ST
AEAEAHR ARP RIUN f2 15 1T ARP ik fg 4
FAAERE R ARP RIUN 2 5 #E1T ARP ik gt

RI%

f£55 3: A[E VLAN |8 ARP it fg#frid #2534

SR 01: FEZEFH Host-1 ) ARP #&
% 02: fdi [ Wireshark i 3% 41 Host-1 1 Host-4 [T E{5 L
43 FIAE EHL Host-1 #1 Host-4 #1161, WE 3-1 FizR.

Doplayed 161 (16008 Oiesped 0 0N)  Prole:

NET-A NET-B
RS-1 RS-2
fo/o
SW-1 SW-4
fo/1 fo/2
)
Y
ed / el
Host-1 Host-2 Host-3 Host-4 Host-5 Host-6 Host-7 Host-8

RS-1: Host-1:172.16.64.1/24 Host-5:192.168.64.1/24 RS-2:
VLAN11:172.16.64.254/24 Host-2:172.16.65.1/24 Host-6:192.168.65.1/24 VLAN11:192.168.64.254/24
VLAN12:172.16.65.254/24 Host-3:172.16.64.2/24 Host-7:192.168.64.2/24 VLAN12:192.168.65.254/24
VLAN100:10.0.1.1/30 Host-4:172.16.65.2/24 Host-8:192.168.65.2/24 VLAN100:10.0.1.2/30

K 3-1 43 HI7E Host—1 1 Host—3 $ML

# 1% 03: fEFHL Host-1 I Ping EHL Host-4
1% 04: 7F Wireshark %1% H 5 Host-4 f N ) ARP i 3K 5 v 47 ¢
FEPIANYIEL 53k He i) ARP #ctin & 3-3 5 3-4 s
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B 3-3 Host—1 W& i ARP #32

4 (485 bits) on incerface -, id 8
, Dst: Broadcast (FFifF:Faffiffzff)

Packets: 76  Displayed: 3 (.9%) - Dropped: 2 (0.0%) _ Profile:

B 3-4 Host—4 WK I¥) ARP #3C

I 05: #F FHL Host-1 fl =235 #ebl RS-1 [ %
F ML Host-1 A1 RS1 s R WK 3-5. 3-6 Aiw.

"
Trying 127.0.0.1...
Connected to localhost.
Escape character is 'A]'.

Host-1> show ip all

NAME IP/MASK
Host-1 172.16.64.1/24

GATEWAY MAC
172.16.64.254 00:50:79:66:68:00

Host-1> I

3-5 Host-1 M

W 06:

RS- 1#
RS-1#show ip route
Codes: C - connected - static, R - RIP, M - mobile
EIGRP external, O SPF
external type 1, external type 2
- type 2

evel-1, L2 - I5-IS level-2

- candidate default, U - per-user static route
downloaded static route

Gateway of last resort is not set

4 is subnetted, 2 subnets
.0 is directly connected, Vlanil
.0 is directly connected, vlani2
4.0/24 [1/0] via 10.0.1.2
5.0/24 [1/0] via 10.0.1.2
30 is subnetted, 1 subnets
10.0.1.0 is directly connected, Vlaniee
RS-1#show int vlanil | include Internet
Internet address is 172.16.64.254/24

RS-1#show int vlan12 | include Internet
Internet address is 172.16.65.254/24
rs- 14l

K 3-6 RS-1 B{HEK

ST FHL Host-1 7 Ping EHL Host-4 i ) ARP Huhik gy it 72

FRE LL_E PN S RS0 0T, 70 b ARP Hhb @t id 72, RS % 3-1,
#* 3-1 Host-1 Z| Host-4 [i] ARP HuhtfEHT S 54

RERIEARPIERIRC | T 2 Target IP i

B RIEARP NERT | T 2 Target IP i
Host-1

REHW ARP ERR | [T 2 Sender IP Hifil:

REERARP N&EHR L | T & Sender IP Hifil:

RB/RIEARPIERIRC | T & Target IP Hudik:

R RIEARP MEHSC | T &2 Target IP Hudi:
RS-1

REEKARP R | T & Sender IP Hi i

REERARP N&EHR L | T & Sender IP Hi i
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R RIEARPIERIRC | T 2 Target IP Hiht

RHRIEARP MERC | T & Target IP Hiht:
Host-4

G ARP ERR | [T 2 Sender IP Hiil

AEHIWARP MNEWR T | T 2 Sender 1P #ifi:

I 07 XF L0 Hr Ping 341 Host-3 5 Host-4 I ARP b i b i £ (1) AN ]
FRAE XS P E B ARG DL ) ARP sk AT I 0, B bl AR BT i AR HR AR Rl 2 Ak, IR
53 3-2,
& 3-2 LA EFMENT ARP HubHET A F 2 4t

% i
VLAN N ARP i
T 2 . ARP Hihik iR b
% i
VLAN [i] ARP ik
AT IR Wf % ARP Hibik i@

£55 4: BZEiREHIMLEE ARP it BTS2+

HPR01: 1FZ ML Host-1 1] ARP %

I8 02: i Wireshark id 3¢ 341 Host-1 1 Host-8 AT A IBER L, ICEK=ZE5H
Bl RS-1 5 RS-2 Z [Alf{ firf @5

4> WI#E ML Host-1 Al Host-8 L Jz RS-1 5 RS-2 Z [al#liL, 4k 4-1 s,

0% 03: 7 T4l Host-1 E Ping 41 Host-8

IR 04: 1F Wireshark ik 5 Host-8 X M [ ARP 15 3R 51 W 3¢

IR 05: #F RS-2 HIH#*E

= RN RS-2 K E A 4-5 AR,

A IR 06: 43 Hr 1ML Host-1 7E Ping =41 Host-8 I ) ARP Huhik g frid 72
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NET-A
RS-1
%ﬂvo
fo/1 i,rz
fojo f0/0
Y
SW-1 SW-2
fO,Fl/ fo/2 fo/1 fo/z
QD /
/"
e0 b I e0 e0 ¥ 1 e0
Host-1 Host-2 Host-3 Host-4
RS-1: Host-1:172.16.64.1/24
VLAN11:172.16.64.254/24 Host-2:172.16.65.1/24
VLAN12:172.16.65.254/24 Host-3:172.16.64.2/24
VLAN100:10.0.1.1/30 Host-4:172.16.65.2/24

NET-B
RS-2
fo/0 %
fo/1 for2
fo/o fo/o
\
SwW-3 SW-4
fo/1 fo/2 fo/1 \fo,rz
:’\\:_\
el e0 el \ el

Host-5 Host-6

Host-5:192.168.64.1/24
Host-6:192.168.65.1/24
Host-7:192.168.64.2/24
Host-8:192.168.65.2/24

Host-7

Host-8

RS5-2:
VLAN11:192.168.64.254/24
VLAN12:192.168.65.254/24
VLAN100:10.0.1.2/30

& 4-1 457 Host—1 H1 Host-8 LA RS-1 55 RS-2 Z [AI4I4H,

ip route
- connected, S - static, R - RIP, M - mobile, B -
- EIGRP, EX - EIGRP external, O - OSPF, - inter area
- OSPF external type 1, N2 - F N rnal type 2
ternal type 1, E2 - OSPF external type 2

- I5-1IS summary, L1 S level-1, L2 - IS-IS level-2
inter area, * - candidate default, U - per-user static route
- periodic downloaded static route

BGP

- ODR, P

Gateway of last resort is not set

6.0.0/24 is subnetted, 2 subnets
[1/e] via 1@8.0.1.1
[1/6] via 10.0.1.1
.0/24 is directly connected, Vlani1
.0/24 is directly connected, Vlani2
/30 is subnetted, 1 subnets
10.0.1.0 is directly connected, Vlaniee
S-2#show int vlanil | include Internet
Internet address is 192.168.6
S-2#show int vlani2 | incli
Internet address is 192.168.65.254/24

4-5 RS-2 B

R E CL_E =ANE sk osc 8, 8 ARP bbb fE, JFIHE % 4-1,
# 4-1 Host-1 3] Host-8 [a] ARP HuhlfErid 4

R RIEARPIERIRC | T 2 Target IP i

RBERIEARP NERT | T 2 Target IP i3
Host-1

G ARP ERR | [T 2 Sender IP Hii

BN ARP MR | [T 2 Sender IP Hifik
RS-1 M RIEARPIERC | T &2 Target IP Hudik:
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T RI%E ARP MR Target IP it
R ARP 38 SRR Sender IP Hitil
R ARP R ST Sender IP Hitil
BT RI%E ARP i RIR T Target IP Hiik
R RIE ARP MR L Target IP Hiik
RS-2
R ARP i SRR ST Sender IP Hifi
R ARP 2R ST Sender IP Hidi:
BT RI% ARP i RIS Target IP Hidik
T KIE ARP MR L Target IP Hidik
Host-8
RS ARP 15 35R 383 Sender IP Hifi:
RS ARP MR S Sender IP Hifi:

A9 07: X2 #r Ping 4L Host-3. Host-4 55 Host-8 It} ARP #iuhil-fif#fr i F2 i A [
FRAEXT LA B =F & L ARP HisIfERT 10 7007, HeBcb ik T i AR AN R 2 Ak,
5% 4-2,
£ 4-2 DL E=FIENT ARP HulH#ENT AR Z &

VLAN P ARP i
fiEE AT L FE

VLAN [&] ARP ik
fiEE T I FE

5 = 2B AN
2% 18] ARP ik fEffT
TR
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I\, SSREE

1. ARP =18
(1) ARP HIZEAR JF B ZAT4 2

(2) ARP fI1EH ARk 2

2. ARP it g4t 32
(1) AHaBHETREZH 2] ARP Huhik gt ?
(2) ARP HRBmAFIF 7 ARP Hubk i b ash R (1 Wk L s v 2

(3) A[EM B ARP b b 2 [A) A G B 2
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