EREESERAGTN (HHANMEREE) LRIEFH

Scie— . ARP 5%

1. Tf# ARP HM¥;
2. & ARP L,
3. EIE ARP P[] TAE B

. SCIGEET
2 2

ENE S
B uEfE

EE[EE=pE v

M. SEBRER

1. B
BAREITHEN L &, METXZ CPU. 8G NA¥. 500GB fififi.

2, B
H#E#E Ubuntu Desktop #:1E &40, %35 GNS 3 1/ L F.
X HF Windows #:1E R 4t, %3 GNS 3 i H#fF.

3. W%

THEENUEE A 2 1P SN SR 3, SCHE X LI I 7 1) o
4, TH

o

F. SERMES

1. 58 ARP $RCEEH T 5

2. S8 VLAN N ARP il i 21 2047 ;

3. 52 VLAN [a] ARP it it & ) 204

4, SERREE = JZ & ANEILS ] ARP AT IERE 434 .

7 RARKRSR

FESG— MBERN E T RARSES:, RN E 2-1 s

EREBESEERRHIA= / Fbtl /13938213680 / 1R



FREEBEFEAAGT Y (HENNERE) LhigsH

NET-A NET-B
RS-1
fojo fo/o
sSw-4
fo/2 fo/2
e0 el
Host-1 Host-2 Host-3 Host-4 Host-5 Host-6 Host-7 Host-8

RS-1: Host-1:172.16.64.1/24 Host-5:192.168.64.1/24 RS-2:
VLAN11:172.16.64.254/24 Host-2:172.16.65.1/24 Host-6:192.168.65.1/24 VLAN11:192.168.64.254/24
VLAN12:172.16.65.254/24 Host-3:172.16.64.2/24 Host-7:192.168.64.2/24 VLAN12:192.168.65.254/24
VLAN100:10.0.1.1/320 Host-4:172.16.65.2/24 Host-8:192.168.65.2/24 VLAN100:10.0.1.2/30

2-1 ML

£% 1: ARP R EH5r#r

$I%01: 2 EHL Host-1 1) ARP #&
1F Host-1 & F, @2 iEa ARP .
SEGS:

clear arp

YR 02: fi A Wireshark id3% E4L Host-1 [ A @15 3C

Fii Host-1 5 SW-1 [k, 1% “start capture” #HATHNAL, 451K 2-2 Fiors.
9% 03: 7F 4L Host-1 _E Ping 341 Host-3

£ Host-1 £ b, #4447 Ping fiv % »

EE0S:
ping 172.16.64.2

LR 04: 1E Wireshark ik H Host-1 ) ARP 3¢
£ Wireshark fJiyEs A “arp”, &F Host-1 WOk ARP 53¢, U1E 2-3 fios.

7 ks bt otk oo s 18 Dhlared 2170 e Ot

& 2-2 Wireshark #Il l%{ 2-3 fifiik arp 3L
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*- [sw-1 FastEthernet0/1 to Host-1 Etherneto]
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

XRE QA » YW=

Wireshark - Packet 85 - -

.64.2? Tell

» Frame 85: 64 bytes on wire (512 bits), 64 bytes captured (512 bits) on interface

+ Ethernet II, Src: Private_66:68:00 (00:50:79:66:68:00), Dst: Broadcast (ff:ff:ff | at 00:50:79:
-~ Address Resolution Protocol (request)
Hardware type: Ethernet (1)
Protocol type: IPv4 (©x0800)
Hardware size: 6
Protocol size: 4
Opcode: regquest (1)
Sender MAC address: Private 66:68:00 (00:50:79:66:68:00)
r Sender IP address: 172.16.64.1 5
Target MAC address: Broadcast (ff:ff:ff:ff:ff:ff)
» Frame Target IP address: 172.16.64.2
» Ether|
+ Addres |«
ff ff ff ff ff ff 00 50 79 66 68 00 08 06 00 01 P yfh
98 00 06 04 B0 61 00 50 79 66 68 00 ac 16 40 81 P yfh 7]
ff ff ff ff ff ff ac 10 40 02 00 00 0O 0O 0O 0O @
B0 00 0O 0O B0 6O 6O GO 0O 6O 6O 60 GO 66 6O 6O
fi
o
0028 [
3 o
@Help @close
| @ # Address Resolution Protocol: Protocol Packets: 162 - Displayed: 2 (1.2%)  Profile: Default

2-4 ARP #55R R 45
1E Wireshark FEFRAT R —2 ARP IERISCHAT AN 0, Wl 2-4 R, Koadrds

RIHEGHE 11,
£ 1-1 ARP 53R

Fe FRAHK FRKE R E FRE FRERNER
1 Hardware %
type
9 Protocol w5 f
type
3 Har#ware w0
size
4 Pro?ocol w0
size
5 Opcode v
Sender MAC . -
6 B
address
Sender IP . -
7 address L
8 Target MAC Ry
address
9 Target IP W fr
address
R A N A
10

SBUE O7: 43 BT Host-1 21 i) ARP i 3 3% S &5 4
7 Wireshark i 4T 5 — 25 Wi MR OSCHE T VEGN 04T, G0l 2-5 FTo, A4 A S 3|
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£ 1-2.

*#- [SW-1 FastEthernet0/1 to Host-1 Ethernet0]

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

XE QA< » ===

Wireshark - Packet 86 - -

.64.27 Tell 1
at 00:50:79;]

» Frame 86: 64 bytes on wire (512 bits), 64 bytes captured (512 bits) on interface
» Ethernet II, Src: Private 66:68:02 (00:50:79:66:68:02), Dst: Private 66:68:00 (O
~ Address Resolution Protocol (reply)
Hardware type: Ethernet (1)
Protocol type: IPv4 (@x0880)
Hardware size: 6
Protocol size: 4
Opcode: reply (2)
Sender MAC address: Private_66:68:02 (00:50:79:66:68:02)
; Sender IP address: 172.16.64.2 5
Target MAC address: Private 66:68:00 (00:50:79:66:68:00)
+ Frame Target IP address: 172.16.64.1
» Ether 68:08)
~ Addre§ |« »
Har 00 50 79 66 68 00 0@ 5@ 79 66 68 02 08 06 00 O1 Pyfh- P yfh
Pro 08 00 06 04 0O 02 GO 5@ 79 66 68 02 ac 10 40 02 P yfh ]
Har 00 50 79 66 68 00 ac 10 40 01 00 00 0O 00 0O ©O Pyfh @
Pro 60 00 60 0O 00 60 06 6@ OO0 60 06 60 6O 00 60 e
opci
seni
seni
Tari
Tar b

[}
[}
[}
]

No.; 86 - Time: 163.333557 - Source: Private_66.68.02 - Destination...tocol: ARP - Length: 64 - Info: 172.16.64.2 is at 00.50:79:66.:68:02

©Help ©close

| @ 7 Address Resolution Protocol: Protocol Packets: 178 - Displayed: 2 (1.1%)  Profile: Default

B 2-5 ARP MR

# 1-2 ARP N&HR LT

5 FEAWK FBRKE IR E FBAE FBRERNER
1 Hardware %
type
9 Protocol %
type
3 Har#ware w0
size
4 ProFocol w0
size
5 Opcode VA
Sender MAC . -
6 s
address
7 Sender IP &
address
8 Target MAC Ry
address
9 Target IP W fr
address

10

B TR A

R 08: XFELr T ARP 18 SR AR SR S 4 S 4544
L ARP 155K 3R SCH W NAR SCH) 5 SR 720, JHHE R 1-3.
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FEBHE

FRERNREER

TRAENS EL A

f£35 2: VLAN A ARP ittt #2534

A YR 01:

575 4L Host-1 17 ARP %

HIR 02: fd ] Wireshark ic 3¢ 341 Host-1 #il Host-3 [#) T 45 15 ) 3¢
3 AIHE EHL Host-1 A1 Host-3 MR ¢, &l 2-6 Ars.

NET-A NET-B
R5-1 RS-2
foro fo/o
SW-1 SW-4
fo/1 fo/2 fo/2
'd% i g&s
e0 / ed e / e0 e
Host-1 Host-2 Host-3 Host-4 Host-5 Host-6 Host-7 Host-8

RS-1: Host-1:172.16.64.1/24 Host-5:192.168.64.1/24 RS-2:
VLAN11:172.16.64.254/24 Host-2:172.16.65.1/24 Host-6:192.168.65.1/24 VLAN11:192.168.64.254/24
VLAN12:172.16.65.254/24 Host-3:172.16.64.2/24 Host-7:192.168.64.2/24 VLAN12:192.168.65.254/24
VLAN100:10.0.1.1/30 Host-4:172.16.65.2/24 Host-8:192.168.65.2/24 VLAN100:10.0.1.2/30

K 2-6 43 B4 Host—1 il Host—3 JIEL

SI% 03: 7EFHL Host-1 L

Ping F#1 Host-3

9% 04: 1F Wireshark _Efiik 5 Host-3 X [ ARP 15 3R 51 W 3¢
FEPIANIVEL S Bkt ARP 3, &l 2-7 #1 2-8 fir.
I8 05: 43#1 1AL Host-1 7 Ping 41 Host-3 i () ARP Huhit i #fr i 72
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D 7 address Resalution Protocok Protool Packets: 115 - Displayed: 2 (1.7%) Profile: Default @ 7 address Resslution Protocet Protocel Packets: 142 Displayed: 2 (1.4%) Profile: Default

2-7 Host—1 YR Y ARP 3T & 2-8 Host-3 R ARP 3T

A DA B ANHIVEL i B3R ARP 20dis, 40 i ARP bk @bt #2, JHEE R 241,
# 2-1 Host-1 F) Host-3 [i] ARP HuhHi#Erd it

RBRIEARPERY | T 2 Target IP Hi3i:

RBRIEARP NEHR Y | T 2 Target IP Hi3i:
Host-1

R ARP R | T 2 Sender IP Hifit

TR ARP &R | [T 2 Sender IP Hifit

RBRIEARPERY | T 2 Target IP Hi3i:

M AEEARP NEHR | T =2 Target IP Mtk
Host-3

EHEWARPHERY | T 2 Sender IP Hih

EHEERARP N&HR Y | T 2 Sender IP Hih

IR 06: ARP 2247 1IN 40 #r

23 M1 Host-1 ff] ARP FHFEMIE ARP idsk R, R Ping F#H1 Host-3, ARP 2247
REAFIE ARP Huhik b i 45 5.

Y ARP A7 R AAFIEAN R ARP RIUHS, EHLHEAT ARP HibbfidT, Holsas RaAN A
RP 2473, 4 ARP I,

24 ARP AR P AFEMOC ARP R I, FAHLEEATH ARP R I (K] MAC Hibik 35 3645
i, AFHEAT ARP Hibb@dr, i 2-9 5 2-10 FioR.
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wotte Oetast o> a1 opapee 161 4N Cropped S100%) ot Outnst

Bl 2-9 Host-1 YR ML P 2-10 Host—3 Wk ATk 3¢

IR 07: ST Har i ARP 2475 ARP Huk fif T i 52
FRE LA _E PN SN, 400 ARP RIOMEH, FFIHS R 2-2.
% 2-2 ARP X} ARP il s

ST IR RIT
AFEAERIE ARP R I 2 5 3ET ARP Huhi i b
FAEFISC ARP RII 2& 75 3H1T ARP Hulik it

f£55 3: A[E VLAN |8 ARP it fg#frid #2534

B 01: 752 EHL Host-1 ) ARP %
IR 02: fdi ] Wireshark ic 3% 4L Host-1 1 Host-4 [/ FT4 #1553
43 FIAE EHL Host-1 F1 Host-4 #1161, WK 2-11 Ff s,

NET-A NET-B

fo/o
SW-4
fo/2
el
Host-1 Host-2 Host-3 Host-4 Host-5 Host-6 Host-7 Host-8
RS-1: Host-1:172.16.64.1/24 Host-5:192.168.64.1/24 RS-2:
VLAN11:172.16.64.254/24 Host-2:172.16.65.1/24 Host-6:192.168.65.1/24 VLAN11:192.168.64.254/24
VLAN12:172.16.65.254/24 Host-3:172.16.64.2/24 Host-7:192.168.64.2/24 VLAN12:192.168.65.254/24
VLAN100:10.0.1.1/30 Host-4:172.16.65.2/24 Host-8:192.168.65.2/24 VLAN100:10.0.1.2/30

2-11 43I Host—1 Al Host—3 $MAL

A1 03: fEFHL Host-1 I Ping EHL Host-4
I8 04: 7F Wireshark %% i 5 Host-4 X N ) ARP i 3K 5 B 47 ¢
TEFANIUE &S IR H I ARP #oc i E 2-12 5 2-13 Bk
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7 ddress Resclution Procacol Protacol hots: 78 - Cisplapes: 3 (L% -Oragped: 0 {u0%) _ Prafie: Defauk

K 2-13 Host—4 YR ARP 3

7 adoress Resoluton Frotocot J9PELODON]  Frobie: Default

2-12 Host~1 WK 1) ARP 3L

B 05: #F FHL Host-1 fIl =235 bl RS-1 [ %
F ML Host-1 A1 RS1 IR WK 2-14. 2-15 FiR.

"

Trying 127.0.6.1... RS- 1#
Connected to localhost. RS-1#show ip route
Escape character is 'A]'. Codes: C - connected, S - static, R - RIP, M -
- EIGRP, EX EIGRP external, 0 - 0S
Host-1> show ip all

NAME IP/MASK GATEWAY MAC i - 5 B - IS-IS level-2
Host-1 172.16.64.1/24 172.16.64.254 00:50:79:66:68:00 ia - inter ar * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route

Host-1> I
Gateway of last resort is not set

172.16.6.0/24 is subnetted, 2 subnets
172.16.64.0 is directly connected, Vlanil
6.65.0 is directly connected, Vlan12
4.0/24 [1/0] via 10.0.1.2
192.168.65.0/24 [1/0] via 10.0.1.2
10.0.0.6/30 is subnetted, 1 subnets
c 16.6.1.0 is directly connected, Vlan100
RS-1#show int vlanil | include Internet
Internet address is 172.16.64.254/24
RS-1#show int vlan12 | include Internet
Internet address is 172.16.65.254/24
RS- 14|

2-14 Host-1 g% 2-15 RS-1 B %

IR 06: 43#T AL Host-1 7 Ping 4L Host-4 I () ARP Huhit g #fr i 72
AR LA B AU B 4R SC 8T, 7 i ARP MR #E, JRIEE % 3-1.
& 3-1 Host-1 F| Host-4 Ji] ARP Huhtf#HT it 2 #r

RBRIEARPERE | T 2 Target IP Hi3i:
RB/RIEARP MEHRL | T2 Target IP Hi3i:

Host-1
R ARP R | T 2 Sender IP Kbt
EHEEARP MN&HR Y | [T 2 Sender IP Hih
M A% ARPIER | T =& Target IP Mtk
MR EARP NEHRY | T &2 Target IP Mtk

RS-1
REHW ARPER | [T 2 Sender IP Hih
EHERARP M&H Y | [T 2 Sender IP Hih
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RMRIE ARP FRM L | [T Target IP Hidi:

Hm

i

Kk ARP MR | [T

fFim
Pl

Target IP kit
Host-4

LB ARP ISR | T Sender IP Hifi

Pl

RGN ARP MEWR Y | T 2 Sender IP Hifl:

I 07 XF L0 Hr Ping 341 Host-3 5 Host-4 I ARP b i b i £ (1) AN ]
FRFERT DA P ARG OL I ARP HiuhiE A BT 120, PLECHbBE AT FE R (A Rl 2 ik, A
53 3-2,
£ 3-2 DL EFHHENT ARP sl A F 2 4

% i
VLAN N ARP il
T 2 . ARP Hihik iR b
% i
VLAN [i] ARP il
AT IR Wf % ARP Hibik i@

£5 4: E=ZRR&HFHMLEIE ARP Mt @imid 2 o4

SR 01: 152 EHL Host-1 1) ARP &

I8 02: i Wireshark id 3¢ 341 Host-1 1 Host-8 AT A IBER L, ICEK=ZE5H
Ml RS-1 5 RS-2 Z [A][\ Frf 5L

43 BI7E EHL Host-1 A1 Host-8 LA K RS-1 5 RS-2 Z [HIFM4L, 4iFE 2-16 fias.

1% 03: 7 T4 Host-1 E Ping 41 Host-8

1% 04: {F Wireshark Fii% i 5 Host-8 X 37 [ ARP i 3K 5 i v 4% 3¢

AR 05: #F RS-2 Mk hi#

Z R WAL RS-2 [ R W 2-17 Fis.

9% 06: 43#7 1L Host-1 7 Ping =41 Host-8 i () ARP Mt fif#fr i 72
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NET-A
RS-1
‘E;igll-fOIO
fo/1 \\::::j
fo/0 f0/0
Y
SW-1 Sw-2
fo/1 / fo/2 fo/1 fo/2
/
/-
e0 ¢ e0 e0 | e0
Host-1 Host-2 Host-3 Host-4
R5-1: Host-1:172.16.64.1/24
VLAN11:172.16.64.254/24 Host-2:172.16.65.1/24
VLAN12:172.16.65.254/24 Host-3:172.16.64.2/24
VLAN100:10.0.1.1/30 Host-4:172.16.65.2/24

RS-2
for?-!ggigll
fo/1 fo/2
fo/o
\
SW-32
fo/1 fo/2 fo/1
e0 e0 e0

m

Host-5 Host-6

Host-5:192.168.64.1/24
Host-6:192.168.65.1/24
Host-7:192.168.64.2/24
Host-8:192.168.65.2/24

Host-7

NET-B

Host-8

RS5-2:
VLAN11:192.168.64.254/24
VLAN12:192.168.65.254/24
VLAN100:10.0.1.2/30

2-16 4 5I7E Host—1 AT Host-8 PA S RS-1 5 RS—2 2 Al £y,

M

RS-2i#show ip route
Codes: C - S - static, R - RIP, i - BGP

- EIGRP external, 0 - 0S SPF inter area
N1 - 0S xte e - 0S xternal type 2

- nal type 2

- S summary, L1 level-1, L2
inter area, * - candida efault, U - per-u

- ODR, P - periodic downloaded static route

5 level-2
r static route

Gateway of last resort is not set

4 is subnetted, 2 subnets
[1/e] via 18.0.1.1
[1/6] via 10.0.1.1
/24 is directly connected, Vlani1
65.0/24 is directly connected, Vlani2
10.0.0.0/30 is subnetted, 1 subnets
10.0.1.0 is directly connected, Vlaniee
S-2#show int vlanil | include Internet
Internet address is 192.168.64.254/24
S-2#show int vlani2 | include Internet
Internet address is 192.168.65.254/24
S - 2

2-17 RS-2 B H1%

M4 DA b = AN S s, i ARP HbiEfgdirid 72, JHES R 441,
% 4-1 Host-1 ] Host-8 [A] ARP Huhtigdrid 2ot

RERIEARP ERB | [T =2 Target IP Hi3i:

R RIEARP MEHSC | T &2 Target IP Hudik:

Host-1
BB ARPERK | [T 2 Sender IP #ifit
REHK ARP MR | [T 2 Sender IP Hih
RS-1 M A% ARP GRS | [T &2 Target IP Mtk
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RARIEARP MERY | [T 2 Target IP Hiik
REBEKARPERK | T 2 Sender IP Hidi:
REBEKARP NEHR Y | [T 2 Sender IP Hidi:
M A% ARPIERI | T &2 Target IP it
RRRIEARP MERL | T & Target IP ik
RS-2
REHEKRARPERE Y | T 2 Sender IP Hitil
REEW ARP MR | [T 2 Sender IP Hifi:
B RIEARPIERMC | T & Target IP #iu ki
B RI%EARP AR | T =& Target IP #iu ki
Host-8
REBKARPIERIR | T 2 Sender IP Hidi:
REBKARP MEHR Y | [T &2 Sender IP Hidi:

IR 07 XT3 Ping 4L Host-3. Host-4 5 Host-8 I ARP b fi# b i F2 () AN ]
RPN DA = G0 ARP Ml A b i 20, e bk A R v AN Rl 2 Ak, IR
5% 4-2,
£ 4-2 DL E=FEHT ARP HhlHEVT AR Z A

VLAN 4 ARP Hihik
fepTId R

VLAN [i] ARP Hhik:
fipid e

5 = 2 WA A M
2% [a] ARP bk g AT
i FE
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5 ARP Hibik i@ A

£, KEE%

E

1. f£5HA
fdi ] GNS3 58 ARP i) 73 #7

2, EHEXK

R 1. 5ERL ARP RIS T

B3R 2: S8R VLAN P ARP NI R 143 #T s
PR 3: 52/ VLAN [8] ARP T it #2143 #T 5

TR 4: SEREE =R B AN R R 45 18] ARP AT AR 20 AT o

3. EHREK

M 1. FET 06 1 MRhEiR, fEEHL Host-5 1 Ping 41 Host-6, 11258 [ARP i
Rl 5 LARP MRS W okAIA .

AH 2: o#r LARP IERIRCY, WWHELITER.

FE& “Protocol type” M FEKE s RRURDIE R
, FERFERIGEEN ;

FB “Protocol size” [H7BKE . IR E
, FERFERIGEEN ;

F-B “Opcode” 7B FE , ERARAIE

_ o FBERRIEERN .

BH 3: /it LARP N ), iEHS L MMER.

B “Protocol type” 7B KE , IR E SR
, FERFERIGEEN ;

FB “Protocol size” K 7BKE . IR E R
, FBRERIMEEN ;

Bt “Opcode” 7B , ERAHAIE S

, FBRERIMEEN

AH 4. 75 H ARP 5 Rk %HHVT&IEﬁ 5 IR 7 o
AH 5. TEE S = Z BRI 4 (8] ARP HhERENT I RE .
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