f

|

REBSERAGEN (HHEANAERE) LBRIETH

SLIG75: DNS i 54

BN §3ﬁ§ﬁ@
1. T f# DNS;
2. #H& DNS R &5
3. HJ2 DNS #EFE.

. SCIGEET
2 2

ENE S
B uEfE

ERlLEepi ERICEEpEr

M. SEBRER

1. B
BAREITHEN L &, METXZ CPU. 8G NA¥. 500GB fififi.

2. B
47 Ubuntu Desktop #1F 245, 3 GNS 3 fiE M, 23 Wireshark $f T A.
Y Windows #:/E R 48, 23 GNS 3 15 B3, %% Wireshark T T H.

3. W%

THEENUEE A 2 1P SN SR 3, SRR X LI I 7 110
4, TH

o

. SLES
1. 5E/% DNS 4545047
2. 5EH% DNS i R ST s
3. 2% DNS &7 »

X SBASRSE pd
51 SHeE s
ST 01: SR —
SIS YRS, W& 6-1 P .
Host DNS
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BREBSERRGEY GHHENNERE) LhisH

O]
% 6-1 EHUHHERRI
B P& RR TS &
Host. DNS DNS -- --
SW-1 TR ML Ethernet switch -
@ZEHAHE D ALR)
* 6-2 ZTHHHRY
ZHHL 0o VLANID BN BORE
SW-1 e0 1 NAT NN
SW-1 el 1 Host NN
SW-1 e2 1 DNS ENIN
@FE ALtk E K
# 6-3 EHLHEEAR
EiN IP #ht/F PR ZPS DNS BANE
Host 192.168.122.10 /24 192.168.122.1 192.168.122.200 el
DNS 192.168.122.200/24 192.168.122.1 8.8.8.8 e2

IR 03: SUGHERS AN 78 U0

ARSI H] DNS 283 ¥4 75 2 Docker 117 HL & S HF

(1) %% Docker

£ Ubuntu Desktop |-, i&id#uifE £k 43¢ Docker, #AEdr4U1F:

EEHS:
HEIRENRA

sudo apt remove docker docker-engine docker.io

HREL TR

sudo apt-get install apt-transport-https ca-certificates curl software-properties-common
#8| NEJ5 Docker GPG $H5t

curl -fsSL https://download.docker.com/linux/ubuntu/gpg | sudo apt-key add —
[HENERTR

sudo add-apt-repository "deb [arch=amd64] https://download.docker.com/linux/ubuntu
$(Isb_release -cs) stable"

#%2% Docker-CE, HRTHEEOAMETE, SRS, MY %L

sudo apt update

sudo apt install docker-ce

#IGHBIFEF net FI0ZILA libvirt, kvm, wireshark, docker 8

sudo usermod -aG libvirt net

sudo usermod -aG kvm net

sudo usermod -aG wireshark net

sudo usermod -aG docker net

TRSENG R RS, P ABRAER.
Vi SEREELELENTSER T B VM (245 %5 Docker .

(2) YN DNS Z&m#siR
O LM 23 % 25122 F 77 s [+New template) T TR G % 1, & 6-2 TR
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jﬁ’

.

ERE

@riili [Next>), WEFEEZILHIN, EIT “Guest” BRAETREHEFHA “dns” AT I

FIEFE LR NN (DNS),

New template

New template

Plea ect how you want to create a new template
® Install an appliance from the GN ecommended)
Import an appliance File (.gns3a extension)

Manually create a new template

Cancel

K 6-2 G BER

& 6-3 frs.

New template

Appliances from server
Select one or more appliances tall. Update
server to download applian r onlin

| request the
.

Firewalls
~ Guests

Routers

Switches

Update from online registry| < Back Install

K 6-3 R

Cancel

@i [install), &R 2R, 1 6-4 Fior.
@i [Next>), oAU, Wik 6-5 Fis.

Install DNS appliance

Server

Server type

® Install the appliance on your local computer

Applianceinfo| | Next> Cancel

K 6-4 iR ST AR

e bose a server type to install the appliance. The grayed
0 types are not supported or configured.

Install DNS appliance x

Usage
Please read the following instructions in order to use your new
appliance.

[The template will be available in the guest category.

You can add records by adding entries to the /etc/hosts file in the
following Format:

%IP_ADDRESS% %HOSTNAME%.lab %HOSTNAME%

Example:
192.168.123.10 router1.lab router1

Appliance info < Back Finish Cancel

6-5 FER R

G il [Finish] 5EARN, Bk THA R IR DNS W& Bitk, & 6-6 fis.

YR 04: 7E GNS3 HSZHL M 4%

(1) £ GNS3 1, HZSI IR M BT ANSCIR N 28 BT SEIL 2%, UnlE] 6-7 Frar.

(2) MiE Host M2 ik

all de

_':‘_ Filter
ATM switch
Cloud
B bns

wa” Ethernet hub
w” Ethernet switch
]| -):E- EtherSwitch router

g Frame Relay switch
NAT

l b
e

= vpcs

K 6-6 B LAMER

NAT

6-7 LB
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FREBESFERAEL L (HENNEREE) Lhie s

OA%# Host, fitdi [Configure] %4, IV SEMRCE R O, WK 6-8 ik,

Node properties

Host configuration

Generalsettings |~ Advanced = Usage

Name:
Start command:
Adapters:

Custom adapters: Configure custom adapters

Console type: telnet Auto start console

VNC console resolution: 1024x768

HTTP port in the container: g

HTTP path: /

Environment variables:
(KEY=VALUE, one per line)

Network configuration Edit

(= Reset v Apply x Cancel

K 6-8 1T 1 Bk B o 1

@fE “General settings” ¥EIK 4 “Network configuration” ft B 55 & o [Edit] 40
TP N DAL E # A . K% 6-3 BT M HhERCE, WA 6-9 Fir.

Host interfaces

#
# This is a sample network config uncemment lines to configure the network
#

# Static config for etho
#auto etho
#iface etho inet static

# address 192.168.0.2

# netmask 255.255.255.0

# gateway 192.168.0.1

# up echo nameserver 192.168.0.1 > /etc/resolv.conf

# DHCP config for etho
# auto etho
# iface etho inet dhcp

auto etho

iface etho inet static

address 192.168.122.10

netmask 255.255.255.0

gateway 192.168.122.1

up echo nameserver 192.168.122.200> fetc/resolv.confi

6-9 L B M 45 ik

OIS [Savel. [OK] e &
(3) 2 (2) #1F, K 6-3 L E DNS EHLAI ML,
(4) W48 PR .
JA B, £ Host. DNS #3737l 44T “Ping 8.8.8.8”, MM £ (E 151t
£ 6-4 P EBIRA B
VL HELR

Host

DNS

f£5% 2: DNS R3x&E#aah

IR 01 WEINE A, JE5h Wireshark #4791

WK 6-10 T, TEACHHL SW-1 4% Host (1) el £ L3 sh9IV6, FF7E Wireshark (#)5 )&
BN “dns” LIRS
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EREESERAGTN (HHANMEREE) LRIEFH

nato

Ieo

sw-1 ?
el e2
@4 \
etho / etho
/ \

Host DNS

6-10 MBfEIRE

PR 02: 4T DNS &ifj &

7£ Host ML H G AT nslookup 74>, IR0 “network.xg.hactcm.edu.cn”,
PRI F

2EHS:

nslookup network.xg.hactcm.edu.cn

REE.

®  nslookup BRIAEREAMNIRERI DNS, #1T A iICREEER

®  nslookup EifFFHEEIZRZEEL. DNS RIS nslookup -type=2881 154212% DNS, #0: nslookup
—-type=NS hactcm.edu.cn 192.168.122.200

IR 03: 20 H DNS R 3045
1E Wireshark & 1& & FIME]H DNS 3,
(1) 4341 DNS &R 4y, IFHEE R 6-5

% 6-5 DNS R
s FRAK FERKE ' E FBUE FRERER
1 Transaction 1D v
2 Flags £ A
3 Questions £ A
4 Answer RRs w4
5 Authority RRs ®hL
6 Additional RRs ®hL
7 Queries £ A
8 HHR ORI TR AR
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(2) 7r#r DNS MR LA, FHFHS K 6-6.

%% 6-6 DNS MEHR LT

Fs FRAR FREE b E FBE FRESER
1 Transaction ID v
2 Flags o
3 Questions - v
4 Answer RRs - iV
5 Authority RRs VA
6 Additional RRs VA
7 Queries v
8 Answers v
B O VRN A
9

f£55 3: DNS iERXEB 1
FRARSAEATS 2 [ EEal BT

HFR01: 73 AL AR
(D $AT AdkEH
7£ Host £ 54T nslookup 14, HE 4 i3 “network.xg.hactem.edu.cn” $AT A id
KAEWER, BIEWT:
SEH$:

nslookup —type=A network.xg.hactcm.edu.cn

(2) HTIERIBOCA . FFREER 6-7.

R 6-7 AL DNS HERAZE
5 FRAR FBHE FBUEREATH A
1 Name
2 Name Length
3 Label Count
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4 Type

5 Class

(3) MBI ICA R, FFHHEEK 6-8.

% 6-8 A JLFRHI DNS AT R

s FRAR FBE FBEREN B

1 Name

2 Type

3 Class

4 Time to live

5 Data Length

6 Address

IR 02: 43 i1 AAAA LR
(1) $4T AAAA LT
1E Host 2] & 4T nslookup 4, Y4103 “www.mi.com” $4T AAAA ic 2 i)

R, AR

S2EGS:

nslookup —type=AAAA www.mi.com 8.8.8.8

(2) MriERICHE, FHIEEEK 6-9,
& 6-9 AAAA B[ DNS RN &

F5 FEA FBIE FBAEREAIB
1 Name
2 Name Length
3 Label Count
4 Type
5 Class
(3) TR ICAZ, FFIHRE K 6-10.
% 6-10 AAAA ERI) DNS T A
5 FRAR FBHE FBUEREATS A
1 Name
2 Type
3 Class
4 Time to live
5 Data Length
6 AAAA Address

{

=B

(SO
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AU 03: AriT MX LSRR 3L
(1 4T MX e %2 i)
7E Host #%il] 54047 nslookup 74, X4 id3% “mail.163.com” $AT MX id 2 7
K, #BAEMWT:
BEH$:

nslookup —type=MX mail.163.com 8.8.8.8

(2) HTiERICAE, FFHEEE 6-11.
* 6-11 MX it F Y DNS HERAE

Fs FRAR FBIE F BRI
1 Name
2 Name Length
3 Label Count
4 Type
5 Class
(3) IR LA Z, FFIREEK 6-12.
R 6-12 MX i3y DNS #4745
F5 FBRAMK FBIE FBAFREAIHL A
1 Name
2 Type
3 Class
4 Time to live
5 Data Length
6 CNAME

W 04: 4 #T NS il 3Rk
(1) $44T NS %A
7F Host $%l & $447 nslookup 74>, Xk 44103 “hactem.edu.cn” $AT NS iC A HTE
R, BAEWT:
SEH$:

nslookup —type=NS hactcm.edu.cn 8.8.8.8

(2) TG RICNZ, FFEE R 6-13,

R 6-13 NS LR DNS iR A%
5 FRAR FBHE FBUEREATS A
1 Name
2 Name Length
3 Label Count
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4 Type

5 Class

(3) MBI LA R, FFHHEHK 6-14.

R 6-14 NS L] DNS fEHT WA

s FRAR FBE FBEREN B

1 Name

2 Type

3 Class

4 Time to live

5 Data Length

6 Name Servcer

PR 05: 7r# CNAME 8384k X
(1) 4T CNAME it %% if]
7E Host %l 5 44T nslookup 74, X403 “www.baidu.com” #4147 CNAME 123%
BUIER, #IEWT:
S8EGS:

nslookup —type=CNAME www.baidu.com 8.8.8.8

(2) MriERICNE, FHEEE 6-15,
# 6-15 CNAME £ DNS ERA A

s FB AR FBE FB AR
1 Name
2 Name Length
3 Label Count
4 Type
5 Class

(3) HTREHR LA, FIFHEEK 6-16.
# 6-16 CNAME 31 DNS fE¥T A

s FBAK FBE FBUEREATHLEA
1 Name
2 Type
3 Class
4 Time to live
5 Data Length
6 CNAME

AYR06: b TXT x4k 3
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(1) $AT TXT iF A
7 Host #2116 $AT nslookup 74, SHE A 105% “hactem.edu.cn” $AT TXT itk & i

Ry BAEQIR:
L2EHS:

nslookup —type=TXT hactcm.edu.cn 8.8.8.8

(2) HTFRICCA R, FFHHEHK 6-17.

& 6-17 TXT iU DNS iERAE
s FRAMR FRIE FERAREAIB
1 Name
2 Name Length
3 Label Count
4 Type
5 Class
(3) BRSNS, HFIHER 6-18.
R 6-18 TXT i3k DNS T A%
s FERAFK FBRIE FRAFREN LA
1 Name
2 Type
3 Class
4 Time to live
5 Data Length
6 TXT Length
7 TXT
HPRO7: 7pi PTR R

(D $AT PTR LT A
TE Host #%i 5 $01T nslookup 74, k44105 “mail.163.com” ¥kt 123.126.97.202
PAT PTRICKAMIER, #HEWT:

2EGe:

nslookup —type=PTR 123.126.97.202 8.8.8.8

(2) HIERICCAR, JFHHER 6-19.

& 6-19 PTR it HJ DNS R

s TBAERK FBUE TR
1 Name
2 Name Length
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nn\«

3 Label Count

4 Type

5 Class

(3) HTFRIRCA R, FFHHEHK 6-20.

% 6-20 PTR 3K DNS T W&

Fs FRAR FBIE F BRI

1 Name

2 Type

3 Class

4 Time to live

5 Data Length

6 Domain Name

E’c% 4: DNS &EiaoHr
01 WEIVEA, B30 Wireshark #E T
ﬁu@ 6-11 ﬁﬁw ML SW-1 7EHZ DNS 11 e2 £ JE sh# L, FELE Wireshark it €3S

TN “dns” GRS

nato
|eo
el e2
a’-jax
etho \ etho
Host DNS

6-11 Yl BB E

PR 02: AT DNS Eifjdr &

7E Host %ﬁﬁ%ﬂéﬁhﬁ nslookup 174, HATIERA T “network.xg.hactcm.edu.cn” &)1
K, BRAEWT:

5EHS:

nslookup —type=A network.xg.hactcm.edu.cn

% 03: #UHL DNS A ifjid 2L
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£ Wireshark & /411 &5 DNS A i@ Fid fR k0, W& 6-12 fros.

*- [Sw-1 Ethernet2 to DNS etho] - 0o X
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

WA® @HERE QL >»FIe«E=55=E =2E @E
[R]dns ] -
No. Time Source Destination Protocol Length Info
i 17 30.125809 192.168.122.10 192.168.122.200 DNS 84 Standard query ©x4a71 A networl
i 18 30.125958 192.168.122.200 8.8.8.8 DNS 84 Standard gquery 0xe671 A network
19 30.247862 8.8.8.8 192.168.122.200 DNS 1ee Standard query response @xe671
L 20 30.248024 192.168.122.200 192.168.122.10 DNS 160 Standard query response Bx4a71l

Frame 17: 84 bytes on wire (672 bits), 84 bytes captured (672 bits) on interface -, id @

Ethernet II, Src: 46:03:66:74:a2:T6 (46:03:66:74:a2:f6), Dst: 4e:08:77:e3:36:ff (4e:08:77:e3:36:ff)
Internet Protocol Version 4, Src: 192.168.122.10, Dst: 192.168.122.200

User Datagram Protocel, Src Port: 50038, Dst Port: 53

Domain Name System (query)

4e 88 77 e3 36 ff 46 83 66 74 a2 f6 08 00 45 00 N-w-6-F ft E A
00 46 f8 Ga 00 0O 40 11 0Oc 79 cO a8 7a Ga cO a8 F @ y--z

7a c8 c3 76 80 35 @@ 32 b2 89 4a 71 01 80 O 01 z--v:5:2 Jq

00 80 00 60 80 00 @7 6e 65 74 77 6f 72 6b 02 78 n etwork x

67 06 68 61 63 74 63 6d 03 65 64 75 02 63 6e 00 g-hactcm -edu-cn

@ 7 Domain Name System: Protocol Packets: 53 - Displayed: 4 (7.5%) Profile: Default

6-12 DNS il il 12

S0 04: ZrHt DNS )i 2, HHEE £ 6-21.
# 6-21 DNS Z itz
5 RIEWTIE] KR 1P H# 1P WOCEAAE AR

[y

+. XWEX

1. {E5RER
{5 H Wireshark 7 GNS3 1/j B3 55 71 52 il DNS R o3 # o

2, EFER

BR 1. HESLIG 4%

TR 2. PUELS-HT DNS HRCEEH
R 3: HVE S DNS il
TR 4: P54 DNS # it 2

3. EHER

BiH 1. #H Wireshark 20 #3842 10 3 “www.hactcm.edu.cn” [ DNS 3R #0454, %
#2722 [DNS ik #A.

H 2: 53t [DNS R ), HIHE LLME R

DNS 1 3R SCK T
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nn\

& Transaction ID K. FT, EURAIE fr, FBUE: _
L TERERNER: ;

F B Flags MK JE: FAT, IR E B, FBAE:
o FERFERIER: ;

B Questions K. T, A E i, FBfH:
_ L FRFEIRINEER: ;

B Answer RRs K SO L GLDA fr, FBAME:
L TERERRMEER: ;

Bt Authority RRs K FAT, RRUETE i, FBAE: _
L TEERRMER: ;

7B Additional RRs [rJHK: i T, AN E i, FBE: _
L FERERNER: ;

B Query MK JE: T, A E fr, FBUE:
_, %E‘i%/TEI’J{:.

BH 3: f# ] Wireshark ﬁﬂ‘ﬁﬁ%ﬂ% “www.hactcm.edu.cn” Y DNS W& # &5, 1F
#2232 [DNS M2 ).
BLH 4: 43t [DNS R C), EHESLIMMEE:
F-B Answers K - T, A E fr, FBE:
_ o, FERERRIEE
WiH 5: %Eﬁﬁ% 4 1 1E, }mﬂxiﬁ%ﬂi “www.hactcm.edu.cn” EHIIFEIR L, $#23 D

NS 7 i) i %ﬂl&ix%izl%

RH 6: ZrHT DNS B2, HH#% I Nid ks X TEHIEE DNS AR R UE B

%iﬁ#i A~ DNS . 3;

W5 , RIKIF[A]: , KU IP: , HEgwp:
s IRSCHEARAE AR - ;

WP s RIEIFA]: , SRUE IP: , HEgIwP:
» TRSCEARAE R «
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