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E0$:

//E73 Wireshark fTEEE root YR, FRLABISLATHSERD
sudo wireshark

J/TEAML_EXF www.baidu.com ##{T PING 12/
ping www.baidu.com

~ net@net-VirtualBox: ~

:~$ sudo wireshark

[sudo] password for net:
QstandardPaths: XDG_RUNTIME_DIR not set, defaulting to '/tmp/runtime-root'

3-1 1 &3 5 5l Wireshark

(2) BE ICMP 4 #

7F Wireshark H{& 1L SRR ST, 98 H AL [ping www.baidu.com] =4 1) ICMP 3¢,
& ICMP L& WA 3-2 fis.

Fle Edt View Go Capture Analyze Statistics Telephony Wireless Tooks Help

AN @ mMERRE Qes=EF = aqal

t5) on interface anpdsd, id &
ingH_ciidf:en (88:c3:07:c1:df:eb)

180)
1 (onpo01)
: 256 (Exe16e)
|
ata: Sep 26, 2020 20:09:37.09000909 CST
ata {relative): 8.B47486660 5

[ 5
» Bata (48 nytes)

B8 c3 97 ¢l df eb
54 81 63 40 90

3 ¥ intermet Cantrol Message Protocol: Protecol Packets: 589 - Displayed: 44 (7.5%) - Dropped: 0 (0.0%] _ Profile: Default

3-2 ICMP 3¢

(3) 737 ICMP 7T 45
BT ICMP L%, HHE K 3-1.

% 3-1 ICMP | CE M
FB& KN (RFEHRBAD | & X

Type

Code

Checksum

Identifier

Sequence

f£5%5 2: ET PING 447 ICMP Mg R 455
(1) {8 F M1 Host-8 X NET-A 2% HE47 38 (5 Il
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http://www.baidu.com产生的icmp/
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ZERE X R, {8 4L Host-8 X NET-A M2& Hh () 41 Host-1. Host-2. Host-3. Host-4
HEAT B MENER, FormAgs RIEANE 3-2 .
2 3-2 ICMP [Rl B3 R AT R & RLE RO B

w3 v/ Ef:y] Identifier(BE) | Sequence(BE) | .
type | code o BfE4
Fagiivet FH FH Identifier(LE) | Sequence(LE)
Host-8 Host-1
1
Host-1 Host-8
Host-8 Host-2
2
Host-2 Host-8
Host-8 Host-3
3
Host-3 Host-8
Host-8 Host-4
4
Host-4 Host-8

(2) FHEMIKIAEL
N IREUCEZ AR ICMP )32, AR ENLSRB A 8. BRI T
DK EML Host-1
@¥ ML Host-4 (1 IP Hhti &0 172.20.1.31/24, W5k 172.20.1.1

(3) WEYNE AL, JE3) Wireshark #EATHE
7EF ML Host-8 552 #uhl SW-4 Z (B BANEL A, @i 3-3 Frzx, JA3h Wireshark $IEL.

NET-A NET-B
RS-2
fo/o
SW-4
fo/2
N
u%
=11}
1]
Host-1 Host-2 Host-3 Host-4 Host-5 Host-6 Host-7 Host-8
RS-1: Host-1:172.16.64.1/24 Host-5:192.168.64.1/24 RS-2:
VLAN11:172.16.64.254/24 Host-2:172.16.65.1/24 Host-6:192.1686.65.1/24 VLAN11:192.1685.64.254/24
VLAN12:172.16.65.254/24 Host-3:172.16.64.2/24 Host-7:192.168.64.2/24 VLAN12:192.168.65.254/24
VLAN100:10.0.1.1/30 Host-4:172.16.65.2/24 Host-8:192.168.65.2/24 VLAN100:10.0.1.2/30

3-3 WEIME A

(4) 3£+ Host-8 BEATIEAE B, HARAIEAE M0 T
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(DHost-8 F#1 PING 41 Host-1, M 341 Host-1 5 HL

@Host-8 T4 PING 4L Host-2, it 341 Host-2 1E 7

(®Host-8 4L PING E#L Host-3, PING i #F48E TTLE A 1, BbAf EAHL Host-3 1E%
@Host-8 ML PING FH1 Host-4 (¥ IP $tuhik, teif EHL Host-4 1EF, {HICiE R

LEwe:

//RE PING enSHI TTL{E9 1
Host-8> PING 172.16.64.2 -T 1

(5) 43T ICMP .3
Xt (4) FEREUP ICMP #3015 BT o, b st JRE'S 31)5% 3-3 .
£ 33ICMP#HRIER

w3 b/ =R} . q Identifier(BE) | Sequence(BE) | &%
e code
SR | EN EH yp Identifier(LE) | Sequence(LE) | Z5%
Host-8 Host-1
1
Host-1 Host-8
Host-8 Host-2
2
Host-2 Host-8
Host-8 Host-3
3
RS-2 Host-8
Host-8 Host-4
4
RS-2 Host-8

£5% 3: T TRACEROUTE 4347 ICMP #1538
(1 WEINE L, JE3) Wireshark ZE4THMEL
7RI X i B AN, an & 3-4 Fs, A 3l Wireshark $IUEL
(2) 1§ F] Host-8 % F#HL Host-1 4T Traceroute % H il
7 2 X /A 4 ] Host-8 X 3= 4L Host-1 #E4T Traceroute % HilliR, H1-F7E GNS3 H trace

A BRINEA UDP Hh, ATHZE SRS HORSEHE ] ICMP P 3GEATE(E, Wl 3-5 i
No
2EH$:

(=

//5EF8 ICMP 1198034 T Traceroute BRERL;
Host-8> trace 172.16.64.1 —P 1
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NET-A NET-B
RS-1 3 RS-2

%ﬂuo : m’o-%
/ f0/2 fo/1 \ forz

4| A 2
/o X

fo/o 7 fo/0 ‘\ fo/0

=i |

Host-1 Host-2 Host-3 Host-4 Host-5 Host-6 Host-7 Host-8
RS-1: Host-1:172.16.64.1/24 Host-5:192.168.64.1/24 RS-2:
VLAN11:172.16.64.254/24 Host-2:172.16.65.1/24 Host-6:192.168.65.1/24 VLAN11:192.168.64.254/24
VLAN12:172.16.65.254/24 Host-3:172.16.64.2/24 Host-7:192.168.64.2/24 VLAN12:192.168.65.254/24
VLAN100:10.0.1.1/30 Host-4:172.16.65.2/24 Host-8:192.168.65.2/24 VLAN100:10.0.1.2/30

Kl 3-4 BEINE

M~

Trying 127.06.6.1...
Connected to localhost.
Escape character is '~]'.

Host-8> trace 172.16.64.1 -P 1
trace to 172.16.64.1, 8 hops max (ICMP), press Ctrl+C to stop
1 192.168.65.254 10.240 ms 9.715 ms 10.375 ms

2 16.6.1.1 18.449 ms 30.264 ms 29.847 ms
3 * k%
4 172.16.64.1 24.753 ms 20.634 ms 9.348 ms

3-5 Traceroute 2% FH il

(3) CFINE A 1K ICMP RE R

XTHUEL L 1 3REE) ICMP R SCHAT 70 Hr, A 45 SR AR 3-4-1 .
& 3-4-1 MAR 1 MEL

. 9'8 R Ef:y) V] H

PNt IP bk IP Mtk MAC MAC

TTL | Type | Code

192.168.65.2 172.16.64.1

192.168.65.254 | 192.168.65.2

192.168.65.2 172.16.64.1
2

10.0.11 192.168.65.2

192.168.65.2 172.16.64.1
3

172.16.64.1 192.168.65.2

(4) EFI S 2 (9 ICMP #CE R
XHHUEL A5 2 SRELAT ICMP i SCIEIT 2087, W o b 45 I 3-4-2 1.
#3422 MK 2H|/XER
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] b/ =R} b/ EL:j]
TTL | type | code
ST IP Hbdik IP Hihk MAC MAC
192.168.65.2 172.16.64.1
1
192.168.65.254 | 192.168.65.2
192.168.65.2 172.16.64.1
2
10.0.1.1 192.168.65.2
192.168.65.2 172.16.64.1
3
172.16.64.1 192.168.65.2
(5) iGN A 3 /Y ICMP s B
KPR A5 3 RELAT ICMP ik SCiE T 08T, W ot 4 R 3-4-3 H1,
# 343 MELIWIER
WX & ek R R TTL | type | code
ST R IP Hh 1P Hiht MAC MAC
192.168.65.2 172.16.64.1
1
10.0.1.1 192.168.65.2
192.168.65.2 172.16.64.1
2
172.16.64.1 192.168.65.2
(6) ICFIME A 4 1) ICMP i fE B
XHPUEL A 4 SRELET ICMP i SCIEIT 4081, W b4 RN 3-4-4 1.
K344 MERIMLER
]I = H ) = H TTL | type | code
ST IP Hudik IP Hidik MAC MAC
192.168.65.2 172.16.64.1
1
172.16.64.1 192.168.65.2
(7) B S 5 1) ICMP #iofE B
XFHEL 55 ZREX ICMP i SC#EAT 208, 0B 4 BRSE N 3R 3-4-5 .
x 3-4-5 IMEH SHIER
]I = H R H TTL | type | code
T IP Hiik IP Mk MAC MAC
192.168.65.2 172.16.64.1
1
172.16.64.1 192.168.65.2

(8) A HTAHARPIUEL 5 [a] (14 SC S [F], I3 47 Traceroute A JF £
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Xt AN SIS 2N ICMP $]-SCHEAT I LT, 3B AR ATV, s R SC 5 |, i BH Trace
route [ TAEJR B,

£, KEE%

1. {E55RER
1 F GNS3 52 i ICMP #1504 .

2, EHER

3K 1. 2R ICMP $RSCEEF 20 # s
B3R 2. 2R ICMP 4R SCE AL 0 HT
TR 3: 58k PING 15047 .

3. EZEXK

MH 1: fFH Wireshark JTELHR S, 76 EHL Host-3 I Ping 3241 Host-6, #2352 [ICMP
o] WAEE.

BH 2: 0 DICMP 430 58, HHEEUTMEE.

“Type” HIFBR/N: , B

“Code” MJFB R/ S

“Checksum” HyFBRAN: &N
“Identifier” [¥17BL R/ X
“Sequence” MIFBR/N: X

BH 3: G R ICMP P R,
BH 4: ERIEVH ICMPVA FIT ICMPV6 H) S0 A48 8] S AN ] A
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