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&SN, A 9-1 o

AYR 02: SR L& it
@ AL KB, Wk 9-1 s,

NAT1

nat0

Ubuntu-1 Host-2 Host-3 Host-4

K 9-1 #hih ity

F£o-1 HBR
W& g i PES £
. Host-1 N
1~ _ R —
Host-1~Host-4 B i AL UbuntuDockerGuest-1
N CISCO C3640
W-1~SW-2 —B% % -
S S FEAZ AL (A
RS-1 % HAZ A CISCO C3640 -
NAT1 NAT M 4% -- -

@ AHHIPEEOE VLAN Lk, s 9-2 frw.
£ 92 THFHENOE VLAN MRIFE

LML £z 3| VLANID EERE BOXRK
Sw-1 fo/1 11 Host-1 Accass
Sw-1 £0/2 12 Host-2 Access
SW-1 f0/0 -- RS-1 Trunk
SW-2 f0/1 11 Host-3 Accass
SW-2 f0/2 12 Host-4 Access
SW-2 f0/0 -- RS-1 Trunk
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RS-1 fo/0 - SW-1 Trunk
RS-1 f0/1 - SW-2 Trunk
RS-1 f0/2 200 NAT1 Access
Q@ bR, Wk 9-3 P,
& 9-3 EHbbRIR
EH IP sthdik/ ¥ RS ZFS BALE JiTJ& VLANID
Host-1 172.16.64.1 /24 172.16.64.254 SW-1 fo/1 11
Host-2 172.16.65.1 /24 172.16.65.254 SW-1 f0/2 12
Host-3 172.16.64.2 124 172.16.64.254 SW-2 f0/1 11
Host-4 172.16.65.2 /24 172.16.65.254 SW-2 f0/2 12
@ NI OHEE, Wik 9-4 FR.
R 9-4 THHE D HHEHRIR
AL E:3u| VLANID Hbht BORA
SW-1 fonl 11 172.16.64.101/24 Accass
SW-1 f0/2 12 172.16.65.101/24 Access
SW-2 fo/1 11 172.16.64.102/24 Accass
SW-2 f0/2 12 172.16.65.102/24 Access
® o OMbE, Wk 9-5 fir.
# 9-5 B ORI
BELIR BLAK ¥ Mk B
RS-1 VLAN11 172.16.64.254 /24
RS-1 VLAN12 172.16.65.254 /24
RS-1 VLAN200 192.168.122.2/24
® ML, Wk 9-6 fn.
# 9-6 BHMRIE
s ) 8- HIfM % T— Bkttt B HhRA
RS-1 172.16.64.0 /24 172.16.64.254 JERCE3:
RS-1 172.16.65.0 /24 172.16.65.254 JERCE = 3:
RS-1 0.0.0.0 192.168.122.1 TS I

IR 03: 7F GNS3 sz M 2%

(1) 7£ GNS3 v, LI HhMscTH RIS I 28 it se BN 4%, A 9-1 Fom .
W2 At AR B TV EE 2% S0 -B, £ GNS3 IR HIXM IS B R B a2 W k.

2EHS:

//8lFE VLAN200

RS-1#vlan database
RS-1(vlan)#vlan 200
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//iBH VLAN BuERRE, ERMUE

RS-1(vlan)#exit

RS-1#

[ENECEET

RS-1#configure terminal

/11880 f0/2 BEE 9 Access &3, J&F VLAN200
RS-1(config)#interface f0/2

RS-1(config-if)#switchport mode access
RS-1(config-if)#switchport access vlan 200
RS-1(config-if}#no shutdown

RS-1(config-if)#exit

RS-1(config)#

RS-1(config)#ip routing

//Be BRI

//EEBRIMZS 0.0.0.0/0 B9RIZ, F—Bkitit/g 192.168.122.1
RS-1(config)# ip route 0.0.0.0 0.0.0.0 192.168.122.1

//ECE NAT

RS-1(config)#interface vlan 200

RS-1(config-if)#ip nat outside

RS-1(config-if)#interface vlan 11

RS-1(config-if)#ip nat inside

RS-1(config-if)#ip nat inside source list 1 interface vlan 200 overload
RS-1(config)#access-list 1 permit 172.16.0.0 0.255.255.255
RS-1(config)#exit

RS-1#write

(2) B E Ubuntu-1 P2& ik

#
# This is a sample network config uncomment lines to configure the network
#

# Static config For etho
auto etho
iface etho inet static
address 172.16.64.1
netmask 255.255.255.0
gateway 172.16.64.254
up echo nameserver 8.8.8.8> fetc/resolv.conf

# DHCP config For eth0
# auto etho
# iface etho inet dhcp

9-2 Ubuntu M4 Hc &

Ubuntu-1 25 Bc & & 9-2 Ffs .
(3) EITELZ 70N Ubuntu-1 223 SNMP T E

2EBS:

/NELCEIR

root@Ubuntu-1:~# sed -i "s@archive.ubuntu.com@mirrors.aliyun.com@g" /etc/apt/sources.list
/BRI

root@Ubuntu-1:~# apt-get update

//%%E SNMP i5Ka<

root@Ubuntu-1:~# apt-get install snmp

£ 2: BT SNMP M35 %4l
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IR 01: BEE SW-1 7 SNMP iR %
7F SW-1 FRCE IS SNMP )RS, SEBLE AT .
SEHRS:

SW-1#configure terminal

// BE—NRIERERE
SW-1(config)#snmp-server community monitor ro
SW-1(config)#

SW-1(config)#exit

SW-1# write

IR 02: WEINE A, F5h Wireshark #7306
#E Ubuntu-1 5 SW-2 2 LI AL, JJ ) Wireshark JHEFATEL, 4l 9-3 FF.

Ubuntu-1 Host-2 Host-3 Host-4

9-3 WEIMNE A

A% 03: AT SNMP iRy 4

FT7F Ubuntu-1 235, {1/ snmpget fiv 2 3REL SW-1 ) RGHRE S, BIELRUTT
FizR.

SEH%:

root@Ubuntu-1:~# snmpget -v 2c -¢ monitor 172.16.64.101 1.3.6.1.2.1.1.1.0

HIE 04: 43K SNMP #0454
7E Wireshark & {4+ 2 & JF ) SNMP )32,
(1) 43#r SNMP iR cghity, IFIHEEF 9-7,

% 9-7 SNMP 3R LT
s TBAR FBKE 'R E TBE FRERHER
1 Version ¥
2 Community ¥
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3 PDUType O v
4 RequestID S A
5 ErrorStatus VA
6 Errorindex VA
7 VarBindList v
HAR B TE N &
8

(2) 53t SNMP Wi N SCE5H, FFIHE R 9-8.

# 9-8 SNMP WIRHR AT
s FRAW FREKE b E FBIE FRESER
1 Version oo
2 Community A
3 PDUType LA
4 RequestID - A
5 ErrorStatus - iV
6 Errorindex I VA
7 VarBindList I VA
B VRN A
8

SGI% 05: FitE SW-2 715 SNMP Jl %

Z M SW-1 it & )72, TitE SW-2 JFJ2 SNMP AR%% .

PR 06: i SNMP 3L SW-2 ¥z

A 9-9 thi) OID 155, i snmpwalk @4 3REL SW-2 %R
F 9-9SW-2 ] OID f5 BF&

oID Eipo E
1.36.1.2.1.1.3 RGIBATIN (]
1.36.1.2.1.2.2.1.10 P 45
1.36.1.2.1.2.2.1.16 oa- S uk
1.36.1.2.1.2.2.1.14 U 2% AR R A
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1.3.6.1.2.1.2.2.1.20 R IE ML ALAE R L
1.3.6.1.2.1.2.2.1.13 B EEF
1.3.6.1.2.1.2.2.1.19 RILEM B A EFE

f£% 3: &t SNMP J5izighas

B 01: FE RS-1H /5 SNMP k%
Z 0 SW-1 Bt & 77k, BoE RS-1 153 SNMP k%S .

H 1% 02: #£'5 Shell fiiA<, 1§ SNMP &I K4 RS-1 iz 175

¥

S5 Shell I, K5 FRILIR MR SUALHI thF 5 A SCAR SRR, ) .
KB

BMAANE:

#1/bin/bash

sum1=0

data="snmpwalk -v 2c¢ -c public 172.16.64.101 .1.3.6.1.2.1.2.2.1.10°
i=1

for element in $data

do

j="expr $i % 4
if($j-eq0]
then
sum1="expr $sum1 + $element’
fi
i=expr$i+ 1
done
while :
do
sum2=0
sleep 1
data="snmpwalk -v 2¢ -c public 172.16.64.101 .1.3.6.1.2.1.2.2.1.10°
i=1
for element in $data

do
j="expr $i % 4
if [$)-eq 0]
then
sum2="expr $sum2 + $element’
fi
i=expr$i + 1°
done

diff="expr $sum2 - $sum1’

bitDiff="expr $diff \* 8'

average="expr $bitDiff / 60"

time="date +%s’

echo “date -d "1970-01-01 UTC -8 ${time} seconds" +"%Y-%m-%d %H:%M:%S RILR IR «
${average}bps"

echo "${time} ${average}" >> ifitxt

sum1=$sum2

done
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7£ Ubuntu-1 {255 sH 3047 Shell fEIAS, 4l 9-4 ATz

1 root@Ubuntu-1: ~

root@ubuntu 1:~ snmp.sh
-88 22:11:37 [ALEEWESR © 243bps
12-08 22:11:39 LS 243bps
-08 22:11:40 FAZSHEK 243bps
-88 22:11:41 HLEHEH 243bps
-08 22:11:43 FRLEHEK 243bps
-88 22:11:44 MEHEY 243bps
-08 g3 - = 243bps
-08 ERIRIR [t = 243bps
-08 :11:48 5 243bps
-08 g3 [tH 2 243bps
12-08 :11:51 M5 243bps
12-08 gal1l3 [ = 243bps
12-08 ERIRIR [t = 243bps
12-08 alal3 [ = 243bps
-08 :11:56 5 1R 243bps
-@8 22:11:57 M4 3 243bps
-e8 22:11:59 [f4 &% 243bps
-08 22:12: 4 3 249bps
-08 :12:01 PHE 243bps
-08 2173 i & 243bps
-98 22:12: is ! 243bps
-08 2173 [ = & . 243bps

9-4 47 Shell fiIA

SME

1. {35
1§ B Wireshark 2341 SNMP #3458
] SNMP 5 55#epl. B%H %%

2, EFEXR

FR 1: S8R SNMP LS5 534+

FR 2: S8R SNMP B A2 547«

ZOR 3: SERUEH] SNMP SR LE A
TR 4: ERUE T SNMP I Hh 2% 4000 -

3. EBEX
@H 1: fHH Wireshark 708t SNMP #3254, 153238 [TSNMP ez 1 A& .
@H 2: 8T [SNMP iER#SCEIEY EESLLFMERE .

T Bt Version {7 BLKE , EIANIE: i, FBUAE:
L, TERERREER: ;
Bt Community 1) 7B K , FRIANIE: 2R fr, FBfE: _

, %E&?@TE’JEM
ALH 3: T [SNMPHILJF”T&I%(TE], HHEUTNMEE.

?E&Verswn FIEAZS S , EIAIE: fr, FBAMH:
_ o TBERRMEER: ;

F Bt Community 7 B K FE G fr, FBE: _
L FERERIMEER: .
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