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Ubuntu i EHL Ubuntu Docker Guest
Host-2~Host-4 2 L -
SW-1-SW-2 —JEA C(' S:Cé éﬁﬁ” )
RS-1 B A AL CISCO C3640 -
@ACHHLEE 5 VLAN BRI, sk 7-2 Fiw.
R 72 TEHEDS VLAN RIFE
ZHHL 28| VLANID EERE BHRE
SW-1 fo/1 11 Ubuntu Accass
SW-1 f0/2 12 Host-2 Access
SW-1 f0/0 - RS-1 Trunk
SW-2 fo/1 11 Host-3 Accass
SW-2 fo/2 12 Host-4 Access
SW-2 f0/0 - RS-1 Trunk
RS-1 f0/0 - SW-1 Trunk
RS-1 fo/1 - SW-2 Trunk
bR, Wk 7-3 Fios.
& 7-3 ENHIHRIR
EM 1P Huhik/ T FAH#ERS ZES BAE FiT/& VLANID
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Ubuntu 172.16.64.1 /24 172.16.64.254 SW-1 f0/1 1
Host-2 172.16.65.1 /24 172.16.65.254 SW-1 10/2 12
Host-3 172.16.64.2 /24 172.16.64.254 Sw-2 f0/1 11
Host-4 172.16.65.2 /24 172.16.65.254 Sw-2 f0/2 12

@A AL IE O ke, W3k 7-4 Fros.
R 7-4 ZTFEHE O BRI R

R HHL o VLANID Hihk BOXR
SW-1 fo/1 11 172.16.64.101/24 Accass
SW-1 fo/2 12 172.16.65.101/24 Access
SW-2 for1 11 172.16.64.102/24 Accass
SW-2 f0/2 12 172.16.65.102/24 Access

O hEE O HbE, W 7-5 iR
R 7-5 BHEOHIERIR

BELN BO4HK Ak #3E
RS-1 VLAN11 172.16.64.254 /24 VLANL11 ] SVI
RS-1 VLAN12 172.16.65.254 /24 VLAN12 [f] SVI

©H K, WE 7-6 Frs.
R 7-6 BHMIIE

BB H K48 T— Bkt B R AY
RS-1 172.16.64.0 /24 172.16.64.254 B
RS-1 172.16.65.0 /24 172.16.65.254 JERCE = 3:

IR 03: 7E GNS3 H1 5B 45
MWRIELAEAZE, 7E GNS3 FrsEal sl b s s, BARRCE EES 50—

AR 04: SZIGHE R FIAM TS 1
A6 BT T2 Ubuntu (R IND5 7538 2 IR S286 N

f£% 2: & TELNET mi2EIR3ZHM

WP 01: FLE SW-1 3 FF TELNET Jfe i i
fE SW-1 L TELNET 2%
BEHS:

SW-1#configure terminal

// %3 TELNET FAFRZ 15565
SW-1(config)#username telnet secret 123
// XERRFIFF 0 El 4 & 5 MIE
SW-1(config)#line vty 0 4

/ FEER

SW-1(config-line)#login local
SW-1(config-line)# exit

SW-1(config)# exit
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SW-1# write

IR 02: WEINE L, B3h Wireshark #7904
1E Ubuntu 5 SW-1 Z [ali& EINE LT, FFIE 380 Wireshark #EATINE, @& 7-2 Fiox.

AYR 03: R B A EAEH] TELNET 2% P SW-1

RS-1
/ ﬂm\
fo/1 J fO,fZ fo/1 f0,|f2
.-\f
A
etho / e0 e0 e0
Ubuntu-1 Host-2 Host-3 Host-4

7-2 WEINE A

FTHF Ubuntu (R 2%, £ %t TELNET T EimfE 85 SW-1, WK 7-3 Fix.

m root@Ubuntu-1: ~

Trying 127.0.0.1...
Connected to lecalhost.
Escape character is '~]'.

root@ubuntu-1:~# telnet 172.16.64.101
Escape character

User Access Verification

Username: telnet

It has been preconfigured with hard coded speed and duplex

To create vlans use the command "vlan database” from exec mode
After creating all desired vlans use "exit” to apply the config

To view existing vlans use the command "show vlan-switch brief”

Warning: You are using an old I0S image for this router.
Please update the I0S to enable the "macro” command!

7-3 TR E s SW-1

SEHL:

root@Ubuntu:~# telnet 172.16.64.101
// MNRBRETIEE

Username: telnet

Password: 123

#FEF* 04: FitE SW-2 32 FF TELNET 2 & #
2 SW-1 It & /726 SW-2 #:47 TELNET E&%#AL

EEREESEERAMAZE / bubeile /13938213680 / 554



EREESERAGTN (HHAMEREE) LBRIEFH

IR 05 7R L ] TELNET iz fE% 3 SW-2.
Z 8 IR S2I6 3 A Ubuntu JEidt TELNET T HImfE% 5% SW-2.

I 06: )BTkt SW-1 BEAT A8 HL @ E R .
7f Wireshark Aty Hif i TELNET T Hazm 25 5% SW-1 F22E ) TELNET 3¢,

HIESRIAE DUR R, Wk 7-7 for.

R 7-7 TELNET X H1R

YR HE IR O H Hdhk/ H #dm O WIXARE AY::%:E SN KA (byte)

£55 3: i@id SSH miz &R 2

HIR01: FLE RS-1 %4 SSH imfa 5
LEM L& IR T RS-1 it B SSH RS .
SEGS:

SW-1#configure terminal

// REENEZ

SW-1(config)#ip domain-name cisco.com

// R rsa 5

SW-1(config)#crypto key generate rsa

// R EERATE

SW-1(config)#ip ssh time-out 30

// REINIEEMUREL

SW-1(config)#ip ssh authentication-retries 3

// REBRAFENEE
SW-1(config)#username ssh secret 456
SW-1(config)#line vty 0 4

/] BB ssh&ER
SW-1(config-line)#transport input ssh
SW-1(config-line)#login local
SW-1(config-line)#exit
SW-1(config)#exit

SW-1#write
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7£ Ubuntu 5 SW-1 Z BB B HNEL S, HH )53 Wireshark ZEAT90EL, @&l 7-4 Aiw.

AYR 03: R B A EAEH] SSH IZ 24 B RS-1
177 Ubuntu f)%& 3, 7E2¢0HiEid SSH THEME % RS-1, W& 7-5 iR .

E0$:

/1 BNRBFEFEN IP

root@Ubuntu:~# ssh -l ssh 172.16.64.254

/] BNERD

Password: 456

R EEREREPHILATRR

Unable to negotiate with xxxxxxxx port 22: no matching key exchange
method.found.Their.offer:diffie-hellman-group1-sha1l

fBRFE: 185 Ubuntu A SSH ZPiHELE (/etc/ssh/ssh_config) X4, @i vi e STESREN
E—17: [KexAlgorithms +diffie-hellman-group1-sha1] (Itt4b+SEIENTIE)

RS-1
fOf?//}‘E%%Ell fo/1
28
fo/0 fo/0
— N
fo/1 fo/2 fo/1 fo/2

etho el el el
Ubuntu-1 Host-2 Host-3 Host-4

K 7-4 BEIE A

M~ root@Ubuntu-1: ~

root@ubuntu-1:~# ssh -1 ssh 172.16.64.254
Password:

kkhh kI AR IR AR A A I A IR IR A I A AR A AR AR AR AR IR AR AR AT A AR AR AR d AR kR ke *

This 1s a normal Router with a SW module inside (NM-16ESK)
It has been preconfigured with hard coded speed and duplex

To create vlans use the command "vlan database" from exec mode
After creating all desired vlans use "exit" to apply the config

To view existing vlans use the command "show vlan-switch brief”

: You are using an old 105 image for this router.
S to enable the "macro" command!
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1 kex_algorithms

2 server_host_key_algorithms

3 encryption_algorithms_client_to_server

4 encryption_algorithms_server_to_client

5 mac_algorithms_client_to_server

6 mac_algorithms_server_to_client

7 compression_algorithms_client_to_server

8 compression_algorithms_server_to_client

9 languages_client_to_server

10 languages_server_to_client
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