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/9. SEIRFEK

1. B
BAREITHEN L &, METXZ CPU. 8G NA¥. 500GB fififi.

2. B
HEFE Ubuntu Desktop #:1E R 46, %35 GNS 3 i E#F.
XCFF Windows #:4F 548, %% GNS 3 fj FLK .

3. M4k

THEEHURE A E 1P Mk RN R 3, I SHRF X LI R (4 7 1) o
4, TR

o

B KBEES

1. 58/ GNS3 2%,

2. SERSUNL LI Y 265 5

3. TR FH A HATLA) fa ] o Ry 3
4, SERAT % ER A LA 2 el [X Y

Ny FHRARRLR

1. &% GNS3
(1) %% GNS3
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FREBEGEASEY (HENNBRE) XRERH

7t Ubuntu Desktop |-, 8T Z¢unft 4k 3% GNS3, #AEMASUWIT:

sudo add-apt-repository ppa:gns3/ppa
sudo apt update
sudo apt install gns3-gui gns3-server

MPERE T SV non-root A {4 A Wireshark A1 ubridge B, PHIRISIESE Yes.

REE:
%% GNS3 I RMI %, Z W
FUA LA .

http://dms.it.hactcm.edu.cn/api/h/f?m=48babbd6e450583b-1-0
Bilibili 7 [l ik«
https://www.bilibili.com/video/BV1INK4y1Y7J3?p=1

BEAEHR

(2) Tf# GNS3 Fifi
FTIF GNS3, Wik 1-1 Fiizn. GNS3 Fti 4 6 4~ X 38,
O1 SXERNT AR, H T4 & AR E
@2 5 IX B THEAS, SR X 25 ¥ 4 B F 21 110 5 £ FI 2R 45 5
@3 XN TAEX, i B T EAL i % 78 S IX 3 B 2 40 s

OB > P IINC ZEIC ./ §QAAM

V.

3

Please create  project

© net-VirtualBox CPU 3.5%, R...

LG EXE

1-1 GNS3 St

@4 F X IMEE, B AH TAEX R & S T RS FEERES
©5b FIX MRS a2, JRR TAEX RS 2R A
©6 T Xy, Ex GNS3 g B, THldr 4.
(3) %% 10S 5if%
ORI AR
MIRFERSE Chttp:/network.xg.hactem.edu.cn) F# 10S 5515 3044, FEE E 40 .
BB 4 7K. ¢3640-ik903s-mz[1].124-25¢.bin.
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File Edit View Control MNode Annotate Tools Help
4 Selectall Ctrli+A

Select none Ctrl+Shift+A
(© Manage snapshots
£ Preferences... Ctrl+Shift+P

1-2 F7JF Rtk

QFT I J& X TEAHE

FETHHS T B AL A 55 [Edit] — [Preferences--- Y, Wik 1-2 Fiors.

©F ik

miihi [10S routers] , #AJ5 il [New] #AHAINEES, Wl 1-3 Fros. & N EGRTE

1108 el s, Wil 1-4 Fron, iy [Next >] %4

New I0S router template

105 router templates
10S image
Please choose an 10S image.

10s image:

/home/net/GNS3/images/IOS/c3640-ik903s-mz[1].124-25¢.bin Browse...

K 1-3 s K 1-4 TR EE A

@ & &%
A% “This is an EtherSwitch router” , I 1-5 ffion. st [Next >) #%4 )G, BE

BWRNAfAAEE, EABOARCE, WA 1-6 Fis.

MEBSEN . R, AARIE TR RN, W 1-7 fior, A [Next>].
midi [dle-PC finder] AL Idle-PC {i, Wik 1-8 Fiar, midi [Finish] %41,
OERAER

New 10S router - c3640-ik903s-mz[1].124-25c.bin New 10S router - c3640-ik903s-mz[1].124-25c.bin

Name and platfo [
Please choose
platform and

cate to 10S. Too

S Fi g
pefautt Rav: KEEY Y

LCI S EtherSwitch router

Plat B c3600

3640

EtherSwitch router

1-5 WHEAFK. FEMYLHE K 1-6 BRAAFRCE
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MW & S LRE S T [Apply]l — [OK]), €& &5 ndsim, i 1-9 frx. ¥
IR 5E WG AR W % PR B BRI &, Wil 1-10 Fiows

New 105 router - c3640-ik903s-mz[1].124-25c.bin New 105 router - c3640-k903s-mz[1].124-25¢.bin

Idle-PC
An idle-p: is necessary to prevent 105 to use 100% of your processor or
one of its

Network adapters [ >
def; adapters that should be inserted into

slot o:

L [LF &) 0x605ee1f8 Idle-PC finder

slot 1:

slot 2;

slot 3:

slot 4:

slot 5:

slot 6:

Cancel <Back Finish Cancel

K 1-7 BoE M. RF K 1-8 fic® Idle-PC

File Edit View Control MNode Annctate Tools

105 router templates

32 tnerswinch router [

Ethernet swiiches
Cloud nodes
N =g Switches
VPCS nodes. /home/net/GNS3/magesNOs/c3640-kso3s-ma{1].124-25¢)
Consale type: teinet
195 00 Uhix e o ey
10U Devices Startup-canfig: os._etherswitch_startup-config txt
qemu - Memories and dicks
VM RAM: 192 M
‘wirtualBox %IAM. 256 KB
memory: ES
""WW.:"M KM(\A:I:I} 1MiB
PomCA diskr: 0w
osdar” A e [ W < Ethernet hub
Soet Hua1ses

e Ethernet switch

"’ EtherSwitch router

g Frame Relay switch
K19 ZERKER 1-10 &% TAMER

2, W EEMLZE

(1) MZHL

O Iit, i 1-11 Fros.
@EHU R

o)
AT AT
Host-1 Host-2

B 111 UL M 4%

£ 1-1 EHHRERR
FML IP bt /7 MHERD ZIPS

Host-1 172.16.64.1 /24 172.16.64.254

Host-2 172.16.64.2 /24 172.16.64.254
(2) BIETTH
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ETHE T AAA T Ay [File] — [New blank project), ¥ B H A4 F (AL projectl
-2), mi [OKY #%4, sempmi B A, Wik 1-12 Fis.

(3) BIEHL

OB ETEKX

FETRH T BA b iy [View), fidia)ik [Show the grid ] om R #s 4 B B, )3k [S
nap to grid] G0 N1 %% E B0 SRS, anfE 1-13 Bk .

View Control Nede Annotate Tools Help

Fullscreen Ctrl+F

Project

New project | Projects library

New project @& Zoomin Cerl++

Name: project1-2 7 Zoom out Ctrl+-
(IGIEI M /home/net/GNS3/projects/project1-2

Zoom reset Ctrl+0

Open project Fit in view
Open a project fromdisk  Recent projects...

Show layers

Snap to grid
Show the grid
Kl 1-12 glgmA Bl 1-13 TAEXKE
@ EM
FEFEAM 5 2% T H A miidi “brose end device” Elbr, FTHF & #513%, WKl 1-14 fis.

fuzh “VPCS” W& BIAR B TAEX IR, IINEE— & 3L EERERME, GIEH 6 F;
Wk B BRI %R -1 B ENLARR, Ml BN AR R GEME, WK 1-15 Fix.
(4) B InEERs
TEAM % T HA St “add a link” Bbx, FFa6/45 R EE K26, WAl 1-16 fior.
AT T i A IR RN R T, I 117 BT, SE BRI
FETHH T EAA G Sy [View), /4% [Show/hide interface label) 4 X 2555 11 4 7k
AIRAS, ASLIGW E BN,

End devices

Host-1 Host-2
Kl 1-14 T &%) 1-15 FINEHL
vpcs| ypcs!
>_ Console
™ start
B 1-16 FFURE InsE s 1-17 FTH#HE
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1 I Etherneto
Host-1 Host-2
El 1-18 ¥ hnsk % Kl 1-19 =l &

CI |_‘ji

SR SR

Host-1 Host-2 Host-3

1-20 fa] 5L J=5 5 ]

(5) FHUhbEAE
Od B Eshinihh s
QT & &4 H &
A5 Host-1 EIbr I # [>_Console), #F 1-19 iR
@B E Host-1 Hihi:

/[EESRIREIIE
Host-1> show ip

//BCE IP ik, [IX

Host-1> ip 172.16.64.1/24 172.16.64.254
[/ BERHREME, FA IP L

Host-1> show ip

/IREFRERE

Host-1> save

@HLE Host-2 itk

Host-2> show ip

Host-2> ip 172.16.64.2/24 172.16.64.254
Host-2> show ip

Host-2> save

(6) JBfFMR
R 1-2 RG], (3 PING A 2347 EHLIAEAZ IR
® 12 EHEFNRAH

EEHL H By EHL BEER
Host-1 Host-2
Host-2 Host-1
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3\ EAZRHIAE R 2R

(1) PI%EL

O FhgEr, Wk 1-20 Fiaws

@]
# 1-3 ENHHERRI
B P& RR A S &
Host-1~Host-3 25 F L
SW-1 RN
@ZEHAHE D ALR)
& 1-4 ZTHEHHRY
ZHl O EERE BORA
SW-1 el Host-1 NN
SW-1 e2 Host-2 NN
SW-1 e3 Host-3 ENIN
@FE ALtk E K
# 1-5 EHIHEERR)
EHL IP #idl /TR HERG % BENMLE
Host-1 172.16.64.1 /24 172.16.64.254 el
Host-2 172.16.64.2 /24 172.16.64.254 e2
Host-3 172.16.64.3 124 172.16.64.254 e3

{

(2) fE GNS3 &2 M %%
1E GNS3 1, MRt m s, wE 1-21 frors.

(3) BCE EHLHAE

Host-2

1-21 FEE M %%

Host-3

//EEE Host-1 bk

Host-1> ip 172.16.64.1/24 172.16.64.254

Host-1> show ip
Host-1> save
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//BcE& Host-2 bk

Host-2> ip 172.16.64.2/24 172.16.64.254
Host-2> show ip

Host-2> save

//BCE Host-3 ik

Host-3> ip 172.16.64.3/24 172.16.64.254
Host-3> show ip

Host-3> save

(4) M
IR 1-6 I B, fEH PING #r 24T A LIEEAE WA
£ 1-6 EHLBREW KA

JFEEH HiIEHL BREER
Host-1 Host-2
Host-1 Host-3
Host-2 Host-3

4, FHEBHIZENEREXMN
(1) ML L)
O FhgEr, Wk 1-22 Fiow.

@ SW-1 SW-2 @ ! i SW-3 @ SW-4 E

M NN

p— - i
i

' Host-1 Host-2 Host-3  Host-4 i Host-5 Host-6 Host-7  Host-8

: RS-1 Host-1:172.16.64.1/24 : Host-5:192.168.64.1/24 RS-2

| VIANLL: 172.16.64.254/24 Host-2:172.16.65.1/24 i Host-6:192.168.65.1/24 VLAN11: 192.168.64.254/24
]
i

|
| VIAN12: 172.16.65.254/24
|

Host-4:172.16.65.2/24
VLAN100: 10.0.1.1/30

1
i
Host-3:172.16.64.2/24 b Host-7:192.168.64.2/24 VIAN12: 192.168.65.254/24
| Host-8:192.168.65.2/24 VLAN100: 10.0.1.2/30
1

____________________________________________________________________________________________

1-22 [l [X f4 # 4

G
£ 1-7 FEHHHRIE
B BEER P S &
Host-1~Host-8 LIEEAL _ B
SW-1~SW-4 — B AL ilicé*;;iﬁgo ~
RS-1~RS-2 % B A 4L CISCO C3640 -

@3 #1115 VLAN #ik)
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£ 1-8 TEHFEDE VLAN HRIFE

R HL 0o VLANID BB BOXR
SW-1 fo/1 11 Host-1 Accass
SW-1 fo/2 12 Host-2 Access
SW-1 f0/0 - RS-1 Trunk
SW-2 fo/1 11 Host-3 Accass
SW-2 fo/2 12 Host-4 Access
SW-2 0/0 - RS-1 Trunk
SW-3 fo/1 11 Host-5 Accass
SW-3 f0/2 12 Host-6 Access
SW-3 f0/0 -- RS-2 Trunk
SW-4 fo/1 11 Host-7 Access
SW-4 f0/2 12 Host-8 Access
SW-4 fo/o -- RS-2 Trunk
RS-1 fo/1 - Sw-1 Trunk
RS-1 f0/2 - SW-2 Trunk
RS-1 f0/0 100 RS-2 Access
RS-2 fo/1 - SW-3 Trunk
RS-2 f0/2 - SW-4 Trunk
RS-2 f0/0 100 RS-1 Access

©E1h:iki %357
# 19 EHHIRRIR
FH 1P Huhit/F P HERD RPS BAME BT/B VLANID

Host-1 172.16.64.1 /24 172.16.64.254 SW-1f0/1 11
Host-2 172.16.65.1 /24 172.16.65.254 SW-1 f0/2 12
Host-3 172.16.64.2 /24 172.16.64.254 SW-2 f0/1 11

Host-4 172.16.65.2 /24 172.16.65.254 SW-2 f0/2 12

Host-5 192.168.64.1 /24 192.168.64.254 SW-3 f0/1 11

Host-6 192.168.65.1 /24 192.168.65.254 SW-3 f0/2 12

Host-7 192.168.64.2 /24 192.168.64.254 Sw-4 f0/1 11

Host-8 192.168.65.2 /24 192.168.65.254 SW-4 10/2 12

% H & 1
F1-10 B O RIR
BB BO2wH% Mk #¥E
RS-1 VLAN11 172.16.64.254 [24 VLAN11 (7] SVI

{

=B

(ST
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RS-1 VLAN12 172.16.65.254 /24 VLAN12 [t SVI
RS-1 VLAN100 10.0.1.1/30 VLAN100 /7 SVI
RS-2 VLAN11 192.168.64.254 /24 VLANL11 ] SVI
RS-2 VLAN12 192.168.65.254 /24 VLAN12 ] SVI
RS-1 VLAN100 10.0.1.2 /30 VLAN100 /] SVI
@i LK
® 1-11 BREMRIR

BRI H& H 2% TRk B B2RAY
RS-1 172.16.64.0 /24 172.16.64.254 B
RS-1 172.16.65.0 /24 172.16.65.254 HIEHH
RS-1 10.0.1.0/30 10.0.1.1 HIEHH
RS-1 192.168.64.0 /24 10.0.1.2 SRR
RS-1 192.168.65.0 /24 10.0.1.2 AR
RS-2 192.168.64.0 /24 192.168.64.254 HiEHH
RS-2 192.168.65.0 /24 192.168.65.254 HIEHH
RS-2 10.0.1.0/30 10.0.1.2 HIEHH
RS-2 172.16.64.0 /24 10.0.11 AR
RS-2 172.16.65.0 /24 10.0.1.1 A R

REE:

5k FH B R S et Lk 22 el X R ) B T3, 2 B

FeA L -

http://dms.it.hactcm.edu.cn/api/h/f?m=8ec7658a340d9395-1-0

Bilibili 1j [ bk

https://www.bilibili.com/video/BV1INK4y1Y7J3?p=2
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EEECRAZEY (HENNEFEE) ZhESSH

==

(2) £ GNS3 H & W 2%
7E GNS3 1, %ML BRI G, il 1-23 Fiows

NET-A

RS-1

VLAN11:172.16.64.254/24
VLAN12:172.16.65.254/24
VLAN100:10.0.1.1/30

R5-1

Host-1 Host-2 Host-3 Host-4

Host-1:172.16.64.1/24
Host-2:172.16.65.1/24
Host-3:172.16.64.2/24
Host-4:172.16.65.2/24

R5-2

el

mm

Host-5 Host-6

Host-5:192.168.64.1/24
Host-6:192.168.65.1/24
Host-7:192.168.64.2/24
Host-5:192.168.65.2/24

m

Host-7

NET-B

m

Host-8

RS5-2
VLAN11:192.168.64.254/24
VLAN12:192.168.65.254/24
VLAN100:10.0.1.2/30

1-23 [@d X P $h

(3) Mt & NET-A #5201 E AL
R 1-9 P 1P HihEERR], ¥ Host-1~Host-4 [ IP Hub- AR, #EEd LT

Host-1>
Host-1>
Host-2>
Host-2>
Host-3>
Host-3>
Host-4>
Host-4>

ip 172.16.64.1/24 172.16.64.254
save
ip 172.16.65.1/24 172.16.65.254
save
ip 172.16.64.2/24 172.16.64.254
save
ip 172.16.65.2/24 172.16.65.254
save

(4) 7EHML SW-1 523 VLAN

DAz VLAN

/3N VLAN BuERE S

SW-1# vlan database
VLAN12. VLAN100

//€U%E VLAN11,
SW-1(vlan)#vlan 11

SW-1(vlan)#vlan 12
SW-1(vlan)#vlan 100
//iBH VLAN BiRE#E,

SW-1(vlan)#exit
SW-1#

ERURTC

EIES(E
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@ B NH 580 VLAN

VU IN =t 5=¢

SW-1#configure terminal

[ENEORERER

SW-1(config)# interface f0/1

//REFEN 7 Access 1T

SW-1(config-if)# switchport mode access
/REIREREORE VLAN J3 VLANT1
SW-1(config-if)# switchport access vlan 11
SW-1(config-if)# no shutdown
SW-1(config-if)# exit

SW-1(config)#

SW-1(config)# interface f0/2
SW-1(config-if)# switchport mode access
SW-1(config-if)# switchport access vlan 12
SW-1(config-if)# no shutdown
SW-1(config-if)# exit

SW-1(config)#

SW-1(config)# interface f0/0

/&EREOA Trunk &

SW-1(config-if)# switchport mode trunk
//AZE Trunk £35EHREN 802.1q, Trunk BFFfEIEingE, —FE Cisco FA/BRY ISL, —FF
2TltrgE 802.1Q, —f#KA 802.1Q sEIlFE
SW-1(config-if)# switchport trunk encapsulation dotlq
SW-1(config-if)# no shutdown
SW-1(config-if)# exit

SW-1(config)# exit

//1RFEE

SW-1# write

(5) fEXZHAL SW-2 523 VLAN
YR 1-8 HhHLk], AZHHL SW-2 HlE:115 VLAN 5 SW-1 1A, BEEDIE (4) #1E,
7E SW-2 E5Z8L VLAN.
(6) 7EBSH AL RS-1 528l VLAN
O VLAN

//€& VLAN11, VLAN12_  VLAN100
RS-1#vlan database
RS-1(vlan)#vlan 11

RS-1(vlan)#vlan 12

RS-1(vlan)#vlan 100

//1BH VLAN $HREEES, ERAUER
RS-1(vlan)#exit

RS-1#
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@ B N# 580 VLAN

[ENEERR

RS-1#configure terminal

//¥B3EO 0/1 BB trunk =, HERER 802.1Q
RS-1(config)#interface f0/1
RS-1(config-if)#switchport mode trunk
RS-1(config-if)#switchport trunk encapsulation dotl1q
RS-1(config-if)#no shutdown

RS-1(config-if)#exit

RS-1(config)#

//¥B3EO 0/2 BB trunk =, FEIRER 802.1Q
RS-1(config)#interface f0/2
RS-1(config-if)#switchport mode trunk
RS-1(config-if)#switchport trunk encapsulation dot1q
RS-1(config-if)#no shutdown

RS-1(config-if)#exit

RS-1(config)#

//$85E0 f0/0 BRE /9 Access #83, JBF VLAN100
RS-1(config)#interface f0/0
RS-1(config-if)#switchport mode access
RS-1(config-if)#switchport access vlan100
RS-1(config-if)#no shutdown

RS-1(config-if)#exit

RS-1(config)#exit

RS-1#

(7) fEEE A AL RS-1 FACE SVI

//FFEEEEThEE

RS-1(config)#ip routing

//73 VLAN11 89 SVI #0OEE IP #tblik, FRi3ERS
RS-1(config)#interface vlan 11

RS-1(config-if)#ip address 172.16.64.254 255.255.255.0
RS-1(config-if)#exit

RS-1#

RS-1(config)#interface vlan 12

RS-1(config-if)#ip address 172.16.65.254 255.255.255.0
RS-1(config-if)#exit

RS-1(config)#interface vlan 100

RS-1(config-if)#ip address 10.0.1.1 255.255.255.252
RS-1(config-if)#exit

RS-1(config)#exit

RS-1#write

(8) NET-A #43 H1idE M
7R 1-12 IR B, 3 H PING iy 2747 NET-A #8431 FALEE LS MR .
F 1-12 NET-A P4 EHLEE R

EHL H #EHL WELR

MR
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Host-1 Host-2
Host-1 Host-3
Host-1 Host-4
Host-2 Host-3
Host-2 Host-4
Host-3 Host-4

(9) SZHL NET-B #5439 2%
OB/ E NET-B #4r f FH LAk
AR 28 $0 %)), 2% Host-5. Host-6. Host-7. Host-8 [ FHLAC &
QTEAHHL SW-3. SW-4 528 VLAN
RIEPIE IR, 58 SW-3. SW-4 [{52 # 1. K2 VLAN fic & .
OFERK A L RS-2 _E52H VLAN
PRI RKI, 58 s FHAZHpL RS-2 FITCE -
@ONET-B #7318 5 Mk
FEIEER 1-13 Hll A B, H PING iy 4-12E47 NET-#64 1 M LIE @S Mo
£ 1-13 NET-B M EHLEENR

TN H N BEER
Host-5 Host-6
Host-5 Host-7
Host-5 Host-8
Host-6 Host-7
Host-6 Host-8
Host-7 Host-8

(10) 7E RS-1. RS-2 it & &AM H
OFE RS-1 it B # A

RS-1#configure terminal

RS-1(config)#ip routing

//EEBRIME 192.168.64.0/24 AR, T—Hkitbit) 10.0.1.2
RS-1(config)# ip route 192.168.64.0 255.255.255.0 10.0.1.2
/BB RIMILE 192.168.65.0/24 iR, T—Bkitits 10.0.1.2
RS-1(config)# ip route 192.168.65.0 255.255.255.0 10.0.1.2
RS-1(config)#exit

RS-1# write

@7 RS-2 it & KA % i

RS-2#configure terminal
RS-2(config)#ip routing
RS-2(config)# ip route 172.16.64.0 255.255.255.0 10.0.1.1
RS-2(config)# ip route 172.16.65.0 255.255.255.0 10.0.1.1
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RS-2(config)#exit
RS-2# write

(11 A= 3E A5
F IR 1-14 B, 7F Host-1 _-{# A PING in4>, Xif 4=/ HAth 341 Host-2~Host-8
HATEAS MR
£ 1-14 W EHEBIR

FEN HIENL BESR
Host-1 Host-2
Host-1 Host-3
Host-1 Host-4
Host-1 Host-5
Host-1 Host-6
Host-1 Host-7
Host-1 Host-8

. KEEHR GIHES)

1. {35
i GNS3 5¢ il 28 e L2

2, ESEK

FOR 1 %% GNS3;

TR 2. SEILXULELIE W 25 5

R 3 i A HA LA 222 Tl P JR 3 5
R 4 % A B LA S el X 1)

3. EBREKR

AUH -3 4R 12 Th OB, A6 PING fir &b A7 ENLEEEE IS, IFids
RTINS O

AUH 2-BA . 1R 1-6 TP B, A6 PING v &b A7 ENLEEEE I, IFids
Ialas A

A 3-HA R IR 1-12 G, A PING #2317 NET-A #1431 L IE] @
B, FEid Tt es R .

RH 4-TE R 4% HRER 1-13 A B, A PING i 22547 NET-384> 1 B AL AL
TAR, FHE MR g5 R .

FRH S5-I FRIRER 1-14 IR BI, 7E Host-1 B PING 4, f4xm HiAth 3=
Bl Host-2~Host-8 #EATHAE MK, FFicsilliA4s R .

YLAH: IS B AR RO SR I R, IR 2P B 1R A .
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