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1. PR L2 aihR 1.1 VS ERR S MR

PAKEREED: #EENIERERNINE.

B Emss A B6ON RSN EMOBS BIS EON

QTOQX»QO ®@ @
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1. P2 aEihR 1.1 SR Z 2 R

N

» B EHEE NS EHITBARBERS,

» BELXELEIRER.

n WEHEERRURDITE—MMNEIRSETT PDU, LUE T RRETSIEAIEIEN
EfR, BATFIERR.

n XMERIE N FRAREST (traffic analysis),
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1. LT 2 aTmELA 1.1 HENRE TR MR

FrigE
n 200 EEEXRMNE HEXOIRY, XMW ELS NSRBI AE SRR,

m SEEFEF (rogue program): FhEEE, TEEIE: HENFS. TEVIE
. ERERD. 1BENEE, Fl])\& TGS,
m 4RSS DoS (Denial of Service):

o EEE R BN CAIRE MRSEMEAIEREDE, (EXRSBHRAERMIE
RS, EETERR,

o D TUELARSS DDoS:
BB ERORVE T A0 RIE— s, MFRAHFHEIERIRSS DDOS (Distributed

Denial of Service),

BIIE R EIR NS T R S siE R IS,

T BE 25 K43 R 54B% / el / 13938213680 / http://network.xg.hactcm.edu.cn

| 6 |
1. P2 aEihR 1.1 SR Z 2 R

HENNESBEZEER
n T ENKE, FLSRENE SEMENLAEN,
n TS, BRI HRAY,
n BN NEBELERR:
o BIES IR ABIRED .
o fplEEERERF,
o 1N B R SORFIIE LIRSS
m XIS IR,
n A ENHE: IIERA + LR,
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1. LT 2 aTmELA 1.2 ZLMHBHMLE

— M Z2HTENMERATIIA BiR

IE1TRY
Z&2it
|8 |
1' ggﬁé I‘nj ﬂmﬁ 1.2 Z2HTENME
— AL IRERATIA BiF
I=E1TRY
=2

n OBEENEELDTIRIS A e ERAREEENRE.
» EMNERLSEENRETHAE, EEMIHNIELRAREHIIGE.
n TEEASHEBRA.
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1. LT 2 aTmELA 1.2 ZLMHBHMLE

— M Z2HTENMERATIIA BiR

IB1TRY
=Z2

n ERERMREG RIS RIESERS.

n EXHTEIEPRIEREEM,

1. P2 aEihR 1.2 RLMHENME
— A Z2TENMEZRGERIN4 B

IE17/Y
z&tE

n (FRHASKREENE. B ERYSERNERR LRI DR,

n (ERNREESHEAENFEERTTIEIN.
n ERREE T iRRENTHRX RN,

i B2 KA RV BOR BE / Biieds / 13938213680 / http://network.xg hactem.edu.cn




| 11|
1. LT 2 aTmELA 1.2 ZLMHBHMLE

— M Z2HTENMERATIIA BiR

=1789
Z2lE

 RREEIEREITHHRHIRSS.
m iz (access control) MitBHRANZLHERIEEEERM.
n PIRHAERIEABRIMLAES], FREESAAPRYBIEDRR.
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1. MEZ LA EHELR 1.3 S

224
» DIEAIRREFIROEA K (key) E—SUENTHE (BIHASE) |
n BB A E AIDIEEHE K TSHEY
Y = E¢(X) |
. };gﬁémﬂm REREE D SRR K R X, MEEESmse
| DAY)=DJ(ELN=X |
o AR An LA—E, A LUA—#E,
o ZEEEE AR R,
o HEAEEOTHEXRT, BEIB—NTEEE,

T BE 25 K43 R 54B% / el / 13938213680 / http://network.xg.hactcm.edu.cn

1. SR L ITHRR

—LCEEEEES
m ZREYRAE= (cryptography) :
o ZREAFIRNIRITE,
BRISHTE (Cryptanalysis) :
o FEARFIESRAVEIR T NE SO B S SRR AR
» BRI E SEIEHITESRREIAERBE (cryptology),

17 T R A AR B / BEBe A / 13938213680 / http://network.xg.hactcm.edu.cn




1. MEZ LA EHELR 1.3 S

—EEES

» AIRCEINEIRS T SOEX, BEEXTENRE EBRYEERIE—1E
EHXIMAYESZ, WX—ZRAFINATRERZEH, SFNIEIE E2AH
SRR

» JISREAHAH PRIEID T REM P EBRITERIRIRIE, NIX—Z B HITRA

TmIrEERTE,
T e B 25 KA AR 2B / Bl / 13938213680 / http://network.xg. hactcm.edu.cn
%%EQW$H 2.1 FRZBAZEEF

MR RSB I IN S A SRR R IR ERE FAER AR B E

M lﬂ%%ﬂ

hnEEERsA K — ~~ & hnEzERsA K
] ﬁ - . oy g
nEBsix fREmEx
A X B X
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2. MREREH

2.1 TR AERISH

HEnnEtrE DES
» DES BT IMERENGSE, 2—FodEE,

» FEONER], SENBADBESHITHE, BMERKER 64 L,
n RENE— 64 L THBIEIERTINELIE, FE—H 64 [UEEUE.

» REBSHENHELE, SHEMHEX.

» (ERERYEIADY 64 7 (SERREIRIREDD 56 {7, B 8 (VAT EBIR).

2. PRRESIAH

2.1 MR

DES RORZ 4

n (VEUATXESARE, HEEARATH.

m TTEOER: DES BSBERS,

n AEEIRITHHIEE DES ZRERGH.
o 56 {1z DES EABIAREZEHT.
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g&cg\ﬁgﬁsﬂ;“ 2.1 SFRER A A
=8 DES
m [FEE 56 A9%4E,
L] TE—/\ 64 BB FA— 1 EEE, BRES— I "ZEME, AeBER%E—
=EamnE, BN

Y = DESy, (DESy,(DESy, (X))

KKK KKK
na;zé i ﬁ ¥ %‘ci ﬁ i B
B

hng

T BE 25 K43 R 54B% / el / 13938213680 / http://network.xg.hactcm.edu.cn

%%EQW$H 2.1 FRZBAZEEF

SHRINEZRE AES

m 2002 FRLAEEBINZIRE, WER ISO/IEC 18033-3 1R/,

» SENNERRE AES (Advanced Encryption Standard) 2—f4HE4T,
HREN 128 (i,

» G=MINEinE, BHEED B 128 7, 192 f7F0 256 i,

s NZLEREZY, ZEIRELL 3DES 132, LMt AXINE,
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gs g\ﬁg {leﬂ;“ 2.2 BRI

NERARFTERERIRH,
(ERRERIIIEERSHEER.
XA IEARTS AR ARSI FRE SRR AR,
RNIFERAHEFENERRRA:

1 IRERERMAHIREA S B iE

2 WHFEENTX.
ERRY: RSA K], —MPETEICHAIRE S MRICREAIAS,

1 BE 25 A AR / il / 13938213680 / http://network.xg.hactem.edu.cn
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V*CQE'EW$IJ 2.2 AAEBIEE
R RS T i I B A S A BB A R RO BAHa ()
$ﬁ%ﬁ
e —" T~ 8 SEHTEALAORAE SK,

DﬂEE:ﬁ BEEE

BE3Z X B3 X
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2. P RB (R Hl 2.2 AT
IEERSR=E=H
» INZ248 PK (public key, BIR$A) © AFF.
m fREESH SK (secret key, EIJ%A%HY@Z\%E) L EE(RER

= NEEE EMBEEELD .
n BAFAA SK 2HRIA PK J&EEI’\J, BADREEIRIE PK ITEH SK,

1 BE 25 A AR / il / 13938213680 / http://network.xg.hactem.edu.cn

%%EQW$H 2.2 RIPZEBEE

NIPERAER
1 BRI TR ERMGE B BI—XIRA:
o INEEESA PKs 1 BREEES SKs
o INEEA PKs BERERIE B IIRIA, BARATT
o R SK, BRI B HIFATE, HIAE AR,
2. KRIEE A B BHIRE PKg WA X N (E1a8) , REXIES B,
Y =Ep, (X)
BUE B FECHITASR 5Ky 8% (DIZ8) |, RIAIIREHIEX:
D, (Y) = Dy, (Eax, (X)) = X
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2. MREREH

2.2 2AEBIFH

RNPFEANTR

79"
4 INEEBRLTIHY, BT ReAkR@EE,
Dex, (Epk, (X)) = X

5 IIEMIEEIEERLTE, RIINEZMHE S EIEH:

PKB (DSKB (X)) = DSKB (EPKB(X)) =X

3. MEXIRY PKg SLFR ERATREESH SKg, BIM PKp E SK; 218 TR

2. PRRESIAH

2.2 RAEBIEH

NHESAS TRV X 5!

n {Emmﬂ%ﬁ.
o MBS EE LR T — O R E S,
o XIMREEE R T B RIS .

n ERARFER:
o MBS EE LA UR SRS EREE(E.

o fIan: REBPEEFR—MNEAESEIERFESR.

R B2 KA AR BE / BiBgde / 1393821368C ttp:/ /network.xg hactcm.edu.cn
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(HAUMZS AR S HEINRFZAKE,
PAR B )BT R E.

@No
© == O

s

3. 5l

3.1 B3R

4351 (authentication) E2MELeh—MEEEAY G,

- ERREE, BLERE. * RICRIEM AT
« i RIFRIASKHEE.
« BRI AR,

RXENERES: EARNMRIEE, ERNAENE.

T R B2 KRS BB R 2B / BEms R / 13938213680 / http://network.xg.hactem.edu.cn
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Al ERF

i

3.

=51 (authentication) 2MNWELZEHF—MEEERI O,

ERISNZEARE ERSIENAR
o INEBRILASEIR AR, « $Z# (authorization) $RAY
. BFSEXATEMNS, (BF [RER: F#{THSEREN
EE5, RVF (MNEFATLATE i

TIEXS) .

3. &5“ 3.1 37w

BHFERtTER (RE)

A B9EASH SK, 8 8 A B92M4A PK,
58

EisH
-

ERIRESE:
A FIELTARR SK, 3HEX X #1T D iIsHSHIMEN.
B ATHEESR, B ARQHE PK, i#tiT EER, ERHLIEX X,

i B2 KA RV BOR BE / Biieds / 13938213680 / http://network.xg hactem.edu.cn
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3. =51

3.1 RS

A BFASH SK,

REFERiRiTE (RIEB)

8 A B2 PK,

R

EiEH

nEEix

R
HFTEEEFHER A B9FAIR SK, MHRX X i#1T D i5H., B MUREIRIRICGHTT
BZEEER E ERISSSHAREMNEY, ALRIRERENE.

3.1 B3R

8 A B2 PK,

FEEIA:
A EfIERIERNE B, B WIB X & Dg, (X) HREHITAIERNE=5,
SB=EHREZA PK, HiESL A #SCRIEX X4 B,




3. =51

3.1 RS

REFERiRiTE (RIEB)

A BFASH SK, 5
52

EiEH

SH\MRﬁPKA

HFERH=/TIEE:
SE{AER]: SERBSRIR,

BXER: IHE, RIS, A ]

A HIFASH SK,
ReETEIA: BSIER.
3. 57’3“ 3.1 B3R
A RENZERHTFES

A B9FASA SK, B BIA PK; B H9FASH SK; A B92A PK,

b b

58 l i l

DizH EisH
mEZeEE IS
A X
Dsk, (X) Epgp(Ds, (X)) Dk, (X)
—_— . IS5 —
: BE5RIER >

o REHTER D IZHHMEA EEH, EHEAKX, REIEESH CPU MiE.
o BENEEFERFHIMGSITIIRERME.
o ETLMHFERUREALATN, E—EBREMDAPEBEEHFHE.

R BE25 RO R B / B / 13938213680 / http://n
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3- ggu 3.1 B3R
EADEN R EL
- FHIIRG RS ERRH
ESIRERIIEST X mEEERKE
BRERENTEE RIBIBUE M
INEERYBA3T, KEFR 1011
B, ARG R | 10010...1011
......... 10010...1011
10010...1011
1011
< WRFRERTEEN ety
T B 25 KA BB AR B / Bl / 13938213680 / http://network.xg. hactcm.edu.cn

3. 55“ 3.1 37w

EREEIY R EL
s MD5 &j%
o MD5 B9i211+# Rivest BI2H—NE1E

IRIBLATER MDS IRSGHERTS, ERE— 1 SRRREERRBENS —IRY, EREET
B ENVFREFATRERT.

o EAREE:
BREBEZMEE, FRBERIETFINE—(EHSERIRFHE—uEX.
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3. #£51

3.1 B3R

ATVl [BSE4
= MD5 EEHELR

Ik

o M0 EESIKAIRIGRIE 2% IHEERE (64(1) |, EINERXAEE,
o 1E%: EIRSGIREZEER 1~512 i, FEEEREINDKER 512 IEHIE,

BERNEfZ 1, EmEE 0,

i34

BRE ——|

—— WIRFRROKE, # 512 %

1000...00

448

BRE, 512 MBS

64 i

3. #£51

3.1 B3R

BRI REL
= MD5 8 XHELR

o P CEMMEFREIIRDEIRZA 512 (MAEERR, &1 512 (A9RIEL

o HE: K4 128 UARIERIOOEEI N B IRERT 4 BitE., 85—
NEZ 32 (VA NEURRATERMIEE. —HEI&REITEL MDS IRGHER

Z®,

EEDA 4 1 128 (IAIEHRESR,

B (128 1)

f£20045F, HEFEENZEART SMFHZPLICT, IEAIABRANGEHL—3

X, XINHRXERHRRN MD5 &3, TXNE 15 39, sFEF 1 068,
MD5 MIREMMFETEIE. M5, XBEFSFERLTY MDS5 SiRBE.

MD5 REBTLHFIEE SHA IREFTE.

i 7 R A AR B / Bibeds / 13938213680 / http:
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3. ££51 3.1 BT

HROEG R EL
» TEHGIEE SHA-1
o REEGIEIE SHA (Secure Hash Algorithm) . FREERNESIARDS NIST 12
— 1 EBIEIEZT,
o F1 MD5 815, (EEEGIERMKES 160 i,
o SHA-T B E2SAEEMNIBX RIS RTFE 512 (ENEIER, RAEEIEMEEESE
EEGIE,

{8 SHA-1 ERBBHEELIFRS EHFRATNZITER,
SHA-1 BTN =EUSRIHFEIPATE.
ARBER T SHA-1 iR,
FSHEACHREMREM SHA-1,

Z®,

|40
3. ££50 3.1 %8

EROEG R EL
n TEHGIEE SHA-1

o SHA-1 2#% SHA-2. SHA-3 B,

o SHA-2 R FhasEY:
SHA-224, SHA-256, SHA-384, SHA-512,

o SHA-3 J9ZFpaEEL:
SHA3-224, SHA3-256, SHA3-384, SHA3-512,
SHA-3 RETS SHA-2 T2 EIHIED R,

B, ERERETHE—MISSHEX X, EARERE MD5
5k SHA-1 B5I{ENS—IR3T Y.

i B2 KA RV BOR BE / Biieds / 13938213680 / http://network.xg hactem.edu.cn
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3. #£51

3.1 B3R

eSS ave il
» EOIRREER: BJLARGEREL, (BARERHINE,

Agizigsr [ X
H [HO|

Lbis

FREEIESCHIRS =5,

Hy(X) = H(X), & A &ZiEidHRR.
H.i(X) # HX), R A RiXidRa9,

3. #£51

3.1 B3R

FRI SRS SLIIR S 55!
» BIRER: AILBREX, BABERmNIE,
m RTTIR REISIERIS MAC,

0BG HZAER K SR X i#i7HE, ARdTE0lisE,

o BPIEEEHIERAEEREN HX + K),
Authentication Code),

] 1 B 25 A

TREEIESLIUR R,

FRAIRSCERIRS MAC (Message

HARBE / Bibgk / 13938213680 / http://network.xg. hactem.edu.cn
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3. ££51 3.1 BT

FRICERIES MAC £51HR3Z

(2] =

g
(x5~ -~ (wm )
AR
HoisE

BHER#GT | HX+ K

BoNEE H(X + K)
BElEERN
RITERIRD

o RBANREREERN K MEEME A REMRX (BREEHE A B MAC) .
o ERIIEFHRENTINERE, HEMTEERD.
o REFRIRSCERMIRANFES WL FIEMN.

T B 2 KA RV BOR 2 BE / Bl / 13938213680 / http://network.xg hactcm.edu.cn
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3. ££50 3.1 %8

(ERAEERRRSCERE MAC IHESTES]

=y
I 55 x - (v ), x|

i RAORST

]

EERKE BER[
Bl B3R

o GEREGHINE, TENBEMONE H(X) #47 D 58, o)
o ABEDE AWM, EILRTLEMSE A BHIEY,

i B2 KA RV BOR BE / Biieds / 13938213680 / http://network.xg hactem.edu.cn
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3. ££51 3.1 BT

MAC m HER
T RRRIRY
[H00 |
BEKE ceEZmn
#05) BSCERIR
BERKE
o FRSEIRIRIEXY: RuIthis, FAEA, s

o TiEHA: "A AECHAEHTES, B A A MARHTER" .

I e B 2 KA BB B / B / 13938213680 / http://n

MR RHZ=HA K?

KAQHERS
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3. ggu 3.2 SEiF4ER)
SRR SRR IANEL,
RIS
n B KEIRSR M EPE LR RIESE .
SCiREERI

» ERGERNRIZENTENSERN, YHECEBERIN L SR RFIIE—R,

1 BE 25 A AR / il / 13938213680 / http://network.xg.hactem.edu.cn

|48
3. ££50 3.2 AR

B8 ERYSLAREFIITRE
» (FREZANITRER Ky SEIISLIRERI,

£ «da 1

’7 A O% 4‘

» FAEBERE FEERNERYE.

o BRI (replay attack):
ANEE CAEERREN, MEEREH A NEIIRAES B, F BiZAN CH#E A,
B Mismidnk A B9 C RIXIFSARM A KL A RIRSZ,

TR 25 A R B / Bl / 13938213680 / http://network.xg.hactem.edu.cn
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|49 |
3. ££51 3.2 SRR

(EFRAR BRI TAER,

[« s

A R
A ® AE#H (nonce) : BE—1\FE
K SERRARENL, B “—ik—
RAB a RA —
Lo o BIFFREMALESER, Fil)
T  ao C BT BRI RS
M FFFEERR RS,
T o 2 KA B R B R A 13938213680 / http: network.xg.hactcm.edu.cn

BE
3. ££50 3.2 S

ERNHARIH TR EEER,

L] w s

A, R
A o EFEALATHSEE, AN
\#l—§ 1 n|°
RB, A Ly L™

TR 25 A R B / Bl / 13938213680 / http://network.xg.hactem.edu.cn

25



3. #£51

3.2 iR

BEWEH

s CERREA,
PEH RB, RiXis A, B CEIRT.
= C FHECAIFATA SKC EFZ A RIRATH, 3F RB INE,

m BI%E—

m B[O A K%
T

= C1BH EE’\J/\

= B KRR

B #B(E1E FE’JXTEE A, BRI A RIETFSEUREE, BEMR C B3k T,

RIFIRIEA B, w2 "HRE A

FERA B,
B, BRXISERTEOABSETR, BRIEXHE C 8k

PKC EZER A BIRARIES B
A PKC 3372a9D0ZRY RB J_ﬁ%rrm, HEERSAIER, T=

TR B2 AT BOR B / BEbeR / 1393821368C

3. #£51

3.2 sf Rl

REWE

BEERIREA C

[(a

- - (sma
R 1
(R LRs |
SK, Rg S
PR TAY s
EEAERITF ISIEAARIER
PK,
| PKa | | PKe |
PK: DATA
PK, DATA

AR ERIARIMEL A E LR —

UL

Aﬂﬁ%igﬂglﬂ&

B2 KA A BEmE S / 13
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4. B EC

BHDECHIERZ:

n 22 TEETERNZEERPL,

» FIAEEEE: BETE. S EA. KIERFER.

= BN R REETRANG,

= BEVRBITRE EAIBIRIA TR,

» WHMECST IRAFE R SR EEETER O EL EEBERNRR.
» WADECHI: ZHEDE.

|54 |
4. Z5H e 4.1 SIFRESANAER

BAA RIEFRSETL KDC (Key Distribution Center),
m KDC {£55:
0 ABEBHTHERENRFIR B — N RIESE (UEE—R)

o FBF A #0 B 82 KDC BIEcAF, HES®E KDC BIiRSes L= 7 &8
KDC #HTIBEA9EESA (master key) Ky 7 Ko

= EEHAEIRAER,

TR 25 A R B / Bl / 13938213680 / http://network.xg.hactem.edu.cn
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4. B EC

4.1 WHFEIRRI BT

KDC &iEZR K, s BISDTE

zAswe. G [ peemamg
KD

[2] " | n | e
—>

—————— —— A K

—0 _gyw——— z

K8 e
Kg, Kol B, k.,

=R (ticket)

© id 7.5 K

A

R ENE LEXZAN, HRETMBN. BEANRAEAEN LEX,

LA BT

] 1 B 2 A7

.
bEiE S

13938213680 / http://n

etwork.xg.hactcm.edu.cn

4. ZiAREL

4.1 WHFREIRRIFER

KDC M&iEZIA K5 HISE
i EXKE
Efﬁﬁﬁﬂﬁalé ] BREREZNA
m e FF =248
—————— —— A K
—0_mxm— =

K@ o
Kag, Kafd 5 5, Kos

=R (ticket)

i —© L 5. |

o ABAILERILE, KDC ERITERSIARINABEEE.
o RFWMIA K BRI, BIRZERS.

o KDC BEERFRIEA K 7l A, BIEHIER, LARSREER
A

] v PR 2 A

BB

FEARNE.

BEmE R

13938213680 / http:

network.xg.hactcm.edu.cn
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4. Z5Htic 4.1 SIRESALAE

XIFRESADECNY . Kerberos
» HEImREEAIRZ Kerberos V5,
n BERERIN, BERTtEE KDC, REEXMEINIRE,
» {FFELY DES ENlE ISR INENE AES HITINE,
n (FAM DRSS

o £51ARSZ28 AS (Authentication Server)

o EEISFIRSSEE TGS (Ticket-Granting Server),

s RETEFPSRSHEZEE, FRTAIARIES,

B
4. Z5H e 4.1 SIFRESANAER

Kerberos
[ ] o
=] = = ©
AS TGS -i

° A |

Kerberos

T{FimiE

i B2 KA RV BOR BE / Biieds / 13938213680 / http://network.xg hactem.edu.cn




[ ]
4. Z5Htic 4.1 SHHEENAE

Kerberos,
° A |
AT Tl - ASRREEE K, .
%fsé;;s o x5 ndanc ] — . giggggi;é:g
o o—{/(slﬂ B.Kuo |, K[ A Ko ”— . ig\%n@ﬁﬁﬂm&iﬁﬁio

|60 |
4. Z5H e 4.1 SIFRESANAER

Kerberos
[ ] o
=] = = @
— As TGS -i

o A » Kerberos ERFH(E

(]

Kerberos R it
TiEEE © —{Ksla T |.B, Kol@ AKs | }—' . 1;}5!59@:5
o ‘_<Ks|a B Kes |, Ko | A Kuo l}— - ERFEEHAENE
EFMEAK,
- B, REEBE 5 S
e 4{ Kal@ T |, Kal@ A Ko | }—’ MBS, ROERE
BT LTI,
o Koo T+ 1]

i B2 KA RV BOR BE / Biieds / 13938213680 / http://network.xg hactem.edu.cn




4. Z5Ho e 4.2 BRSE

FERPAZRBAGF, MRS AFEHBESEMAFINNE, Uiz
ESCIL=H

BREEEEATRFIIRE, HA:

» G ABE LR B FOER,

n FREECTERENANEIEREE.

i

» EEEEENE=S1D,

3 e B 2 K AR / BERg g / 13938213680 / hittp://network.xg.hactem.edu.cn
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CEES e

=5iE
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4. Z5Htic 4.2 BRSE

HFUEP (digital certificate)
» BEIHEERIER,
n 2N RNESEXIRMAISLAR (AZA188) HT4EN—MNER, RLEERAN
$AIEP,
o ENIERHFEBREREREEIRRES (flal: A&, ik, BFhpEreit
g P )
o EEENR . EPHE CA FHRESTAPNHFES,
oit C% FHFEAFIAREZM B BIERME—#E, MEREERTE85EM B 9%
FiEH,
o IERH CA BT THFESR, A&,

| 64|
4. Z5H e 4.2 1BROSE

I (digital certificate)

s (HUAPERRIEERTS (NERBUFAIRE) SRISAEFO CA IR
B, LASGIREBAYELA.

» HFIEBRERTTHY, THEEE.
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4.2 2ARYSIE

SEEM B HUFIEBRF~ELE

KEZHY B IR

IEBiAES: B
B A

IEBELRE: CA

HHEE

o
H(X) ey CA HI¥IFE=

EEKERG
7E:

© A 2F B WBFELE, ERYFIEDLAHN CA MAH, WYFTHP CA MRFERMT EEE, SH— HE.

CEER B MEFEHR

IEBiIESE: B
B IR

IEBERSE: CA

CA HIHIFER

- B B WEFIED (CA HFERMIMIED) HITHIIEE, NELE—THE. HRZHmIEE.

© B, WEFEBREM,
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4. ZA e 4.2 1BROSE
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AFIEPEAEL IR sEEE SRR EROEENEH
— MY 4,
m [TU-T ﬁ%UIETiX.509 MR, B SRENE— TG
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m [ETF 3£ X.509 V3 {E 9 EEAXY S (REFS) | ABIHPIBHEEE—RIS
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INEHES £ CA FLETHEBES
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X.509 #IFAUEPBANANIEERSE
m X500 12 B2 E sk
19, Mp— RHRESAIE R S,
n SRR, ] I CA, ] i CA,

» e —RAPALEFOEFRITRINES
(Root CA), BRINFHEADAIEFL (8%

%ﬁ%&ﬁ’])

BEAR

u E-L\/LEZ:_IJ:_/F*E CAO
n MR CA [ NRIPT B TRV N EENE.
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IEPRGESEH
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FERREHT,
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5. HEXM{ERZ 21 5.1 FERELN

P VP ARE&FHULet, FEeRIE:

© HIENEME

@ HIEEEM

o HIERRRAILE

HATFEERITSI EFEReRE, FEMIEETR,
n B0 WHEERBZWE—ESEEIBIN 1P FUEIR.
IPsec IR THNE. BB ZAWGIRIE IP B2,

5. EEARI{E AR SN 51 RSER2 Y

IPsec thiNi&

m |Psec: IP security, IP %&£,
m [Psec TR —PE—IMY, MEEEHBE P RIREEBMNEEZ200NIE.
m |Psec @ MEZE:
o SAFBEWNEIEESENEENSE (fI, BHKE) .
o FERIEEERIFE, IPsec BBIE TETA IPsec BWVRSLIIA—ENNEE X,
m [Psec 235 IPv4 0 IPv6,
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5. BEXM{ERRYZR 1Y

|73

5.1 MEEZ LN

IPsec timX ik
m [Psec B=EB2ERK
o P ZEHIEREL: Y

LESIEER AH (Authentication Header) #iX

+ AH RS ERF IR EY, EfERE.
L2 BEWEA ESP (Encapsulation Security Payload) #MY

+ ESP hiIRMIRSER. HIRTEMMRE,

+ AH HXEITHBERBE B ATE ESP MY, {FF ESP tYFARTLAAER AH 1%,
{58 ESP 3 AH 1XRY 1P SURIRIRD IP REHURR (3 IPsecBiEIR)

o INEEE: = MY

o BEAMZEHcHE IKE (Internet Key Exchange) 11X
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5. BEXRIfEARIZ 21X

5.1 MEEREHN

IPsec ¥ h%
n P ZEHIRIRERMM IIEST

[RYg P EER

TCP/UDP $&3ZE&

[R5 1P &R

Ifé"?én TCP/UDP $EXER

] e
P | TCP/UDP $53ZE& | =20

w0 e B A
P | TCP/UDP R | “gug

| IP ZLHIRE
5B (transport mode)
o EENEHEIRXEBAIRS BIRMETE
ISR, Bkt P &,

o EATFENAENZEMWRDAEX,
© FE(HH IPsec FEHEBET IPsec Y.

IP RLWIER |
&A= (tunnel mode)

o ERIARY IP HIERRBIE S BIRIIETIEEER, B

hn_E#igy 1P EE8,
® TEE IPsec HIBIRFIZS A ISHEE LERHETT
IPsec Y.

® RESXEARTMEMUETAM VPN,
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5. HEXM{ERZ 21 5.1 FERELN

IPsec MM i&
n P 2EFIRIREMM TIEL
o IP Z2HIER IP B3 I0E
o TiSEAMAR, &EEHH IP Z23UERM 1P EEREREFINZHY,
0 REHIRIR: I8EURIRAVEIERE D REIINZNY, FreemsmERInY,
o BEICHIEIRIVEIEI D TR AEIBIRIVE RE (payload),

5. EEARI{E AR SN 51 RSER2 Y

T KB
n ERIX P Z2HIBRCE], ERESLATIBRISAZ B /ReE—RMEER
BiEIEE, IhZEEREIHMZEXE SA (Security Association) ,
n |Psec IBERE RN TIERIINE Bt h BB B EEZIINEE,
n REXREANE S
0 REXBENEREIEONEOIER, TERETERS.
o FEREXEK SA EEENHR P 22EUER.
o NBHTWUALZEEE, WA AOEEEEIZTEXE,
o0& N PRIHTNOREEE, HFEZ6E 2 + 2n) FLEXEL SA,
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5. HEXM{ERZ 21 5.1 FERELN

BREHZE R-1 2 R-2 F9R2XEX SA

M R1E R2
AR E ! B2
R1 =
L )
SA: R1—R2

H-1 ] H-2

. axm T

H-3 £ IPsec | | A IPsec

- BEATSEOEN H-1 ENS AT H-2 BCERMETRSEE,
- ARSBEHATZARESLE SA SIERESE R, 1 R, ZERIH,

5. EEARI{E AR SN 51 RSER2 Y

EH H-1 3 H-3 ZERYERE

PLEE

« [BEQTLSERIEN H-1 ZHMRERIEN H-3 HITE(S.
BFHELRNER, FRENE, BUARTERURSXE.
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5. HEXM{ERZ 21 5.1 FERELN

2RLSER

H-1

H-3 i IPsec | L mEIPsec

© BARSERRYEM H1 EMFEIMILSRAIEN H2 BITRELEE.
© BEEATSEBHOIEHEES R1 FISMILSRAIEN H2 BIzZ2KEX SA,
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5. EEARI{E AR SN 51 RSER2 Y

LT KREX
n Z2XEL SA BIEIIRESES.

o — 32 URGEEIRRAF, TRAZESHESI SPI (Security Parameter Index).
0 REXEL SA BRRFNZL R0 IP HEsE (BINERERRS R1FD R2 AY IP BE)
o PREFAIINERZSEY (flan, DES 8% AES)
o INEEERRIEA.
o FEEMHOERIRE (BIaN, FERHRIIHE MDS 3 SHA-T AURSCERIRE MAC)
o ERIERRIER.
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5. BEXM{ERRYZR 1Y
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5.1 MEEZ LN

P 22 EIRASTC
BB TR IP ZLBIRRME

Big .
22 IP R MIER |
<-|,7,'§“§ I EFEEFELERER

iy = 50

O XIS

[: © NS
: ESP fomER —

© ESP [RIBHY [RYEHY IP SRR @ ESP © IR
& IP 28 REREE R 78 MAC

HLSHTI SPI 00.00 EFEKE T E
= % 8t 8
i =4

324u

] 1 B 25 A AR B
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EE:

v SIFEREEE R B R, 9%e
KEX SA, 'R0 IP &8
"ef, AEM H, FOH, B9 1P
HHES BIVERIBIERN B RY
bk,

v 1E IP Z2HURIRAY FAY 1P
EE, B R AR,
B9 IP HBHES BIVEIRIELE
1B A9HBIL,

5. BEXRIfEARIZ 21X

|82

5.1 MEEREHN

IPsec BOELMBIA1F
» EREEERTHA IKE
o EEEZ, BEIMAIIERFRE [RFC 7296,
o IKEV2 LABIN=MSCo AT
@ Oakley: BBAERIMY [RFC 2412],

@ =PRI SKEME (Secure Key Exchange Mechanism): BTERIRAIMNIY, EHBA

SIS SL B AR NN FRISERLE R,

O EHEAMZLXEFZAEERNY ISAKMP (Internet Secure Association and Key Management
Mechanism): FFEEHR IKE RE M ROZRTERSHR, 1§ IKE fIRi

LEXREK SA,

] 11 B 25 KA AR B
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5. HEXM{ERZ 21 5.2 EHERL Y

EHETZERUTTRINZEMN:

BE2ERFE SSL EBRERE TLS
(Secure Socket Layer) (Transport Layer Security)

#rE2ey )
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5. EEARI{E AR SN 5.2 ERERLNY

Y TLS B9 S
n Z2EEE SSLH Netscape F 1994 £ A, T iZNATET HHEMS
FRILERIAE (BARTFHHEMRA) .

n SSLERREmASNARER HTTP MizmE<lE, £ TCP Z E@ETR— %
e2mEE, nEd TCP ERIN BEEERELZ 2 RE,

m 1999 &, |ETF £ SSL 3.0 &t Bkt T TLS 1.0, JPTEET TCP AUMLELL
PR HIEERRS.

m 2018 8 B, IETF R TEH T 28 M"EEGEAEIAISHHRATLS 1.3
[RFC 8446, ZBWinE] (FROEES) .

= 2020 &, |BARAS TLS 1.0/1.1 $9#&F,
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5. BEXM{ERRYZR 1Y

5.2 iSRER2MN

Y TLS BYfE
RMAE (HTTP) BIFE (HTTP)
SSL/ TLS SSL/TLS
TCP TCP
uDP uDP
MEEOE MEROE
L (Coom )—

o TERIXT: TLS BIRFAEIEIE, MEEHTME, RRICMBEHEIERE TCP BiRF.
o TEIENIS: TSL M TCP EER=FIZAIE, BERIDHIERENAE.
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5. BEXRIfEARIZ 21X

5.2 EHER LMY

TLS S AEMIRIZITX

» TLS I T — 1 EaRMHEEREFAINAREFZEO AP, 5 TCP RIAPI F8(.

» WAREER TLS &2Z8982 HTTP,
o TLS BT RAMAREN.

o R AAFERS HTTP AR TLS WEEANMIUHITINZRY, MR ESIRTREF, ERi=
FRER http BUMETS, TWAEZERL T https,

o s {$3& security, FIPIEFERNRRMLTEIRSHI HTTP thil (TCP BY HTTPS
OS2 443, mARFRERwRES 80) .
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5. BEXRIfEARIZ 21X 52 SRR

Y TLS BAEXNEEIRITIRE
» EHREEN EFin (WKNeE) FSRE5IRSSEE, WEEPRERERIM AR
SRR L EMAIEN.
" R
o REBHFBE—MEMH CAEBRIEBEC,
o CAIEBRIEMEZSMIN TLS HEA.
o WSS EE LT ERERIRS SR LSRN,
" BURERIERMNER:
o BFNR EREFY
o RENR: EHSRIY
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5. BEXM{ERRYZR 1Y

5.2 iSRER2MN

TLS EZS BN TIERE

HOST SERVER
[ ]
&l =
IBFHER: WA TCP il ——
EFEFN
O inEERExE A SEMMZEREE ——
404A! " B #IARIINEE % = N
© F CA HARER] B IES «———— "4 OB =R 0 inFEmEHExE
© =R MS © @ Al B IR Pye(MS) ———> ® F B RUFASARERE SKy(PKp(MS)) = MS
© LHSIEE © LRiSiEE )
SiEMER: < HUEEH —_—
=
ERICFRINY (R=, =8l
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5. BEXM{ERRYR 1Y 5.2 BHEE SN

TLS RUBFMER: JUEARSS2E, ERRIEM RS
1 WS,

O IESEE A [AARSSER B RIXNEEREH) TLS MRASFI—LrNsnEZEix,

@ B \FIEEECHISNEL (31 RSA) , HEH A, BRHEESH
2. PRSSERER.
© = A EFIERTF CA RENEAIEBHITIRIELES],
3. HERERSA.
0 B A RIS IENZIAREEEER T MS (Master Secret),
© = A Fl B BIRA PKy SIEESA MS IN%, 1SHINEAYEZSR PKy(M

T R R 25 JCFAG AR B

SHIH =1

CA HEFIEBRIZS A,

S), RIXEEIRSS2E B,
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5. HEXM{ERZ 21 5.2 ERERLIY

TLS FBFMER: WIERSSE:, ERRIEMERAIFIIHZEER
4. BES52% B FIEICHIRARIEE RIARRELE

0 SKy(PKs(MS)) = MS . XH¥, P A FIRSSEE B 465 TN SEAUREHIERNIENEES MS,
5. ERRIEFRe O,
6. HTENHHEEEMRSE, BF A RS B RIFEARRLEHE.
7. ERPESEIR 4 M FRRYEEA.

S—HEMTEEH 4 VS GER: REBRRREE)

o B AREMIERERORIEES K,

o BF A RESUERIER MAC B8 M,

o [R5SE B AEIEMEMNSIEEA K

o [R5 B AAUERIERA MAC B98 M,
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5. EEARI{E AR SN 5.2 ERERLNY

TLS M=TEMER : RIHEEEIRAIN = R N2
n EIRAVEERN D AR/NIEERR, ISR (record),

o WE—MECERHITEEEFINNEES,
 CERIMIE—MEREREINFRFFS, E—MeRIER O,

0 KX TF—PMERNFSHIN T, FSRAENSEE 2% -1, BAniFFs4ml.
» FEAREEICRZY, MeEEHTEGIZERN, EFSaatE.

o0 ZF A [GIRSEE B AX—NESGCRAT, X MAC B8 M, . 1ICEIHEIFSH]
BESUERH TR IzE, £RBENICENREN (WEMIRFSELIR) . FRs
B K, TR,

XHMIHCRINBAY TS R AT KB EEAERINNEE AEAD
(Authenticated Encryption with Associated Data)
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5. HEXM{ERZ 21 5.2 ERERLIY

TLS {EiXficFRIEN

| xm s | kE | BxiEzx | maAc

—
IR ER K, TN

o EBIZEG: ISERFMEERNCREEFMERIEY, E2M
RREFEENIRY, HREEXA TLS ERR.
o KEFER: FHE, AT TCP RXXhIREY TLS icR.

|94
5. EEARI{E AR SN 5.2 ERERLNY

I TLS AmES & RVHETE
n EFHERAN AR
0 B A FIRRSSES B IHERIXAEY, MHLEERIE.
o ZERRTREZA PMS (Pre-Master Secret), A T—LEEZRER.
o R EEE.

=P A MIRSS B SEEREN (BHEN) 8% FRMERNR PMS | ZPIRESFIRS
BRAONEEHL, EREA MS.

o ZF A BRSSER B KIXRIZEEFMERIRSHI MAC,
o fRS5EE B @EF A RIXMIEHEFMERIRSAHI MAC,
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X TLS /B ERIEE
m XA TLS &
o KF) TLS iE# 2R, A Sl B MEeARERE TLS BER, ARG LEER T
(truncation attack),
o BRI
£ A0 B IEFEHTSIERS, NEERAKRIE TCP AY FIN #RICERRXE TCP &k,

R A 8 B IRBEFFRE—TEXMA TLS RICR, HBA A 8L B ILEI TCP AY FIN IRXERAT, BiANE
HXRNEEAOBIIET .

EANEETEMEXA TLS ANCH.
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Y TLS R &SN
m TLS 13:

o TLS 1.3 HER T EINZ 2RIMEIBILES ECC (Elliptic Curve Cryptography)
5 AES, EEEEL 1.2 IRAERANIES,
o TLS 1.3 i30T O-RTT AYIHEE,

MREFZENEZRIERSE, TLS 1.3 BIMFANSIENINEEE, THELET 1-RTT fEFI
72, (N7 O-RTT ENRIFFIARIEMER, BEIMEST TLS AURER,

WIRER L RER ERI BRI,
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5. HEXM{ERZ 21 5.3 MARELIN

SOFIENRETE KEFHRARIZ 2N,

RIXFBBFHMHZ A BRIRIITH, BRREIRYAIZEE,

n RIEF A KD B ARSI ARIE.

= 5 B IRENERHE, FIRER/ RIS,

FEF L SN S AFMIIEREE MBS EL, UNREHEE.
=71, FTEMRFEDIZ,

|98
5. EEARI{E AR SN 5.3 MREELY

PGP (Pretty Good Privacy)

m PGP (Pretty Good Privacy) @— 2B Fibteeide), SiFEm=.
£5. BFEBFERSRA,
n BIMER—LESEXIN MD5, RSA, LUK IDEA SEZ&E—iS,
n REBTFHHNZ M. RESSRIFIRYZE# M,
= PGP H AR EBMNIIER N,
m PGP 1RYEARI,
o f£EB/T, TLUAN PGP 2ERHEZEM,
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©® F A ROFATR SK, XIBESCEBM X 783, IEERPHEERNAMS X [BHE.
8 A FIRBEHE SR R EA K (HEZAIFRER) .

© F A ERAI—IRMEER K WEERAIERHEINE.

© 3 B BIRIA PKg X3 A SERAI—RIERR K #Th0E,

© IEEMEZNREERENBIE LM, FHEE—RRIXS B,
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O B RIBAMAR0TRSE, DBEEINEAI—RERBINENEIEZR,
@ FJ B H9FATE SKB MR —IRMEE K

© AL —RIEEA K XIINERIEZ MR T
O F3 B FHHY A BIRGA PKA X A IUEFEE 1T

] 1 BE 25 KA RO B/ B
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6. REE: PKIESNEIE
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BIARE T EBNZEN S e R T2 e
= APANE:
o FIARGREH TRIENGSR,
o BN ESRAINRE,
n RENE:
o BERMEEERS. BRMGSEFERD,
o BRSBTS,
IR
m PG R NEIAR 5 E,
s NEIEN: SREDTSHEUHANNSE, KR UNETH.
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6. RfEE: PKIESNMEIET

102

6.1 BEXIE Firewall

Bk (firewall) :

n —FMAEEEIRR, B R NEN R0 E, EIHHIAERN
BE, NBBENEINRE, REERRXELR2RPTERIIZEN

Bﬁo

PSR — T MIARIEIIS MRS, RAE— TN RAIMEIIERIDZ

8], BRIZSCHEIEHIRES,
el RIS R R K SRR B THE.
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6. REE: PKIESNMEIET
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6.1 K15 Firewall

FEKIEEEEMSERRI I E

B KIERISME

Bk i

BEERzES BIFARIE bi:f: i

—? Gateway ?—
L

SMEEEX PAIBEER

A EJ(EHIRILE

(untrusted network)
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6. RfEE: PKIESNMEIET

104

6.1 BEXIE Firewall

PSR 0 SEIiIEIRH=R
= BEASHITIBINEERIIRERS,

o ARIESEANIRTH E AEERNERI BRI T (HAREERR) .

o RN EFHERNMERSIEEEEEMER, A0 JR/BRIIPHEILL. R/BRY

im. PMYEREY (TCP 3k UDP) |, &5,
o BIRESHY: IR MR — o4,

o0 BREH: RESMNEERRIENBEERTS, RIPKSERRERGHADHE.

s i BERESM, WHEFER.

m R NSNS EEIEHITIIIE. #1801 FEEREIEEMNBRYNE MTEN

ETEMTERURIE, TRESIFNBERFERE,

17 T R A AR B / BEBe A / 13938213680 / http://network.xg.hactcm.edu.cn
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6. REE: PKIESNEIE 61 B Firewal

PR ERR: @ RARK
n tBFRACIERRSSES (proxy server)
o MR HITHG, SCE TN B EEIREIT RIS ERF £,
o FTE MR B AR SCER L B R B .

o NABMXENBEITRY, BEEREGEE
REE, MAMXUEFPHRNSHBBRIRE R ARIARSE.
MPFEE, WEFRL,

o BN AEHEE— N TERIN B
o FEN FRREAR NSRS, AMERIBIRE,
o MNFFEFNER, FBEENPEFE P iRECE N BRI,

1 BE 25 A AR / il / 13938213680 / http://network.xg.hactem.edu.cn
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6. RREEL: HAIEENEE 62 ABIRATS:

NERNZESE IDS (Intrusion Detection System)
» EERBENEEE R, BRRBIENCENTIEREANCER, Ml
NE, LMERRIBIEAE, 1BEEREEITR/N.
m DS WHARMERIDERITRESENS,
o SMRERIEESERS, MNEEERRHEZETHRITIEIHRIE (BT IDS A=K
EEREES, ZHIRAEEHE) .
n DS BERTHONZMWEL L, BIE:
o RERRET. IR, DoS Wik, IRRIHS. RAmEKES.

i B2 KA RV BOR BE / Biieds / 13938213680 / http://network.xg hactem.edu.cn
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6. RREEL: HAIESENMEIE 62 AGIAES:

PFRNEICNGE: 0 BEFFIEAY IDS
» P — A CR SRS R EE

» SERIMNE S HMNE 2T ZREM, EE*fM’]EI’JITZ%E PREHFHFEIMA
REHEREp,

s REgteliEernd:, T ARMLENRFLER.
s ESNIE, RSHEER DS T2EETHHIERY,

108

6. RfEE: PKIESANEIE 2 B

MIANRICNGE: @ BEFRE IDS

» BIWRERETHINERE, FIESRERNTIHFIEAMNE,

= %M%JEUHQQEPm&E%EPé}ELJr%%@T “RIERERA, WIANRBERET A
=177
s BROEERMNFSITEFERE— M FREER.

i B2 KA RV BOR BE / Biieds / 13938213680 / http://network.xg hactem.edu.cn
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PR EIRRREZRATESES

1. HEEIHhZEEEES (Elliptic Curve Cryptography, ECC) : EE TLS 1.3 iy
BEFY P SEIEEEENN, NEXERTHEFFR. SHEA.

2. BEEL (Mobile Security) : fliIBIZIREF.

3. EBFEH (Quantum Cryptography) : EFTEHHNESREHEEM
WEERPRNEBRATH, FEFEREE (Post-Quantum
Cryptography) BIHARITHAKIL.

4. BEBhSHE SM9: —MRIRERS(Identity-Based Cryptography) &
%, EEBERNAELEBRIR.

110

LA MR B R L, MRS SRE
817, 1R RBEARILE i TS BRI

2018 F4H20HE21H, Mk PAEEEMEZ2MEME TS LRFRIRE

EERB, TAMGLERBAERLE; AT
B —K, A 7 KREIBHX K,

20194F1 A 25 HFETTUR T BRI + IR SRS ST B YRS




Thanks
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