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PUBLIC COMMENT

GETSTARTED ~ NEWS & MEDIA

poLIcY

Help Us Improve

Future Meetings

It takes just five minutes 1o take the WE WANT YOUR FEEDBACK!

ICANNSO survey. You'li rate your COMPLETE OUR ICANN60 SURVEY. |ABU DHABI
overall satistacton, the sessions, 3%

networking opportunities, registration
process, and venue. You can access
the survey though the ICANNGO mabile
app or the desklop version

Get started

News and Announcements Quicklinks

Wrap-Up Interview with Cherine Chalaby and Steve Crocker

ICANN's Brad White sits down with new Board

i Chair Chenine Chalaby and outgoing Board Chair
Steve Crocker They discuss the challenges that
the ICANN Board faces going forward and the

B importance of transparency and accountabiity m
building trust with the community. Walch the
interview and learn more by clicking the link
above

Accepting Applications for ICANN Global Indigenous Ambassador Program

The application round for the Global Indigenous
Ambassador Program is now open Two
Indigenous Ambassadors will be selected from

AmN underrepresented indigenous communities to
alli> G800 oot AN Sl v e
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Internet Assigned Numbers Authority

Domain Names

Overview
Root Zone Management

Overven

Crange feque
Instructions & Gudes

oot serv

INT Registry
ARPA Regi

1DN Pracrices Repasitory
Root Key Signing Key (DNSSEC)

Reserved Domains

DOMAINS NUMBERS PROTOCOLS ABOUT US

Root Zone Database

The Root Zone Database represents the delegation details of top level domains, inchuding gTLDs
ountry-code TLDS such as uk. A

in accordance w

manager of the DNS 100t zonie, we are responsibie for

coordinating these delegation sur policies and procedures.
Musch of this data I also available via the WHOIS protocol at whots lana org.

a0 generic Amesican Automobile Assaciation, I " s =

- qenere s e

aarp generic AxRp e reres gt i Ay
sbarth generc Fist Chryster Automobies N "

abb qeneric ABBLtd

abbart generic Abbott Laboratori

abtwie generic Abbvie Inc -

abe qeneric Disney Enterprises, Inc. ol

sbie geveric Atse lnc

abogado generic Top Level Domain Hoklings Uimited -

abudhabi genenc At Dhabi Systems and Information Centre s

ac country-code  Network Information Center (AC Domain Registry) /o Cable

and Wireless (Ascension Istand)

scademy generic Half sk, LLE g v

accenture generic Accenture pic ey e

accounta generc dot Accountant Limited o

accountants generic Knob Town, LLC o s

a0 genenc ACO Severin Aimann GmbH & Co. KG = e

scwee genenc Active Network, LLC . s

actor generic United TLD Holdco Lid, e

ad countrycode  Andorra Telecom e Wetias TL0Ac L

neric Allgemeiner Deutscher Atomabi-Club . (ADAC) it 2 2

ads genenc Charleston Road Registry Inc

P generic 1M Regstry AD LLC

e ountry-code  Telecommunication Regulatory Authoriy (TRA)

seq generic Atiebolaget Blectrolux

aer0 sponsored Socete Internationale de Telecommunications Aeronautique

SITAINC Usa)

21
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country-code
generic

generic

generic
generic
generic

generic

test
country-code
generic
generic
generic
country-code
country-code
country-code
generic
generic
generic

test

generic
generic
generic
generic
generic
generic
country-code

generic

Not assigned
China Organizational Name Administration Center

Computer Network Information Center of Chinese Acadermy
of Sciences ( China Internet Network Information Center )
Global Website TLD As

a Limited
Afilias Limited
Tycoon Treasure Limited

Foundation for Assistance for Internet Technologies and
Infrastructure Development (FAITID)

Intemet Assigned Numbers Authority
Association of IT Companles of Kazakhstan
CORE Association

CORE Association

China United Network Communications Corporation Limited

Serbian National I

net Domain Registry (RNIDS)
Not assigned

Reliable Software, Ltd.

VeriSign Sarl

RISE VICTORY LIMITED

Sina Corporation

Inter

Assigned Numbers Authority
Temasek Holdings (Private) Limited

Amazon Registry Services, Inc

Public Interest Registry
VeriSign Sarl
Amazon Registry Servces, Inc

SAMSUNG SDS CO,, LTD
Singapore Network Information Centre (SGNIC) Pre Ltd

HU YI GLOBAL INFORMATION RESOURCES(HOLDING)
COMPANY.HONGKONG LIMITED

Delegation Record for .225]

(Gensric top-level domair

Sponsoring Organisation

Computer Network Information ccn
Information Center )

Rlaor 1, Buiding 1, Software Park, Chinese Academy of Sciences, 4 South 4th
Beijing

China

reet, Zhongguancan,

Administrative Contact

N Jian

‘Computer etwork Information Center of Chinese Acalemy of Sclences { China Internet Network
Informarion Center

Buiding 1, Software Park, Chinese Academy of Scences, 4 South 4th Sireet, Zhongguancun,

ng@canic.cn
Voice: +8510110-58812624
Fax: +8640)10-59812666

Technical Contact
HEZheng

Computer Metwork Information Canter of Chinese Acaemy of Sciences ( China I
Information Center )

Fioor 1, Buskding 1, Software Park, Chinese Academy of Sciences, 4 South 4th

ernet Network

reat, Zhangguancun,

Email: ngrechacnnic.cn
Voice: 4E5I0)10-5831
Fax; +BE0)1D-58812666

Name Servers
Host Name: 1P Addressles)
angiiden 1

2007 THE1 D001
cngd.cn 12520842

200107 AE3O D000
bgtiden 125.208.41

20010200001
dngriden 125208431
engtiden 125.208.44.1
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} Generic {
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eng cs eng jack jill uwa keio nec cs law
| /N
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SR R G E AR MESIAERIRSS2S (DNS fRSS=R)
—MIRSEPTAEERRY (BGETERAY) SR (zone),
» FRURIEERERRYSBCEREENKX.

» BE—TMXPHIBET RLUEREIEER.
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PHRLEHIRY DNS t B IRS3ES

REEREE

ﬁ*&ﬁ%ﬂﬁ%&%% orgﬁtgﬂﬁ%%g\ ]comﬁt@gﬁ%ag\ | edu mamsE | .

rrrrrrrrrrrrrrrrrrrrrrrrrr A /) S A -
: ! abc.com
‘ 1 ; maREE | ———abc AFEEA
BRI | | | RS
‘ I y.abc.com /
I EIRS = !
W 2 KA BB / Bilk / 13938213680 / http://network.xg. hactem.edu.cn

28



1. [k 22 Z 45t DNS 1.3 HEMSE

2. TRiE= MRS (TLDARSSER)

1 1. HRIEERS =R
3. BPRIEBZARSSRS

E 4. KiHZRSEE (Local Name Server)
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1. 2 5%t DNS

1.3 B ESER

R IRSS 28
» HREEIRSS
n IRIEEIRSS

o

[=]
a

o

0

=]
=

B

BERE, 14k 13 EREERSESE,
B 13 AE IP iRy, BFIFXE 13 aYlasRER.

o]

1P itk

BB

a.root-servers.net

198.41.0.4, 2001:503:ba3e::2:30

\Verisign, Inc.

b.root-servers.net

199.9.14.201, 2001:500:200::b

University of Southern California,
Information Sciences Institute

c.root-servers.net

192.33.4.12, 2001:500:2::c

Cogent Communications

d.root-servers.net

199.7.91.13,2001:500:2d::d

University of Maryland

e.root-servers.net

192.203.230.10, 2001:500:a8::e

NASA (Ames Research Center)

f.root-servers.net

192.5.5.241, 2001:500:2f::f

Internet Systems Consortium, Inc.

g.root-servers.net

192.112.36.4, 2001:500:12::d0d

US Department of Defense (NIC)

h.root-servers.net

198.97.190.53, 2001:500:1::53

US Army (Research Lab)

i.root-servers.net 192.36.148.17, 2001:7fe::53 Netnod
j.root-servers.net 192.58.128.30, 2001:503:c27::2:30 \Verisign, Inc.
k.root-servers.net 193.0.14.129, 2001:7fd::1 RIPE NCC
|.root-servers.net 199.7.83.42, 2001:500:9f::42 ICANN

m.root-servers.net

202.12.27.33, 2001:dc3::35

WIDE Projec

] 1 BE 25 A AR B

BEBess / 13938213680 / http:/

network.xg hactcm.edu.cn
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root-servers.org e

News and publications st

http://www.root-servers.org
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A*EiY%HED’J G

© BE 20226F988H, £BHE 1546 PMRIFE
IRSS=REIElT, HPERERHES 511,

Root Servers
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1. I 2 FE 4% DNS 1.4 HEMREITTTE

B D BV W) AT RE
¥ LELY

TEF MEE WS DK T
AN @ (BRB == Y
Wik —5888

BT o) disste »

ot _Cagth s
ons 70 Standard quary G086 A was. s, cn |
ons 102 Standord query response Ex0005 A wew.odu.cn A 202.112.0.36 A 202.205.109.203
ons
ons

|- teceom  1e1e3m

20.198650
38.135283 5838 78 Standard query B4BOAT AMA s ed. c1
£0.387951 10.10.3. 202 98 Standard query response Bx0BT AMAA waasedu.cn ASAL 2001 :daB: Ff1a:cBFd:400::

eazomn
Transaction 10: Bxdees

’ “‘_’.’.’ ""“.”_"”“”’.“‘:J,Ln,e Mgt 15 o auery FNEEEMITEEN, (UEidie

Opcoda: Standard query (8]

Truncated: Messsge is rot truncated

L ey ey VEI=ip e Siulax =g FE= 7 4
= Mon-authenticated data: Unacceptable
> =K, RTHEOIELER
T HFitle 2 BRS3 28 52 Rk
i iy e e i deve e
e e e e vy oot

B0 GeOUE11 1118111
1119111 91117111 GVIPOSLL PL109101 P1109100 1110171 0UGMIRIO PLIPER11
Q1101110 G00NNN00 0000 ARBOMET B0

© 7 iratharh yesga I |23 DN TEA SO T A4 - BRE 4 G B 2kt
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1. [k 22 Z 45t DNS 1.5 HENmEES

B EERS SR — D SREF, FRERIATRIEFLAR M T

SRISAFIREHERANCE,

» SEREF A RARREIRIGE RS 3RA0AE, FEEW_EAY DNS E1EiEKRH
[EIEHR S AIEE R AR

NFRFESREFTHIANSLES, BERSENABIMATRE TR,

FHOIEBE SIERERIIN (A0, B PIE RERRX)

» SEPRIEE RS R OE—PNEIIEKRES, ERNESIRSES F T
Igf& IEDNCES EIE R DS TS, TR AT EHE RS I E 45
TR,
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1. I 2 ZR 4t DNS 1.5 MENHEES

QK?EZM@EJZ%HE%%%EP%%%@%@ EFNABSREFRS TR
%E17,

FHEBEIIT NI Z RS N B AU RIS EMEURE, T
MEO&REFERNEENERER, FERENEFPIAEIEFA
AR E RS e,

AFIRENN I ERINE, RS REFEEHEIN ARSI B BRI
R, BANEZROANRE,

i B2 KA RV BOR BE / Biieds / 13938213680 / http://network.xg hactem.edu.cn

44

22



| 45
1. [k 22 Z 45t DNS 1.5 HENmEES

BIEWIndowsBFERRHIVEE SIREF.
= ipconfig /displaydns BEBESREFICR
= ipconfig /flushdns BRI EESREFICR

BIRubuntURER S PRI & SIRER,
m /etc/init.d/dns-clean start j&ffdNSEFICRE

45

| 46
1. [ 222X 5% DNS 1.6 WA R IR

HE RS DNS ENEBEFINFRIFEEE, itk DNS E18RIRI B
FOLEMRME, Bt TRLSHIEF B R FRFFER,
JEE =S =
n IRERFWNETE: nslookup. dig
m DNSUE#ER{4: DNS Benchmark. Google namebench
m TEZEDNSIUIHARSS |
o http://tools.pingdom.com
o http://ce.cloud.360.cn
o http://tool.chinaz.com/dns

o http://www.17ce.com/site/dns.htm!
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DNS Benchmark

NEW RELEASE adds nameservers 1.1.1.1, 1.0.0.1 and 9.9.9.9

A unique, comprehensive, accurate & free Windows (and Linux/Wine) utiiity to determine the exact performance of
NS 1 Ve

locai and remote \armeservers .

"You can't optimize it until you can measure it”
Now you CAN measure it!

(@ Do Homa o Bencimet 7= 70 -~ ‘
DNS Benchmark " 6

Te— Concusmn

o [ | 6 | | [

49

|50 |
2. &N 21 FTP gt

SAHZEIDIX FTP (File Transfer Protocol) @ BB EEREERS 1ZHIX

HEIEIY,

. f‘d,ﬁﬁftﬁmﬁl‘cﬂ, FFEFIERRNFRIEEISE, HRiFsGFEEFE
AR,

» Fil 7 SUHBENRSHAT, EMEGTERENEPMESHENZEMEE
X,

n EXHHZDINAY
= BB RFC 959 ©XHY, BREFMIN T BRMAIERE,

PR

il / 13938213680 / http://network.xg hactem.edu.cn
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2. HEIENNY 2.1 P Bt

SAFEZY
m STEHEEIY: FTP, TFTP £,
o EFEEANMHE, XIERIARHITIAE,
EBEN— N, BRI — RS,
BEBEAM, REITHEIRRTIEY, AREEEREON RS EEEETS,
m BENLIAIE) (on-line access) 198 : NFS £&,
o FFRR XS — A H TR
o IEHEAEE, RS AREIERISE—E,
o0 ERFEL, ABEENZNEREFEIREAINED.
o IR ERARE,

51

2. XHEIEDN 2.2 F1P T4

MEEIAME R —IE AN RS N —a B EFZEI S —ad
BEfRIEIRIZAIT S,

ERE, ERPENZEEEERRERIERE,
HEOXH AR R,

» RERRZSHTEN AAHERXGRESAHEM, BEIRA.
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2- I‘q:{gi%ty}iy 2.2 FTP WEF TIERE

WEEINR NEHISUGRIE M !

» HEFEEIEISIURE,

» AR EREMMSU B AIREE,

» WTHERRINAFEINRE, BAFRGERIIa<STE.
m HEEHIITIERE,

53

|54
2. XHEIEDN 2.2 TP AT

FTP 55
n FRHNHEERI—EERNIRS, BER TCP eIEaNskmikss.
n FRNRERRLDIGERERNEIRIER S MOEXGRIRFRE M,
» EREF/IRSET5T0.
o — FTP RS 2HEDI RIS AS NP HIZR RS,
o FTP AOBRSS 2R AR AER DAL
—ERE, ASRESHER

SEETINERRE, AERMERMEK,
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2- I{q:{gi%ty}iy 2.2 FTP WEF TIERE

FTPRYZERHFE TIFEIR

1L FIFARAIRE (A5 21) |, EEFHIEEEEER L,

2. FEEFPHERHERSK,

3 S NBHIERANEZE PR A RANER, NEHIEYE P HZRERAE
IBeReRRIRIE, ENEREAIETHRRERERE A sEalZE e —2 T

HAE,
4 RIEIFFRS, REESEMEPEEARINIER. THESNEHEZR
SRR FAIMIRIT,

55

|56
2. XHEIEDN 2.2 F1P T4

FTP TEB(EPRIFH MER

n FHIEEEENSIFHE— BRI, FTP ERAEREXREREITES
T RIRAIRS BRIRAIREIHAZ, (BIRENEE R RIEX ],

» SCPRATFERHSEIR SUEERE", IRESRimAIEFIHETEEKE FTP EF
RIERAHE SR ER eI SR ERHE TN SURER", AREEER
InANIRSS SRR EIR IR,

. %f@%ﬁﬁﬁ;@ﬂﬁ%ﬁbﬂ#ﬁ’ﬂ{%ﬁi EEEREE XA SR ERERE FE

=17,
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2. XXX 2.2 F1P AT

EBANSIEHR—BRISTH,
&8 FTP BRRHAEXER.
WEIEFERS

KREELiHEE
///E.

EHER

FTP@Pﬁﬁ“ﬁg \ / 1 —Ej

i FTP HE%%%\‘%\
ity B ERA PHEIINREIH A TEOR,
fricd s B TR AIIEE, (SEEmRA.
57
2. I{!I:{gigw}iy 2.2 FTP MEFT{ERE
FTP fEBEPERM N wm S
» HEFHEORSSHEALEILERS K, BSHEERS 2IHERIZ
im(21), RINAESIFIRSSHEE S — NinOS15, ATEILEE
EIXIER,
n 25, IRSS[HERB CEIXEENZHIR(20) 5= FEEATRHAYRO
SRR HIREEER,
s {F FTP ERTR M ARNIROS, LSRR EESEEEIEREREL,
ER IR SHITE
» (EINEINEBE S Z L,
n TG SRR BT AR Rl RE,
58

29



2. XIHHEEDN 2.2 TP o T e

EEAIFNEA—EFRSTH,
{548 FTP ERRHIIEXIER.

WEIZFERE
REHEiHEL

o

(]
o

-

FTP Zpis FTP AR5S88IH

ESGEIES

ity BB BRI SR RO,
s T TRERHXAOGE, (R ERXA,

BARS:BE / BileR / 13938213680 / http://network.xg hactem.edu.cn
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59

XHE) REE WEV) G MEO SNA RS BEV TEW TAM WEH)

Ani@ | BRRB ]a= iE=aqan
(Wi stk = 010358 ) BED ) waste +
3 Tine Destinatica Frotonsl Longth Info -
2140 31.761873 10.10.3.49 FP 64 Request: AUTH TLS
2141 31.76209¢ 18.10.3,202 FTP 121 Response: 534 Local policy on server does not allow TLS secure comnections. ]
2142 31,762287 10.10.3.49 P 64 Request: AUTH SSL
2143 31.762469 10.10.3.202 EP 121 Response: 534 Local policy on server does not allow TLS secure connections.
2144 31.762744 10.10.3.49 FTP 70 Request: USER tiliatech
2145 31.762951 10.10.3.202 FTP 77 Response: 331 Password required
2146 31.763123 10.18.3.49 2 72 Request: PASS gishi#g931a
2147 31.763619 10.10.3.202 1P 123 Response: 230-Directory has 10,576,245,096,448 bytes of disk space available.
2148 31.763695 10.10.3.202 P 75 Response: 230 User logged in.
2149 31.763733 10.18.3.49 TP 54 59958 « 21 [ACK] Seq=55 Ack=275 Win=65288 Len=@
2150 31,763757 10.10.3.49 FP 68 Request: OPTS UTF8 ON
2151 31.763970 10.10.3.202 1P 200 OPTS UTF8 conmand successful - UTF8 encoding now
2152 31.773323 10.10.3.49 FTP uest: CWD /\344\270\16&\3‘6\7)7\)66\346\125\168\)45\)15\156\3“\272\7“\346\215\212
2153 3177369 16.10.3.202 FTP 83 Response: 250 (WD command successful.
2154 31.774233 10.10.3.49 P
2155 31.774469 10.10.3.202 P 200 Type set to 1.
2156 31.775567 10.10.3.49 FTP PORT 10,10, 3,202,230, 179
2159 31.776268 FTP 84 Response: 200 PORT command successful.
2160 31.776378 IB 10.3.49 T 60 20 - 59059 [ACK] Seq=l Ack~1 Win=65536 Len~@
2161 31.776418  10.10.3.202 P 101 Request: STOR FileZilla_3.18.0_win64-setup_bundled.exe
2162 31,776833 10.10.3.49 FTP 108 Response: 125 nan connection already open; Transfer starting.
216331.778293  10.10.3.202 FTP-DATA 14554 FTP Data: 14500 byl
2164 31.778650  16.10.3.49 e 60 20 ~ 59059 [ACK] Seq-l Ack=13141 WHin=65536 Len.
2165 31778716 10.10.3.202 10.10.3.49 FTP-DATA 10034 FTP Data: 18980 bytes
2166 31.778815 10.10.3.49 19.10.3.202 e 60 20 - 59059 [ACK] Seq=1 Ack=14601 Win=65536 Len:
2167 31.778847  10.10.3.202 10.10.3.49 FTP-DATA 2974 FTP Data: 2920 bytes
2168 31,779031 10.10.3.49 10.10.3.202 w 60 20 + 59059 [ACK] Seq=1 Ack=26281 Win=65536 Len=0
216931.77976  10.10.3.202 10.10.3.49 FTP-0ATA 17574 FTP Data: 17520 bytes
270 31.779349  10.10.3.49 10.10.3.202 TP 60 20 + 59959 [ACK] Seq-1 Ack=36501 Win=65536 Len v

[ Frane 2148: 75 bytes on wire (600 bits), 75 bytes captured (600 bits) on interface 8
Interface 1d: 0 (\Device\WPF_{BCF12378-065C-40C1-87C4-20495€031E17))
Encapsulation type: Ethernet (1)
Areival Tine: Jun 6, 2016 16:07:16.611161000 S S G
(Time shift for this packet: 9.000000000 seconds]
Epoch Time: 1465200436.611161000 seconds
[Time delta from previcus captured frame: ©.000076000 seconds] v
1010000 01010110 10110111 00GGRO10 11009100 0GGIO00 01010000
£1010110 10101111 11111010 11916110 00001000 60060000 01000101 66000000
00000000 00111101 00111111 11101101 01000000 00000000 100BOO00 G0A0110
10911111 10111111 0001910 06001010 GDBIS11 0110001 DODPIGLE 00001610
11 11001010 62000000 0010101 11109118 10116910 09160100 11169100

2 s Goon - PES 0 00w SR petls

DHECES

D7 et ooy L0




Am3@ RE ] e=

E\ip. addr = 10.10.3. 49

He, Time Seurce Destinati Frotocol Lenzth Info
2161 31.776418 10.10.3.202 10.10.3.49 FTP. 101 Request: STOR FileZilla_3.18.0_win64-setup_bundled.exe
TTEESS T5.10.3.43 15.16.3.202 TP 0% Response: 125 Data connection already open; Transfer starting

| 2163 31.778293 10.10.3.2082 108.168.3.49 FTP-DATA 14654 FTP Data: 14600 bytes

3 2164 31.778650 10.10.3.49 108.168.3.2082 Tcp 60 20 - 59059 [ACK] Seq=1 Ack=13141 Win=65536 Len=0

3 2165 31.778716 10.10.3.202 108.18.3.49 FTP-DATA 19034 FTP Data: 18988 bytes

: 2166 31.778815 10.10.3.49 10.10.3.202 TP 60 20 - 59059 [ACK] Seq=1 Ack=146@1 Win=65536 Len=8

| 2167 31.778847 16.10.3.262 10.10.3.49 FTP-DATA 2974 FTP Data: 2920 bytes

Frame 2161: 101 bytes on wire (808 bits), 101 bytes captured (808 bits) on interface ©
Ethernet II, Src: Vmuare_b7:02:c4 (88:58:56:b7:02:c4), Dst: Vmware_af:fa:d6 (80:50:56:af:fa:d6)
Internet Protocol Version 4, Src: 16.10.3.202, Dst: 10.10.3.49
Transmission Control Protocol, Src Port: 59858 (59058), Dst Port: 21 (21), Seq: 128, Ack: 412, Len: 47
Source Port: 59858
Destination Port: 21
[Stream index: 8]
[TCP Segment Len: 47]

<

Sequence number: 128  (relative sequence number)
[Next sequence number: 175  (relative sequence number)]
Acknowledgment number: 412  (relative ack number)

Header Length: 20 bytes

Flags: 8x818 (PSH, ACK)

Uindow size value: 255

[Calculated window size: 65280]

[Window size scaling factor: 256]

Checksum: @x1b58 [validation disabled]

Urgent pointer: 8

[SEQ/ACK analysis]

v File Transfer Protocol (FTP,
v STOR FileZilla_3.18.@_win64-setup_bundled.exe\r\n

Request command: STOR
Request arg: FileZilla 3.18.8_win64-setup_bundled.exe

61

Am 7@ BRe= @ aan
E\ip addr — 10.10.3.49
o Time Seurce Destination Protocol Length Info
! 2161 31.776418 10.10.3.202 10.10.3.49 FTP 101 Request: STOR FileZilla 3.18.@ win64-setup bundled.exe
' 2162 31.776833 10.10.3.49 10.10.3.202 FTP 108 Response: 125 Data connection already open; Transfer starting.
| 2163 31.778293 10.10.3.202 10.16.3.49 FTP-DATA 14654 FTP Data: 14600 bytes
2164 31.778650 16.10.3.49 10.10.3.202 TCP 60 20 > 59059 [ACK] Seq=1 Ack=13141 Win=65536 Len-0
2165 31.778716 10.10.3.202 10.108.3.49 FTP-DATA 19034 FTP Data: 18980 bytes
2166 31.778815 10.10.3.49 10.18.3.202 TCP 60 20 - 59059 [ACK] Seq=1 Ack=14601 Win=65536 Len=0
2167 31.778847 10.10.3.202 10.16.3.49 FTP-DATA 2974 FTP Data: 2928 bytes

Frame 2163: 14654 bytes on wire (117232 bits), 14654 bytes captured (117232 bits) on interface 8
Ethernet II, Src: Vmware_b7:02:cd (90:50:56:b7:02:c4), Dst: Vmware_af:fa:d6 (80:50:56:af:fa:d6)
Internet Protocol Version 4, Src: 10.10.3.202, Dst: 19.10.3.48

v Transmission Control Protocol, Src Port: 59859 (59859), Dst Port: 2@ (28), Seq: 1, Ack: 1, Len: 14600

Source Port: 59859

Destination Port: 28

[TCP Segment Len: 14600]
Sequence number: 1  (relative sequence number)
[Next sequence number: 14681  (relative sequence number)]
Acknowledgment number: 1  (relative ack number)
Header Length: 20 bytes
Flags: ©x010 (ACK)
Window size value: 32768
[Calculated window size: 4194304]
[Uindou size scaling factor: 128]
Checksum: @x1b15 [validation disabled]
Urgent pointer: @
[SEQ/ACK analysis]
FTP Data (14600 bytes data)
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2' Iﬁ:{ggwﬁy 2.3 TRIERSTH(EXINY TFTP

TFTP 2—MR/INEZ TSRS AHEE N

TFTP FREFRS A VAR UDP #UEiR, AL TFTP FE2EHC
HIZE AU ERE e,

TFTP RS 5 HE M A ST B,
TFTP ) RBE—1 AN <E, RBYIERAIEE, BB ®ITE

R,

63

|64
2' I#I:‘gigwﬁ)‘( 2.3 R HEEY TFTP

TFTP BOFEEHFL =2

» ERIEEHIE POU 5 512 THILE, BREE—RIARE 512 35,
= 3R PDU hiscith (block) , BAMUERHES, WIFHE,

m 735 ASCI 3L THEBIELE,

n ST,

n (EFHRERAERE,
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|65
2' Iﬁ:{ggwﬁy 2.3 TRIERSTH(EXINY TFTP

TFTP B TAFRRIS LTI
 RIET— M NHRERELITRIRIA, AR RISBATRIARIRR S,
» RSEEIERTENEN BRI M ZEER R EIE PDU,

» RIEHA PDU BO—T0 EEAER BRI F— PR, HEEAMHIA
PDU, IXAFFRHRIESX A AR AR — P EHERAIEZ R M E R M.

65
2. M{HE1ETIN 2.3 TEESTHEIEINY TFTP
TFTP N TAERBIS LSRN
» fE—FHATIERT,
o TRTP EFEEARE—MEZER PDU 55153k PDU 45 TFTP fRSSse#Hi2, HAA
S 69,
» TFTP fRSS[IARERZE—PHRROM TFTP EFRHEHTERS.
» ENHKEREFD 512 FORIBEHNE, NENHEETER, TLERAE
RE— N REEENMTEIEIIEUE PDU,
» EXHKERR S12 FHRIBHE, NREEEE POU (iRFR—E
s 512 15, XIEFRIERSUHERIRE.
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2- I‘#{ggtﬂiy 2.4 FTP 5 TFTP BYILL

TFTP ;2 FTP RIS, TEMIIMANEIEZIS IR B MR &R
LR, ZRIBREER TFTP,

TFTP B— M IFEZ AR, RIERIERF,
» TFTP NREEFRNGEHIINEE, KA ARSI IURIE,

m TFTP 7@3% FTP BE/N\UEIELR, ERNRE FTP FRERZRIEEMIA, Em2
Z:E—]-é'%; N o

T BE 25 K43 R 54B% / el / 13938213680 / http://network.xg.hactcm.edu.cn
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2. I#I:‘gigw}iy 2.4 FTP 5 TFTP RY33LL

ERELE:

o FTP 258, AORIE SMAEESHERNN.

 TFTP B{EISHB RS E R,

A=

» FTP AUFREIEE. bl . ¢
» A &

= TFTP {RSCIFEIEERISIHE, . - =y e S <%

TENIE L DS / ""z,r :

n FTP {2HEHIIE, KN A G

» TFTP RS SHHRIE,

ey ) = i

» FTP {EFAEA TCP 1S 21 fERERIER:, TCP IS 20 (EREIBIER.

= TFTP {F8 UDP %12 69 {ENHEHIETN.
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3. iIcfELRiR MY TELNET 3.1 SWHE

FEEMZSAERYT K, MENBINFE, EXMIIERINERE (£120
PRERE. L. TLIRES) #eklE, MRENA RIS TEREH
MU TIREEIESHERY
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71

3- iﬁ*iggﬁﬂu’ﬁﬁﬁ)‘l TE LN ET 3.2 TELNET BIEFES

TELNET 2 &R ATz um I,
TELNET BB IETIRE,
o ZAREEN XSS [RFC 854]  [RFC 5198]
o https://www.rfc-editor.org/info/rfc854,
TELNET #0932 TCP/IP #MXIEAS—R, 2 Internet iImfZ2ERIRFZAIE
I
m A3 TELNET ali@d TCP iEEEREni2 I,
» 3 TELNET i5[ahimi2 EHIERENEEL P ik,
» ITREENER TCP 23 in O TiE S,

3. icfE&iRtiY TELNET 2.3 TELNET Mscrsst

TELNET (FRZEF/RSEs Ht.
TELNET SLIFEE=ERERD
» TELNET ZFumiRid
0 REEARME, LIRRFEN/EL,
m TELENT BRSBImERIE :
0 LEETREZIRRE.
» TELNET 3O
o 777 TELNET ZFmfIiRSiHEd R, ST TELNET #hil, FHAEPIURES,
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Sy il AT\ -
3. AR IR Y TELNET 53 T s
TELNET TELNET ;
client —_— Application programs
R A -~ ! ;.
Operating \ Operating \\ “ S 7
system system v ot
[ICE TCP N L
Terminal I Ik 25
Terminal | [Data link Data link | |Pseudoterminal
D driver Physical Physical driver
IT‘: = J A
T e B2 KA B AR EBE / BibeR / 13938213680 / http://network.xg.hactem.edu.cn

3.3 TELNET R9EMAS

3. IR IHY TELNET

TELNET Z FimiR i 2=
» SEAEPERE DRANFR, B TCP SRR ImiEiksSas L,

m ZEUA TCP & EREIRZFFRF, EBERPRIRIR L,

B
JuiceSSH Termius Xshell
For Android For iPhone For Windows
P B RO B AR 2EBG / BEBEA / 13938213680 / http://network.xg.hactem.edu.cn
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Telneti{E Illiilll

. To escape to local shell, pre
e O e cputer, 1 11 s rosarest ubuntu 16.04.3 LTS
1:'.ype “help’ to Tearn how to use xshell prompr. Ubur‘l‘tuSer"VE:r" 'I og.l n: adm.i |:|

D& " i Q &-S-G-a- &0 16 @ &~ @7 RE

Connecting to 211.69.35.177:23. ..
connection established,

To escape to local sheil, press "ctrl
ubuntu 16.04.3 L

TS
Unonesserver Tostn 2

172.16.123.41 211.69.35.177

+ 211.69.35.177 172.16.123.41
mes 172.16.123.41 211.69.35.177
211.69.35.177 172.16.123.41

172.16.123.41 211.69.35.177

211.69.35.177 172.16.123.41

172.16.123.41 211.69.35.177

211.69.35.177 172.16.123.41

v Telnet

Data: i

77
SR R\E(E) BN MEEE) RO SiA) mite) BEY) ZEw) IR0 EHH)
e RE Qe=s=F 35 =EQaqQaH
[[[telnet and ip. addr = 211.69.36.177
Ho Time Source Testination Frotocel Length Info
312 31.875229 172.16.123.41 211.69.35.177 TELNET 55 Telnet Data ...
313 31.878988 211.69.35.177 172.16.123.41 TELNET 55 Telnet Data ...
315 34.0812603 172.16.123.41 211.69.35.177 TELNET 55 Telnet Data ...
316 34.016433 211.69.35.177 172.16.123.41 TELNET 55 Telnet Data ...
318 37.687567 172.16.123.41 211.69.35.177 TELNET 55 Telnet Data ...
319 37.691457 211.69.35.177 172.16.123.41 TELNET 55 Telnet Data ...
381 48.937631 172.16.123.41 211.69.35.177 TELNET 55 Telnet Data .‘.‘--
382 40.94119@ 211.69.35.177 172.16.123.41 TELNET 55 Telnet Data ...
Frame 381: 55 bytes on wire (448 bits), 55 bytes captured (448 bits) on interface
Ethernet II, Src: EdupInte_4f:60:c4 (eB:4e:06:4f:60:c4), Dst: XiaomiEl_36:b7:30 (
Internet Protocol Version 4, Src: 172.16.123.41, Dst: 211.69.35.177
Transmission Control Protocol, Src Port: 59198, Dst Port: 23, Seq: 4, Ack: 4, Ler
v Telnet
Data: i
78
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Connecting to 211.69.35.177:23...
Connection established.
To escape to local shell, press 'ctrl+aAlt+]".
Ubunty 16,04,3 LTS

UbuntuServer login: administrator
Password:

Last login: Thu Jun £1L Z5:Zbile C5T ZULS Tro
welcome to Ubuntu 16.04.3 LTS (GNU/Linux 4.4.0-87-generic x86_64)

n 10.10.0.1 on pts/1

165 5,575288

211,69, 35,177

16,122,471

Datg

172 JELNET £4 Telpet
25@ 8.362583 172.16.123.41 211.69.35.177 TELNET 55 Telnet Data ...
252 8.787578 172.16.123.41 211.69.35.177 TELNET 55 Telnet Data ...
279 9.350846 172.16.123.41 211.69.35.177 TELNET 55 Telnet Data ...
328 11.487617 172.16.123.41 211.69.35.177 TELNET 55 Telnet Data ...
331 12.237094 172.16.123.41 211.69.35.177 TELNET 55 Telnet Data ...
333 12.712563 172.16.123.41 211.69.35.177 TELNET 55 Telnet Data ...
357 13.637572 172.16.123.41 211.69.35.177 TELNET 55 Telnet Data ...
359 16.124757 172.16.123.41 211.69.35.177 TELNET 55 Telnet Data ...
361 16.127481 211.69.35.177 172.16.123.41 TELNET 56 Telnet Data ...
363 16.180029 211.69.35.177 172.16.123.41 TELNET 120 Telnet Data ...
79
£ s wun - o x
SEE EE B W Lo IRM ®Eon
- RE Q&=

W [selnet wd 07 adle = 211 & B 177

. Tina

Protsed]  Lagth Tnfo

138 4.812019 TELWET 55 Telnet Data
139 4.516820 TELWET 55 Telnet Data
160 5.524435 TELNET 55 Telnet Data
161 5.528119 TELNET 56 Telnet Data
1655, 575088 IELNET 64 Teloet Dgta

250 5.362583 TELMET 55 Telnet Data ...
252 8.787578 TELNET 55 Telnet Data
279 9350046 TELNET 55 Telnet Data
328 11.487617 TELNET 55 Telnet Data

TELMET 55 Telnet Data ...

TELNET 55 Telnet Data ...
3.63 TELWET 55 Telnet Data
359 16.124757 TJELWET 55 Telnet Data
361 16137801 TELNET S Telnet Data
363 16.180829 TELNET 129 Telnet Data
365 16.255872 TELNET 338 Telnet Data
367 16.375132 172.16.123.41 TELMET 118 Telnet Data

Frame 250: 55 bytes on wire (440 bits), 55 bytas

Ethernet I, Src: Eduplnte_4:60:c4 (e8:4e:06

Internet Protocol Wersion 4, Src: 172.16.123.41,

34 ce 00 36 b7 30 28 42 06 4F 60 c4 05 00 45
8 29 5d 50 40 89 88 86 ¥ 41 ac 10 7b 29 @3
23 bl €7 47 9@ 17 dc 17 b5 59 19 &0 35 ba 50

21 88 &7 32 60 89 61

¥ N ive sgrws in pragress

<captured (440 bits) on interface @

0:c4), Dst: XisomiEl_36:b7:39 (34:ce:0:36:67:30)

Dst: 211.69.35.177
n Control Protocol, Src Port: 53207, Dst Port: 23, Seq: 15, Ack: 26, Len:

s
[~ Telnet
O

1

SHE: 428 - DI 4G

b BEEFELEAT

Profile: Defunle

80
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Sten 8o W
QB-o-Ga- B8 HE @B BB

xchell 5 (Build 1339)
Copyright () 2002-2017 NetSarang Computer, Inc. A1l rights reserved.

Type heln® to Tearn how to use xshell prarpt.

Somnscting o 2L1.69.35
Connection estab]ished

To escape to local shel

Ueunt 1 LTs

Ubuntuserver Togin: adni

Login tined out after 60 seconds.
mnection < lcsing.. Socket close.

+ press ‘Ctrlealss]’.

comnection closed by foreign hast.
osconnacted from remote host(DEND TELNET) at 08:16:14

Type ‘hela’ to learn how to use xshell proror.

Cannecting ta 211.69,35.177:23. ..

ection establish

press ‘cerleales]’

uSarvar 1ogin: admniserater

- —
R e 2 R © 0 a7 gumaric e Ky
 Bosumantatson: s/ mala ubarsu.con

© Ranagerant e it Crca.con

i e e o advaneat
167 packages can be updace
L L e

administratorfUbuntuserver:-3

0 e e bl i i

81

LR iR Y TELNET

3.4 TELNET R{ERAE

TELNET BRI

ERIBFRES.

TELNET fR552
AN-=I=k!

EEImEN L,

LAZ
IXE,

B, {FEFE TELNET i#

17 T R A AR B / BEBe A / 13938213680 / http://network.xg.hactcm.edu.cn

ERPRBITiE IR EHHE IR

{TiteHRin B CROREM

82
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3. ﬁ&ggﬁﬁtﬂiy TELNE-r 3.5 TELNET B4§ ==

3 e B 2 K AR / BERg g / 13938213680 / hittp://network.xg.hactem.edu.cn

83
4
' WiE - A TELNET FARINZEH A UEE?
. 2= o - 5 i @
(=14
il & =2
TR AL AR
84
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3. 17T *Eiz*“‘fj}‘ v 3.6 NVT
X TELNET :
- IEFELZIm XY
[& *cAUsers\JiangZepeng\Deskiop\a.txt - Notepad++ - O x
P MERE EEGS) #ENV RKEN ESL O EEM IR0 =M OETR OEEHP 80w 2 X
s R LA s aDh|ioe|as x| EE (ST EiERe®|
=N mﬂ'i b txtJlH o txt._ll —_—
I fEwindowsPelERDL I, E|ZCENTERRIZEAs.1 i 2 CRLE . |ER0E
: EE—TEENTE. e
length: 98  lines: 3 Ln:1 Col:33 Sel:0]0 Windows (CR LF) IUTF—B INS
] g e B 24 A / BilgR / 13938213680 / http://network.xg. hactcm.edu.cn
85
§ m— nig&ﬂitb\ \)
#1i%¢ TELNET
3. IEFEEEIRINY
[& *cAUsers\JiangZepeng\Deskiop\b.txt - Notepad++ - O x
P &ERE) EEGS) #ENV RKEN ESL BEM IR0 =M OETR OEEHF 80w 2 X
s R A s aEkie| s x| EE (ST EiERe®|
= P = e ] |H o txt._ll
i e ek [ )
: EE—TEENTE. i\
length:97 lines:2  |Ln:2 Col:11 Sel:0|0 | unix /) | INS.
T R B2 KRS BB R 2B / BEms R / 13938213680 / http://network.xg.hactem.edu.cn
86
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3. 17T *Efg'“"ﬂ}‘ v 3.6 NVT
y TELNET :
. IEFEZZUR TN
[& *cAUsers\JiangZepeng\Deskiop\c.ox - Natepad++ - O x
MR REE ERES @BV RBEN ESU EEM IEO) =M OETR OBEEHE Z0Ow 7 X
sEEE® e-e@l‘ |9 |ﬂbﬂ‘%3|'—‘-!'—'_!"=5‘ 1 EEL]BU" ”
H- txt._”i == txtmw
L EneclRERA T, EEnmmfRrTiEEec] @ |
2 ERE—I-EENmE. @
length:90 lines:2  |Ln:2 Col:11 Sel:0|0 | Macintosh (cr)  [uTr-8 INS.
T B 2 KA BB AR B / Bl / 13938213680 / http://network.xg hactem.edu.cn

87
Wie

z AR Windows SRIEERS,

IEEREE Lnux IER S,
' BT TELNET A TImie S IER 1T 01 2R,
® ERESIEBEENEEHEREIA?
B Microsoft —=ENET Liw&
88
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— |89
3. iztELZim Y TELNET 36NVt

N TS MEERFER TELNET SZEIRIERLIPIRE, BULIFH T2
ST BRI ER ST,

m LRI, —SRERSZEEETAR ASCI BIZERHIE (CR) 4R, B3—L
RENEEGFER ASCIHRITRE (LF) |, ME—ERREEARINZHFHIFY
[B1Z-#217 (CR-LF) ;

m (AN, RSER(ERGHBARM T — P TEMEFETRRER, BIXPR
BRAESIRAPEIRERNE (—ERFFEACTRL+C, Mr—LRGR(EA
ESCAPE) , SIRAEEEFERIFOE, BBAEAAHIIFHGS, €
EENTH Tt R R R R AT e S NEIfEE HIEIR,

89

| o0 |
3. IZfELL2iRINY TELNET

NTIENEAOIRE, TELNET #ME N TEIEF GRS TE Internet LAY E
B, WENEFRERLEEIILLI NVT (Net Virtual Terminal)
TELNET {sAFEMLE 2L L& NVT 48z,

» ERRHERPRITERMNG SR NVT 830, FERRSES.

» [RSBMHEITINOEIRIG S, M NVT iSRRI R AT RIS,

» [AFBFIREIEGER, RSRIETERFIMEINEERRD NVT 1830, NEFH
M NVT H8ZCEEHR R A RSP RAIEL,

i B2 KA RV BOR BE / Biieds / 13938213680 / http://network.xg hactem.edu.cn

90



— bl \)
3. IR 2R INY TELNET
TELNET {FHMLZELRIE NVT 18,
TCP &2 NVT #X
< >

91

Sy Sl L0
JE*EE?g !liﬁ’ﬂh)( TELNET 3.6 NVT
TELNET {SEFEME& IR IR NVT &3,
TCP JEBEER NVT &R
< | RSE
. TELNET TELNET
Terminal c Ianl \(-‘IV("I
Pseudoterminal
% =1 driver
A
/5/-\/—»—\
Iulﬂu(-l
FLocal computer NVT Chal acter set + Remote computer"
“characterset | TR character set
1R BE 2y A AR B / BEBEds / 13938213680 / http://network.xg.hactem.edu.cn

92



4 -
e

Wie B EMITEEES A

93
el 8 = | FyT ] AT\ - -
3. IR RiR MY TELNET 37R: EEEENESTRAT
& a TeamViewer
p \ ° g
- ssh
| 150 C
i @ COMMUNICATIONS SECURITY
~
RDP VNC SSH
Windows Linux, UNIX, Windows, Mac Linux, UNIX. Mac Agent
Linux, UNIX, Windows, Mac
T R B2 KRS BB R 2B / BEms R / 13938213680 / http://network.xg.hactem.edu.cn
94

47



3. IR iR MY TELNET 3.8 BERAEE
1BENE

» BRI NVT REFFEEFEADER, REEWFEDR 7 /Y ASCII 83,
J9ltE TELNET #YEX T —EMXBTT RES NVT B9I088, i NVT i£E|
RP&inPFEBRILIEE.

m TELNET thilGEEY & NVT THEERIRAMEaIE, REEENm I
I RIA R — BRI I BEE A,
n By RE? Aa T

TELNET #3454
» RIESEWIRSHVESEINE? FFRVE X SEE?

I B 2 KA BB / Bk / 13938213680 / http://n T

95

B
4. 5 4ER www 4.1 FERA

THER WWW (World Wide Web) FEERRMSHEA0HEHFES,
FURE— A AIVER. B TR E SRR,

T34 ARV TS AR RS D BN B AN EAY— P b ifpie s — b
=, MmEsIeFBREEFEERIER.

XA MR S

TR 25 A R B / Bl / 13938213680 / http://network.xg.hactem.edu.cn
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97

4. S HER] WWW

4.1 FYERELA

1\
ofHEs ... > CIHE .
PP T L L - -,
[ T i —— 0 o
SN o 4 ram G g .7 T
B . Rl Y & wme g R e
S N n zan
R Y T e Sy
_-—7 ........... L\ o Bl b
o= o= RIS IRS.
TiEm R
= C #5D

4. T HER] WWW

4.1 FHEREA

PHEMNZ D HIUBIER (hypermedia) &4,
n SHBIMAK (hypertext) RFHIT 75,

n BN HZMERIRNEEN. = HEMAVER,

n BRI SEN AKX R SRS AE,
o BYAXENBEXAER,

o BIRAETESEMER, WER. BR. &

= DRSS
o (SR HER BN L,
o BEEL ERSEERRIH TEIE,

T R 25 EA

==

=. B, EEEUIERGSE.

{ AR EBE / bR

13938213680 / http:

98

network.xg hactcm.edu.cn
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|99
4- Hgﬁm WWW 4.1 FHERkiR

FHEMBITIER T
» LIEF/IRSSEE75IMR.
n EFImRER . NLSEs.
» RS32EIER . O HENSERIEBRIEN LT,
o XM EN BRI EMRSS 25
» ERIEFRIRSSIEFALIBR, RSFEFRAEFEFEREZEFENS
ARSI,
» N ERmEFEEN ERRERSERSISIRAIRE (page),

99

100
4. 5 4ER www 4.1 FimA

T3 HE AR IR [E)RR -
n BIFIRE D EREN BN _ERY SR SRS ?
o RS —RBEEMST URL (Uniform Resource Locator) ,
o FE— TR BERNISEENEBE—IWRREF URL,
n BT ADSCRSCIL S 4N _ERI S FheERs?
o (BN AMEXY HTTP (HyperText Transfer Protocol),
o HTTP B2— N RBEMY, (/A TCP &R TR S=RUEX,

i B2 KA RV BOR BE / Biieds / 13938213680 / http://network.xg hactem.edu.cn
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101

4, Hgﬁm WWWwW 4.1 FHRE

T HERY R ERIR AR
n EAHEREEE QI FRIREIXAE AT 4R AL EBREFE B BA I LAV EA L
TRk, ERMFERFERIIBET A SR EEER?
o ERBXAIRMCIES HTML (HyperText Markup Language) .
n EHHERF BRI E R PHIIER
o EASMINERTE (AR5 .
o EREERS.

101

102

4- E gE WWW 4.2 F—EFEMTT URL

G—RIREMAF URL:
= B EEM CRRREFIR A5 AR EE R
» SRRV ERH—FMIRANRATTE, FHRXME EERIRE L.
» SCRR ERUREE BN _EAYEIRAIHEIE,
o B, BENENRERR, EBE— H—HEN URL

n [ FEEEERM_ERTLSInERIEHINSR, SEXEHER. X SUE.
Eg. FaF, URSEEREMNEENTOFIIAIEE,

n URL BT XHZENE TR R,
o FELE, URL 25BEEXMEEIEE LAMERRNAERII— M,

i B2 KA RV BOR BE / Biieds / 13938213680 / http://network.xg hactem.edu.cn

102
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103

4. THERN WWW 4.2 Gi— SRR URL

URL A9RE=L:
n HULES () AR ASIDER, MWFFASS/NESEEK,
n — R

<th%>:// <EH>:<iR0O>/ <BEE>

ftp —— STHEIXIHY FTP
http BXAMEEY HTTP

News —— USENET $hig

T BE 25 K43 R 54B% / el / 13938213680 / http://network.xg.hactcm.edu.cn

103

104

4- E gE WWW 4.2 F—EFEMTT URL

URL A9#&=L:
n HULES () RANFHASID AR, MWFHFAS/NEZEEK,
s —fRF:

<th%>:// <EH>: <im0 >/ < B>

<EM>
EBERERNEN
EEBRRREEES

17 T R A AR B / BEBe A / 13938213680 / http://network.xg.hactcm.edu.cn

104
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105

4. THERN WWW 4.2 Gi— SRR URL

URL A9RE=L:
n HULES () AR ASIDER, MWFFASS/NESEEK,
n — R

<th%>:// <EH>:<iR0O>/ <BEE>

w0 HEEERARIAROS.
i#E: HEFEBRME. K9X
Ih5,

BB FAFRE X RIBRIARREE.
[EEJREIRE — LI,

105
106
4. 5 4ER www 4.2 Gi—FBE(LR URL

& HTTP 89 URL

{SEF HTTP Y.
HERIER.
EHIHEE IP Hiht,

HTTP MBKAIGIISR 80, M.
http [//|<E#>:<w0Ob/<BE>

BREEHERI B LIEAET (home page).
EER—ENRERIERERGIEMNMERE,

http://network.xg.hactcm.edu.cn/jgkj/Article/20223/ArticleContent_533.html

Y

S BEE

i B2 KA RV BOR BE / Biieds / 13938213680 / http://network.xg hactem.edu.cn

106



107

4. THERN WWW 4.3 ERXAMERMIY HTTP

HTTP EmEEEHY (transaction-oriented) SZFBEMNY.
FF8 TCP &R T S2R9ME X,

ENX T N es 5 h HEM RS es B ERIETCRIAN,
BN - BEIER] SEHDAT A I EE AR,

s BIENR. FE. BERESMMSEERSUSE,

HTTP MXEIXTTRB S A ST BAYEE, MmBEREIE TR MEEX
MW ESEIRER, WA, BXA, FElEGE.

107
108
W . i~
4. T3 4R www 43 BRI HTTP
/iﬁl‘n]
X
—— ? Et?;:‘/’/en:-t\]lort.xg.hactcm.edu.cn
A A
------------ " -I:rnp;i:!;---- snsnnnns®
UETCPiESE
@ rnnnnnnnns FETITCPIEE wennnnnnnsn »
0w - = — [ wromnx o —
o — — raan | - = | owaxn
@ nrnnnnnns FEIATCPIESE sensnnunnn >
T B2 KA L 1 |
108

54



4. S HER] WWW

109
4.3 BXAEEIDIY HTTP

/iﬁrn]

oz =
HTTP > =

o

HTTP #I%E:
v IE HTTP BRp S5
HTTP BRSEEZIEAY

s, B e
ASCII R ERHpRRYIE uat]
FE—RIURERA
BERYFE, BD "2

@ rrnnnnnns FESTTCPIESE wnssnunnus >

MIME (MIME-

like)” EOVIRERE., O MR |- — —| HITPEREX D= — -

¢ HITP TSt o = < e | - — | o ma
FB TCP EEEIX.
PRI FEFUTCPIESE sunnnnnnnn »]

i e B 2 KA AR B

Server-1
http://networt.xg.hactcm.edu.cn

BEWESs / 13938213680 / http://network.xghactem.edu.cn

109

4. FHER WWW

4.3 B AEENY HTTP

HTTPRIRIEIIAZ
© NSRS ITEBHEEEIIERY URL,

@ NE5EEE DNS 15K network xg.hactcm.edu.cn B9 IP 3BiIE,
® & ESF DNS &7 P #it,

@ NESREMRSRETL TCP &L,

©® WA HBNFas<: GET /*/index.htm,

©® RSB, EBRIHFEENEEE.

@ TCP ZEEREM,

N ESEE B RMIL A,

] 1 BE 25 KA AR B/ B / 139382136

110



4. THERN WWW 4.3 ERXAMERMIY HTTP

HTTP HEZE =
» HTTP ERTEEERR TCP fEmEimEMN, RIL T #ERT A S 5.
n HTTP XA B2 TEERT,

m HTTP 2SR (stateless), B T IRSZBANRIT, FIRS
AR HTTP 53k,

)*D

SERZITK

bl

T e B 25 KA AR 2B / Bl / 13938213680 / http://network.xg. hactcm.edu.cn
111
112
4. FHER Www 4.3 BRI HTTP
B — A TR SRS B RORT8):
Rk BRS5=8
[ ]
[--- ]
&l =
';T:;/
HTTP iERIRX —%—»
il \
i - } tetmscisponia
BATRIE — TR
et A
R E 2 RS BEAR B / BilEk / 13938213680 / http://network.xg. hactcm.edu.cn
112
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113

4. THERN WWW 4.3 ERXAMERMIY HTTP

MY HTTP/1.0 B9EZER =R

ERiE BRs328
» BIER— P NEMEERE RTT B9FHE. I8 TCP i —
= Qg%—\/_’ VA ale N RTT{ GET
. %ifgﬂﬁguu!méﬁumﬁﬁﬁ TCP &z m
HELREFNTE, . — -
— g g Az ogpE P ¥ .html
XSRS EOORE. gy | G
TCP & —
BiE— £ m{ }
page.html £ 10 pagel.jpg
MEHENER ) fo8
H 5| _ agel.]
pagel.jpg, FRERYATIE >= R ?
page2.jpg, 22RTT
page3.jpg, + 11 A EREIR R
T e B 25 KA AR 2B / Bl / 13938213680 / http://network.xg. hactcm.edu.cn
113
114

4. FHER www 4.3 BXFIEEIY HTTP

PN HTTP/1.1 SRR ELER:
m FEHERE (persistent connection)

o IRS[BEREMNSBAE—RITERAEFXSFEE (MR |, ER—PEH
(2(2%5%) FZBRSS 25 PT AL EIX SR EEXREA) HTTP 1SS SR AL
#3Z,

n DEVEEER—1IRSeE L, SUAT ARSIz TCP &,
» A ITERT:

o IERZkE TSR (without pipelining)

o SRR AR (with pipelining),

TR 25 A R B / Bl / 13938213680 / http://network.xg.hactem.edu.cn
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4. THERN WWW 4.3 ERXAMERMIY HTTP

FsEE: dERkERR

BFiR BRS5E8
Rig TCP &%  ——

& ZPEWEIRI—MRELZ A RER

HTF—NEXK. page.html
FR=EYRE >=
® el TCP EREZ=RANES. 2RTT
+ page.html {&iaA31E
+ 10 RTT
+ 10 NIRRT
+ ZERAE

FERY TCP &%

I B 2 K A thEf / 13938213680 / http://network.xg. hactcm.edu.cn
115
4. TTLHER WWwW 4.3 BXHIGLINL HTTP
ISELERE: UKER
Rk [
&2 TCP &%
o BRTEMEINRIE L A ——
[
ERETOBIIRL, el T —
® ESNBMERIRNENXIRS S —
T i FR=EYRdE >=
RSB R MR, po—— TRTT
° THMHRES. ﬁﬁxﬁ% age + 11 NTREROESREE
18]
page2.jpg
e
B TCP &g |«
W 2 KA BB / Bilk / 13938213680 / http://network.xg. hactem.edu.cn
116
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117

4. THERN WWW 4.3 ERXAMERMIY HTTP

B HTTP/2

m 2 HTTP/11 BOFHERRR S,

» fRSSEERILIHTARIBA (ERRE—1 TCPi&ER) .

s RFEFER TCP ERHITZ MK,

» IEFTBRRIE S TS RN IR SIRISRINT, FERA TEREREEE,
FRIZFEEEESFER, KRRV TERRRTHE, B85 7 [,

= BERE.

117
118
4. 5 4ER www 4.4 RIS
RIEARSS 28 (proxy server) :
n (CIEARSSES (proxy server) NARAHHEMNSIRETF (Web cache), BRFEN
SEEAH HTTP i53K,
» FRESREF /MBI BEAMARSS 2ZRATEE,
» HHENSREFCRIIA—LE RN E FAEAHE S,
n E5ENEFRINEKBENFNERENAR, HENSREFHILEFLL
RELE, MAREEZ URL gOtEBAEBRIEENZERER,
118
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4. 5 4R WwWwW 4.4 RIBIRSSE

FERFEEFRER

R EBEER
K, SEBSERI.

w
il -
- LLLH

Server-2
FERHEMEEE
BREET IR SRHERR
T 9 e B 2 KA A { 13938213680 / http: t i
119
120

4. 5 4ER www 4.4 RIBIRSSE

ERSEEFIIER
R (1) REERBIERARRIRSSERE, S SHRERAYE
IRETFEY TCP iR, HAMEEFLE HTTP &
O RIEX

Ne

BRERMNSERE
(RIBRRSSER)

w
11—
- LLLH

w
o
P
[}
=
N

i B2 KA RV BOR BE / Biieds / 13938213680 / http://network.xg hactem.edu.cn
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121

4. 5 4R WwWwW 4.4 RIBIRSSE

(ERREEFNER

(2) EREEFCEFH T FHERIMR, WL
SN HTTP IR HIEELSRIETEE.

_e 100Mbps a

w
1[I
- LLLE

> Server-2
RERNSRER
(RIBRRSSER) 1 BE 25 A AR / il / 13938213680 / http://network.xg.hactem.edu.cn
121
122

4. 5 4ER www 4.4 RIS

(ERSEEFNER
£l (3) BEXREFN, SEEFMARNEESEIKM LAY

1) — FAIRS IR TCP 8, HAI% HTTP BRIEX Server-1
[--- ]
o=
100Mbps J—
o

-_—

-—

REMNSEES
“ﬁEﬂE%Eﬁ) TR B2 S AR SR / BiBes / 13938213680 / http://network.xg hactem.edu.cn

122
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123

4. 5 4R WwWwW 4.4 RIBIRSSE

[EAEEEFNER
B (4) BRIRSIRISATERAFIREE HTTP NIRHR

) iR R RS EET. Server-1
—_— [--- ]

[--- ]
o=
Bl——- pr—

o
(6] —— Server-2

BEMISIEET
(IKIBBRSSE])

T e B 25 KA AR 2B / Bl / 13938213680 / http://network.xg. hactcm.edu.cn

123

124

4. 5 4ER www 4.4 RIS

(ERREEFNER
£l (5) BEEFIEINRE, SERHEIFEREEEDR (
BREUERE)  ARBZHRKME HTTP IMEHR Server-1
i, BISETA TCP &%, BOBIERIZIIRA -
LR o=
_e 100Mbps ﬂ_ o
[ ]
—.I—
- Server-2
BRENMNESEERE
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4. 5 4R WwWwW 4.4 RIBIRSSE

RKIERRSSES (proxy server)

n NISSERNA EENAIARSS2ERT, BESREINISEREFE TCP &R, FHhsiR
ZIFAH HTTP BRIk

» EEREFCEFMTINEKRIONNR, WIS HTTP IaRHR FIREILE NS

=]
=)

Dw:l

s BN, SEREFHAERLALBERIBANGE, SEEKMNEARERIRSSSEL TCP
ERE, FPRIE HTTP Bk,

» RRARSEEIMERIINIRHIE HTTP MRS FIREEA R E A S ERE T

» SEREFUEILNRE, SETEESNFESET HSEER) , REFERZUR
KUE HTTP IMRARSC R, WIS ERRA TCP &R, IREESTERIZXIRATAILTEE,
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4. 5 4ER www 4.4 RIS
fEEA CCProxy #37{{IEMRSS =2
5F Putty Bz RIBIRSS =5
BTN PR IERS BEE S A
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4. Hzﬁm WWW 4.5 HTTP ROIRSTEEH

HTTP B9

m PSR
o ERIRS: WEF RS SEHER.
o AR MRS SEEIEFHIEIE,

o BT HTTP 2EEIEXA (text-oriented), HURX PE—PFRIVEEE—L
ASCI 185, BN FRAVKEAZTHER.

n = MERLERS
o FHR1T BT RS RIBERRSOE RN,

o BEMT RBBNLEEE. IRSBEUIRNEMN—LER, JBES1T, BRLIAE
3]

o SHAER: BREXP—RAR, BRI BZFR,

1 BE 25 A AR / il / 13938213680 / http://network.xg.hactem.edu.cn

127

128

4. Egﬁ WWW 4.5 HTTP BIEXEH

HTTP BRSCEERS  (1IB3RIRI)
» FEBRI P, FRITRIBERT.

= @El}ﬁﬁ'
FFRIT l 75 % || URL || IR & |CRIF [T I

[EmFme |{]| B CRLF
; ET
Enrrs ||| @] crr

CRIF |:

SEARERR
(BEHFA)
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4. Ezﬁm WWW 4.5 HTTP ROIRSTEEH

HTTP ROIRIESH  (IBKkIRL)
m 75k XPMERAISRHITHIRIE, LR SR —Lam<.
» SRR AISEELR R ERARYT ERER.

ZSi BT

: BHEpT
eEmras ||| @] R
CRIF |:
SRR
(EEARR)
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4. ToHER WWW 25 HTTP s
HTTP AYIRSEERD (1IEKIRS)
) BY )
[ OPTION ER—LEISRER ]
[ e ERTANH URLAFIRSA0EE )
( HEAD FERITAE URLARITSAOMSATEEs )
[ post RESHFES (BU0, 28 )
[ et FEFENRRY URL TP i— iy )
| ot BIRRISIRRY URLAFIFSA0EE )
[ Trace RS IR EMRRARIEX )
[ CONNECT RAFRERSE ]
= https://www.w3.org/Protocols/rfc2616/rfc2616-sec9.html
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4. Hzﬁm WWW 4.5 HTTP ROIRSTEEH

HTTP ROIRIESH  (IBKkIRL)
= URL: FTEKRAIEIRAY URL,

=g BZE#4T

s | % | URL Il IR & [CRIF |EsT

EEFERE ] B] CRLF
=L

IR
CRIF |:

SERE(R
(EHETA)
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4. Egﬁ WWW 4.5 HTTP BIEXEH

HTTP BRSCEERS  (1IB3RIRI)
m AN HTTP BIRRAS,

=8 [EZEeT

T | 1 s ] uraﬁ]] R & JfRF | mskiT
Emres ][ @] RO
; JLE‘E.‘BE

EHTRE ] @[ crir
CRIF |:

SEARERR
(BEHFA)
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4.5 HTTP BIR3CEEHS

HTTP BB ZSHE (TIRTHRSY)

» FENIRAR S, FaiTRREIT.

m fRAS: HTTP B9RRA, RIS BRSS

=g

SRR, 125 RS,
IEIEI?%-}
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4. S HER] WWW

4.5 HTTP AR 4E1E

HTTP HOHRSCEEH (TIRORST)

n RIS ER=VEF .

o Ixx FNEAEERY, WEREE T SIEER TE,

o 2xx R, WEZEAIET

o 3xx RTEED, FRREMIBRKIEIREHE—Z T80,
o 4xx FREFHIER, WERTEERINE RS EETH.
o 5xx FTIRGSHTAIESE, MIRSRBEITETRBR.

https://www.w3.org/Protocols/rfc2616/rfc2616-sect.html#sec6.1.1

] 1

fri BVBEARBE / BEbed

http://network.xg.hactem.edu.cn
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Status-Code

Reason-Phrase

extension-code

extension-code

3DIGIT
#<TEXT,

"100" ; Section Continue
| "101" ; Section Switching Protocols

| "200" ; Section (-4

| "201" ; Section Created

| "202" ; Section Accepted

| "203" ; Section Hon-Authoritative Information
| "204" ; Section Ho Concent

| "205" ; Section Reset Content

| "206" ; Section Partial Content

| "300" ; Section Multiple Choices

| "301" ; Section Moved Permanently

| "302" ; Section Found

| "303" ; Section See Other

| "304" ; Section Not Modified

| "305" ; Section Use Proxy

| "307" ; Section Temporary Redirect

| "400" ; Section Bad Request

| "401" ; Section Unauthorized

| "402" ; Section Payment Required

| "403" ; Section Forbidden

| "404" ; Section Hot Found

| "405" ; Section Method Mot Allowed

| "406" ; Section Not Rcceprable

| "407" ; Section Proxy Authencicacion Required
| "408" ; Section Request Time-out

| "409" ; Section Conflict

| "410" ; Section Gone

| "411" ; Section Length Required

| "412" ; Section Precondition Failed

| "413" ; Section Request Entity Too Large
| "414" ; Section Request-URI Too Large

| "415" ; Section : Unsupported Media Type

| "4le" ; Section Requested range not satisfiable
| "417" ; Section Expectation Failed

| "s00" ; Section Internal Server Error

| "501" ; Section Not Implemented

| "502" ; Section Bad Gateway

| "508" ; Section Service Unavailable

| "504" ; Section Gateway Time-out

| "505" ; Section HTTP Version not supported
1

excluding CR, LF>
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4, HHER] WWW 45 HTTP ROIEREHS

|

Bugs. Happen.
Debugging and
Troubleshooting
Reimagined

Which Fiddler Do I Need?

Fisdir Everyahere

Fiddler T HTTP £
https://www.telerik.com/fiddler
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5. EBFHp{Y 5.1 BT AR

FEBFHBH (e-mail): IEFERBEFREIBHIIMF R E T A,
=¥

» FRAGE, HRIE, BEEE.

» JLUEXZMERNES (B1F: XFEE, FallBRSE) .
BEE:

» ERMPAFAIENNY: SMTP

» BRI ARSE T

» BREEARMAEY 78 MIME

m HRERZENMY . POP3 #1 IMAP

145

146

5. BB MBI 5.1 BT AR

BFIMERFAROAER: =NEEGH

BRRIE, BRIRSEE, AREMEREFHZEDN.

245 BiEB s s
BAFRE  gix BBFIRSSEE EBFRESSER mmy  FAPMUE

A [ B
@ i @ o @ @ o g @ i @

! m S HS% g )|
NN = 2 X

) =
smTp\|  BEUME SMTP | /oyrp
£ I
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5. EBFHp{Y 5.1 BT AR

FEFCIE UA (User Agent):

» BFIE UA SLEBFRSBFIMER RO, B FIMEE WK,
» BRIENINEE: BE. B QIETEE.

BRFARSS=E (Mail Server)

n N ARFR AR E IR,

m INEE: RIXFIEIHRY, ERTAEZE L REAIRSHMHEIERIER,

n IRREFRS RS LIF,

147
148
5. BB MBI 5.1 EF BB
A A IEFISEAN N
n BB AR BN E A BRI,
n BRI SMTP: FITAERIFRIBMEMEIRS S o) i IRS 22
RIEHE,
n BREHX POP3: BBFRPAIEMHMAARSS 2 EEAB A
*NFEIERE
» HMHARSS RSV NBEE R TR B MRS 23,
= SMTP 1 POP3 (g IMAP) &MFEFE TCP ZELEn] SEMBEXRABAE,
148
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5. EBFHp{Y 5.1 BT AR

RIRMEMEEFHBARI LN B RS R

» R NERBR IR SHREE AIEAIE .

n RN RIEEAMER SMTP R G RIE S IR 25,
» SMTP RSS=SICHMAHIRIIFRIERMGEFBA T, SRERIE.

n RIXTIHMAHARSSRERT SMTP 2RSS BRMA-IRSS 28R SMTP ARSS 282
TCP R, ARFUCHEMHEFIIIPRIER IO AIE L.

» B TERMTT IR SS 2E R SMTP IRSSEHIZWEIMMATS, JCABERINIL
HARIRBFERET, FEUR A TIREL,

n W ATEFTEWER, SUSTRAIE, 2R POP3 3¢ IMAP tSERHRA,

149
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5. BB MBI 5.1 BT AR

FEFHRAAIER

= EEFHBIFER(SES (envelope) FIRE (content) FIEBTI£HAK.
» BB FERAFROEIIAE R AR IR EAYEBREIXHMA,

= PN B CRIBRFEIsRERERA AT S BEL R BRI E
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151

5. EBFHp{Y 5.1 BT AR

EEF BB IEATAR T :
m TCP/IP (AZRIEE F B R GENIE RS F BB AR AN T -

| efeE A BB#E 5 @ HBFEFREE E N BYIE & |

m 55 '@ IRfF "at’, FTRAERIER.
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5. %?EB‘EF 5.2 TEERBREHEEHY SMTP

SMTP M2 T FER- MEEIB(ERY SMTP #HEZ B3RS B 1%,
SMTP EREFIRSEEH .

n REEIEEREN] SMTP BH2HE SMTP =R,

w EBIEREL SMTP HZRE SMTP IR,

SMTP @—1EFARRY (BD ASCIHES) B9,

SMTP ZER 5SS IBER A< - TUH T3 H,

SMTP EF TCP LMEF SRS EHIBE.

i B2 KA RV BOR BE / Biieds / 13938213680 / http://network.xg hactem.edu.cn
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5- EE;EM# 5.2 RIEREB{EHEIXHY SMTP

SMTP BERI="1ME:

m EEERNT
o EERERETN SMTP ZFFEKENA SMTP RS2 EIREIHY.
o SMTP A& h Bl ARSS 28,

m ER{EHEX

» TR
o BB EESREESS, SMTP RIERAR TCP ik,

T e B2 KA B AR EBE / BibeR / 13938213680 / http://network.x,
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5- %?mB#I: 5.2 fEERRBHEEEIHY SMTP
SMTP BIER=1BER

SMTP ERF SMTP fRs328
3837 TCP &8

TCP #%0 25
220 Service Ready
HELO abc.edu.cn
250 OK
T R B2 KRS BB R 2B / BEms R / 13938213680 / http://network.xg.hactem.edu.cn
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5- EE;HM# 5.2 fERmREHEENHY SMTP

SMTP BIER="THEX:

SMTP ER

SMTP BRS3=8

MAIL FROM: LionKing@abc.edu TCP #0] 25

fast

RCPT TO: TigerWang@xyz.com
250 OK
DATA
354 Start mail input; end with <CRLF>.<CRLF>
From: ome@abc.edu

To: TigerWang@xyz.com
Date: 2018-08-18
Subject: Greetings

—| Welcome you back. I—b

HBfkfEiE

— 250 OK —

{7 EHA

S e B 2 K [ / 13938218680 / http://network.xg.hactcm.edu.cn
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5- %?EB‘L.I: 5.2 TEERBREHEEHY SMTP

SMTP BIER="TFER:

SMTP ERF SMTP BRsZ=8
TCP i%0 25
— QuIT —
le—— 221 Service closed —
R e e L T L T »
TEh% TCP &%
T R B2 KRS BB R 2B / BEms R / 13938213680 / http://network.xg.hactem.edu.cn
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5. BB MBI 5.3 TR RIS

— PN EEF RS A EETFIAERAERS

RFC 5322 JE 7 HM4ARZEFRIEED (header) 1820, MIRIHBMAAIENR
(body) B NI BEBES,
= AFREFEE

o BMERSCE B ohitE ST MAIL FROM: one@abc.edu
RCPT TO: two@xyz.com

SRR S L.
AR REEESHE PSR
ERER.

n HRFRNEEER
o BE—EXEE, FEMNLES.
o RBEZAIXEFE: To # Subject,

A B KA AR BE / BEBEAs / 13938213680 / http://network.xg.hactcm.edu.cn
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5. BB MR 5.3 T HRAOMERIEE

BRI ASHIEER:
» To: FEEA—DEZ MUHEARIER FRp AL,

o BRRFEITAILE, RiltABRS, WHARREFEM s = BaEAN
FEEuE L,

» Subject: RHMFAIERR,
o0 ERMTEMFNEERNS, EFEFPEXMBE,
n Co: RMMEEENRE— MR,
» From # Date: FTRA(SARIBFHMFBLFNREHER,
= Reply-To: EXI75EHSFTARIHEIL,

T R B2 KRS BB R 2B / BEms R / 13938213680 / http://network.xg.hactem.edu.cn
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5. %¥EB1¢ 5.4 HR{FIEERHHY POP3 71 IMAP
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