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7t Ubuntu Desktop |, i8I ZunfE 4 3% GNS3, #AEMmAUWIT:

sudo add-apt-repository ppa:gns3/ppa
sudo apt update
sudo apt install gns3-gui gns3-server

MPERE T SV non-root A {4 A Wireshark A1 ubridge B, P IRIIESE Yes.

REE:
%% GNS3 I RMI %, Z W
FUA LA .

https://internet.hactcm.edu.cn/mediaservice/network/syys/2023-1-1.m

p4
Bilibili 17 7] k- - ERI TSR VAN
https://www.bilibili.com/video/BV1NK4y1Y7J3?p=1

R 02: T fi# GNS3 FHif
FTFF GNS3, i 1-1 Fran. GNS3 Ftii 43 6 M X 5.
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Please create a project
' net-virtualBox CPU 3.5%, R...

Aei@ N Qe

it) with Python 3.8.2 Qt 5.12.8 and PyQt 5.14.1.

Use Help-> GNS3 Doctor to detect

=]

Kl 1-1 GNS3 St

D1 XN THEF, HT 70 H B MR E

@2 T X TER, SRALEIEE W20 Fh B B 5 £ FER 455

@3 5 XN TAEX, & TR PR & 7E I XA T

@4 FXEOINEE, B4 E TAEX R & s T RS FEER A

®5 FXEO RS ML, R TAEX RSS2SR

®6 5 X I NI, /R GNS3 #RfE 5, Wikam4.

PR 03: %% 108 Bifk

O REUKR&EE

MARFEM 3 Chttps://internet.hactem.edu.cn/network) R #% 10S 1% SC4F, HAd L 45
B4 F5: c3640-ik903s-mz[1].124-25¢.bin.
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File Edit View Control Nede Annotate Tools Help

4 Selectall Cerl+A

Select none Ctrl+Shift+A

(® Manage snapshots

¢ Preferences... Ctrl+Shifc+P

1-2 F7JF Rtk

QFT I J& X TEAHE

FETHHS T 2 AL A 55 [Edit] — [Preferences--- Y, Wik 1-2 fiors.

©F ik

miihi [10S routers] , #AJ5 il [New] #AHAINEES, Wl 1-3 Fron. & NEGRTE
1 10S Befg e, il 1-4 for, siii [Next >1 4440

New 10S router template
105 router templates

10S image
Please choose an 10S image.

10s image:

/home/net/GNS3/images/IOS/c3640-ik903s-mz[1].124-25¢.bin Browse..

K 1-3 s K 1-4 TR EE A

@B &%

7% “This is an EtherSwitch router” , 11 1-5 fiizn. Aiddi [Next >)] #%4)5, BE
WERINAASE, FHRIARE, Wk 1-6 .

PR, MR, ATARIE R ELERD, W 1-7 For, i [Next> 1.

siidi [ldle-PC finder] BCE Idle-PC {H, Wil 1-8 ffizw, siddi [Finish] 424

OBEREER

New I0S router - c3640-ik903s-mz[1].124-25c.bin New 10S router - c3640-ik903s-mz[1].124-25c.bin

Name and platfo
Please choose
platform and

<<

~

ease check the amount of m thatyou cate to 10S. Too
enough RAM coul S from starting.

pefautt Rav: KEEY Y

LCI S EtherSwitch router

Plat B c3600

3640

EtherSwitch router

1-5 WHEAFK. FEMYLHE K 1-6 BRAAFRCE
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AR &S B IEIRE fih [Apply] — [OK), 5ei &8 %N, i 1-9 Fix. &
DS R FTLE 46 5132 T BRI K 46, 1Pl 1-10 BT

New 10S router - c3640-ik9o3s-mz[1].124-25¢c.bin New 105 router - c3640-ik903s-mz[1].124-25¢.bin

1dle-PC <<

An idle-pc value is necessary to prevent [0S to use 100% of your processor or
s

fault network adapters that should be inserted into
f this router.

Idle-PC: (ORI Idle-PC finder

3640
fhomejnet /GHS3,mages/105/3640-k903s mz{1].124-25)
nsole type: inee

. False

G0sEers
os_etherswitch,_startup-eonfig.txt

192 Miss
256K8

O memary: ™

PCMCIA diski: 18
PCMCIA disk1: omia
Auto delete: False.

wa Ethernet hub
w Ethernet switch

pers
Slok 0: A BESW

-;:(— Etherswitch router

g Frame Relay switch
Kl 1-9 BERZEER 1-10 #& LHEMER

£55 2: JWLEEMS
ABR 01: AR
O, Wk 1-11 P

@] @]
Host-1 Host-2
111 UL B M 2%
@ F LI K
£ 1-1 EHHHERIR

FH 1P Hht /T WHERS ZES

Host-1 172.16.64.1 /24 172.16.64.254

Host-2 172.16.64.2 /24 172.16.64.254
IR 02: GEmH
FETRER T HAL P gty [File] — [New blank project], #EWiH&#x (it ly projectl
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-2), iy [OKY %4, sepkuiH g, il 1-12 fiis.
IR 03: WINFEML

OB HE TIEKX
FETRES T HAL T iy [View]), fidia)ik [Show the grid] s M&AHBNE I, 2k [S

nap to grid] fHEGIE YA FA 1 & B B0 5F 2 A%, W&l 1-13 Frow.

New project  Projects library
SW-1

New project

(RIEIH /home/net/G
W ctrl+0
en projec|
en a project from disk Re}

Host-1 Host-2 Host-3

XULHE

K 1-20 faj 5 e

@I ImENL
TE A £ T B A S5 7 “brose end device” BFR, 11445152, K 1-14 fix.

fizh “VPCS” V& bR B TAEIX FFhATF, WINEE—& Ml ERE R, SV — 6N
M B AR 1R 1-1 BB BN IR, fEsh BN AR B R Sai g, Wil 1-15 Prs.
A UR 04: UNIMBERR
FEREMIB e THA A “add a link” bR, JFaG/45 R e e Hl, ik 1-16 .
s ol B Y S A R R 2% 11, AL 1-17 PO, S RBERR VRN

End devices

Filter
Cloud - -
NAT m m
Host-1 Host-2
Bl 1-14 FTH 2% K 1-15 @InFEHL
veCs. vpcs)
>_ Console
™ Start
K 1-16 JFaRys nsE s K 1-17 TS G

ETHH T EAA G S [View), /2% [Show/hide interface label] 4 /X 255 11 4 Fk

IRAS, ARSI E BRI
AUR 05 FALHhERCE
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] Etherneto
Host-1 Host-2
] 1-18 W hngk i Kl 1-19 =l &

O @ JEshRi P&

GBI S & Sty

8 Host-1 b5 IfiE 8 [>_Console), #iF 1-19 fias.
@GN E Host-1 Hudi:

//EEHEENREIIE

Host-1> show ip

//ECE IP 3Bk, Ik

Host-1> ip 172.16.64.1/24 172.16.64.254
[/ BRI, A IP K

Host-1> show ip

/AR EE

Host-1> save

@HKC B Host-2 Hihilk:

Host-2> show ip

Host-2> ip 172.16.64.2/24 172.16.64.254
Host-2> show ip

Host-2> save

G 06: IR
ViR 12 PR, (] PING i 43847 2 BLITE 5.
% 1-2 EHBENRAD

PEE B B EHL BREER
Host-1 Host-2
Host-2 Host-1

£%5 3: FEAXRIHEEAREN
HPE 01 PILREIR
O e, e 1-20 Fix.

@t
& 1-3 EHUHIEARR
B BARE MEH S r-Es
Host-1~Host-3 2y EHL
SW-1 TRSHAL
@A HA L ALY
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# 1-4 THHIR]

ZHeHL BO EERE BeOA
SW-1 el Host-1 NN
SW-1 e2 Host-2 NN
SW-1 e3 Host-3 ENIN
@FHLHHEF LI
# 1-5 ENIHHEIR

EA IP Hihk /7 PIHERD ZES BAE
Host-1 172.16.64.1 /24 172.16.64.254 el
Host-2 172.16.64.2 /24 172.16.64.254 e2
Host-3 172.16.64.3 /24 172.16.64.254 e3

IR 02: 1F GNS3 8 /N 2%
76 GNS3 w1, %IRRT, WK 1-21 Fir.

Host-1 Host-2 Host-3
1-21 HE M %
APUR 03: BLE FHLHE

//ECE Host-1 ik

Host-1> ip 172.16.64.1/24 172.16.64.254
Host-1> show ip

Host-1> save

//BcE Host-2 itk

Host-2> ip 172.16.64.2/24 172.16.64.254
Host-2> show ip

Host-2> save

//BEE Host-3 Btk

Host-3> ip 172.16.64.3/24 172.16.64.254
Host-3> show ip

Host-3> save

IR 04: BN
IR 1-6 MR FE], (3 H PING 4 247 EHLIAEAZ IR
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& 1-6 ENLIBSEW ARSI

PEEH HEIEHL BEER
Host-1 Host-2
Host-1 Host-3
Host-2 Host-3

£%5 4: ERBRHZRIERERXM
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' Host-1 Host-2 Host-3  Host-4 Host-5 Host-6 Host-7  Host-8 !
! ]
LRy Host-1:172.16.64.1/24 Host-5:192.168.64.1/24 RS-2 !
E VIAN11: 172.16.64.254/24 Host 251?[2.1&65.1/14 Host 65191.168 65.1/24 VIAN11: 192.168.64.254/24 :
| VIAN12: 172.16.65.254/24 :"5:'3315 e ;Z: :05:';:2; :Z:Z;'Z;: VLAN12: 192.168.65.254/24 |

VLAN100: 10.0.1.1/30 OS2 50 03L:5:1322 6500, VLAN100: 10.0.1.2/30 !

1-22 R X MR

@¥ 4
® 1-7 ENHHHRIFE
BE Pl pLi-2itlg &
Host-1~Host-8 25 EHL - -
SW-1-SW-4 ~ Bt C('S:Cé 1;;;2‘;0 .
RS-1~RS-2 % AT 4L CISCO C3640 --

@A HHLEE S VLAN #)
# 1-8 XM EO S VLAN HRIF

ZHeML o VLANID BERE BERRA
SW-1 fo/1 11 Host-1 Accass
SW-1 fo/2 12 Host-2 Access
SW-1 f0/0 -- RS-1 Trunk
SW-2 fo/1 11 Host-3 Accass
SW-2 f0/2 12 Host-4 Access
SW-2 f0/0 -- RS-1 Trunk
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SW-3 fo/1 11 Host-5 Accass
SW-3 f0/2 12 Host-6 Access
SW-3 fo/0 - RS-2 Trunk
SW-4 fo/1 11 Host-7 Access
SW-4 f0/2 12 Host-8 Access
SW-4 fo/0 -- RS-2 Trunk
RS-1 fo/1 - SW-1 Trunk
RS-1 fo/2 - SW-2 Trunk
RS-1 f0/0 100 RS-2 Access
RS-2 fo/1 - SW-3 Trunk
RS-2 f0/2 - SW-4 Trunk
RS-2 f0/0 100 RS-1 Access
@Atk
# 1-9 ENHHRIZR
EHl 1P Huht/F P HERD ZFS BAE FiJ& VLANID
Host-1 172.16.64.1 /24 172.16.64.254 SW-1f0/1 11
Host-2 172.16.65.1 /24 172.16.65.254 SW-1 f0/2 12
Host-3 172.16.64.2 124 172.16.64.254 Sw-2 fo/1 11
Host-4 172.16.65.2 /24 172.16.65.254 SW-2 f0/2 12
Host-5 192.168.64.1 /24 192.168.64.254 SW-3 f0/1 11
Host-6 192.168.65.1 /24 192.168.65.254 SW-3 f0/2 12
Host-7 192.168.64.2 /24 192.168.64.254 SW-4 f0/1 11
Host-8 192.168.65.2 /24 192.168.65.254 SW-4 f0/2 12
@
R 1-10 B Ot RIR
BE B BOAK B OHhbk #HE
RS-1 VLAN11 172.16.64.254 [24 VLAN11 1] SVI
RS-1 VLAN12 172.16.65.254 /24 VLAN12 ] SVI
RS-1 VLAN100 10.0.1.1/30 VLANZ100 ] SVI
RS-2 VLAN11 192.168.64.254 /24 VLAN11 (] SVI
RS-2 VLAN12 192.168.65.254 /24 VLAN12 [ SVI
RS-1 VLAN100 10.0.1.2/30 VLAN100 /7 SVI
(s H AL
#F1-11 BHMRIE
BB H W 2% Bk 35~
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p4

RS-1 172.16.64.0 /24 172.16.64.254 HIiEHH
RS-1 172.16.65.0 /24 172.16.65.254 B H
RS-1 10.0.1.0 /30 10.0.1.1 HIERH
RS-1 192.168.64.0 /24 10.0.1.2 St
RS-1 192.168.65.0 /24 10.0.1.2 F A I
RS-2 192.168.64.0 /24 192.168.64.254 HIEMHH
RS-2 192.168.65.0 /24 192.168.65.254 HEHH
RS-2 10.0.1.0 /30 10.0.1.2 HIEKH
RS-2 172.16.64.0 /24 10.0.1.1 S
RS-2 172.16.65.0 /24 10.0.11 AR

PR

15 FH % R A ST 2 el X DX ) BAR T 7%, 2 B

FUeA L .

https://internet.hactcm.edu.cn/mediaservice/network/syys/2023-1-4.m

Bilibili 15 [ ik

https://www.bilibili.com/video/BVINK4y1Y7J32p=2 H g
IR 02: 7F GNS3 HHE M 4%
7E GNS3 1, %R ML ARG, Wil 1-23 Fir .
NET-A NET-B
RS-1

Host-1 Host-2  Host-3  Host-4 Host-5 Host-6  Host-7  Host-8
RS-1 Host-1:172.16.64.1/24 Host-5:192.168.64.1/24 RS-2
VLAN11:172.16.64.254/24 Host-2:172.16.65.1/24 Host-6:192.168.65.1/24 VLAN11:192.168.64.254/24
VLAN12:172.16.65.254/24 Host-3:172.16.64.2/24 Host-7:192.168.64.2/24 VLAN12:192.168.65.254/24
VLAN100:10.0.1.1/30 Host-4:172.16.65.2/24 Host-8:192.168.65.2/24 VLAN100:10.0.1.2/30

1-23 [ X P b

SSI% 03: i E NET-A 3401 EN L HhE

FEHRFE 1-9 P HihE IR, ¥ B Host-1~Host-4 [#] IP Hub ARG, #ERER 2T
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Host-1> ip 172.16.64.1/24 172.16.64.254
Host-1> save
Host-2> ip 172.16.65.1/24 172.16.65.254
Host-2> save
Host-3> ip 172.16.64.2/24 172.16.64.254
Host-3> save
Host-4> ip 172.16.65.2/24 172.16.65.254
Host-4> save

IR 04: (EAZHAL SW-1 _E 523 VLAN
OB VLAN

/7N VLAN SRR

SW-1# vlan database

//83 VLAN11, VLAN12, VLAN100
SW-1(vlan)#vlan 11
SW-1(vlan)#vlan 12
SW-1(vlan)#vlan 100

//1BtH VLAN BUREER, ERUER
SW-1(vlan)#exit

SW-1#

@& N5 1 VLAN

[ENECEES

SW-1#configure terminal

[ENEOREERER

SW-1(config)# interface fO/1

//AZEREO7 Access BT

SW-1(config-if)# switchport mode access
/REIREZEOAE VLAN J9 VLAN11
SW-1(config-if)# switchport access vlan 11
SW-1(config-if)# no shutdown
SW-1(config-if)# exit

SW-1(config)#

SW-1(config)# interface f0/2
SW-1(config-if)# switchport mode access
SW-1(config-if)# switchport access vlan 12
SW-1(config-if)# no shutdown
SW-1(config-if)# exit

SW-1(config)#

SW-1(config)# interface f0/0

/ZERON Trunk 123

SW-1(config-if)# switchport mode trunk
//1&E Trunk E%HRER 802.1q, Trunk BFFEEINE, —F2 Cisco FA//BRY ISL, —F4
aTltnE 802.1Q, —#REA 802.1Q LilFdx
SW-1(config-if)# switchport trunk encapsulation dotlq
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SW-1(config-if)# no shutdown
SW-1(config-if)# exit
SW-1(config)# exit

/1R FEE

SW-1# write

IR 05: 7EACHAL SW-2 58l VLAN

MRIEE 1-8 PRI, ML SW-2 Wiz 15 VLAN 5 SW-1 #H[H, EEDER (4) #iE,
7E SW-2 LSEBL VLAN.

IR 06: FEEKHHACHAL RS-1 ESZI VLAN

O VLAN

//€IE VLAN11, VLAN12, VLAN100
RS-1#vlan database
RS-1(vlan)#vlan 11

RS-1(vlan)#vlan 12

RS-1(vlan)#vlan 100

//1BH VLAN BUREER, ERUER
RS-1(vlan)#exit

RS-1#

@Rt & ¥ O #5810 VLAN

/ENEERRT

RS-1#configure terminal

//¥#0 f0/1 BCE 9 trunk #8530, FHEERER 802.1Q
RS-1(config)#interface f0/1

RS-1(config-if)#switchport mode trunk
RS-1(config-if)#switchport trunk encapsulation dotlq
RS-1(config-if)#no shutdown

RS-1(config-if)#exit

RS-1(config)#

/%630 f0/2 BB trunk 8=, FEARER 802.1Q
RS-1(config)#interface f0/2

RS-1(config-if)#switchport mode trunk
RS-1(config-if)#switchport trunk encapsulation dot1q
RS-1(config-if)#no shutdown

RS-1(config-if)#exit

RS-1(config)#

IR 07: TERSHACHAHL RS-1 _FFECE SVI

//FEEHINEE

RS-1(config)#ip routing

//73 VLAN11 g9 SVI #OfCE IP itbiik, FR3ER3
RS-1(config)#interface vlan 11

RS-1(config-if)#ip address 172.16.64.254 255.255.255.0
RS-1(config-if)#exit

RS-14#
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RS-1(config)#interface vian 12

RS-1(config-if)#ip address 172.16.65.254 255.255.255.0
RS-1(config-if)#exit

RS-1(config)#interface f0/0

RS-1(config-if)#no switchport

RS-1(config-if)#ip address 10.0.1.1 255.255.255.252
RS-1(config-if)#exit

RS-1(config)#exit

RS-1#write

1% 08: NET-A #7) HEAZ M
IR 1-12 A B, PING 43T NET-A #4019 E AL EE IR .

R 1-12 NET-A P4 EHUE S R
FEEN ERIEIN BESER
Host-1 Host-2
Host-1 Host-3
Host-1 Host-4
Host-2 Host-3
Host-2 Host-4
Host-3 Host-4

IR 09: SEFL NET-B #543 FP 2%

O E NET-B #4r F ALt AE:

AR 28 $0%)), 52 Host-5. Host-6. Host-7. Host-8 [K FHLALE .

QTEAHHL SW-3. SW-4 528 VLAN

HRYEMK R, 528 SW-3. SW-4 =S b1 /2 VLAN Bt & .

OTE M 2 #e bl RS-2 _E5ZHL VLAN

FRYE SRR, € % A AL RS-2 HIRCE

@ONET-B #73 (1)38 5 Mk

F R 1-13 A B, A PING Ay 43847 NET-304> i) 2 ALIALE S M
# 1-13 NET-B W& EHLER IR

FEEH H I EN BRESHR
Host-5 Host-6
Host-5 Host-7
Host-5 Host-8
Host-6 Host-7
Host-6 Host-8
Host-7 Host-8

SPIR10: 1F RS-1. RS-2 B ¥4
DFE RS-1 it B # s B8
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RS-1#configure terminal

RS-1(config)#ip routing

//EEBRIME 192.168.64.0/24 AUHRIL, T—HBkitbiA 10.0.1.2
RS-1(config)# ip route 192.168.64.0 255.255.255.0 10.0.1.2
//IEFEERRE 192.168.65.0/24 B9IRIZ, T—Hkitbik)s 10.0.1.2
RS-1(config)# ip route 192.168.65.0 255.255.255.0 10.0.1.2
RS-1(config)#exit

RS-1# write

@7E RS-2 B EERSHE

RS-2#configure terminal

RS-2(config)#ip routing

RS-2(config)# ip route 172.16.64.0 255.255.255.0 10.0.1.1
RS-2(config)# ip route 172.16.65.0 255.255.255.0 10.0.1.1
RS-2(config)#exit

RS-2# write

IR 11 APEAS IR
IR EE 1-14 B, 7F Host-1 LA PING #ir4>, X4k HAth EHL Host-2~Host-8
AT @S MK
& 1-14 EMEVLELEIR

FEN ERES)N BREER
Host-1 Host-2
Host-1 Host-3
Host-1 Host-4
Host-1 Host-5
Host-1 Host-6
Host-1 Host-7
Host-1 Host-8

+. KEEZ

1. {E5ER
i H GNS3 5¢ 22 ML 2H 4

2, EHER

BIR 1. 223 GNS3;

TR 2. SEELAUMLELZE M 4%

R 3: A A H AL AL) 22 T PR SRy AR 5
PR 4. A % e A LA 2 [l XY

3. EHER
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BH 1. $%BE 1-2 1A, 5 PING A4 3EAT ENLEEEINR, 0% 5
F, P22 PING Wi 72 1 a8k B sl A AT

MH 2: $#%IEE 1-6 il G, i PING #r4 #HT EHLAGEENNR, 0wty
B, P22 PING Wi 72 1 a8k B sl A AT

BH 3: MR 1-12 IR, 8 PING iy 2347 NET-A 3545 1 AL A1 (S T3,
IO TEMNRSE 5L, $252 PING P 5 1 A e e 4

BH 4. 3%EE 1-13 kR G, I PING #r AT NET-3#543 1 ML A1 1S TR,
HACFIMIRGE B, 12752 PING I3 1ok 75 110 48 I e 4

WH 5. %M 1-14 PR B, 7E Host-1 A F PING A4, %4 At 341 Host-
2~Host-8 JEATIEE MR, FHIdFMIRLE R, $232 PING I3 i 72 (19 78 B sl At o
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