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Process Name

B mDNSResponder.exe
& mDNSResponder.exe
' mDNSResponder.exe
= mDNSResponder.exe
u mDNSResponder.exe
u! mDNSResponder.exe
&' mDNSResponder.exe
" mDNSResponder.exe
7 svchostexe

B svchostexe

& svchostexe

1D DingTalk exe

10 DingTalk exe

10 DingTalk exe

m1 svchostexe

mi svchostexe

7 svchostexe

' svchostexe

1 svchostexe

mi svchostexe

mi svchostexe

7 jhi_service.exe

BT LMS.exe

BT LMS exe

B LMS exe

B LMS exe

B LMS exe

BILMS exe

i LogiOptionsMgr.exe
i LogiOptionsMgr.exe
i lsass.exe

B Isass.exe

@ msedge.exe
@ msedge.exe
€ msedge.exe
@ msedge.exe
€@ msedge.exe
€@ msedge.exe
@ msedge.exe
@ msedge.exe
@ msedge.exe
@ meedge.exe
@ msedge.exe
-

Endpoints: 178

Established 49

Process D

4312
4312
4312
4312
4312
4312
4312
a312
5440
5440
8908
22500
4804
22500
3320
3320
3320
3320
2068
2068

5300
4752
4752
4752
4752
4752
4752
15528
15528
1392
1392

1780  TCP
1780 TP
1780  TCP
1780  TCP
1780 Tcp
1780  TCP
1780 TCP
1780 TCP
1780  TCP
1780 TCP
Listening: 36

Pratocol

Help

State

Listen

Listen

Established
Close Wait
Established
Close Wait

Listen
Listen

Listen
Listen
Listen
Listen
Listen
Established
Established

Listen
Listen
Listen

Local Address
0.0.00

H
17220.1.110
10.10.2.1
127,001

192.168.56.1
192.168.11.1
0.0.0.0

0.0.00

172.201.110
172201110
172201110
172201110

0.0.0.0
0.000
0.0.00
127001
=1

0.0.00
0.0.0.0
127001
127.0.01
0000
0.0.0.0

0.0.0.0

172.20.1.110

172201110
Established  172.20.1.110
Close Wait  172.20.1.110
Established  172.20.1.110
Established  172.20.1.110
Established  172.20.1.110
Established  172.20.1.110
Established  172.20.1.110
Established  172.20.1.110
Established  172.20.1.110
Established  172.20.1.110

Time Wait: 14 Close Wait: 16

Update: 2 sec

Local Port
57396
5353
5353
5353
5354
57397
5353
5353
5040
5050
62958
53074
59413
51210
5353
5353
5355
5355
49666
49666
57398
49669
16992
623
16992
623
49675
49676
59867
61142

49664

63059

54543
63036
63083
63081
62963
62964
62965
62968
62970
62971
62976

States: (All)

Remote Address

0.0.0.0
20.198.2.181
47.96.223 80
203.119.169.179
106.11.43.160

0.0.0.0
0.0.00

127001
127001

0.0.0.0

0.0.0.0

117.18.232.200

20.197.71.89
20.189.173.12
23.202.34.144
2.23.167.24
13.107.43.16
52.231.207.240
218.58.102.48
13.227.254.12
204.79.197.239
131074316
13.107.21.200

Remate Port

443
443
443

ceocee

49676
49675

Create Time
2022-8-31 18:28:36
2022-9-8 09:06:01
2022-9-8 09:06:01
2022-9-8 09:06:01
2022-8-3118:28:36
2022-8-31 18:28:36
2022-9-8 09:06:01
2022-9-8 09:06:01
2022-9-8 09:05:52
2022-8-31 18:29:38
2022-9-8 11:22:51
2022-9-8 11:16:19
2022-9-8 09:06:32
2022-9-8 11:15:45
2022-9-8 09:05:58
2022-9-8 09:05:58
2022-9-8 10:52:28
2022-9-8 10:52:28
2022-8-3118:28:33
2022-8-31 18:28:33
2022-8-3118:28:36
2022-8-3118:28:36
2022-9-8 09:07:07
2022-9-8 09:07:07
2022-9-8 09:07:07
2022-9-8 09:07:07

2022-8-31 18:28:37
2022-9-8 09:06:24

2022-9-8 09:06:24
2022-8-31 18:28:32
2022-8-31 18:28:32

2022-9-8 11:23:48

2022-9-8 09:49:35
2022-9-811:23:25
2022-9-811:2412
2022-9-811:2412
2022-9-8 11:22.52
2022-9-8 11:22:52
2022-9-8 11:22:52
2022-9-8 11:22:52
2022-9-8 11:22:52
2022-9-811:22:52
2022-9-8 112252

Module Name:
Bonjour Service
Bonjour Service
Bonjour Service
Bonjour Service
Bonjour Service
Bonjour Service
Bonjour Service
Bonjour Service
COPSve
CDPSve
CDPUserSve Sc1757b
DingTalk exe
DingTalk exe
DingTalk exe
Dnscache
Dnscache
Dnscache
Dnscache
EventLog
Eventlog
iphipsve
jhi_service

MS

MS

MS

MS

MS

MS
LogiOptionsMgr.exe
LogiOpticnsMgr.exe
Isass.exe

Isass.exe

msedge.exe
msedge.exe
msedge.exe
msedge.exe
msedge.exe
msedge.exe
msedge.exe
msedge.exe
msedge.exe
msedge.exe
msedge.exe

Sent Packets

Recv Packets

Sent Bytes Recv Bytes -

43 m

3,692 1,061
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20| 17

15

1087

13

15

=0

R

Uk | 20E

| ZdE

£0E

R

10011001 00010011
00001000 01101000
10101011 00000011
00001110 00001011
00000000 00010001
00000000 00001111
00000100 00111111
00000000 00001101
00000000 00001111
00000000 00000000
01010100 01000101
01010011 01010100
01001001 01001110
01000111 00000000
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2. B p%ﬂ;&;ﬁﬂ}i}l UDP 2.3 UDP #3801

T HE IS EESRARTTE A
0+0=1, 0+1=1, 1+1=0H#H{I1
(R AT RIEEERAAME TS . aranmescsm)
n P HIERAYEERRGERFD, P139
m [CMP #R3p9RERF0, P146
m UDP &&&#F0, P218
m TCP R5aF0, P226

o £ TCP/IP &1, [&7 FCS 5 CRC &&%, EAXR FrEaRGE2mE s
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2. AP&EIRIY UDP 2.3 UDP s

o) UDPIRIARIAGIHES

Frame 65: 73 bytes on wire (584 bits), 73 bytes captured (584 bits) on interface 0
Ethernet II, Src: Hewlett-_02:c7:f5 (00:1F:20:02:c7:f5), Dst: Cisco_41:41:41 (e4:a0:e7:41:41:41)
Internet Protocol Version 4, Src: 192.168.158.195 (192.168.158.195), Dst: 8.8.8.8 (8.8.8.8)
User Datagram Protocol, Src Port: 50174 (50174), Dst Port: domain (53)
Source port: 50174 (50174)
Destination port: domain (53)
Length: 39
® Checksum: Oxdb9a [validation disabled]
F Domain Name System (query)

HEEA

0000 64 a0 e7 41 41 41 00 1f 29 02 <7 5 08 00 45 00 d..A’A, . D..... E.
0010 00 3b 16 16 00 00 80 11 b5 20 c0O a8 9= c3 08 08 . .
0020 08 08 00 03 01 00 00 01 .. USTRN. .. --.
Qo300 00 00 00 00 00 00 01 69 O8 35 31 78 75 65 77 65 ....... 1 . 51lxuewe
0040 62 02 63 e 00 00 01 00 01 b.cn.... .
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n TCP EHEMENEEAIEREDN,

n TCP ERRREAM MNmm (endpoint), TCPIEEABERRNURR (—X—)
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HEIESE (YN E—E RN TSN FET7R,

n TCP FARIEEENZFTRIIE X,

TCP EERALS

n TCP MRS N B /P R RS HE R A &R 75 N FBAE Pl H VS E
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n WO N AREFKEINF RN AR NAER A B F T iReE i+,
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RSN X MEIESTS B
FIIm 0] FH7
AR
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int TCP &R
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® TCP AXCRA#HE—RIES KRR RIEE TCP &7,
o TCP {REM AR HINEOENSRMSRERERRE—R
XENBEZLIFTE, R TCP IRXER.

RiXin
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3. {gﬁ;ﬁﬁuw}lx TCP 3.1 TCP MIEE4SH

xJ TCP EP=FTmAYkNFEiehs
n TCP IERE— S EIEEM A e —RE AT,
n TCP MR A IE MBS RAVRIRIER! TCP EFFE AR O,
n TCP IRIEXS A A RIBE B LRI NERHZENREERAE— RN E S
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n TCP AMEARRIEIRRL DE—EHEIX, TCP BAFEFRRBEEZIF
TEBER X ERARIEE X,
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TCP IEIEF FNE IR,
s TCP FIF24FEENS TCP REMERIIX MERFEE X,
F—5% TCP EEE M N inm,

n (B2 TCP i EEmaT~EEN, ~2FEYAY IP i, ~NENAdE, 4
=1a =R IR,

TCP EERimm I ERE= (socket) Bt [,

m 1RIE RFC793 BIEN.: im[OSHtER(contatenated with) IPHBYUEN AR T &
=T,
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3. fEEREEIY TCP
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3. &=y TCP 3.2 TCP e

\A\]

=12 socket = (IPHBLE: #[O2)

£ TCP uyu&—m;zu;ﬁ AR
/\ma (BEPRNNERE=E) Ahffie. BD:

TCPL_};I::={socket1, socket?}
TCPiERZ:={(IP1:port1),(IP2:port2)}
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TCPi&E#E::={socket1, socket?}
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IP1. IP2 S RIER NN EAEYIEYIPHELE,
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TCPIEENR N EEZERE socket1, socket2,
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s
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s IR EERAXTRISTOE, MAPEINEI T DHEHELT ., XETEEE REE
ST T EA LA, XL TEABEE="T"7HN %, MRIFEE
=T HEPBEEE X,

m XFIHGOo-back-N ([EI& N) , =rFEBIREREFEAEXIRINT D
28,

 SBEEBRENT, EELARQIMN ST RAEAISZN,

T R B2 R A5 B AR A B BRI AR % 2= HIBA / https://internet.hactcm.edu.cn



5. TCP R ERRIFERETL
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s BRIERE TCP I IIERIE, MR BERGER TCP BafSFERAMER.
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TCP BEfIIsR/IMKERN 20 15, &K1 60 F15,
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af
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72 af
75 le
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# Frame 4: 77 bytes on wire (616 bits), 77 bytes captured (616 bits) on interface 0
= Ethernet II, Src: Hewlett-_02:c7:f5 (00:1F:29:02:c7:f5), Dst: Cisco_41:41:41 (64:a0:e7:41:41:41)
= |pestination: Cisco 41:41:41 (64:a0:e7:41:41:41) |
Address: Cisco_41:41:41 (64:a0:e7:41:41:41)
L0 e o ooue ouw. = LG bit: Globally unique address (factory default)
veee w. 0 0000 Lool Lol wu.. = TG bit: Individual address (unicast)
= |source: Hewlett-_02:c7:f5 (00:1f:20:02:c7:75) |
Address: Hewlett-_02:c7:f5 (00:1F:29:02:c7:f5)
L0 el o oows ouw. = LG bit: Globally unique address (factory default)
veee 2. 0 Lol ool wil. wu.. = TIG bit: Individual address (unicast)
Type: IP (0x0800)
= Internet Protocol Version 4, Src: 192.168.158.195 (192.168.158.195), Dst: 211.69.32.8 (211.69.32.8)
version: 4
Header Tength: 20 bytes
# Differentiated Services Field: 0x00 (DsCP Ox00: pefault; ECN: 0x00: NoTL-ECT (Not ECN-Capable Transport))
Total Length: 63
Identification: Ox7545% (30021)
# Flags: 0x00
Fragment offset: 0
Time to Tive: 128
lProtocol: upP (17) |
# Header checksum: Ox72af [correct]
Source: 192.168.158.195 (192.168.158.195)
Destination: 211.69.32.8 (211.69.32.8)
[source GeoIP: Unknown]
[Destination GeoIP: Unknown]
[ User Datagram Protocol, Src Port: 55335 (55535), Dst Port: domain (53)
Source port: 55535 (55535)
Destination port: domain (53)
Length: 43
@ Checksum: 0x75le [validation disabled]
= Domain Name System (query)
[Response In: 5]
Transaction ID: Oxb7ab
@ Flags: 0x0100 standard query
qQuestions: 1
Answer RRs: 0
Authority RRs: 0
Additional RRs: O
[ Queries

0000 64 a0 e7 41 41 41 00 1f 29 02 c7 5 0B 00 45 00 d..aaa.. )..... E.
0010 00 3f 75 45 00 00 80 11 72 af cO a8 9e c3 d3 45 CFUE. .. Paaaa E
0020 20 08 d8 ef 00 35 00 2b 75 1le b7 ab 01 00 00 01 R L I,
0030 00 00 Q0 Q0 Q0 QO 03 77 77 77 09 77 €9 72 63 73 ....... W wWw.wires

0040 68 61 72 6b 03 &F 7 7 00 00 01 00 01 hark.org .....






[ Frame B539: 446 bytes on wire (3568 bits), 446 bytes captured (3568 bits) on interface 0
= Ethernet II, Src: Hewlett-_02:c7:f5 (00:1f:29:02:c7:f5), Dst: Cisco_41:41:41 (64:a0:e7:41:41:41)
= |Destination: C1sco_41:41:41 (64:a0:e7:41:41:41)|
address: Cisco_41:41:41 (E4:a0:e?:4l:4l:4l)
veee wa00 i e oy ww.. = LG bit: Globally umique address (factory default)
e .0 .. = IG bit: Individual address (unicast)
= |Source: HewWett 02 c7 fS (00 1f:29:02:c7:f5) |
address: Hewlett-_02:c7:f5 (00:1f:29:02:c7:F5)
veee wa00 i e oy ww.. = LG bit: Globally umique address (factory default)

ee. 2 0 Lol Lol LL.. L... =1IG bit: Individual address (unicast)
Type: IP (0x0800)
= Internet Protocol version 4, src: 192.168.158.195 (192.168.158.195), Dst: 218.28.226.14 (218.28.226.14)
version: 4
Header Tlength: 20 bytes
@ Differentiated Services Field: 0x00 (DSCP Ox00: Default; ECN: Ox00: NOT-ECT (Not ECN-Capable Transport))
Total Length: 432
Identification: Oxllch (455%53)
# Flags: 0x02 (pon't Fragment)
Fragment offset: O
Time to Tive: 128
|Protocol: TCP (&) |
# Header checksum: Oxcbe5 [correct]
source: 192.168.158.195 (192.168.158.195)
pestination: 218.28.226.14 (218.28.226.14)
|[source GeoIP: unknown]
[Destination GeoIP: unknown]
= Transmission Control Protocol, Src Port: 63079 (©83079), DSt Port: 9319 (9319), seq: 1, Ack: 1, Len: 392
source port: 63079 (63079)
Destination port: 9319 (9319)
|stream index: 20]

sequence number: 1 (relative sequence number)
[Next sequence number: 393 (relative sequence number)]
Acknowledgment number: 1 (relative ack number)

Header Tlength: 20 bytes
Flags: 0x018 (PSH, ACK)
window size value: 16425
[calculated window size: 65700]
[window size scaling factor: 4]
# Checksum: 0xfa0z [validation disabled]
#H [sEQ/AcK analysis]
= Hypertext Transfer Protocol
= GET /images/Togo/qishi_Togo_1400818762.png HTTP/1.1%rn
= [Expert Info (Chat/sequence): GET /images/logo/qishi_Togo_1400818762.png HTTP/1.1%r\n]

_________ e T S e L e MUy (e SR S |

0000 o4 a0 e7 41 41 41 00 1f 29 02 c7 f5 08 00 45 00 d..AAA., D..... E.
0010 01 b0 11 cb 40 00 80 06 «cb e5 c0 a8 9e c3 da 1c e
0020 e2 Qe fo 67 24 67 5e 04 7 63 42 al b7 44 50 18 ...g%g”r. "cB..DP.

0030 40 29 fa 02 00 00 47 45 54 20 2f 69 6d 61 67 65 @)....GE T /image
0040 73 2f ec of 67 of 2f 71 69 73 68 69 5f ec ef 67 s/logo/g ishi_log
0050 &f 5F 31 34 30 30 38 31 38 37 36 32 2e 70 6e 67 o0_140081 8762.png
0060 20 48 54 54 50 2f 31 2e 31 0d Oa 41 63 63 65 70 HTTP/1. 1..Accep

Fatawrdal TA A I TA O£CTR TA O OF e T7A 54 £ D OO0 O £E1OTTH [ S Sera— | S
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TCP BB mhEEIAF T HEMAY,
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AT R R 24 KA BER B B M AR Z 4 AP\ / https://internet.hactcm.edu.cn



6. TCP nJSE{&aRAYSCIN
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. A HIEIRED = 20 4
1 1
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51 AFREIES
B 12
KBS
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6. TCP n] sg{&imAYscI 6.1 LTS AR A

TCP RYB=NE AELAF T ERNAY,
n REEAEENFSERTTFAIENFS.

o BOMK, REEFATLEREIXSSAZ BNELRXE SRR, NMIKEE
SHIEIIRELR,

n REEMEGHNEEED FREAZEE] 7i#A.
0 RIAE M BLBRIBIE S D R SIFAIERY,
n RAEONYEREA R aFE GRS EHEE,
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6. TCP n] sg{&imAYscI 6.1 USSR I ENED

RAEORIGRERNBINEMIRRE . AaIFIEIR.,

n REWEFRIEA, B

n R THERIMIA, BRI,

s REEHEG AR, EATREEREEEEKEIRIRIA,
RIEEORSIEWERE=MAJgE: &0, BIFEFI4E,

n RBEWEIFTRIEASE K EF AR BE 2/ NER o] BEIE A B G5,

» EXTHBABE O/, REBEORLE IR RNgE, BETCPIRER
ZUARIE PIXFEGE,
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BEAKRE T F531-411980E. 1XBY, AEEUEFARNZT, B231-
AN P FET AEAXERKEIREIA, 42-50899 M FTH AF AIX(EE
7<Z€Lo
A — N REEONRSEE=E5T: P1. P2. P3,

o P3-P1 = ARNAEE N

o P2-P1 = E&IEBEEFRIERARFETIE

o P3-P2 = i AIXBERAIEINFTEL
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6. TCP n] sg{&imAYscI 6.1 USSR I ENED

REBWE T FF= 93 THIE, FHERS31-33A98HETEN, A/EB
MPRIX SR, FEICERINEORRIREI3 TS, EITEAKIEMIA,
BEJR20, WIASH34, EIRBIEIT 37, 38, 4089%0E, BE%
BiRFEIR,

AEIBRYEIAfG, FBJLUERZEORBEa1E3 1 FS, BIgttP2As),
ARRTAEMEX, AIRIENFSEERE42-53,

U
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6. TCP o] sg{&5aAYSEIR 6.1 AT R BN
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{ERUTElEA TR RIS EFARAI
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AERERIXTTFS42-5309E0ER, 18t P2RRRsIHIPIES. KXE

ARRFSEERT, BREaEERmA,
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26

27

28

=
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31

32
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W

EAIEFHREIEA

A MAREOSH, SHEONE
IIIIIIIIIIIIIIIIIIIITHH
TV

Sy, 3eS(EESIEIN
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6. TCP n] sg{&imAYscI 6.1 LTS AR A

RIEFHN EREIEF=TRBA TCP AIRERR, 1AM FEHEM
TCP I E B E T,
A FNEFIRET TR TCP Al EHiEEEE,
e Z B AR =

s EEFEANFSTTAEEREN, BEEENMERA,

n SCfR EEFE P FEHEERRIER K,
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104
6.1 LA AYBEhEO

ERITER
(1) RiXRIBERERERIES TCP &%

R REEFS&ZEEO

(2) TCP B&ixh{BiRFRITEITHIARENE.

AEERIENIR, BN
RiEEFRIE.

\E%‘E‘ZFHEJ?

RIXETF

TCP |

I BERE
DEST ST

EREPFHNFHH = RENAEFREENEF

FSgX
F1 - REEIEARNFTS
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6. TCP n] sg{&imAYscI 6.1 LTS AR A

ERIER:

(1) IFRNERY. (BRI
FATERRIEENRIER

(2) FRIZFZIERIELE.

: - IS ROR R M
W EEFSEEO TCP {SI Bt hisy

Sl I FRRE R FERERNFT.

TCP | / |
) R .
T—/NEEY SR -
o] EED
EREREhEE, EEeeewEs, 0 |
(EEECTRNDIE, T— AR r%_nimk'
UNEREEOS TR ATEEY, EIEORRELE = (HAR) el

X, EERXAFEGEISFIEFRIKD.
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6. TCP n] sg{&imAYscI 6.1 LTS AR A

*xF TCP &msgriE =5 :

O BEEOSRERNEDREN, BEF—H, SXENFTREE
WEO—HA (ENE—ENEERE) .

® TCPirERBMEN MRFENARISHEN ANMALNE, BE 25 FERE
%WED¢,%ﬁ?%ﬁ¢%ﬁ&%$%&ﬁﬁ,EE%&NtE%M%
1=,

® TCP EREWTSVMA RIAARITIRE, LAURVMERITFH. ZWSRILE
SIENIEREIA, BALIEE CEHEEAXERAMERIREST
£, BEEGANIDHEERERA, SNESMRELNENER,
THEA SR LR A E R RE,
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6. TCP o] & imAY=cI 6.2 IBRTE SRR

TCP RYAE B ENERIR BN R BIEIAM ZEEERXAIRIER,
X EBEERIR S ZE R,

SEAERIERR TCP REFNIEM L —,

BEAWIMNEEZR, IP SlERPMERIEATR RN, SEzmEDR

H18] (RTT) BOZRACHBARA,

EiRASEIRY

=D
BIRHEIRE —__

T; T, A AdE
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6. TCP o] & imAY=cI 6.2 IBRTE SRR

TCP BhTEEERE
s FEERRE, ANZSIERRSIRERAIIUERIEE, ERERAEIEA,
 FEETIK, =EMBRITHBIEEA, BFE TERRER,

=il ERYER T SR BT BT IR R AR E NZ Ke?

n TCPRAT—MBEEBNEZE, BloR—MRYEALRIAE, UNKEIEN
HIBEIARYRTE,

n XN TEZ EREIRERAVEIRAIE RTT,
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6. TCP o] & imAY=cI 6.2 IBRTE SRR

NNFELIEIRAIE RTT;
o NINFEIIEIRAIE RTT, RERPFBRIEIRATE.

#HEI RTTs = (1 - o) x (IHAY RTT;) + o x (HFilY RTT &%)

Hh, 0<a<1.

& a— 0, TR RTT {EEFHKIE.

= o— 1, TR RTT (EHFIER.

RFC 6298 #7519 o (HJ3 1/8, BP 0.125,
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6. TCP o] & imAY=cI 6.2 IBRTE SRR

EAJEIZAIE RTO

® RTO (Retransmission Time-Out) MEAFIISEINEFIREIE RTT, .,
® RFC 6298 #Ei¥ RTO:

RTO = RTTs + 4 x RTT,
HM: RTTp 2 RTT (RERINNNFEIE.

® RFC 6298 i#iY RTT, :
il RTT, = (1-8) x (IHB RTT,) + B x |RTTg— ikl RTT HA |
He: p 2N 1 RS, EEESESE 1/4, BD 0.25,
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6. TCP o] & imAY=cI 6.2 IBRTE SRR

HiIRAJE (RTT) FUNIEHEZE 2R

n BIEERYERRE, WMTAEIAIRNEREXTRERIMRSERAIA, IEE2TEER
SCEZHIRIAY

n TCP IRNERT IRBIERA. BE (BMER?2) fa, WE T HAMRSERACK,
» WMIFIE LA S ERZ NI FERAVIRICER T RUBA, IAEXTEIGAIIRICER2 HIHRIAY

ERIW—RICER

““‘IIIIIIIIII.:::. E/\JﬁﬁiA»?
g M s A
TCPIEZER TCPIEZER IEIACK

1 ] -
s
l——— A RTT?
FEIRAIE) RTT?
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6. TCP o] & imAY=cI 6.2 IBRTE SRR

Karn &%

m EITEFIYERATE RTT BY, REBRVEEBE T, PARHETIRITEFAR,
XS ERINIA IS ERATE) RTT. A0BAYER(ERTE) RTO /&R,

n RMERBEE X, HE RTO IBA—L:
#7189 RTO =y x (|HEY RTO)

m Ry WHEEEZE,

n SARBRERNENEEZLY, ARERNEATIRIVIEEH I IRETIE
RTT FO#BATER{EAY/E] RTO RIEUE.

o SCERIERR, XMRiBRAGIE,
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6. TCP n] sg{&imAYscI 6.3 HEIZHIA SACK

IRWEIRIIRIETEES, ReRizFS, PEiRD—LFRSHIZE,
AR ERGIX TR PHIEURTM A BE B BB E RS REE?
s TCP XA TEEMAIGTURAIE,

n IS WE T HBIENF IR NELRPR D F TR,

s IRXLEFTRFSEMEENENCR, BBAEKIS A MXEE, B
ZIEXLEERERESIIARS, (EAEEAEBEERIAXECIEIRIZL
P
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6. TCP n] sg{&imAYscI 6.3 HEIEMIA SACK

1 - 1000 }1501 h 3000 }3501 ” 4500

|

HAE = 1001 L, = 1501 R, = 3001 L, = 3501 R; = 4501

MBIRF O RNEENE—F R TER . MAFNaE8R,
n F—NFETHRILBR L1=1501, {BAH5E R1=3001,

o ?iﬂ?@%ﬁﬁ?ﬁ%ﬁ’ﬂ%—f?%ﬁ’ﬂf%%, BEBHRE 1 F2FPHRPNEE—
¥=,

n BNFURINAAR 12=3501, MmAIBSER R2=4501,
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6. TCP n] sg{&imAYscI 6.3 HEIZHIA SACK

RFC 2018 BYAIZE :

n WNREB(FREEIFEMIA, BPATER TCP &Y, mERE TCP HEEIEIA
INE "FEEFSACK” BUIEIR, TS K RERSSSor BT

m NRERIEZEIA, BBAGRREEFRY A ASFER BIIRENALE. RE
LUETE TC PR ERBVEEPHFEREIN T SACK IR, LUMEIREWEIRIMEELRY
FIERANLFR,

s BFEEENIKERSZRE 40 77, MER—TURMERE 4 71,
FUCEEINT RS Reegs 4 N FHRITBFER.
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6. TCP o] S2{&EMmAY=CI 6.3 HEIZHIA SACK

— EENFER — F—IPFHR BEANAFER
1 1000# -~ |1501 --- 3000( - | 3501 -« 4500

1 b f

iBiAS = 1001 L, = 1501 R, = 3001 L, = 3501 R, = 4501
EKil=5 | KE =18
ffiAS =1001 1501
3001
3501
4501

EihR = F—IMFHHEFES, AR = RE—1MFHEFS + 1.

T R R B 24 K 245 R BOR 2B LI M E R Z A BIBA / https://internet.hactcm.edu.cn



117

7. TCP ;=¥ 7.1 IR OIS

— Rk, BEmEHIEEmEER—L,

n BUIR X RIEHIERESTR, BRI A BER AN NIFW, X=IEEL
I EENESE N,

nefes (flow control) -

o ifﬁb HIRIRRRAZNIR, BRI RIS, BAEENE R
HEN

» FAE=IE OGS AT LIRS @EE TCP & LR ETHl,
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—Er/;@z EE IEEIERT, AERRAEE DA EIT =W 28 ERYEIN E
o TCPEONRMEFT, TaERNE.
TCP A AX—RIELIn=icsl,

SRS EWEEGERIREZISNT, MEmA AR P SFAEGEREDRA
N, RIESRIEREE ORI/ NMEEREE AN,

n MR EHEGRERIBRYS
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AMBARIEEUE. EEEEVAE, BEHRFA: "EAMRKEDO rwnd = 400 (F75) " .

A B
seq = 1, DATA ! .
> ALETES 1% 100, FAELTE 300 335
seq = 101, DATA | ARETRES 101 200, ALK 200 35

seq = 201, DATA

>

ACK =1, ack = 201, rwnd = 300
seq = 301, DATA

| SAF A BIEFE 201 E 500 3 300 35

| ARETFS 301 400, FHFAHE 100 FHHAIE
seq - 1, DATA | ABHETIFE 401 F 500, FEUBAIAIET

A BRI I BAOHIE, BRI

F A KIEXFS 501 = 600 & 100 =15

A RETES 501 = 600, FEEBRIET

FAVE A TR (BUFS 600 HILEMIEEKEIT)

seq = 201, DATA

o
ACK = 1, ack = 501, rwnd = 100
e

seq = 501, DATA

-

ACK =1, ack = 601, rwnd =0
-
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FFEETTATES (persistence timer)
n TCP AB—MEERBE—MFETHTES,
s NE TCP 1 EEN— R WEINAREEOEN, saEsisEatiyEs.

» SREITHERENNEER, PAX—"ZEORNMRER (8w 15
THIEE) [ MXIERERAX MR SRR 28 B 7 IERIELE,

s SEONARE, NWERX MR RN — S EMRERFELTHER,
n EEONEE, WIEHaERMAI LT 7.
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7. TCP i =izl 7.2 WREEIE T

W HIZIEAIEEEER TCP WAIXEFE, F®ITFIAXESEHEA TCP B

iz,

ez TCP X iR EMAIVL2IFREZ4Y, TCP BARAIILHI KT

&l TCP #RERAY&ZIERTV .,

n B—LE TCP EiF— T2, BFETENRNERIKE MSS, REEFF
FHHOEEEIRE MSS =0T, FhEZEER— TCP IR AIEEE,

O %’:}iqﬂ@ﬂ: FA&X BRI FAREETIEBRE R X iR, B TCP Z35HEX
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s B=FE . REAIN—TEYRSEAIRE Y, XEYREERIEBNEFEIE
TAIRYE (BREABSET MSS) &iELZE,
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fREOSSE

HREOSEE: BANRE—ANFHOHRRI NN FHIEER, B
RSN RESRIBAIMSR.

STt
159
TCP B3R EER
20 =9 154 | TCP IBXER
IP iR EER
20 15 20 ¥ 155 | IP BB
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AERREOSSE

® &iX5 TCP 8 XEIE —F iR RM&IE.
o RiE—NMNFPEEWR 41 FHKA IP 2iER, HEERIE.
® fif:RAGi%: (EF Nagle HiZ%.

RixSE 1 MURFD

HERGERIE
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AR EEAKER

REEFPRIFRREEE M AD&IEENIE
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BN AREOSRSE
o [FE: WA NAHIEHFESIRELKIE, flul: SIXREN—MFH.

A B
ALk T TS0 RAW AR (EIFS 600 HULHMIEBLET)
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ACK =1, ack = 601, rwnd = 1
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AR e
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BNMERE, SARSEEEN. @dRE.
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AR e

BNMERE, SARSEEEN. @dRE.

ﬁ
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TCP XBEF BaIE ARG AR THERG, BFAWEHEE
TCP miXH#HRF—MBZEEL cwnd (Congestion Window)
HZEE DR/ NEUATMNERIRERE, FEISTHHY,
KIXimA) FIER REMNESIVHZE R R RERIETES.
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BIFAEELE:

HIERREEN(E = Min (RIGENNERQE, BEEOE)

AT R R 24 KA BER B B M AR Z 4 AP\ / https://internet.hactcm.edu.cn



139

8. TCP == #l1 8.2 WEIEHIMILHTE

PR EEE O IR

s RENZRBHIARE, HEFOMMUBIERLE, UEECEZSIDEK
EHE, IEEMEEIR R,

n BRENREHINAZESE L IAZE, O MCHZER RN, LIS,
DENEINZE PRI EEL, RAEMESHINAIHE,

RIXFFIRHRZENG A RrURIR

EHEETHNEEN | - DECSHRTHE. }
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1999 2 R RVRISF I FEE RFC 2581 BN T i TIHER TR UFE X
m 279 (slow-start)
m AZERI% (congestion avoidance)
m RE(L (fast retransmit)
m RIKE (fast recovery) ,
ZJa RFC 2582 1 RFC 3390 MX9IXLEEE R T 7 —LE0is,

s ETICHREEHRT, AN EEMRE
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[EFFE (Slow start)
5V RN ERI A ERE I EIRERE,
s 525 B/NEIREIME R EARINEFRNEGET T, BD: B/NRIZOEIEK
HZEE L HUE,
P2 NEHSE . (e ‘
- FIMAE: 2 REBAE.

« 1 ZE2MEKIREEMSS  (|BIRE)
o 2 E A NPHEAIRSIER MSS (RFC 5681)

[fr;'zm'anna ssthresh
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I2FF44 (Slow start)

s HEEO cwnd B8R ABBEI—XIFEOIRSERIEIA, BiEHEER O
NEZ— 1 ERIEBISEAIRNE SMSS (Sender Maximum Segment Size)
HIZUE.,

HEEDO cwnd SIRBIISHNE = min (N, SMSS)
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X EINEI— M I FRIRSCERREREIA

(EERNAFER) FhfE cwnd I 1.

. 3c97] -0
cwnd =1 BiE M, e
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[EFFE (Slow start)
m (ZiEeIR (transmission round)
o —MEWECIR TR HRIRY B ESCRLETIRATE) RTT,
o EigteiRamlE . IBHEE N cwnd FrtiF =R R ERELEL X &, FHlE]
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'2FF9E (Slow start)
m [EFI51 IR ssthresh
o FHLEAZEE O cwnd 1B I KS S NEIHE,
o !
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2 cwnd > ssthresh Y, ZILEREFREZX, NHBERREX,
2 cwnd = ssthresh BY, BERI{ERIEFFBEIL, BolERBEERTEEX,

T R R B 24 K 245 R BOR 2B LI M E R Z A BIBA / https://internet.hactcm.edu.cn



147

8. TCP == #l1 8.2 WEIEHIMILHTE

HHZEEE o,
s 5RY: IHEEENO cwnd F(EMIEX, BHDIHE,

n EEO cwnd 1K BEI—NMBRIYE RTT (AEELEEKWE T2/
IN) | REBDREZEREO cwnd = cwnd + 1,
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o AERRHIFTERRAZE, MEaIUAEEOEBRKEERERE, ENEFrSZETW
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8.2 {BZEIEHIRILIHIGIE

P —MBRAIE RTT, REHBFHRICHZEED cwnd 10 1,

RiEH =000 ]

cwnd = 1 aiﬁ M1 \

cwnd = 2 aiﬁ M2~M3 \
s, N—
cwnd = 3 aﬁ M4”M5

PE—
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IRE1Z FR (Fast Retransmission) &%
s B ERXBREBEINERE T8RS ERRIESK,

s RIEADRBECWEI="EERA, BEIHITER (B"RER") | X
A=,

n FRRBEATLUEENNEINEISRSZ 20%,

n REEEEZEEWS M BRE A, BIEIE T KFRIIRNER, I ZAD
& EXTEWEIRIH S ERIIEE A,
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IRE1Z FR (Fast Retransmission) &%

EI=ANESEO
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STENERE M,
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BEM — — WA M,
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------- ’f 1% =M e — ESWIA M,

SZEPEE M, {‘: ESHfRIA M,

T R R B 24 K 245 R BOR 2B LI M E R Z A BIBA / https://internet.hactcm.edu.cn



162

8. TCP == #l1 8.2 R HIN TLHS

RS FR (Fast Recovery)&,&
s SRREENEE=PESRNHART, MATIERFGBE L, METIRIKE
&% FR (Fast Recovery) &%
o [8FHR1IBR ssthresh = ZgHAEEH cwnd / 2 ;
o SR MD (Multiplicative Decrease) IHZEE [,
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: | | 1O
A : : o
| B I R I A R T
=24 & & 10 1 =~ HIRAJZE RTT

! |
214161820?24

o PUTREEZEFIRIKERE:
o REFEFEEIPRIE ssthresh = cwnd / 2 = 8, IREIHEE [ cwnd = ssthresh = 8, FF
IEHITIHSEEREE,



165

8. TCP == #1 8.2 EIHIR LS

TCP R ESIIEE

TCP &2y

ssthresh = cwnd / 2
cwnd = 1
A

1@FFHE
330 AHZEEO cwnd = 1 3 A &S
= ISR g ACK l

cwnd > ssthresh
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ik SAme T
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R EREIE K 9 ACK
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ARIEEMRI LR{E

REEORLEFR{E = Min [rwnd, cwnd]

® Iirwnd < cwnd iy, EEIAIRINEEDIRGREEONEX(E.
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TCP BN ERIAIRIB EIELA,
fH1an:

n SISHEENRELSHIIER SRR, FRJREs [keaiX s TCP 8hY, XJiX
AR ERHITEIL,

n BERE TCP IEEAIAIXRMANEMBRRE THHZE, (B ENSFHRE
REZE,

XJ TCP =R AR S IR0 HEF RS,
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"SR FIFO QMBI
n EEEFEREE (tail-drop policy):
o SPINERRT, USENARIPFIEHE (WREESARELHIIN, XL HETSHMER
FIREERB) A AT,
s RHEEHESEF TSR ESDHEHNERXR, XiEAED HilEE
&, £ TCP HNIBERFIRIEBHISINGS, ERE TCP EEAIARIXZ AT
SRR ARIRR R RRIRNRIEUE.
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FoHs et (FIFO) AMBRINSEEREF RS

EREBERT, BEEAFIEERE
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FoHs et (FIFO) AMBRINSEEREF RS

PREFEREF LIMENER, E TCP EEENEFRINE.

PAFURS, TCP EBIEE | | SESHPG, ZEH | | AFIHRS, TCP EfEE
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[R5, REIEEE. - 18EE, ROEIEE,
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R EEERRPEEEEE AT
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