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SERGES:
73 Wireshark fEFHZE root iR, FrABELATHSBM

sudo wireshark
//1E Ubuntu Desktop B9£&i%i#t{T Ping 12/F
ping www.baidu.com

net@net-VirtualBox: ~

1
:~$ sudo wireshark

[sudo] password for net:

QstandardPaths: XDG_RUNTIME_DIR not set, defaulting to '/tmp/runtime-root'

3-1 7E 438 5 Wireshark

(2) BH ICMP R4
{E Wireshark H 15 1E#FRIR X,
F ICMP R CE5H . aniEl 3-2 Fiw

IyEH [ping www.baidu.com] F=4 /] ICMP 3¢, 7

*enpos3
ics Telephony Wireless Tools Help
¥

Fle Edit View Go Capture Analyze Stati
Am O mMERE Q&=

(W icmp.

/aQi

Destination Protocol_Lengtt info
135.185. 32 TcHp: 98 Echo

plr
17, 150 Cl (ping) reply — i
61.135.185.32 Toup 98 Echo (ping) request i

68 .
172.20.1.150 Tcue 98 Echo (ping) reply
7316 . 61.1351185.32 Tcup 88 Echo (ping) request
7416 61 173,201,150 Toup 98 Echo (ping) reply
8117 61.135.185.32 Toup e vt (et
62 17issmavize ol 135.185.32 172.20.1.150 Toup 98 Echo (ping) reply  id=
8318 1 9.1.159 61,135, 18 Toup 98 Echo (ping) request
5 18 apsarares o1 iz 1i.a2 172.2011.150 Towp 98 Echo (ping) reply
88 101677164784 172.20.1.150 61.135.185.32 o 98 Echo (ping) request
89 19699503375 61.135.185.32 172.20.1.150 Towp 98 Echo (ping) reply = eq=
98 Echo (ping) requést  1d-0x0001, seqe7/1792, ST

93 20.677727802 172.29.1.150 61.135.185.32 cup
+ Frane 58: 98 bytes on wire (784 bits), 98 bytes captured (784 bits) on interface enpos,
» Ethernet IT, Src: PosConpu.56:a6:9 (09:00:27:56:a6:86), Dst: Beijingh ciidrieh (58:co:47: Hilarson)
» Internet Protocol Version 4, Src: 172,20.1.159, Dst: 61.135.185.32
* Internet Control Nessage Protoco
Type: & (Echo (ping) request)
Code: &

Checksun: 9x99bb [correct]
{Cnecksun status: Gooa
Identifier (BE): 1 (6x
Tdentifier (LE): 256 (nxmoe)
Sequence number (BE): 1 (9x0001)
Stauence number (LE): 256 (exotde)

Response frane: 59

Tinestamp from 1GWp data: Sep 26, 2020 20:08:37.099090000 CST
[Tinestanp from icmp data (relative): 0.647406066 seconds:

» Data (48 bytes)

L f eb 08 00 27 56 a6 96 08 00 45 G0 v
3 40 0 40 01 OF db ac 14 01 OF 34 87 T--0:@ ‘K =
45 2 o1 o 09 00 E/o
5
2
3sil: o

Profile; Default

Packets: 589 - Displayed: 44 (7.5%) - Dropped: 0 (0.0%)

3-2 ICMP 3¢

O 7_intemnet Control Message Protocol: Protocol

(3) Z3#r ICMP R4

AT ICMP ) C %, HEER 3-1,
R 3-1 ICMP R & 5H7

TR Ko (BRFFINBAD | &X

Type

Code

Checksum

Identifier

Sequence

15 2: ET PING 447 ICMP NgRi &g
(1) {341 Host-8 % NET-A /4% 3473842 ik

BA / 58 2"

SERAFE B E BRI AHE


http://www.baidu.com产生的icmp
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TE GNS3 H§T IF 525360 — 5E B WX 28565 B0 B I T 8 BTG W, B AR 4% 0T DAIE 3 17 1]
TEFH| Host-8 52 #tl SW-4 Z Al & BINE A, Wk 3-3 iz, Ja 3l Wireshark $UEL o

NET-A NET-B
RS-1 RS-2
fo/0
SW-1
fo/1 fos2
e0 e0 ed e0
Host-1 Host-2 Host-3 Host-4 Host-5 Host-6 Host-7 Host-8
RS-1: Host-1:172.16.64.1/24 Host-5:192.168.64.1/24 RS-2:
VLAN11:172.16.64.254/24 Host-2:172.16.65.1/24 Host-6:192.168.65.1/24 VLAN11:192.168.64.254/24
VLAN12:172.16.65.254/24 Host-3:172.16.64.2/24 Host-7:192.168.64.2/24 VLAN12:192.168.65.254/24
VLAN100:10.0.1.1/30 Host-4:172.16.65.2/24 Host-8:192.168.65.2/24 VLAN100:10.0.1.2/30

3-3 WEIMEA

(2) 7EEHL Host-1 IB47 1IEH MIEHL T, (341 Host-8 Ping F:41 Host-1.
A M1 341 Host-8 F1 Host-1 Z [A] ) ICMP 3¢, K45 RIAE NFE 3-2 .,
R 3-2 ICMP B ZiERAEERMERIEE

Host-8 Ping Host-1
PFENLIP H B EHL 1P type | code | Identifier Sequence
R
8
%5}2 V‘] ?§' ( data) :
PWEEHLIP HEHL 1P type | code | Identifier Sequence
) 82
'8
MRNZ (data) :

(3) #EFAML Host-2 KHLIIE AL T, A 341 Host-8 Ping F#/l Host-2.
G F- T FHL Host-8 F1 Host-2 22 B[] ICMP 4R 3¢, 45 RIAE AN 3-3 .
£ 3-3 ICMP |8 B35 R 1 ] B RLA RS B

Host-8 Ping Host-2
YEENLIP H#EHL 1P type | code | Identifier Sequence
R
'8
%5}2 V‘] ?§' ( data) :
PFEHLIP HBEHL 1P type | code | Identifier Sequence
) 82
'8
MRNZ (data) :

SRRARFF BRI ZEBA / 5 37|
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(4) fEENL Host-3 M SCHC B ARSI R, T EHL Host-8 Ping FH1 Host-3.
BE 43T FHL Host-8 Fl Host-3 2 [A] 1) ICMP 3¢, &5 RIHS N 3-4 .
VER: 16K Host-3 1) SCHL B[R] — W By N ANAEAE ) TP ik, 5140 172.16.64.200.

K 3-4 ICMP [B] B35 K B B M ER S B

Host-8 Ping Host-3
PFEHLIP H =L IP type | code | Identifier Sequence
R
8
BHRHNZE (data)
PFENLIP H B EHL 1P type | code | Identifier Sequence
A
'8
MRAZ (data) :

(5) f#iF ML Host-8 Ping Net-A 4 H a] it B A H 4 E— 1P Huhk.
BH I M FE ML Host-8 AT L B A FH (14E— IP sk 2 (B[] ICMP R 3¢, Kgh RIHS
ANF 3-5H,
R ABIR Ping X504 Net-A #5737 FHAHORBCE 1 [P Hokik, %140 172.16.64.100.
& 3-5 ICMP [B] &3 K B B M ERAE B

Host-8 Ping 172.16.64.100
PFEHLIP HFEHL 1P type | code | Identifier Sequence
ER
158
BHRMNE (data) :
PFENLIP H B EHL 1P type | code | Identifier Sequence
i 9L
8
WM A2 (data) :

(6) ffHFH1 Host-8 Ping AJ& T Net-A B{ Net-B [F){F— IP Huik,
25 0 ML Host-8 FIANJE T Net-A 5§ Net-B [KJ4FE— IP Huhik: (4140 172.16.0.100) 2
[ ICMP 43T, #5455 A3 3-6 1,
% 3-6 ICMP [B] B3Rk B B M ERAE B

Host-8 Ping 172.16.0.100
PFEHLIP HBEHL 1P type | code | Identifier Sequence
R
'8
BHRMNE (data) :
PFENLIP H B EHL 1P type | code | Identifier Sequence
) 82
8
WM A2 (data) :
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{£% 3: EF TRACEROUTE 447 ICMP &{5id72
(1) WEINE L, J83) Wireshark #H479E
TE G X Y A e B AN S, & 3-4 Frzn, )8 3l Wireshark #1048 .

NET-A NET-B
RS-1 3 RS-2
fo;o fojo g;ggl
for1 f o1 J \ f0/2
4 [d o B
1‘5 '1§
fo/0 ! L foro f0/0 o » fo;o
it % o % g . -
fo.rl fo/2 fo/2 foL § X o2
3 /\ I 1
e0 ¢ j §eo eo ¢
Host-1 Host-2 Host-3 Host-4 Host-5 Host-6 Host-7 Host-8
RS-1: Host-1:172.16.64.1/24 Host-5:192.168.64.1/24 RS-2:
VLAN11:172.16.64.254/24 Host-2:172.16.65.1/24 Host-6:192.168.65.1/24 VLAN11:192.168.64.254/24
VLAN12:172.16.65.254/24 Host-3:172.16.64.2/24 Host-7:192.168.64.2/24 VLAN12:192.168.65.254/24
VLAN100:10.0.1.1/30 Host-4:172.16.65.2/24 Host-8:192.168.65.2/24 VLAN100:10.0.1.2/30

Kl 3-4 WEINE A

(2) fd H FH1 Host-8 X AL Host-1 #£4T Traceroute 2% H Ik

TEE X X H {5 B AL Host-8 X AL Host-1 H#E4T Traceroute M, T 75 GNS3 [
VPCS 7 trace fit % BN UDP Wi, ASEiD IR B S HCR LI ] ICMP Pt
1TEME, ik 3-5 fs.

i

Host-8> trace

trace HOST [QOPTION ...]
Print the path packets take to the network HOST. HOST can be an ip address or
name.
Options:
-P protocol

Use IP protocol in trace packets

1 - icmp, 17 - udp (default), 6 - tcp

-m ttl Maximum ttl, default 8

Notes: 1. Using names requires DNS to be set.
2. Use Ctrl+C to stop the command.

2.16.64.1 -P 1
64.1, 8 hops max (ICMP), press Ctrl+C to stop
4 8.340 ms 9.646 ms 9.537 ms
= 20.599 ms 20.924 ms 31.765 ms
3 172.16.64.1 45.760 ms 41.183 ms 42.875 ms

Host-8>

3-5 Traceroute % H il

SEWE:

//EF ICMP 198017 Traceroute ERERAT
Host-8> trace 172.16.64.1 —P 1

(3) XL 1 ) ICMP R SCHEAT 4047
EHFIRST, FEIES 1 21838 3 283t 18 25 ICMP ) X,
MAR ST o 18 B SCARALE 43 KRBT R SC T I F RS 3R 3-7,

Hodr 9 ZiE R ST 9 25
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£ 3-7 A 1 FRIIITER

H]X
HRABISR

R
IP i

HH
IP it

TTL

Type

Code

WICA B i B

CIRIES

e %

%2 K

e %

ESRES

6%

(4) XTIV A 2 1 ICMP 5T 2007
IEFRAE TR, EPVE T 2 2103 3 2835 18 45 ICMP #f3, Ho 9 ZiE R, 9 2k
REFR S TE TR SCHBURE 2 AT O i JF S R 3-8,
3-8 A 2 RRSCOITE R

o . A e LR R
MK | TP wig | TTL | Type | Code S P A A TR B

CIRIES

e %

F2K

6%

ESRES

6%

(5) XML A 3 K ICMP R SCHEAT 40 #r
IEFRAE T, EPVE T 3 2id3% 2 2835 12 4 ICMP #f3, Ho 6 ki8R, 6 250
FIARSC o T HR IR SRS 7 R FAT IR S T IR S 3% 3-9,
£ 3-9 A A3 KRS R

]R3 R H

g By eI |
JELNES IP Huht IP HihE TTL | Type | Code WK AR A

EERIEN

ek
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O
R

(6) XL A 4 ) ICMP R CHEAT 40
IEERE T, EIEAT 4 S0 1 2808 6 26 ICMP 30, Horp 3 iR, 3 % ma
o T FE IR SR 23 AT IR S W IS 2 3-10,
#3-10 MBS 4 KRS R

]R3 R H

2SRRI H
JELNES IP Huht IP HihE TTL | Type | Code W AR

EERIEN

ek

(7) X A 5 1) ICMP 8 HEAT 04
IEFRET, AL S 203 1 283 6 25 ICMP #3C, b 3 28RS0, 3 &M
o EFIBIR SO FE 73 R AT IR M RS 3R 3-11.
£ 3-11 HBE S RO HER

] /A B #)

\ o
M | s | e | | PO O 555 P AR SR

EARES

6%

(8) AT AHARINVE SRRSO R, I 734 Traceroute A J 2
Xt AN GG 2 ICMP R SCHEAT XS L34, 73 A AR ji gl 57 A, BB Tracer

oute B TAEJR B,
i BRI
® Traceroute {#i | ICMP il i) TAEJR B,

FHL Host-8 A4 BEMS HREN 3 2%t 2843 13 hk 2 A4 SREUAR 3138 B L b ik 2
PUEL A 1 AN A 2 AR SN A MR TR 2 IV A5 4 FD9TVEL 55 S IR SO AT A AR 1R 2
[&]— I A5 1K) ICMP #5235 TP Huhik A H 1 1P Mk B S AHE 2 of4?

1. {E55iRAR
1 ] GNS3 58 /8% ICMP Wi 534 o

2, EHEK

PR 1 588 ICMP ) SCEER 43T 5
R 2. SRR ICMP 4R SCEBL 40 #r
PR 3: SEML PING 1815 947

SRRARF BRI FZEBA / 5 73R
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3. FEEX

H 1. 5ERER 3-1 WIES, JFPEACIAS 58 FI A A RIS B I B0 i Sc i

BH 2: 5EEE 3-2 3-3. 3-6 HIIHTE, FFRACIAS 58 i 3R M a8 B R N PR 500 4R STk
BH 3: SERER 3-7. 3-9. 3-11 HIIHE, HPEACIE 58 I A% A RN X B2 A0 B s i Sk

4; EIR ICMP [P R,
5: EEAESS 3 sEIn g R, 9 HTUl B Traceroute Y TAF

SRRARF BRI FZHEBA / 55 87
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