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1. PILER SRR A

|3

1.1 T ENFE IR £ TR

PAKEREED: #EENIERERNINE.

WS Bmoss RS EMOSS RS

| | @ o O
gl e Vgl e

O #x

8 K& |

Eeos B EM

ok
|
§ BE§§
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1. PR -

1.1 BN REEIGHR SR

WK
» SEEE N Lt ARSBERE.
n BEEXELERER.

» W& RENEMO TR —MHXEIESTT POU, LUME 7RISR

EMER, BATFHERR.

n XN E IR ARE DT (traffic analysis),
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1. LT 2 aTmELA 1.1 BT S MR

FrigE
n 200 EEEXRMNE HEXOIRY, XMW ELS NSRBI AE SRR,

n JEEFEE (rogue program): #EEZ, FEEE: TEIRS. 1EVIE
B ERERDS. BEER. BIOIANE. RIEREE
m E4EARSS DoS (Denial of Service):

o EMEE R BN CRIE MRS B[ MEMARERENE, EZIRSRITERMIE
RS, EETERR,

o “Z‘Eﬂﬁééﬁl?z& DDoS:
BB ERORVE T A0 RIE— s, MFRAHFHEIERIRSS DDOS (Distributed

Denial of Service),

BIIE R EIR NS T R S siE R IS,
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1. MEZ L IELA 1.1 BT S MR

HENNESBEZEER
n FENKE, FJLSRENE SR,
» THEIRE, BRI ER.
n BN NEBELERR:
o BIIES TR ABHIREDHT.
o fplEESER.
o 1N B R SORAIE LIRSS
m XIS IR,
n A ENKE: IERA + LR,
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1. LT 2 aTmELA 1.2 R ENALE

— M Z2HTENMERATIIA BiR

=1789
Z2lE

] 111 B2 25 A5 AR B IR M BOR BB/ https://internet.hactem.edu.cn
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1. B R LRREETE 1.2 RLMIH BN

— RN ENRERIAEIMA BiR

B17/9
e

n ARERHRERIRS A IEERREEENRE.
» EMNERLSEENRETHAET, EEMIHNBREURARFHIIGE.
n TEEASHEBRA.
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1. LT 2 aTmELA 1.2 R ENALE

— M Z2HTENMERATIIA BiR

B1TRY

23
" SRR ST BT,
 EXERRER R EE.

1. B R LRREETE 1.2 RLMIH BN

— RN ENRERIAEIMA BiR

B17/9
e

n (ERNREFREEN. B R EBEREU AT LM,
n (ERNREESHERENFERTTZEIN.
n ERREE T iRRENTHR M.
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1. LT 2 aTmELA 1.2 RLMHENAE
— M EZ2ANTENPERLERIN BiF
iI=1THY

Z2lE

n RRFHEIERES
m iz (access control) MitBHRANZLERIEEEERM.
n GERHARRIEANBRIMLUES], FHRESAAFRIBIEDMR.

FHEHMRSS.
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1.3 #iEnnEsEs

é;mga;
i

)
1
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1. MEZ LA EHELR 1.3 S

=5H
» INEFIAEEFAIIENE K (key) 2—RWBHOFHE (BILASE) |
w BESOBEINEEE £ AINEEA K B
Y = E¢(X) |
. };zﬂﬁuﬁfaﬂ%ﬁ BE% D EEHREES K REEY X, BESE2EE

ERYE
| DAY)=D(EX)=X |
o INZ= AT AT LA—#E, ] LIA—HE,
o Z5REE HE A ORE,
o LR EE IR EIXRT, BB — 1 LeEE,
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1. SRS ITEHR

—LCEEEEES
m ZRB4RADS (cryptography) :
o ERAHIRNRITE,
n BRISHTE (cryptanalysis) -
o FEARFIERAVIEIR ™ NE SO A E AR AR,
» BILRIDE SEE AT ESRRAAEIES (cryptology).
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1. MEZ LA EHELR 1.3 S

—EEES

n IRNCEEVERIS 72BN, BAEENTENRE EBIYE S RE—b
EHXIMAYEESL, WX—ZRIAFIMATLRE LRI, SMNIEIE LA
SRR

» JISREAHAH PRIEID T REM I E BRI ERIRIRIE, NIX—Z B HITRA

B L RRm,
i 7 B 24 A R S B B I B AR BB / https://internet.hactcm.edu.cn
2. PR RB (A Hl 2.1 SHHEAERIH)

MIRZATBEEH . NBRASHRE RPN ERERZANEEEE
iy
hnE&=EAE K 8 “ - T~ 8 hnEx=EHE K

— ~
EiEt EX Y - L2448 DizE
D umm;s B T o

BE3Z X B X
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2. L H 2.1 MRS

HEnnEtrE DES

» DES BT IMERENGSE, 2—FodEE,

» TENNERD, SENBMNAGHTOE, BMERERN 64 1L

» RENE— 64 i THBIEIERTINELE, FE—H 64 (UEEUE.
» RRRBREEERERR, ASHENIEX.

» (ERERYEIRDY 64 7 (SERREIRIREDD 56 {7, B 8 (VAT EBidR),

] 111 B2 25 A5 AR B IR M BOR BB/ https://internet.hactem.edu.cn

2. PR RB (A Hl 2.1 HITEAZEAH

DES BORZ 4

n (VEUATFXEERE, HEERATH.

m TEEOE: DES EEERYD,

n AEEIRITHHIEE DES ZRERGH.
o 56 {1z DES EABIAREZEHT.

] 7 e BE 24 K A B FLIBE R BE R AIBA / hittps:/ /internet.hactem.edu.cn




g&cg\ﬁgﬁsﬂ;“ 2.1 IFREHASREH

=8B DES
= R 56 (ZRYE5HE.

» {8 64 (VAN A1 ERNE, BRI ERRE, RAaBERS—
NERINE, Bl

Y = DESy, (DES-y,(DESy, (X))

KKK KKK

ug;zé i ﬁm wi ﬁ ﬁuarc

hng 25

T+ B 25 A% EHOR 52 B FE R HOR B3 ATBA / hittps:/ /internet.hactem.edu.cn

,*Eg:ﬁg W*u 2.1 JFRZBAHEEH

SHRINEZRE AES

m 2002 FRL AEEBAINZIRE, WER ISO/IEC 18033-3 1Rk,

» SENNERRE AES (Advanced Encryption Standard) 2—f4H%E54T,
HREN 128 (i,

» B=MINEinE, HEAS IR 128 {2, 192 {770 256 {iZ,

s NZLEREZY, ZEIRELL 3DES R32, LE2MBAXINE,

] 11 B 25 K2 EAHOR 2B FLBE R BRI B/ hittps:/ /internet.hactem.edu.cn
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| 21 |
gs g\ﬁg {leﬂ;“ 2.2 BRI

NERARFTERERIRH,
(ERRERIIIEERSHEER.
XA IEARTS AR ARSI FRE SRR AR,
RNIPERAH - ENERREA:

1 XIRERERAHIE RS Eoa

2 WHFEENTK.
ERRY: RSA K], —MPETEICHAIRE S MRICREAIAS,

T 1 B 25 A% R 5B HE R BRSO ATBA / hittps:/ /internet.hactem.edu.cn
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#gEQW$u 2.2 AAEBIEE
AR S S RS AR R A Em G
$ﬁ%ﬁ
HEIENAIAE PK, —" T~ & SEHTEALAORAE SK,

Dﬂ%}%é BEEE

BE3Z X B3 X

0 7 BE 2 A R S B LI I B AR B AIBL / hit internet.hactcm.edu.cn




2. L H 2.2 LAEBIHH

IEZRSEEH

= JIEE4A PK (public key, BINEE) @ AFF,

n REEGE SK (secret key, BIFASHEMIR) @ HBERE.

n NEBEE ERESED . 2.

n BATAR SK 2HRIE PKIRER, (BEIFBERIE PK & SK,

&

7

B S

] 111 B2 25 A5 AR B IR M BOR BB/ https://internet.hactem.edu.cn

2- ﬁ,*tgﬁ-gw*u 2.2 2AEBIH

NIPEEEFR
1 BN A LERE B A 'R
o JNEEEA Py F0 REREIA SKg o
o INEEH PKs SUEZRIE B (IR, BRARATT,
o BT OK; HUEIRIE B AUFAIR, XTEMEQIAERRE.
2. KRIEE A B BHIRE PKg WA X N (E1a8) |, REXIELS B,
[ EPKE (X)
EWE B BECHIAE S & (D ia5) |, BIRIRE M
Dy, () = Dy, (Eo, (X)) = X

T R 25 F A AR B B R HOR B ATBA / hittps:/ /internet.hactem.edu.cn




2. MREREH

2.2 2AEBIFH

RNPFEANTR

79"
4 INEEBRLTIHY, BT ReAkm@EE,
Dex, (Epk, (X)) = X

5. INEFREEER LT, BIiEFmE S awaY:
PKB (DSKB (X)) = DSKB (EPKB(X)) =X

3. MNEXIAY PKg SLFR ERAIREESH SKg, BIM PKp E SK; 218 EATTRE

2. PRRESIAH

2.3 AEEBBHIRR

NHESAS TRV X 5!
n ﬁmmﬂ%ﬁ.
o RS EE LR LT — RO SR .
o XIMREEE (R T E BRI,
n ERARFER:
o MBS EE LR SRS ERERES,
o gl REBPEER—MiGLESEEREES.

R R 25 JCFAG AR B

LI H A HCF:

P\ / https://internet.hactem.edu.cn
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(HAUMZS AR S HEINRFZAKE,
PAR B B RYIT R E.

@No
© == O

s

3. :£5l

3.1 B3R

451 (authentication) E2MELeh—MEEEAY G,

LiF =R ERHRRYSEREE

- ERREE, BLERE. * RICRAEM AR
« i RIFRIASKHEE.
« BRI AR,

RXENERES: EARNMRIEE, ERNAENE.

0 e 2 K A B FLIBE R R AIBA / https://internet.hactem.edu.cn
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Al 3.1 B3

i

3.

=51 (authentication) 2MWELZEHF—MEEERI O,

ERISNZEARE ERSIENAR
o INEZRTLASCIREERY., « 8% (authorization) $R&AY
. BFSEXATEMNS, (BF [RER: F#{THSEREN
EE5, RVF (MNEFATLATE i

TIEXS) .

] 111 B2 25 A5 AR B IR M BOR BB/ https://internet.hactem.edu.cn

3. 55“ 3.1 37w

BHFERtTER (RE)

A BIEASH SK, 8 8 A BI234A PK,
58

A EizgE
o

ERIRESE:
A FIELTARR SK, 3HEX X i#1T D isH SRR,
B ATHEESR, B ARQHE PK, i#tiT EER, ERHLEX X,

] 7 e BE 24 K A B FLIBE R BE R AIBA / hittps:/ /internet.hactem.edu.cn




3. ££51 3.1 R

REFERiRiTE (RIEB)

A HIFAS SK,
52

=g EX Y
T R

R
HFTEEEFER A B9FAIA SK, MHEX X i#1T D i5H, B XREIRIRICHTT
BEEEMN EEH, B2BHAREMNIEY, JILIEXEHENE.

3. 55“ 3.1 37w

& A BI25H PK,

EiEH
hnEeiE ' i

FEEIA:
A EfIERIERNE B, B WIB X & Dg, (X) HREHITAIERNE=5,
SB=EHREZA PK, FiESL A fSCRIEX X4 B,

] 11 B 25 KA EAROR 2B FLIBE R BB AL/ hittps:/ /internet




3. &5l

3.1 RS

REFERiRiTE (RIEB)

A B9FARR SK, 5
R

EiEH

nEEix

HFERH=/TIEE:
SE{AER]: SERBSRIR,
|R3CER: PR, RIEEEE.
AEEIN: FHHER.

KigE:
RBHAREISISE A BIFAIE SK,.

i 7 B 24 A R S B LI

PR B

https://intern

3.1 B3R

A{RIENZ NS ER
A B9FA%H SK, B BI2EH PK,

§ 4 5

55 ik l
DizH EisH
NI IS
A X
Dsk, (X) Epgp(Ds, (X)) Dk, (X)
—_— . IS5 —
« EBERTES >

&

B H9FASH SK; A B92A PK,

o KEHTER D EHHAA EEH, EHEEAKX, REIEESH CPU MiE.
o BEREEFERFHIMGSHIIRERME.
o ELMHFERVMEMAPRD, B—EBTREMNPBBEEHFHE.

B2 A AR5 I
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3. &5 3.1 BT

EADEN R EL

FHIIRG RS ERRH

(ESIRERIEAST X mEEERKE
HIRGIE H(X)

REERENATE

1011

MZAEEN, KER
B, A b e A ey | 10010...1011
10010...1011

10010...1011
10010...1011

T —— —
X

] 1 B 25 KA

Re¥be B R AR 22 HIBA / https://internet.hactcm.edu.cn

3. g%u 3.1 37w

EROBIDIEREL
s MD5 &%
o MD5 893811 Rivest 24 —ME18

IRIBLATER MDS IRSGHERTS, ERE— 1 SRRREERRBENS —IRY, EREET
B ENVFREFATRERT.

o EAREE:
BREBEZMEE, FRBERIETFINE—(EHSERIRFHE—uEX.

] 7 e BE 24 K A B FLIBE R BE R AIBA / hittps:/ /internet.hactem.edu.cn
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3. #£51

3.1 B3R

ATVl [BSE4
= MD5 EEHELR

o [0 EESIKAYRIGRIE 2% IHEERE (64() |, EINERXAEE,
o 1E%: ERSGIREZEER 1~512 7, FEEERFINDKER 512 FIEHIE,

L =224

ErREf2 1, EmEE 0,

BX 1000...00

BRE ——|

—— HIRFEMIRIKE, 15 512 & 448
BRE, 512 MBS

] 11 BE 25 JCFAT AR B

64 i

LI B AR AL / https://inter

3. =51

3.1 B3R

EROBIDIEREL

m MD5
©)

SETESR

I

248 BEINMEBEREIRY D EINZA 512 (AYEEER, B4 512 ZAMRSEL

BB 4 1 128 (IRIERESR,

o & 54 128 (MAEIRRIOREEI T EAIENS R £
R%BBZ 32 LLE’J/J\*Q}EB&J\_TTaZKE’JJ\é%o

Z®,

g (128 fi1) .

f£20045F, HEFEENZLET St FHOZEFICN, ERRLIBRANGERE—

15 3%, KAZ 1 .
MD5 pIR£MMAETHE. e, XEFSFEFKRTI MDS5 SLiRBE.

i, EMHRXEAHERK MDS X, mXXE

MD5 REBTLHFIRE SHA IREFTE.

] 1 B 25 KA

AR B

LI B

T4 RUE, 3%
—BEIEEITEL MDS5 IRIGHER

A HHBA / https://internet.hactem.edu.cn
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3. &5 3.1 BT
e

n ZRHIIEE SHA-
TEREPIEE SHA (Secure Hash Algorithm): BISEEFRESTIARINES NIST 12
E’J—/\”WJ AR,
o 1 MD5 18, BEEFIERH<EY 160 £,

o SHA-T B R2FABRANIRX IS BT E 512 fiKNERR, AEEIENCERS
HEIHE.

{8 SHA-1 ERBHEIE R R 2 EHRARIRITER.
SHA-1 B E /D= EUBRITHTBIPAIE.
BITBER T SHA-1 RIHE.
FSHEACHREMREM SHA-1,

Z®,

T+ B 25 A% EHOR 52 B FE R HOR B3 ATBA / hittps:/ /internet.hactem.edu.cn

|40
3. 55“ 3.1 37w

EREEIY R EL
n TEHIIEE SHA-T
o SHA-T 23 SHA-2. SHA-3 FREHL,
o SHA-2 fodansy
SHA-224, SHA-256, SHA-384, SHA-512,

o SHA-3 RS Fhasay
SHA3-224, SHA3-256, SHA3-384, SHA3-512,
SHA-3 RAETS SHA-2 =2 RREINIEG R,

B, ERERETHE—MEISSHEX X, EARERE MD5
5k SHA-1 B5I{ENS—IR3T Y.

T R 25 F A AR B B R HOR B ATBA / hittps:/ /internet.hactem.edu.cn
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3. &5 3.1 BT

FRfRSZE RIS SRS 551
» EOOIRREER . BILARGERRL, (BARERINE, TREEESLIURM R,

A gzt (S X
i [Hoo)

Hy(X) = H(X), 2 A &ZiEidHRR.

e H.i(X) # HX), T2 A RiXidRa9,

S M BEHE

] 111 B2 25 A5 AR B IR M BOR BB/ https://internet.hactem.edu.cn

3. 55“ 3.1 37w

PR SCE R RS SEIR S|
» BOURMITRE: ST, EFREE, TREEESLIURIES],
m JRIRTSIR RAHREERIE MAC,

o B HERIE K SRS X #HTHE, AR THENEHE.

o B zEEEHANERAEERERN HX + K), FRAIRNERIFE MAC (Message
Authentication Code),

] 11 B 25 K2 EAHOR 2B FLBE R BRI B/ hittps:/ /internet.hactem.edu.cn




3. ££51 3.1 BT

FRICERIEE MAC £51HR3Z

(2] =

g
XX e x| T
AR
K N —
FE2EE HEE#T
B5iEE

BHER#GT | HX+ K

BoNEE H(X + K)
BElEERN
RITERIRD

o RABANRERZERN K MEEME A REMRX (BREEHE A B MAC) .
o ERIIEFHRENTINERE, HEMTEERD.
o REFRIRSCERMIRANFES WL FIEMN.

T+ B 25 A% EHOR 52 B FE R HOR B3 ATBA / hittps:/ /internet.hactem.edu.cn
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3. £50 3.1 %8

(ERAEERRRSCERE MAC IHESTES]

=y
0 55 x - (v ), x|

i RAORST

]

BEEKE BE&m

=vegl] RITERIE
BEKE
o GEREGHINE, TEXMBEMONE H(X) #47 D 58, o)
o ABEDE AWM, EILRTLEMSE A BHIEY,

T R 25 F A AR B B R HOR B ATBA / hittps:/ /internet.hactem.edu.cn




3. ££51 3.1 BT

N smse x | ( EEA
T RRRIRY
[H00 |
ceEZmn
RERITD
BEKE
o FRSEIRIRIEXY: RuIthis, FAEA, s

o TiEHA: "A AECHAEHTES, B A A MARHTER" .

T+ B 25 A% EHOR 52 B FE R HOR B3 ATBA / hittps:/ /internet.hactem.edu.cn

MR RHZ=HA K?

KARMERS
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3. #£51

3.2 iR

SLIRE R SIRCERI AR,
IRICER!:

n B NEIHRSEREERIR I RIEE .

SL{REERI

» ERGERNRIZENTENSERN, YHECEBERIN L SR RFIIE—R,

] 111 B2 25 A5 AR B IR M BOR BB/ https://internet.hactem.edu.cn

3. =51

3.2 sf Rl

B8 ERYSLAREFIITRE

[A] « @

» (FREZANITRER Ky SERISLIRERI,

’7 A O%

» FEBERE: FREfTERSE.,
o ERILE (replay attack):

NEE CABERFRY, MeEREH A INEIRSCRIES B, £ BRI CHE A,

—

B pi=mflienk A B9 C RIEFSIRNEELS A AR,

] 11 B 25 K2 EAHOR 2B FLBE R BRI B/ hittps:/ /internet.hactem.edu.cn
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3. &5l

3.2 iR

(EFRAR BRI TAER,

[a]

A, R,

® AREH (nonce) : B—NMAE
S(ERAREINS, B “—R—

RBI KABa RA

.
o MTFAEHFEESHER, AL
C EHITENNERNTEESE

Kng a Rg

FAFREGRRIAREL.

T+ B 25 A% EHOR 52 B FE R HOR B3 ATBA / hittps:/ /internet.hactem.edu.cn

3. 51

3.2 sf Rl

ERNREFIH TR EEER,

[al

A, R,

o TEfEMAAZMBAHE, "L
FEHHTEZER.

Rs, KABa Ra

o (ERANMAKEER.

i BE 25 A AR B B R BR B BA / https:/ /internet.hactcm.edu.cn
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3.%31

BEWE

n CERZE A, KXRAB, 1 "BEA.

m BIEFE—AEH RB, KIXHG A, B8 CEIR T,

n C HEA0FATE SKC B7e2 A BIFATH, XJ RB 0%, FAiX4S B,

" BTIT:] A RIERZ, BRI HEEERNRNAERERIR, BRI BH C &3k

s CIEECSHIRE PKC EFRZ A IIRBEAIEXS B,

» B AWERIAIAEE PKC XTULEIRINNZRY RB #iTHES, HEAERIARIEH, T2
BIEEEFEING R A, EEHMD A RXFZEEENRE, (B804 C &3K T,

] 11 B 25 KA BAHOR 2B BB M BOR BB/ hittps://internet.hactcm.edu.cn

3. =5l 3.2 Sek s
BEXE BEMHEA C
[2] g

@%

[R |
(:H
S AR,
B eV D 2O, 3 BIBARRII R
PK, PKc
5 @ DATA
PKe

AN EIARIMEA AN E SR — MEEEEMITER

] B2 KA BRI R R AIBA / hittps://internet.hactcm.edu.cn




4. ZiAREL

EERD BCAVEARES
n e
0 BEETERNZERP L.
I ETREE:
o BSBMORTE. PR, FEA. WITAEA.

n B AN B RIAEIE PR ARG
n ZEEI R EEEH T \@E

o WM BT IRAFE R SR EEETRR OB L ERBERAER,
o MRS ECHIC: ZRBHDES.

] 111 B2 25 A5 AR B IR M BOR BB/ https://internet.hactem.edu.cn

|54 |
4. Z5H e 4.1 SIFRESAAE

BHAIL wIEEDEAHC KDC (Key Distribution Center),
m KDC %5
o0 BAEEHTHEBENBFIGRDE—M1EESR ((MER—X) .

o FBF A #0 B 82 KDC BIEcAF, HES®E KDC BIiRSs L= 7&BM
KDC #HTIBERIEESA (master key) Ky # Ko

= EEHAEIRAER,

] 7 e BE 24 K A B FLIBE R BE R AIBA / hittps:/ /internet.hactem.edu.cn
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4. B EC

4.1 WHFEIRRI BT

KDC &iEZR Ky s RISTE

zRamtl SO | premzen

=] ==
——— T— — A K
—0 _gym——— .

K8 Py
Kg, Kl B, 1,

© id 75 K

=R (ticket)

A

iR TEMLS EIGXRAR, MEESIMZR. HEBRAERAEN LEEX,

] 111 BE 25 A5 AR B IR M BOR BB/ hittps:/ /it

Lter

net.hactcm.edu.cn

4. ZiAHEe

4.1 WHREIRRISFER

KDC M2iEZIR K5 IS E
i EXKE
Efﬁﬁﬁﬂﬁalé T BREREZNA
m e RF =248
——— — — A K
—0_mxm— =

K )
Kag. Kafh ., &,

=R (ticket)

i —© L 5. |

o JRpILERILE, KDC EATERSIAFANARIEEE.
o RFWMIA K BRI, BIREERS.

® KDC BEERAFRIZA Kl A, BIEMER, RS RESRFSRAMGNE.

T v B 25 K

i B F B FLIR 9 BR £ AIBA / hittps://internet.hactcm.edu.cn
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4. Z5Htic 4.1 IRESALAE

XIFRESADECNY . Kerberos
» BEIHRHBRIZ Kerberos V5,
n BERERIY, BERTHE KDC, EREEXMENIRE,
» ALY DES ENIRERISRINZIRE AES FHITINE,
» FRAW RS
o £5RS388 AS (Authentication Server)
o EEISFIRSSES TGS (Ticket-Granting Server),
» JRTERSRSRZE9E5), TRTAXTARER,

] 111 B2 25 A5 AR B IR M BOR BB/ https://internet.hactem.edu.cn

B
4. Z5H e 4.1 SIFRESAAE

Kerberos
[ ] o
] o

52 &<
L] c w | EH
° LA

Kerberos

T{FimiE

] 7 e BE 24 K A B FLIBE R BE R AIBA / hittps:/ /internet.hactem.edu.cn

29



4.1 JFREAR S EC

Kerberos

TERIE

Kerberos
(- DA - ]
[ D]
== ==
AS TGS

K@ n e

_(Kshg T |.,B, K@ A Ks | }_'

] dare]—

] 1 BE 25 A

© AHFREFER K, .
- ARRALE®BOS, §

© BAOSHEBNEES.

A& LSRR
Ko

ABE HIE M BEAR B AL / https://internet.hactcm.edu.cn

4. Z5A9 D

4.1 WHREIRRISFER

Kerberos

T{FimiE

[Ca]

Kerberos
(- DA - ]
[ D]
== o=
AS TGS

Kansdann]

_(/(slﬁ T ‘,B, /(rsla AKs ‘ }_'

- e

4{ Kel@ T, KB}—.

« Kerberos EXFFG(E

+ HERE:

F Kerberos B9 W
SRTERY SR _ B THARRAY
EiE 2

ERFFEEHAIRIHHR
ETBEAK,

+  BUtn, FeEEE 5 S
HEER, XMERE
AT FRLERISE.

i BE 2 KA AR

BE FIB R B AR #CFHIBA / https://internet.hactem.edu.cn




4. Z5Ho e 4.2 BRSE
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HFUEP (digital certificate)
» BEIHEERIER,
n EXNNESEXIRAISLAR (AZA1E8) HTHEN—MER, RLEERAN
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P VFAEEERUREME, FEERIL:

© HiEMEME

@ HIETEME

o HIERFREAMLE

HRTEERITIL ErreeE, EEMIEaIaR,
» A WEEREZWE— MBS ERIBULAY P HHER.
IPsec fefit TinE. ILEEET ZRNEIRLE IP ERZE.
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IPsec thiNi&

m IPsec: IP security, IP Z&ZZ,
m [Psec R@—PE—MY, MEEEEE P BIRHERKNBEZ IR,
m |Psec @ MEZE:
o RFBENLIEESENE LS (P, ZRKE) .
o FAERIEEERIFE, IPsec BBIETETA IPsec BWVRSLIIA—ENNEE X,
m [Psec 235 IPv4 0 IPv6,
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IPsec ¥ h&
m [Psec H=EBD4EAY
o IP Z2EUEIRE0: BN
LBIEER AH (Authentication Header) 1Y
+ AH RIS ERIF IR, ERERE,
L2 BEWEA ESP (Encapsulation Security Payload) #MY
= ESP iMIRMERSER. HIRTEMEARE,
+ AH HXEITHBERRE B ATE ESP YA, {FF ESP tYFARTLAAER AH 198,
f$5F8 ESP 3 AH thiXRY 1P EURIRFR D IP R2¥URIR (3L IPsecBURR) .
o INEEL = MY
o HEAMZ5H35HE IKE (Internet Key Exchange) 11X
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IPsec timX ik
n P ZEHIRIRERMN TIES

[RYg P EER [R5 1P EiER

TCP/UDP $BXER |F§;n TCP/UDP $BXER

IPSec IPSec i E ity IPSec
=58 TCP/UDP $53ZE& 2R 1P 225 IPSecE 38 TCP/UDP R ER E2p

|
| IP ZLKIER IP RLKIBE
iZiB R (transport mode) BEiExH 3 (tunnel mode)
o ERNEHBRNERAIESBIRINEFE o IR P SRIRRAIESRIFMETIEHIER, B
ISR, Bkt P &, NSRS 1P BSER.
o BATFENIENZ AL RIEE, ® TETE IPsec HRIRFREEIAIFAEINMEE EEHETT
® TE(EH IPsec FIEHIERETT IPsec MY, IPsec t1¥,

® BEHAFEARIMEHERM VPN,

T R 25 F A AR B B R HOR B ATBA / hittps:/ /internet.hactem.edu.cn

37



5. HEXM{ERZ 21 5.1 FERELN

IPsec MM i&
n P 2EHEIREMM TIES
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o TiSERAMMAE, REETER IP Z23UERM 1P EEERERINZHY,
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BREHZE R-1 2 R-2 F9R2XEX SA

M R1 FJ R2
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H1 SA: R1—R2 =
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© BEATSEOEN H-1 ENSATMEN H-2 B ERMETRSEE,
- ARSBEHATZARESKE SA SIERHEE R, 7l R, 2L,
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ARLSER

H-1

H-3 S8 Psec L mEIPsec
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LEKREX
» ZEXE SA BIEIRSESR:

o — 32 URGEEFRRAF, TRARESHESI SPI (Security Parameter Index).

o PREFRIMNEESEEY (6120, DES 8% AES)

o INEERRIER.

o SO ERIEE (FIa0, FERRIRSU™E MDS 8 SHA-1 UIRICERIRS MAC)
o SERIEBIEE,
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IPsec BYE D1+
» HEXEEERSHR IKE
o EEEZ. BENAIERAE [RFC 7296],
o IKEV2 LABIN =AM oERE
@® Oakley: ZHRLERMIMN [RFC 2412],
@ ZE2EPXINE SKEME (Secure Key Exchange Mechanism): FBFEAIRAMNMN, BFRIAR
SEINE SRS E AR R AYSLARSE Bl
O EHEAMZEXEBFZHEERMNY ISAKMP (Internet Secure Association and Key Management
Meégggﬁn;m): FBFSLW IKE che W HIZEARSHR, (& IKE RORTHRRESELANREEML. RREIAIIRSCEIRE
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EHETZERUTTRINZEMN:

BE2ERFE SSL EBRERE TLS

(Secure Socket Layer) (Transport Layer Security)
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Y TLS B9 S
n L2EEE SSLH Netscape F 1994 £ A, [ iZNATET HHEMS
FRERIAE (BARTFHHEMA) .

n SSLERRERASGNAERN HTTP MizmE<E, £ TCP Z E@vie—1%
e2mEE, nEd TCP ERIN BEEERELZ 2 RE,
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5.2 iIEMER2MN

o EXRIXY: TLS RURIMERISIE, JEImBTME, ARBINEGHESIEXE TCP BiEF.
o TEIENS: TSL M TCP ERFIZIAIE, BERICHERENAE.

1Y TLS BYfE
KMAE (HTTP) BIFE (HTTP)
SSL/ TLS SSL/TLS
TCP TCP
uDP uDP
MEEOE MEROE
L (Coom )—
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5.2 EHER LMY

TLS SN ABEMIRIITX

m TLS BT

—MNERHITAEERFHINBIERFZO AP, 5 TCP RIAPI 1RILL

» MR TLS RZMIFE HTTP,

o TLS °TA

o R AFERE HTTP AR TLS XENWIUHITINZRS, WR ESIRR AR, ERIHE
JFRER http BUMETS, TWAEZERL T https,

o s {$3& security, FIPIEFERNRRMLTEIRSHI HTTP thil (TCP BY HTTPS
OS2 443, mARFRERRES 80) .

THINBED.
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Y TLS BEXNEEIRITIRE
= EHREEN EFin (Whes) SRE5IRSSEE, WEEPRERERIM AR
SRR R EMAIEN.
" R
o REBFFEBE—MEMN CAEBRIEBET,
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o WSS EE LT ERERIRS SR LSRN,
" BURERIERMNER:
o BFNR EREFY
o RENR: EHSRIY
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5.2 iIEMER2MN

TLS EvZS RN TIERE

HOST SERVER
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EFMER: W5 BRI TCP & ————
(R © WEINEEE A SEERIIEEE ————
© 3 CA pziaER) B i | © WAMIERE o s
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5. BEXMIERRNZEHNY 5.2 IEHEELMY

TLS ROIBFMER: JUEARSS2E, ERRIEM RS
1 WS,

0 NIYSEE A [BARSSEE B RXNINEERAT TLS IRASFI—LaNEaIIiEE =,
8 B \PIREBCHTIFHIEE (W RSA) |, FEH A, ERHEECH CA HFEPRIRE A,

2. [RSSERER.
© = A FEFIERF CA FRPENEAIEBHITIRIELES,

3. HERERSA.
0 A A RIS IENZIAREEEER T MS (Master Secret),
© = A Fi B BIRA PKy SIEESA MS IN%, 1SHINERIEZSR PKy(M
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TLS FBEFMER: WIERSSE:, ERRIEMERAFIIHEZEER
4. BE552% B FEICHIRARIEE ISR

©: SKy(PK(MS)) = MS . b, B A FIIREEE B 40 7 HEEAURICHIEMIARNERE S,
5. ERiRiEEHe MO,
6. HTEMHHEEEMZR, FF A MRS B RIFEARRNEHE.
7. ERBRIER 4 M RRRYEEA.

S—HEIEEH 4 VS GER: RUBRRIREE)

o B AREMIEERORIEES K

o BF ARESUERER MAC B8 M,

o [R5% B AEIEMEMNSIEEA K

o [R5 B AUAURRIERA MAC B98 M,
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TLS M=IEMER . (RIEEELIRAO I MR
n EIRAVEERN D AR/NIEERR, ISR (record),

o E— MR TERIEEMNEEE,
 CERIMIE—MEREREINFRFFS, E—MeRIER O,

0 RIETF—MEREEFESHN 1, FSRAENMEET 2% -1, BARirFS4%
» FEAREEICRZY, MeEEHTEGIZERN, EFSaatE.

o0 ZF A [GIRSEE B AX—NESGCRAS, X MAC B8 M, . 1ICEHEIFSH]
BESUERHITRY EE, £3BENICERN=EN (WENIRFYLR) . FAS
EEE K, TR,

XHMIHCRINBAY TS R AT KB EEAERINNEE AEAD
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TLS {EiXficFRIEN

| xm | mF | kE | BxiEx | mAc

—
IR ER K, DN

o RITEN: {SIBFMEERNCRERIEFMERAR, FRM
REFEENIRY, HREEXA TLS ERR.
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0 EF A FIRRSS RS B IHEARIXAEY, MHLEERIGE.
o LERRTREZTH PMS (Pre-Master Secret), A T—LEEZRER.
o R EEE.

=P A MIRSS B SEEREN (BHEN) 8% FEMERR PMS | ZPIRESFIRS

EIOREY, ERERR MS.
0 &R A BIRSSRE B AXRIEEEFMEIRSHT MAC,
o fRS328 B MEF A KIERIEEHEFMEBIRSCHI MAC,
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X TLS /e ERIEE
m K] TLS &z
o KF) TLS i&E# 2R, A Sl B MEeAERXA TLS BER, AR LEER T
(truncation attack),
o BRI
£ A0 B IEFEHTSIERS, NEERAKRIE TCP AY FIN IRICERRXE TCP &R,
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X TLS WRE &SN
m TLS 13:

o TLS 1.3 R T ENNL2EZZH8 ECC (Elliptic Curve Cryptography)
5 AES, EEEEL 1.2 iRABRAES.
o TLS 1.3 =0T O0-RTT A9Th8E,
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SOFIENRETE KEFHRARIZ 2N,

RIXFBBFHMHZ A BRIRIITH, BRREIRYAIZEE,

n RIEF A KD B ARSI ARIE.

» 5 B IRENERAE, BJRER/FROIEHRT.

FEF L SN S AFMIIEREE MBS EL, UNREHEE.
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PGP (Pretty Good Privacy)

m PGP (Pretty Good Privacy) @— 1 ERIEFIMFL2ME, BEN=.
£5. BFEEMEREERIA,

n BIER—LE R MD5, RSA, LAK IDEA 4487,
n IRHBFEMEFNZEMS. RESERFHR TR,
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m PGP /RMEIRTA,
o fEBRT, FJLUASN PGP 2EHEZ 2.,

T R 25 F A AR B B R HOR B ATBA / hittps:/ /internet.hactem.edu.cn




5. BEXMI{ERNZ 2N 5.3 MAEELIY
KiEFH A B PGP {1Eidig
0 A B "
0 A BHLK © F—KILEA K 1
BESZHRE X BESZHB{E X BESZHBE X i
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BIARE T EBNZEN S e R T2 e
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6.1 B5X1E Firewall

Bk (firewall) :
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6.1 Bk Firewall
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6.1 B5X1E Firewall

PEBXIERAR . 0 SEIIEIEEER
= BEEDEITIEIIREHIIS S,

o ARIESEANIRSH L REME D BH TR (BRIEERF) .
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im. PMYEREY (TCP 3k UDP) |, &5,

o BIRESH: iR s—1oE,

B/ BRIPHELE. TR/BRY
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s i BERESM, WHEFER.

R FEBENBESUE TS, f1a: %‘Eiﬁﬁ%’ﬁﬁﬁ?iﬁ%ﬁ\%ﬁﬁiﬁﬁ
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6. RE=E: PHKIESNEIE 61 B Frewall

PSR XIS R @ RIFRIE
n tFRAIEARSSES (proxy server)
o XRIOHITHRY, SLIE TN B EREENS SIS ERPE5,
o BB LSRR R R AR BRI R AR X,
o MEAMXENBEIFHRY, EE55KEGEE.
WREE, MAMXLEFPHENSHBEKRRIE R A RIARSE.
WMEFEZE, WEFRZ,

o BN AEHEE— N RERIN B
o FEN R AFIMIEIRS, IERIBKE,
o MNEFNER, HFEENBEREFinicEN B,
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6. RRERL: PHAIEENEE 62 B

NERNZESE IDS (Intrusion Detection System)

» BEBAENRCENR, BNRBENCENEENEACER, NN

ANB, LUERIRIEIENE, ERERERRN.
u DS S N URHID BT RE SR ES,

o SRR RN AR, RMEEERALSESIITIEEHRIE (BT DS AYRIKR"

KBERS, SHERTHITEER) .
m DS BERTHNZ MBS, BE:
o WEIREY, w3, DoS Wi, IWRIMS. ARRENES.
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6. RREEL: HAIESENMEIE 62 AGIAES:

MIPNEICNGE: 0 BEFHFIEAY IDS
» P — A CR SRS R EE

» SERIMNE S HMNE 2T ZREM, EE*fM’]EI’JITZ%E PREHFHFEIMA
REHEREp,

» REgtelErmE, T ARMRENRFLR.
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6. RRRL: PHXIGENZEN 62 ARISRRS:

MIANRICNGE: @ BEFRER IDS

» BIWRERETHINERE, FIESRERNTIHFIEAME,

. 1éL%JEUHQQEP/MEEW?ELH%&T “RIERERA, WIANRTRERET A
=177
s BROEERMNFSITEFERE— M FREER.
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MERZLTWAIRREZRLRSES

1. HEZZE (Elliptic Curve Cryptography, ECC) : EETLS 1.3 9
EFMYF SEIEESENNN, HEAERTRETIR. SMEA.

2. BaRE (Mobile Security) : flaNZaI(T%E%E.

3. EBFEH3 (Quantum Cryptography) : EFTEHHNESREHEEM
WEERPRNEBRATH, FEFEREE (Post-Quantum
Cryptography) BIHARITHAKIL.

4. BEBhSHIE SM9: —RIRERS(Identity-Based Cryptography) &
%, EEBERNAELEBRIR.
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