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7t Ubuntu Desktop |, i8I ZunfE 4k 23 GNS3, #AEMmAUWIT:

sudo add-apt-repository ppa:gns3/ppa
sudo apt update
sudo apt install gns3-gui gns3-server

MIRIRAE TS SOVT non-root A S ¥ Wireshark 1 ubridge B, PHIRIFIESRE Yes.

REE:
%% GNS3 I AMI %, Z W
FUA L .

https://internet.hactcm.edu.cn/mediaservice/network/syys/2023-1-1.

Bilibili V7 7] 31k

https://www.bilibili.com/video/BV INK4y1 Y 7J37p=1 RIS

IR 02: T fif GNS3 FLi
FTFF GNS3, i 1-1 Fram. GNS3 Ftii 43 6 M X 5.

File et

(D ﬂ >_> II l CFmIo . 8QAaQE

!

3

Please create a project
' net-virtualBox CPU 3.5%, R...

Aei@ N Qe

Python 3.8.2 Qt 5.12.8 and PyQt 5.14.1.

6

Kl 1-1 GNS3 St

D1 XN THEF, HT 70 H B MR E

@2 F Xy TEF, SRALE1EE W20 Fh i FH B8 £ FE 4

@3 S XN TAEX, i % & T HA P & 70 X A 4

@4 FXEOIMEE, B4 TAEX R & s T RS FEER A

®5 FXEO RS ML, R TAEX P IRSS #IRE

®6 5 X IR, R GNS3 #nfE 5, Wikam4.

A PR 03: %% 108 Bifk

ORI &R

MARFEM 3 Chttps://internet.hactem.edu.cn/network) R #% 10S 15 SC4F, HAd & 45
B4 F5: c3640-ik903s-mz[1].124-25¢.bin.
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@FT T X HE
LETH T BEA4d Ay [Edit] — [Preferences:=+), W& 1-2 ffios.

File Edit View Control Meode Annotate Tools Help
4 Selectall Ctrl+a |

Select none Ctrl+Shift+A
(@© Manage snapshots
& Preferences... Ctrl+Shift+P

K 1-2 FTF)E M O

O IngE%
it [10S routers), #RJ5 Aty [New] #4017 INEAE, & 1-3 Fron. E&FF FEERER
10S Bifg 3k, Wik 1-4 A, s [Next >) %41

New I0S router template
[105 router templates )
10S image

Please choose an 10S image.

10S image:

[1].124-25c.bin

K 1-3 dngig B 1-4 fIIF)R PR 1

O E W%

Ai% “This is an EtherSwitch router”, &l 1-5 fion. Aidi [Next >) ##4H)5, FlE %
HNAEEE, MHBIARE, WK 1-6 Frx.

PG, MR, ATARIE R ELERD, W 1-7 For, i [Next> 1.

siifi [ldle-PC finder] B & Idle-PC {H, Wil 1-8 frzx, siddi [Finish] %41,

New I0S router - c3640-ik903s-mz[1].124-25c.bin New 10S router - c3640-ik903s-mz[1].124-25c.bin

Name and platfo
Please choose
platform and

<<
~
ease check the amount of m thatyou cate to 10S. Too

enough RAM coul S from starting.

pefautt Rav: KEEY Y

LCI S EtherSwitch router

Plat B c3600

3640

EtherSwitch router

1-5 WHEAFK. FEMYLHE K 1-6 BRAAFRCE

OBER%ER
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AR &S B IR G fih [Apply] — [OK), 5ei &8 0E N, i 1-9 Fix. &
D5 PG FTLE 46 9132 T BRI 846, 1Pl 1-10 FFogs.

New 10S router - c3640-ik903s-mz[1].124-25¢c.bin New 105 router - c3640-ik903s-mz[1].124-25¢.bin

Network adapters

adapters that should be inserted into essary to prevent |OS to use 100% of your processer or

([ CRZ =8 0x605ee1f8 Idle-PC Finder

slot 0:

slot 1:

slot 2:

slot 3;

slot 4:

slot 5;

slot 6:

Kl 1-8 IiCE Idle-PC

File Edit View Control MNode Annctate Tools

105 router templates

2 Etherswitch router |

ww O > pll

Switches
Tomejnet/Grs3imagesiosc36o-ksots ma(1] 128 25
telr
. ==
0x605e€118.
iers_etherswitch_startup-config.txt

up-cenfip:

- Memories and disks
RAM: 152 MiB
NVRAM: 256 KB

1/0 memery: 5%

PCMCIA disia: 1M
PEMCIAdisk1s omis
Auto delete: Fal

- adapters.

[ M & Ethernet hub
@ Ethernet switch

slok 0: M- TEESW

S22 Etherswitch router

s
: B Frame Relay switch
Kl 1-9 BERZEER B 1-10 W& CAMER

£55 2: JWLEEMS
ABR 01 AR
O, Wk 1-11 P

@] @]
Host-1 Host-2
111 UL B M 2%
@ FH IR R
£ 1-1 EHUHHERR

FH 1P Hht /T WHERS ZES

Host-1 172.16.64.1 /24 172.16.64.254

Host-2 172.16.64.2 /24 172.16.64.254
IR 02: GEmH
FETRER T HAL P ity [File] — [New blank project], #EWiH &% (it ly projectl
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-2), s LOKY #&5H, 5epemiH alg, Wik 1-12 s,

IR 03: AL

OB ETEKX

AETGHS T AL Sy [View), izl [Show the grid] om MR 4l Bhim &, )ik [S
nap to grid] G0 HNE % E B0 SRS, anfE 1-13 Bk .

Project View Control Mede Annotate Tools Help

Fullscreen Ctrl+F

New project  Projects library

New project & Zoom in Cerl++

AL Project -2 2| Zoom out Ctrl+-
(TSN B /home/net/GNS3/projects/project1-2 )
Ctrl+0

Open project Fit in view

Open a project from disk  Recent projects...

Show layers

Snap to grid
Show the grid
K112 @l H K113 TEX®E
@I ImEN
TE AW 46 T BAZ 5 5 “brose end device” ¥R, 1 &kt #4132, & 1-14 AR

Hizh “VPCS” & EIAR 2 TAEIX HAa I, IINEE—& T EEIZEAE, QIEH 6 F;
Wk B AR LR -1 B ENLARR, Ml BN AR R GEME, W 1-15 Fix.
IR 04: UNINGE S
TEL M T HAL S “add a link” Elbs, FFUA/EE e RG], Wik 1-16 Fis.
AR U T A IR RN g 1, W] 1-17. 1-18 B, SERREERR NI
ETHE T B ARG fid [View), A% [Show/hide interface label] 17J3/ 48 4% 11 44 FR i

End devices

vees vecs

Host-1 Host-2
Bl 1-14 FTH 2% K 1-15 @InFEHL
veCs| vpcs.
>_ Console
™ start
K 1-16 FRURESINEERS K 1-17 TS G

AIRES, ARSI E BRI
AUR 05 FALHhERCE
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] Etherneto
Host-1 Host-2
Bl 1-18 s g K 1-19 =il &

O B JEshRiI &%

GBI S & Sty

8 Host-1 b5 IEiE 8 [>_Console), #iF 1-19 fiis.
@GN E Host-1 Hidi:

/[EESRIEIIE

Host-1> show ip

//ECE P Bk, X

Host-1> ip 172.16.64.1/24 172.16.64.254
[/ BRI, A IP K

Host-1> show ip

/R FRBERE
Host-1> save

@B Host-2 Huhlk

Host-2> show ip

Host-2> ip 172.16.64.2/24 172.16.64.254
Host-2> show ip

Host-2> save

SR 06: IR
FefE 22 12 ], 6 PING v A HEAT F AL IEEAE TR .
% 12 BAUBEWRAS

PEE B B EHL BREER
Host-1 Host-2
Host-2 Host-1

£%5 3: FEAXRIHEEAREN
IR 01 ML
O FhgEr, Wk 1-20 Fiaws

@t
& 1-3 MR
B BARE MEH S #1E
Host-1~Host-3 i FAL
SW-1 ZRAAAL
DA HAM L AL
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SW-1
J=
L

| |
T

P

Host-1 Host-2 Host-3

K 1-20  fi] R4 0

£ 1-4 THEHIFEI

R HHL BO EERE BO%RA
SW-1 el Host-1 NN
SW-1 e2 Host-2 LN
SW-1 e3 Host-3 BRA
OE 1k %357
& 1-56 bR

E#H IP Htihk /7 RIHEAD P - INvA
Host-1 172.16.64.1 /24 172.16.64.254 el
Host-2 172.16.64.2 124 172.16.64.254 e2
Host-3 172.16.64.3 /24 172.16.64.254 e3

IR 02: 7F GNS3 H B M 4%
1E GNS3 1, MR @m s, Wi 1-21 Fios.

SW-1
el e3
e2
el el
el
Host-1 Host-2 Host-3

1-21 FE 4
PR 03: FCE LML

//BCE Host-1 ik

Host-1> ip 172.16.64.1/24 172.16.64.254
Host-1> show ip

Host-1> save

//BEE Host-2 ik
Host-2> ip 172.16.64.2/24 172.16.64.254
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Host-2> show ip
Host-2> save

//ECE Host-3 ik

Host-3> ip 172.16.64.3/24 172.16.64.254
Host-3> show ip

Host-3> save

A PR 04: HAFMR
R 1-6 PG, A PING w237 FAHLIAEAE I
& 1-6 EHLBEWRAS

EEHL B BIEL BRELHR
Host-1 Host-2
Host-1 Host-3
Host-2 Host-3
£55 4: ERABRHZHRNEZEXKM
IR 0L MR
O$hesty, i 1-22 Fiox.
b T I N_—
i Lo RS-2
£B L A
53 5 =
| ) [ | ‘
| | |
SW-2 £ SW-4 £2

o =i

Host-1 Host-2 Host-3  Host-4 Host-5 Host-6 Host-7  Host-8
RS-1 Host-1:172.16.64.1/24 Host-5:192.168.64.1/24 RS2

Host-2:172.16.65.1/24 Host-6:192.168.65.1/24 VIAN11: 192.168.64.254/24

VLAN11: 172.16.64.254/24
VLAN12: 172.16.65.254/24
VLAN100: 10.0.1.1/30

Host-3:172.16.64.2/24
Host-4:172.16.65.2/24

Host-7:192.168.64.2/24
Host-8:192.168.65.2/24

VLAN12: 192.168.65.254/24
VLAN100: 10.0.1.2/30

____________________________________________________________________________________________

1-22 [l X} # 4h

@A
17 ENHBERIER
-3 B REY MRS By
Host-1~Host-8 25 EHL - ;
SW-1~SW-4 — EASHH C('S:Cé 1;:;%0 .
RS-1~RS-2 % B A 4L CISCO C3640 -

@A HAHHEIT S VLAN Hik)

SERARFE B E BRI AR HIBA

/ %81
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* 1-8 THEHIEDO S VLAN HFRIFE

R HL 0o VLANID BB BOXR
SW-1 fo/1 11 Host-1 Accass
SW-1 fo/2 12 Host-2 Access
SW-1 f0/0 - RS-1 Trunk
SW-2 fo/1 11 Host-3 Accass
SW-2 fo/2 12 Host-4 Access
SW-2 0/0 - RS-1 Trunk
SW-3 fo/1 1 Host-5 Accass
SW-3 f0/2 12 Host-6 Access
SW-3 f0/0 -- RS-2 Trunk
SW-4 fo/1 11 Host-7 Access
SW-4 f0/2 12 Host-8 Access
SW-4 fo/o -- RS-2 Trunk
RS-1 fo/1 - Sw-1 Trunk
RS-1 f0/2 - SW-2 Trunk
RS-1 f0/0 100 RS-2 Access
RS-2 fo/1 - SW-3 Trunk
RS-2 f0/2 - SW-4 Trunk
RS-2 f0/0 100 RS-1 Access

OEIh:bi %357
# 19 EHHERIR
FH 1P Huhit/F P HERD RPS BAME FiJ& VLANID

Host-1 172.16.64.1 /24 172.16.64.254 SW-1f0/1 11

Host-2 172.16.65.1 /24 172.16.65.254 SW-1 f0/2 12

Host-3 172.16.64.2 /24 172.16.64.254 SW-2 f0/1 11

Host-4 172.16.65.2 /24 172.16.65.254 SW-2 f0/2 12

Host-5 192.168.64.1 /24 192.168.64.254 SW-3 f0/1 11

Host-6 192.168.65.1 /24 192.168.65.254 SW-3 f0/2 12

Host-7 192.168.64.2 /24 192.168.64.254 Sw-4 f0/1 11

Host-8 192.168.65.2 /24 192.168.65.254 SW-4 10/2 12

O Hz 1
F1-10 B O HIEHIRIR
BB BO2wH% Mk #¥E
RS-1 VLAN11 172.16.64.254 [24 VLAN11 (7] SVI
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RS-1 VLAN12 172.16.65.254 /24 VLAN12 ] SVI
RS-1 VLAN100 10.0.1.1 /30 VLAN100 [ SVI
RS-2 VLAN11 192.168.64.254 /24 VLANL11 ] SVI
RS-2 VLAN12 192.168.65.254 /24 VLAN12 ] SVI
RS-1 VLAN100 10.0.1.2 /30 VLAN100 /] SVI
©® i K
® 1-11 BEMRR

BRI H& H 2% Bkt B B2RAY
RS-1 172.16.64.0 /24 172.16.64.254 B
RS-1 172.16.65.0 /24 172.16.65.254 HIiEHH
RS-1 10.0.1.0/30 10.0.1.1 B
RS-1 192.168.64.0 /24 10.0.1.2 SRR
RS-1 192.168.65.0 /24 10.0.1.2 AR
RS-2 192.168.64.0 /24 192.168.64.254 HiEHH
RS-2 192.168.65.0 /24 192.168.65.254 HIEHH
RS-2 10.0.1.0/30 10.0.1.2 B
RS-2 172.16.64.0 /24 10.0.11 AR
RS-2 172.16.65.0 /24 10.0.1.1 A R

REE:

A5 FH % S et Uk 222 el X R ) B T332 AL

FeA L -

https://internet.hactcm.edu.cn/mediaservice/network/syys/2023-1-4.

Bilibili V7 4] ik -

https://www.bilibili.com/video/BVINK4y1Y7J37p=2
IR 02: 7E GNS3 #5844
£ GNS3 w1, &M R AN @ dh, i 1-23 fis.
IR 03: AL E NET-A #5701 B ALk
FE R 1-9 o 1P bR R, ¥ E Host-1~Host-4 [) IP HibEFIR e, #AEAR2U0 R

FAEEHR

Host-1> ip 172.16.64.1/24 172.16.64.254

Host-1> save

Host-2> ip 172.16.65.1/24 172.16.65.254

Host-2> save

Host-3> ip 172.16.64.2/24 172.16.64.254

Host-3> save

Host-4> ip 172.16.65.2/24 172.16.65.254

Host-4> save
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NET-A NET-B
RS-1 RS-2

fo/1 fos2

fo/o fojo
SW-3 SW-4
fo/2
fo/1 for1 fo/2
el el e0 el

et ocs

Host-1  Host-2  Host-3  Host-4 Host-5  Host-6  Host-7  Host-8
RS-1 Host-1:172.16.64.1/24 Host-5:192.168.64.1/24 RS-2
VLAN11:172.16.64.254/24 Host-2:172.16.65.1/24 Host-6:192.168.65.1/24 VLAN11:192.168.64.254/24
VLAN12:172.16.65.254/24 Host-3:172.16.64.2/24 Host-7:192.168.64.2/24 VLAN12:192.168.65.254/24
VLAN100:10.0.1.1/30 Host-4:172.16.65.2/24 Host-8:192.168.65.2/24 VLAN100:10.0.1.2/30

Kl 1-23 [ XM

WU 04: {EASHHL SW-1 ESZHL VLAN
Of% VLAN

//#\ VLAN EiEEEE

SW-1# vlan database

//€Z VLAN11, VLAN12, VLAN100
SW-1(vlan)#vlan 11
SW-1(vlan)#vlan 12
SW-1(vlan)#vlan 100

//1BH VLAN $HEFEER, ERAUER
SW-1(vlan)#exit

SW-1#

QBB #5811 VLAN

[ENEEERR

SW-1#configure terminal
[ENEOREIER

SW-1(config)# interface f0/1

/1R EFEO S Access 181

SW-1(config-if)# switchport mode access
/&EREZEOAE VLAN J3 VLAN11
SW-1(config-if)# switchport access vlan 11
SW-1(config-if)# no shutdown
SW-1(config-if)# exit

SW-1(config)#

SW-1(config)# interface f0/2
SW-1(config-if)# switchport mode access
SW-1(config-if)# switchport access vlan 12

SRRAZRERRRAKZEE / % 11 1
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SW-1(config-if)# no shutdown

SW-1(config-if)# exit

SW-1(config)#

SW-1(config)# interface f0/0

//REFENO A Trunk 18z

SW-1(config-if)# switchport mode trunk

//AE Trunk $H5AREN 802.1q, Trunk BFFEIEEINE, —FfE Cisco FA/BH ISL, —FH
mTltrE 802.1Q, —f#REA 802.1Q LlFz=
SW-1(config-if)# switchport trunk encapsulation dotlq
SW-1(config-if)# no shutdown

SW-1(config-if)# exit

SW-1(config)# exit

/1R FEE

SW-1# write

IR 05: 7EACHAL SW-2 528l VLAN

MRIEE 1-8 HPHLk, bl SW-2 L4 05 VLAN 5 SW-1 A A, EEDIR (4) #:4E,
7E SW-2 528 VLAN.

PR 06: TR HACHL RS-1 - SEHL VLAN

O VLAN

//83 VLAN11, VLAN12, VLAN100
RS-1#vlan database
RS-1(vlan)#vlan 11

RS-1(vlan)#vlan 12

RS-1(vlan)#vlan 100

//1BHH VLAN $aREEER, ERUER
RS-1(vlan)#exit

RS-14#

@Rt B D 5810 VLAN

/ENEERT

RS-1#configure terminal

/%630 f0/1 BB trunk 18X, FEARERN 802.1Q
RS-1(config)#interface f0/1

RS-1(config-if)#switchport mode trunk
RS-1(config-if)#switchport trunk encapsulation dotlq
RS-1(config-if)#no shutdown

RS-1(config-if)#exit

RS-1(config)#

/74880 f0/2 BRE D trunk 2=, HEARERN 802.1Q
RS-1(config)#interface f0/2

RS-1(config-if)#switchport mode trunk
RS-1(config-if)#switchport trunk encapsulation dot1q
RS-1(config-if)#no shutdown

RS-1(config-if)#exit

RS-1(config)#

SRRAERERMNSAKFR / 5 12 1
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W 07: {EESHACHAHL RS-1 FECE SVI

//FFISEEERTIRE

RS-1(config)#ip routing

//73 VLAN11 89 SVI #OEE IP #blik, FRg3Ehs
RS-1(config)#interface vlan 11

RS-1(config-if)#ip address 172.16.64.254 255.255.255.0
RS-1(config-if)#exit

RS-1#

RS-1(config)#interface vian 12

RS-1(config-if)#ip address 172.16.65.254 255.255.255.0
RS-1(config-if)#exit

RS-1(config)#interface f0/0

RS-1(config-if)#no switchport

RS-1(config-if)#ip address 10.0.1.1 255.255.255.252
RS-1(config-if)#exit

RS-1(config)#exit

RS-1#write

LU 08: NET-A # HE S MR
e 1-12 PR, A PING 22517 NET-A #8431 FALEE (S IR
F 1-12 NET-A P4 N1 R

JFEEH HiIEHL BEER
Host-1 Host-2
Host-1 Host-3
Host-1 Host-4
Host-2 Host-3
Host-2 Host-4
Host-3 Host-4

9% 09: SZFL NET-B #5201 4%

ORLE NET-B #43H E Lt E

G FR), 58/ Host-5. Host-6. Host-7. Host-8 () :AHLACLE .

QTEAHHL SW-3. SW-4 528 VLAN

TRIEPIZE IR, 58 SW-3. SW-4 152 #4152 VLAN fii & .

OTEM 2 #tl RS-2 _E 528 VLAN

FRYE LSRR, 56 % A AL RS-2 IIRCE

@ONET-B #73 (1)38 45 Mk

FEIEER 1-13 HllH B, PING iy 23547 NET-38 2 19 ML EAS M
# 1-13 NET-B M EHLEAS R

EEHL H By EHL BEER
Host-5 Host-6
Host-5 Host-7
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Host-5 Host-8
Host-6 Host-7
Host-6 Host-8
Host-7 Host-8

IR 10: 7F RS-1. RS-2 [t B H &K H
(OFE RS-1 _F it & # S g i

RS-1#configure terminal

RS-1(config)#ip routing

//1EFEERIME 192.168.64.0/24 F9IRIZ, T—Hkibit/s 10.0.1.2
RS-1(config)# ip route 192.168.64.0 255.255.255.0 10.0.1.2
//IEFEERRL 192.168.65.0/24 B9IRIZ, T—Hkitbit)s 10.0.1.2
RS-1(config)# ip route 192.168.65.0 255.255.255.0 10.0.1.2
RS-1(config)#exit

RS-1# write

@7F RS-2 B #r A

RS-2#configure terminal

RS-2(config)#ip routing

RS-2(config)# ip route 172.16.64.0 255.255.255.0 10.0.1.1
RS-2(config)# ip route 172.16.65.0 255.255.255.0 10.0.1.1
RS-2(config)#exit

RS-2# write

IR 11 APEE IR
R 1-14 KB, 7F Host-1 LA PING a4, XF 4 W HAth FEHL Host-2~Host-8
AT EAS MR
£ 1-14 EMEYLELFIR

EEN ERIES)N BESR
Host-1 Host-2
Host-1 Host-3
Host-1 Host-4
Host-1 Host-5
Host-1 Host-6
Host-1 Host-7
Host-1 Host-8

+. KEE%

SKIGERZ N (SRR A Y A1 LSEE02k 5] WAy .

KRR A ARBE 3-5 B A ERSRARS A, EREUTEENLEF— B
m SRS HAT R AR -
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SRIRLR 1% BRI E 5-10 M. 2 EHET G GRER) #HT1ES.

1. XBHEEE

ASLIGRE AR E 4 ML BARIR.
%R 1 80 GNS3 3,

A5 2 SEBUROUNLELE M4

F %o 3 AR AT HA L) Ja 1 R SR AR
HA% R A 8 % ERAE BTG [l X

2, U4k B
ASZUG L B 10 [, Hidhaak 3 . £k 2 B KT 3 ., HHAS 2 .
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