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SEGS:

//EF3 Wireshark IEBEE root SR, FFLABIIATSSEED
sudo wireshark

//7E Ubuntu Desktop BY£%im#H1T Ping $(F

ping www.baidu.com

~ net@net-VirtualBox: ~

:~$ sudo wireshark

[sudo] password for net:
QstandardPaths: XDG_RUNTIME_DIR not set, defaulting to '/tmp/runtime-root'

3-1 1 &3 5 5l Wireshark

(2) BH ICMP 40

7£ Wireshark & 1E#k S, d3EH [ping www.baidu.com] F=4: 1] ICMP 3¢, 7
& ICMP &5 . nlEl 3-2 fir.

Fle Edt View Go Capture Analyze Statistics Telephony Wireless Tooks Help

AN @ mMERRE Qes=EF = aqal

t5) on interface anpdsd, id &
ingH_ciidf:en (88:c3:07:c1:df:eb)

180)
1 (onpo01)
: 256 (Exe16e)
|
ata: Sep 26, 2020 20:09:37.09000909 CST
ata {relative): 8.B47486660 5

[ 5
» Bata (48 nytes)

B8 c3 97 ¢l df eb
54 81 63 40 90

3 ¥ intermet Cantrol Message Protocol: Protecol Packets: 589 - Displayed: 44 (7.5%) - Dropped: 0 (0.0%] _ Profile: Default

3-2 ICMP 3¢

(3) 37 ICMP 7T 45
3BT ICMP LN %, HHE K 3-1.

% 3-1 ICMP &M T
FB& KN (RFEHRBAD | & X

Type

Code

Checksum

Identifier

Sequence

f£5%5 2: ET PING 447 ICMP Mg R 455
(1) {8 F M1 Host-8 X NET-A 2% HE4738 (5 Wl
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7E GNS3 HHT T S48 — 5E B X 28075 L I00 B I 5 BT % eé, B PRI 48 ] DLIE & 5 1]
7E E N Host-8 522 el SW-4 2 [B] B BN A, b 3-3 fizx,  Ja 3l Wireshark $1UEL .

NET-A NET-B
RS-2
fo/0 fo/o
SW-4
fo/2 fo/2
S
\L§
e0 -
Host-1 Host-2 Host-3 Host-4 Host-5 Host-6 Host-7 Host-8
RS-1: Host-1:172.16.64.1/24 Host-5:192.168.64.1/24 RS-2:
VLAN11:172.16.64.254/24 Host-2:172.16.65.1/24 Host-6:192.168.65.1/24 VLAN11:192.168.64.254/24
VLAN12:172.16.65.254/24 Host-3:172.16.64.2/24 Host-7:192.168.64.2/24 VLAN12:192.168.65.254/24
VLAN100:10.0.1.1/30 Host-4:172.16.65.2/24 Host-8:192.168.65.2/24 VLAN100:10.0.1.2/30

3-3 WEIMEA

(2) fEFHNL Host-1 IZ1T IEH ML T, 48 H F#H1 Host-8 Ping F 41 Host-1.
BE M EHL Host-8 A1 Host-1 2 [A] ) ICMP 3¢, K4 RIHE NEK 3-2 .,
% 3-2 ICMP HE#HERAEENEHRER

Host-8 Ping Host-1
JFEEHLIP BEIEHL IP type | code Identifier Sequence
HR
i8S
HRME (data) :
PWEEHIP HEH IP type | code | Identifier Sequence
i Bz
i8S
MRAZA (data) :

(3) EFHL Host-2 KHLATEBL R, A ML Host-8 Ping FEH1 Host-2.
A 3590 M ML Host-8 A1 Host-2 Z [ ) ICMP R3¢, #4455 NF 3-3 1,
# 3-3 ICMP [B B i RAME B REHRIUE R

Host-8 Ping Host-2
PWEEHIP HEH IP type | code | Identifier Sequence
R
;58
ERAZA (data) :
PFEHLIP HrEH 1P type | code | Identifier Sequence
L) VA
i8S
MRAE (data) :
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(4) fEEHNL Host-3 MCHCBEF RIS T, 7 EHL Host-8 Ping FHL Host-3.
BFE I EHL Host-8 Al Host-3 Z[A] ] ICMP 3T, K45 RIHEG AN 3-4 11,
VER: 151 Host-3 [ CHL B A [Fl— W BLN ANAELER IP Mk, 4140 172.16.64.200.

& 3-4 ICMP [nl B iR A0l B NEHR B R

Host-8 Ping Host-3
JEEHLIP BEIEN 1P type | code | Identifier Sequence
HR
98
ERAA (data) :
PEEH IP HKIEHL 1P type | code | Identifier Sequence
L)
[ 9’8
MRMANZ (data) :

(5) i FH1 Host-8 Ping Net-A 353 vl it & A A F AL — TP Hhuht,
BHE I ENL Host-8 ] e B R FH AR — 1P Hhlik 2 [A][1) ICMP #3C, #4585 REE
AN 3-5 1,
FER: ABIR Ping 16 508 Net-A #5737 FAHRECE 1 1P Hhbik, 140 172.16.64.100.
# 3-5 ICMP B EiFRAE B NEREL

Host-8 Ping 172.16.64.100
WEEHLIP BKEH 1P type | code | Identifier Sequence
HR
[i:5'a
%*V‘]’é‘- (data) :
WEEHLIP BKEH 1P type | code | Identifier Sequence
] 7
L
“I'EHE‘ZW@ (data) :

(6) i FH1 Host-8 Ping A J&T Net-A B¢ Net-B [{{T— IP Hhik,
A I HT LML Host-8 AIARNJE T Net-A 5¢ Net-B 4L — TP Hiht (4140 172.16.0.100)
Z [ ICMP ]R3, 4 RIS NK 3-6 1.,
£ 3-6 ICMP BB RAE B NEHREL

Host-8 Ping 172.16.0.100
VEEHL IP BKEH 1P type | code | Identifier Sequence
HR
e
HRAZA (data) :
VEEHL IP HKEH IP type | code | Identifier Sequence
VA
i:5'a
"I'ﬂﬁﬁ\]?? (data) :
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{£% 3: &F TRACEROUTE 4#7 ICMP &{&:3%2
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Ja 3 Wireshark #4746
& 3-4 s, JB3h Wireshark $1£

RS-2

NET-A
RS-1
%_ﬂuo
fo/1
n fo/2
4| A
=
/ .
fo/o 7 f0/0
A\
sw-1 % SW-2 %
fo/1 / fo/2 fo/1 fo/2
!
eo ¢ , eo e0 ) e
Host-1 Host-2 Host-3 Host-4
RS-1: Host-1:172.16.64.1/24
VLAN11:172.16.64.254/24 Host-2:172.16.65.1/24
VLAN12:172.16.65.254/24 Host-3:172.16.64.2/24
VLAN100:10.0.1.1/30 Host-4:172.16.65.2/24

IOJf-Isgigal

\ fo/2

L

fo/1 \ fo/2
)
:,\\:.\ 1
\,
e0 e0 e0 \, e0
Host-5  Host-6 Host-7 Host-8
Host-5:192.168.64.1/24 RS-2:

Host-6:192.168.65.1/24
Host-7:192.168.64.2/24
Host-8:192.168.65.2/24

fo/1
/ \
fo/o ‘  foro

NET-B

2

VLAN11:192.168.64.254/24
VLAN12:192.168.65.254/24
VLAN100:10.0.1.2/30

Kl 3-4 BB L

(2) {#iFH FH1 Host-8 Xt =1 Host-1 #3E47T Traceroute % H1l
18 B X R 48 B 2L Host-8 %f ML Host-1 #3H4T Traceroute 2% FHR, HT7E GNS3 [

VPCS i trace wy 2 BRI UDP Phi, A=246
iTiEAE, Wk 3-5 fix.

1

Host-8> trace

trace HOST [OPTION ...]

S IR T AR S SR S TS ) ICMP PG

Print the path packets take to the network HOST. HOST can be an ip address or

name.
Options:
-P protocol Use IP protocol in trace packets
1 - icmp, 17 - udp (default), 6 -

Maximum ttl, default 8

tep
-m ttl

Notes: 1. Using names requires DNS to be set.
2. Use Ctrl+C to stop the command.

Host-8> trace 16.64.1 -P 1
trace to 172. .1, 8 hops max (ICMP), press Ctrl+C to stop
1 192.168. 4 8.340 ms 9.646 ms 9.537 ms

2 10.0.1.1 20.599 ms 20.924 ms 31.765 ms

i 172.16.64.1 45.760 ms 41.183 ms 42.875 ms

Host-8>

& 3-5 Traceroute i 1 illisk

2EGe:

//1EF3 ICMP 19817 Traceroute BRI
Host-8> trace 172.16.64.1 —P 1

(3) WAL A 1 59 ICMP #4745 BT
EHERET, EIELS 12103 3284 18 4 ICMP )3, £
NAR S o VT BRI SCHACURE 23 RAT S BT RS R 3-7,

&
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e %

CVES
6%

EHRCEN
e %

(4) WAL A 2 1) ICMP 34T 207

IEHFRE T, EIE A 2 21t 3 2838 18 25 ICMP 3, Herbr 9 S/ RRIC. 9 2%

JSARIC o 1 2 MR SORMBLE 73 FEREAT AR ST BT RS R 3-8,
# 3-8 AR 2 MM TSR

W3
ERPES

IP

H K
1P Mk

TTL

Type

Code

WA B R B

CANIEN

Jte %

2k
e %

ESCES

6%

(5) MHNAL A 3 1) ICMP #SCHEAT 24T
IEERET, EIE A 3 2905k 2
AR ST 1 1% BRSO AL 2 FE AT IR SO T RIS 3R 3-9.
% 3-9 IR 3 WMo R

FI

12 26 ICMP #3, Hirb 6 51 R, 6 2500

ﬁi ‘”E H EKJ x4 . W
5] A
ARBIZE | 1P HhdE P HgE | - | Type | Code 3 P 2 R R
1%
6%
2%
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EWiE S BT EN WL JEE (GNS3. 2024)

N
/1
»
R

(6) ML 4 B ICMP R SCHEAT 24t
IEFIRET, EIE S 4 29tk 12538 6 25 ICMP 43¢, i 3 &4l sRISC. 3 4 ma i
T THHEIEIROCARLEE 73 ST RO AT FRE S 3R 3-10,
2 3-10 AR 4 FITHPTEE R

i . i B e s
MBI | 1P Py | - | Type | Code S P AR B
RIS
6K

(7) XHUEL A5 1) ICMP # Gt AT 0 #r
IEFRET, EIE A5 2d5 1 283E 6 2% ICMP #30, Horb 3 ZkiFR#3C. 3 2k ma v
WO TEFEIEHROCABLEE 73 AT o0 JFIH S R 3-11.
& 3-11 AR 5 MRS E

ﬁi % H Bg 5 3 N
ML | 1P P | - | Type | Code R R R BRI
ERES
6%

(8) MR R HAL s TR R SC 7[R, FF 234 Traceroute A )5 3

X AN s A5 E 1 ICMP fRSCHEAT ST LA HT, 20 AT A ABHIVEL s 4SO R[], 1568 Trace
route ) 1 JEHE,

I3 BT B AL
Traceroute 15 Ff] ICMP Bl i) TAF R 3.
FHL Host-8 Jytt4 Refg SREN S BE (A% 422 HI bk 2 A4 3RECAS 2152 AL IS ik 2
P AT L AN 55 2 BRSO AR 2 408 R 4 FIHTEL A1 5 IR SO AT 4 A ] 2
[5]—JIVE, S5 ) ICMP AR SCHIE 1P kA H (9 1P bk AR 2 42
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