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7t Ubuntu Desktop |, i8I ZunfE 4k 23 GNS3, #AEMmAUWIT:

sudo add-apt-repository ppa:gns3/ppa
sudo apt update
sudo apt install gns3-gui gns3-server

MR SLVF non-root A {8 Wireshark A1 ubridge B, PHIRIIEFE Yes.

SR
%% GNS3 [ BRI 1%, 2 WA
FUARLL .

https://internet.hactcm.edu.cn/mediaservice/network/syys/2023-1-1.

Bilibili 7 [7] ik«

https://www.bilibili.com/video/BV INK4y1 Y 7J37p=1 RIS

A YR 02: T fiF GNS3 Frif

File it Yiew

(D E >_> II l CFmIo . 8QAaQE

]}

3

Please create a project

Servars summary
© net-VirtualBex CPU 3.5%, R...

Aei@ N Qe

Python 3.8.2 Qt 5.12.8 and PyQt 5.14.1.

6

Kl 1-1 GNS3 St

FTJF GNS3, il 1-1 s, GNS3 Ft1H 45 6 AN XI5,

D1 XN THEF, HT 70 H B MR E

@2 FIX B THEAE, SRAL00 X 28 40 0 B F 3 0 3 & FIZR 45

B3 F XN TAEX, f & & T AR & 78 X A 2 3 4

@4 FXEOINMEE, B A4 TAEX R & s T RS FEER A

®5 T XS HME, JBR TAEX RS #IRE

®6 5 X I NI IR, R GNS3 #nfE 5, Wikam4.

PR 03: 2% 108 Bifk

OB AR

MARFEM 3 Chttps://internet.hactem.edu.cn/network) R #% 10S 1% SC4F,  HAd & 45
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Bif 4. ¢3640-ik903s-mz[1].124-25¢.bin.
QFTH @ HEREHE

File [Edit View Control Meode Annotate Tools Help

4 Selectall Ctrl+A I

Select none Ctrl+Shift+A
@® Manage snapshots
€ Preferences... Ctrl+Shift+P

K 1-2 FTF)E M O

ETER T B4 A Sy [Edit] — [Preferences-++ ), W1k 1-2 fizr.
@Mk

wifi [10S routers], #AJ5 i [New] #ZEHZINGEAR, W& 1-3 Pos. 8 FEERAFH)

New I0S router template
[105 router templates )
10S image

Please choose an 10S image.

10S image:

[1].124-25c.bin

K 1-3 dngig B 1-4 fIIF)R PR 1

10S Bifg s, Wik 1-4 fiow, iy [Next >) $%4H.
(O] RS

Aik “This is an EtherSwitch router”, &l 1-5 fion. Aidi [Next >) ##5)5, FlE &
HWINAERRE, FHEBARE, WE 1-6 fix.
RPN R, ATARIE TR ELERS, W 1-7 ok, 5@ [Next> 1.

New I0S router - c3640-ik903s-mz[1].124-25c.bin New 10S router - c3640-ik903s-mz[1].124-25c.bin

Name and platfo
Please choose
platform and

<<

ease check the amount of m thatyou cate to 10S. Too
enough RAM coul S from starting.

LCI S EtherSwitch router

pefautt Rav: KEEY Y

Plat B c3600

3640

EtherSwitch router

1-5 WHEAFK. FEMYLHE K 1-6 BRAAFRCE

siddi [idle-PC finder] ACE Idle-PC {E, /& 1-8 ix, sl [Finish] #4Hl.
OBER%{E S
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AR &S B IR G fih [Apply] — [OK), 5ei &8 0E N, i 1-9 Fix. &
D5 PG FTLE 46 9132 T BRI 846, 1Pl 1-10 FFogs.

New 10S router - c3640-ik903s-mz[1].124-25c.bin New I10S router - c3640-ik903s-mz[1].124-25c.bin

Network adapters
ose the defa

Idle-PC
A essary to prevent |0S to use 100% of your processor or

[ [N &8 0x605ee1f8 Idle-PC finder

EEE NM-16ESW

slot 1:

slot 2;

slot 3:

slot 4:

slot 5:

slot 6:

Kl 1-8 IiCE Idle-PC

File Edit View Control Node Annotate Tools

105 router templates

OB > >l

Switches
Thorme/net/GHSS images/10/c3640-kSo3s mu{ 1124-254
telnet
nsole:  False
oxgoseeirs
s, etherswilch_startup-config.txt

Startup-eonfig:

- Memaries and disks
RAM: 192 MiB
NVRAM: 256 ki@
1o memory: 5%
PCMCIA diske: 1 g
PCMCIA disk: omis
Auto delete: Fal

- adapters

[ M« Ethernet hub
= Ethernet switch

sloto: MMgESW

721 EtherSwitch router

I~
: : “ Frame Relay switch
K19 ZERKER Kl 1-10 & TAFER

£55 2: FWEERZ (10 53)
AT 01: 2R
O, Wk 1-11 P

@] @]
Host-1 Host-2
111 UL B M 2%
@ F LI K
£ 1-1 EHUHHERR

FH 1P Hht /T WHERS ZES

Host-1 172.16.64.1 /24 172.16.64.254

Host-2 172.16.64.2 /24 172.16.64.254
IR 02: GEmH
FETRER T HAL P ity [File] — [New blank project], #EWiH &% (it ly projectl
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-2), s LOKY #&5H, 5epemiH alg, Wik 1-12 s,

IR 03: AL

OB ETEKX

AETGHS T AL Sy [View), izl [Show the grid] om MR 4l Bhim &, )ik [S
nap to grid] G0 HNE % E B0 SRS, anfE 1-13 Bk .

Project View Control Mode Annotate Tools Help

Fullscreen Ctrl+F

New project  Projects library

New project & Zoom in Ctri++

AL Project -2 2| Zoom out Ctrl+-
(TSN B /home/net/GNS3/projects/project1-2 )
Ctrl+0

Open project Fit in view

Open a project from disk  Recent projects...

Show layers

Snap to grid
Show the grid
K112 @l H K113 TEX®E
@I ImEN
TE AW 46 T BAZ 5 5 “brose end device” ¥R, 1 &kt #4132, & 1-14 AR

Hizh “VPCS” & EIAR 2 TAEIX HAa I, IINEE—& T EEIZEAE, QIEH 6 F;
Wk B AR LR -1 B ENLARR, Ml BN AR R GEME, W 1-15 Fix.
IR 04: UNINGE S
TEL M T HAL S “add a link” Elbs, FFUA/EE e RG], Wik 1-16 Fis.
AR U T A IR RN g 1, W] 1-17. 1-18 B, SERREERR NI
ETHE T B ARG fid [View), A% [Show/hide interface label] 17J3/ 48 4% 11 44 FR i

End devices

vees vecs

Host-1 Host-2

K 1-14 3TIF 450 % K 1-15 ZnEEmL

VPCS| vpcs|

>_ Console
™ start

Kl 1-16 JHRZRINEERS K117 T91E &

AIRES, ARSI E BRI
AUR 05 FALHhERCE
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| & Etherneto
Host-1 Host-2
Bl 1-18 s g K 1-19 =il &

O B JEshRiI &%

GBI S & Sty

8 Host-1 b5 IEiE 8 [>_Console), #iF 1-19 fiis.
@GN E Host-1 Hidi:

/[EESRIEIIE

Host-1> show ip

//ECE P Bk, X

Host-1> ip 172.16.64.1/24 172.16.64.254
[/ BRI, A IP K

Host-1> show ip

/R FRBERE
Host-1> save

@B Host-2 Huhlk

Host-2> show ip

Host-2> ip 172.16.64.2/24 172.16.64.254
Host-2> show ip

Host-2> save

SR 06: IR
FefE 22 12 ], 6 PING v A HEAT F AL IEEAE TR .
% 12 BAUBEWRAS

PEE B B EHL BREER
Host-1 Host-2
Host-2 Host-1

£5%5 3: FAXRIHBEAREMN (20 9)
IR 01 ML
O FhgEr, Wk 1-20 Fiaws

@t
& 1-3 MR
B BARE MEH S #1E
Host-1~Host-3 i FAL
SW-1 ZRAAAL
DA HAM L AL
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SW-1
J=
I
] =] =

Host-1 Host-2 Host-3

K 1-20  fi] R4 0

£ 1-4 THEHIFEI

R HHL BO EERE BO%RA
SW-1 el Host-1 NN
SW-1 e2 Host-2 LN
SW-1 e3 Host-3 BRA
OE 1k %357
& 1-56 bR

E#H IP Htihk /7 RIHEAD P - INvA
Host-1 172.16.64.1 /24 172.16.64.254 el
Host-2 172.16.64.2 124 172.16.64.254 e2
Host-3 172.16.64.3 /24 172.16.64.254 e3

IR 02: 7F GNS3 H B M 4%
1E GNS3 1, MR @m s, Wi 1-21 Fios.

SW-1
el e3
e2
el el
el
Host-1 Host-2 Host-3

1-21 FE 4
PR 03: FCE LML

//BCE Host-1 ik

Host-1> ip 172.16.64.1/24 172.16.64.254
Host-1> show ip

Host-1> save

//BEE Host-2 ik
Host-2> ip 172.16.64.2/24 172.16.64.254
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Host-2> show ip
Host-2> save

//ECE Host-3 ik

Host-3> ip 172.16.64.3/24 172.16.64.254
Host-3> show ip

Host-3> save

A PR 04: HAFMR
R 1-6 PG, A PING w237 FAHLIAEAE I
& 1-6 EHLBEWRAS

PEH ERIES)N BESHHR
Host-1 Host-2
Host-1 Host-3
Host-2 Host-3

£55 4: ERBRZERNERERXMN (30 4)
APR01: ML HLK)
O FhaEit, kK 1-22 Pros.

i sw-3 F==a SW-4 £

wi =i "B LB .

...... =
.

Host-1 Host-2 Host-3 Host-4 | | Host-5 Host-6 Host-7  Host-8
! ]

RS-1 Host-1:172.16.64.1/24 Lo Host-5:192.168.64.1/24 RS-2

VIAN11: 172.16.64.254/24 Host-2:172.16.65.1/24 : E Hos(—6S192,16865,1/24 VIAN11: 192.168.64.254/24

s emede  SeRm | lmmmss e e

VIAN100: 10.0.1.1/30 e . P AT ADD: VLAN100: 10.0.1.2/30

____________________________________________________________________________________________

1-22 [l X} # 4h

@A
17 ENHBERIER
-3 B REY MRS By
Host-1~Host-8 25 EHL - -
SW-1~SW-4 — EASHH C(' S:Cé 1;:;%0 -
RS-1~RS-2 % B A 4L CISCO C3640 -

@A HAHHEIT S VLAN Hik)
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* 1-8 THEHIEDO S VLAN HFRIFE

R HL 0o VLANID BB BOXR
SW-1 fo/1 11 Host-1 Accass
SW-1 fo/2 12 Host-2 Access
SW-1 f0/0 - RS-1 Trunk
SW-2 fo/1 11 Host-3 Accass
SW-2 fo/2 12 Host-4 Access
SW-2 0/0 - RS-1 Trunk
SW-3 fo/1 1 Host-5 Accass
SW-3 f0/2 12 Host-6 Access
SW-3 f0/0 -- RS-2 Trunk
SW-4 fo/1 11 Host-7 Access
SW-4 f0/2 12 Host-8 Access
SW-4 fo/o -- RS-2 Trunk
RS-1 fo/1 - Sw-1 Trunk
RS-1 f0/2 - SW-2 Trunk
RS-1 f0/0 100 RS-2 Access
RS-2 fo/1 - SW-3 Trunk
RS-2 f0/2 - SW-4 Trunk
RS-2 f0/0 100 RS-1 Access

OEIh:bi %357
# 19 EHHERIR
FH 1P Huhit/F P HERD RPS BAME FiJ& VLANID

Host-1 172.16.64.1 /24 172.16.64.254 SW-1f0/1 11
Host-2 172.16.65.1 /24 172.16.65.254 SW-1 f0/2 12
Host-3 172.16.64.2 /24 172.16.64.254 SW-2 f0/1 11

Host-4 172.16.65.2 /24 172.16.65.254 SW-2 f0/2 12

Host-5 192.168.64.1 /24 192.168.64.254 SW-3 f0/1 11

Host-6 192.168.65.1 /24 192.168.65.254 SW-3 f0/2 12

Host-7 192.168.64.2 /24 192.168.64.254 Sw-4 f0/1 11

Host-8 192.168.65.2 /24 192.168.65.254 SW-4 10/2 12

O Hz 1
F1-10 Bl O HIEHIRIR
BB BO2wH% Mk #¥E
RS-1 VLAN11 172.16.64.254 [24 VLAN11 (7] SVI
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RS-1 VLAN12 172.16.65.254 /24 VLAN12 ] SVI
RS-1 VLAN100 10.0.1.1 /30 VLAN100 [ SVI
RS-2 VLAN11 192.168.64.254 /24 VLANL11 ] SVI
RS-2 VLAN12 192.168.65.254 /24 VLAN12 ] SVI
RS-1 VLAN100 10.0.1.2 /30 VLAN100 /] SVI
©® i K
® 1-11 BEMRR

BRI H& H 2% Bkt B B2RAY
RS-1 172.16.64.0 /24 172.16.64.254 B
RS-1 172.16.65.0 /24 172.16.65.254 HIiEHH
RS-1 10.0.1.0/30 10.0.1.1 B
RS-1 192.168.64.0 /24 10.0.1.2 SRR
RS-1 192.168.65.0 /24 10.0.1.2 AR
RS-2 192.168.64.0 /24 192.168.64.254 HiEHH
RS-2 192.168.65.0 /24 192.168.65.254 HIEHH
RS-2 10.0.1.0/30 10.0.1.2 B
RS-2 172.16.64.0 /24 10.0.11 AR
RS-2 172.16.65.0 /24 10.0.1.1 A R

SRRARER

S

A5 FH % S et Uk 222 el X R ) B T332 AL

FUA L -

https://internet.hactcm.edu.cn/mediaservice/network/syys/2023-1-4.,

Bilibili ¥7 [ ik«

https://www.bilibili.com/video/BVINK4y1Y7J37p=2
IR 02: 7E GNS3 #5844
£ GNS3 w1, &ML R AN @ dh, i 1-23 fivs.
HIR 03: Bl E NET-A #5500 =MLk
FIE L 1-9 o IP HuhEHIR], % E Host-1~Host-4 [ IP bl AR SE, #AERA T

FAEEHR

Host-1> ip 172.16.64.1/24 172.16.64.254

Host-1> save

Host-2> ip 172.16.65.1/24 172.16.65.254

Host-2> save

Host-3> ip 172.16.64.2/24 172.16.64.254

Host-3> save

Host-4> ip 172.16.65.2/24 172.16.65.254

Host-4> save

(BREET T ER) SRETHMAE /
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NET-A NET-B
RS-1 RS-2

fo/1 fos2

fo/o fojo
SW-3 SW-4
fo/2
fo/1 for1 fo/2
el el e0 el

et ocs

Host-1  Host-2  Host-3  Host-4 Host-5  Host-6  Host-7  Host-8
RS-1 Host-1:172.16.64.1/24 Host-5:192.168.64.1/24 RS-2
VLAN11:172.16.64.254/24 Host-2:172.16.65.1/24 Host-6:192.168.65.1/24 VLAN11:192.168.64.254/24
VLAN12:172.16.65.254/24 Host-3:172.16.64.2/24 Host-7:192.168.64.2/24 VLAN12:192.168.65.254/24
VLAN100:10.0.1.1/30 Host-4:172.16.65.2/24 Host-8:192.168.65.2/24 VLAN100:10.0.1.2/30

Kl 1-23 [ XM

IR 04: ERZHAL SW-1 _E52H] VLAN
Of% VLAN

[/ VLAN EiEEEE

SW-1# vlan database

//€Z VLAN11, VLAN12_ VLAN100
SW-1(vlan)#vlan 11
SW-1(vlan)#vlan 12
SW-1(vlan)#vlan 100

//1BH VLAN $HEFEER, ERAUER
SW-1(vlan)#exit

SW-1#

@Rt B D 5810 VLAN

[ENEEERR

SW-1#configure terminal
[ENEOREIER

SW-1(config)# interface f0/1

//REREO S Access &

SW-1(config-if)# switchport mode access
/1&EREZOAE VLAN J3 VLAN11
SW-1(config-if)# switchport access vlan 11
SW-1(config-if)# no shutdown
SW-1(config-if)# exit

SW-1(config)#

SW-1(config)# interface f0/2
SW-1(config-if)# switchport mode access

SRRAFER (BREriTEk) SRETEHE / % 11 1
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SW-1(config-if)# switchport access vlan 12
SW-1(config-if)# no shutdown

SW-1(config-if)# exit

SW-1(config)#

SW-1(config)# interface f0/0

/&EREOA Trunk 1Ex{

SW-1(config-if)# switchport mode trunk

//1%E Trunk $HE5RERN 802.1q, Trunk BFFEIEINE, —f2 Cisco FA//BRI ISL, —F4
2TltrE 802.1Q, —fKA 802.1Q sLIlF s
SW-1(config-if)# switchport trunk encapsulation dotlq
SW-1(config-if)# no shutdown

SW-1(config-if)# exit

SW-1(config)# exit

/1R FEE

SW-1# write

IR 05: 7EACHAL SW-2 E528l VLAN

MRIEE 1-8 tPHk, bl SW-2 Bl 05 VLAN 5 SW-1 A A, EHEDIR (4) #:1F,
7E SW-2 523 VLAN.

PR 06: EREH A HHL RS-1 _FSEHL VLAN

O VLAN

//€3E VLAN11, VLAN12, VLAN100
RS-1#vlan database
RS-1(vlan)#vlan 11

RS-1(vlan)#vlan 12

RS-1(vlan)#vlan 100

//1BH VLAN $HRFEER, ERAUER
RS-1(vlan)#exit

RS-14#

QBB #5811 VLAN

[HENEERR

RS-1#configure terminal

/%850 f0/1 BBE trunk 12X, HEARERN 802.1Q
RS-1(config)#interface f0/1

RS-1(config-if)#switchport mode trunk
RS-1(config-if)#switchport trunk encapsulation dot1q
RS-1(config-if)#no shutdown

RS-1(config-if)#exit

RS-1(config)#

/%880 f0/2 BEE D trunk 2=, HEEAREN 802.1Q
RS-1(config)#interface f0/2

RS-1(config-if)#switchport mode trunk
RS-1(config-if)#switchport trunk encapsulation dot1q
RS-1(config-if)#no shutdown

RS-1(config-if)#exit

RS-1(config)#

SRRAER (BRETTFER) SRETEHE / $ 12 1’
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IR 07: fEMHAZ AL RS-1 FACE SVI

//FEEEEThEE

RS-1(config)#ip routing

//73 VLANT1 B9 SVI 2 OECE IP tthhit, FRiHERS
RS-1(config)#interface vlan 11

RS-1(config-if)#ip address 172.16.64.254 255.255.255.0
RS-1(config-if)#exit

RS-1#

RS-1(config)#interface vian 12

RS-1(config-if)#ip address 172.16.65.254 255.255.255.0
RS-1(config-if)#exit

RS-1(config)#interface f0/0

RS-1(config-if)#no switchport

RS-1(config-if)#ip address 10.0.1.1 255.255.255.252
RS-1(config-if)#exit

RS-1(config)#exit

RS-1#write

LU 08: NET-A # HE S MR
e 1-12 PR, A PING 22517 NET-A #8410 AL EE (S M
F 1-12 NET-A P4 EH1E R

JFEEH HiIEHL BEER
Host-1 Host-2
Host-1 Host-3
Host-1 Host-4
Host-2 Host-3
Host-2 Host-4
Host-3 Host-4

IR 09: SZHL NET-B #5701 M 4%

O B NET-B #84r f EH UL

G2 FR), 5% Host-5. Host-6. Host-7. Host-8 () LA & .

QTEAHHL SW-3. SW-4 528 VLAN

HRYEMK IR, 528 SW-3. SW-4 =S b1 /2 VLAN AL & .

OTE M 2 #etl RS-2 _E 528 VLAN

PRI P2 K], 58 it FH A He Al RS-2 FIRCE -

@NET-B #7318 15 ik

FEIEER 1-13 HllH B, PING iy 23547 NET-36 2 19 ML EAS M
# 1-13 NET-B M EHLEAS R

EEN SRES)! BRESHR

Host-5 Host-6

SRRAER (BRETTFER) SRETEHE / % 13 1
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Host-5 Host-7
Host-5 Host-8
Host-6 Host-7
Host-6 Host-8
Host-7 Host-8
PR 10: 7E RS-1. RS-2 Lt B FAsHE
M7 RS-1 _EFC B A% H

RS-1#configure terminal

RS-1(config)#ip routing

//IEFEERRL 192.168.64.0/24 B9IRIZ, T—Hkitbik)s 10.0.1.2
RS-1(config)# ip route 192.168.64.0 255.255.255.0 10.0.1.2
//IEFEERRE 192.168.65.0/24 B9IRIZ, T—Hkitbit/s 10.0.1.2
RS-1(config)# ip route 192.168.65.0 255.255.255.0 10.0.1.2
RS-1(config)#exit

RS-1# write

@7 RS-2 [t & F S ig i

RS-2#configure terminal

RS-2(config)#ip routing

RS-2(config)# ip route 172.16.64.0 255.255.255.0 10.0.1.1
RS-2(config)# ip route 172.16.65.0 255.255.255.0 10.0.1.1
RS-2(config)#exit

RS-2# write

B 2RSSR
FIEER 1-14 B, 7F Host-1 A PING 74, X4/ HAth EHL Host-2~Host-8
AT EAS MR
£ 1-14 2P EYLEFIR

FEH HEIEH BRESHR
Host-1 Host-2
Host-1 Host-3
Host-1 Host-4
Host-1 Host-5
Host-1 Host-6
Host-1 Host-7
Host-1 Host-8

£, KEE%
IR HEMN (TERAERE ] A DI IRI4ERE ] PN BE EAT VP47

SRRAER (BRETTFER) SRETEHE / $ 14 1’
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1. [SER#E] 8

A G P 2 T R 2 A S S I R DA R SEZ86 N A B AR B, B [E55 E ik
FEY A LRIZ Y Ay . BRI

(D) fEE5EHE (7043

AR RSER R, BRI RASHTA A S A5 A . BT B RN SR IO AT 55 1) 57 R
B, FEARIESLAE S B EAMESE, SHATSERE R E. ARIE 70 4.

(2) EIZERR (30 43)

AR RSER e, MR BT B SRR 25 L, R I B BRI . BOTHRYE 54 5]
ZAEDLVESr o AIUH WS 30 47

[FEE): ZUnsgmer, &% <)\ BESEHE” Frgn, MREEPLIER 2-3 /M
AT HE ]

2, [FE%E] E#&

A P B R A ST R B TR (], BTN R

(1) HERIZ (100 7&E1F)

ARSI I S PR Y e AR d et [ At fE ] A%, A 100 41T .

(2) —BARRE3RR (90 7&EiF)

AR S R S IR ZE R — ] N A Al [5E sk fE ] %11, M 90 7 vf, BIAR RS
5 %5 90 43 .

(3) —RlERE3Z (80 &)

A SEES SIS IREE R — ] R 4R A8 It [Fe pidE e ] %11, M 80 7 il RIAIRSE
5% 1% 5 e 80 47 o

(4) KRz (O

A EIBCE TARA R, hRGETH, ARSI 0 7.
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