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2. SERLICMP RSB 44T s

3. SEMK PING @150 Hs

4. 58 TRACEROUTE 815 70 #7

7 KRARKRSR

£55 1: 2 ICMP 3344 (10 49)
(1) FRELICMP R3¢
7£ Ubuntu I J3 2l Wireshark ZEATH90E, WK 3-1 fis, P www.baidu.com 5 H¥r EHL,
FE2 3 3T PING fin %, 25K PING il %2/ 4 1K
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EE0e:

//EF3 Wireshark IEBEE root PR, FFLABIIIATHSEED
sudo wireshark

//7E Ubuntu Desktop B9£%i%mA#H1T Ping $(F

ping www.baidu.com

~ net@net-VirtualBox: ~

:~$ sudo wireshark

[sudo] password for net:
QstandardPaths: XDG_RUNTIME_DIR not set, defaulting to '/tmp/runtime-root'

3-1 1F &3 5 5 Wireshark

(2) BEF ICMP 554

7£ Wireshark F& 1E#3k S, i 3EH [ping www.baidu.com] F=4: 1] ICMP 3¢, 7
& ICMP #R3CE5H . A 3-2 fis.

Fle Edt View Go Capture Analyze Statistics Telephony Wireless Tooks Help

AN @ MORE Qe EF S

its) on interface enpdsd, id B
ingH_ciidf:en (88:c3:07:c1:df:eb)

180)
1 (onpo01)
: 256 (Exe16e)
|
ata: Sep 26, 2020 20:09:37.09000909 CST
ata {relative): 8.647486868 seconds)

[ 5
» Bata (48 nytes)

B8 c3 97 ¢l df eb
54 81 63 40 90

3 ¥ intermet Cantrol Message Protocol: Protecol Packets: 589 - Displayed: 44 (7.5%) - Dropped: 0 (0.0%] _ Profile: Default

3-2 ICMP 3L

(3) J3H ICMP 7L 45
3BT ICMP L%, HE 3-1.
% 3-1 ICMP M T
FB& KN (RFHRBALD | & X

Type

Code

Checksum

Identifier

Sequence

f£%5 2: T PING 53k ICMP lgpz£55R (20 43)
(1) M EAHL Host-8 Xf NET-A W48 i#E47 3815 M,
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7E GNS3 HHT T S48 — 58 A WX 28075 L I00 B FHEFF 5 BT % eé, B PRI 48 ] DLIE & 5 1]
7E FE AN Host-8 522l SW-4 Z (BB BN A, b 3-3 frzr,  Ja 3l Wireshark (L.

NET-A NET-B
RS-2
fo/0 fo/o
SW-4
fo/2 fo/2
S
\L§
e0 -
Host-1 Host-2 Host-3 Host-4 Host-5 Host-6 Host-7 Host-8
RS-1: Host-1:172.16.64.1/24 Host-5:192.168.64.1/24 RS-2:
VLAN11:172.16.64.254/24 Host-2:172.16.65.1/24 Host-6:192.168.65.1/24 VLAN11:192.168.64.254/24
VLAN12:172.16.65.254/24 Host-3:172.16.64.2/24 Host-7:192.168.64.2/24 VLAN12:192.168.65.254/24
VLAN100:10.0.1.1/30 Host-4:172.16.65.2/24 Host-8:192.168.65.2/24 VLAN100:10.0.1.2/30

3-3 WEIMEA

(2) fEEWML Host-1 847 1IEH MIIEHL T, A FHL Host-8 Ping F- 41 Host-1.
BFE 5B EHL Host-8 A1 Host-1 Z [8] ] ICMP 3T, R45 RIHS ANF 3-2 11,
& 32 ICMP BB FRME B NERE R

Host-8 Ping Host-1
LML 1P HEIEM 1P type | code | Identifier Sequence
HR
i8S
HRHNZE (data) :
P 1P H =ML TP type | code | Identifier Sequence
i L
i8S
MR AZA (data) :

(3) fEFHL Host-2 KHLATEAL R, A ML Host-8 Ping FEH1 Host-2.
A 350 M ML Host-8 Al Host-2 Z R ] ICMP R3¢, #4558 NF 3-3 1,
# 3-3 ICMP [B] B i RAME BREHRIUE R

Host-8 Ping Host-2
P 1P H =ML TP type | code | Identifier Sequence
R
;58
ERAA (data) :
PFEHL IP HB1E 1P type | code | Identifier Sequence
L) VA
i8S
WM A (data) :

SERAER (BRET T k) SRETHMAE / B3 T



EWE T B EN WL JEE (GNS3. 2025)

(4) fEEHL Host-3 MCHC B ARSI T, 8 FEHL Host-8 Ping FH1 Host-3.
BFE I EHL Host-8 A1 Host-3 Z[8] ] ICMP 3T, K45 RIHSG AN 3-4 11,
VER: 154 Host-3 [ ICHL B A [l — BN AAELERT TP Mk, 140 172.16.64.200.

& 3-4 ICMP [nl B iR A0l B NEHR B R

Host-8 Ping Host-3
JREHLIP BHEIE 1P type | code | Identifier Sequence
HR
98
ERAA (data) :
PR 1P H#EHL TP type | code | Identifier Sequence
L)
[ 9’8
MM NA (data) :

(5) N1 Host-8 Ping Net-A #i43H v] Bt B A FH 4L — TP k.
BHE I T ENL Host-8 AT HC B R FH AR — 1P Hhblik 2 [A 1) ICMP #3C, F45REE
ANF 3-5 1,
ER: ABIE Ping [P 54 Net-A #5737 FAHRECE 1 1P bk, 140 172.16.64.100.
£ 3-5 ICMP BB iFRAE B NEREL

Host-8 Ping 172.16.64.100
LML 1P HEIEM 1P type | code | Identifier Sequence
BR
9
%* V‘]’é‘- (data) :
LML 1P HEIEM 1P type | code | Identifier Sequence
LA
/58
“I'EHE‘Z V‘Jq@ (data) :

(6) A FH1 Host-8 Ping A J&T Net-A B¢ Net-B [{{T— IP Huik,
AT LML Host-8 AIAJE T Net-A 5¢ Net-B 4L — TP Hiht (4140 172.16.0.100)
Z [ ICMP ]R3, F&h RIS N 3-6 1.
£ 3-6 ICMP Bl B i#FHRAE B NEHREL

Host-8 Ping 172.16.0.100
JEEHLIP BB EH 1P type | code | Identifier Sequence
HR
'S8
HRME (data) :
JEEHL 1P HEIEMN 1P type | code | Identifier Sequence
L fIVA
i:5'a
"I'FHEZV\]?? (data) H
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f£% 3: EF TRACEROUTE £4f ICMP &{Si3%8 (30 &)
(1) WEIE L, JH35) Wireshark SEATHNE

7 el X 9 ise B LA A

& 3-4 fis, JB 30 Wireshark 3£

RS-2

NET-A
RS-1
%_ﬂuo
fo/1
n fo/2
4| A
=
/ .
fo/o 7 f0/0
A\
sw-1 % SW-2 %
fo/1 / fo/2 fo/1 fo/2
!
eo ¢ , eo e0 ) e
Host-1 Host-2 Host-3 Host-4
RS-1: Host-1:172.16.64.1/24
VLAN11:172.16.64.254/24 Host-2:172.16.65.1/24
VLAN12:172.16.65.254/24 Host-3:172.16.64.2/24
VLAN100:10.0.1.1/30 Host-4:172.16.65.2/24

IOJf-Isgigal

\ fo/2

L

fo/1
/ \
fo/o ‘  foro

NET-B

2

B

fo/1 \ fo/2
)
:,\\:.\ 1
\,
e0 e0 e0 \, e0
Host-5  Host-6 Host-7 Host-8
Host-5:192.168.64.1/24 RS-2:

Host-6:192.168.65.1/24
Host-7:192.168.64.2/24
Host-8:192.168.65.2/24

VLAN11:192.168.64.254/24
VLAN12:192.168.65.254/24
VLAN100:10.0.1.2/30

Kl 3-4 BB L

(2) ffFH FH1 Host-8 X EHL Host-1 #E4T Traceroute i HH it
TE [ X X HR 45 F 2 4L Host-8 X 41 Host-1 34T Traceroute M, T 7E GNS3 1)
VPCS 7 trace it 2 BOAEA UDP Pil, ASZRD IR B SOk SL I ICMP 3Gt
ITEfE, Wk 3-5 .

1

Host-8> trace

trace HOST [OPTION ...]
Print the path packets take to the network HOST. HOST can be an ip address or
name.
Options:
-P protocol Use IP protocol in trace packets
1 - icmp, 17 - udp (default), 6 - tcp

-m ttl Maximum ttl, default 8

Notes: 1. Using names requires DNS to be set.
2. Use Ctrl+C to stop the command.

Host-8> trace 16.64.1 -P 1
trace to 172. .1, 8 hops max (ICMP), press Ctrl+C to stop
1 192.168. 4 8.340 ms 9.646 ms 9.537 ms

2 10.0.1.1 20.599 ms 20.924 ms 31.765 ms

i 172.16.64.1 45.760 ms 41.183 ms 42.875 ms

Host-8>

& 3-5 Traceroute i 1 illisk

B8EHS:
//1EF3 ICMP 19817 Traceroute BRI
Host-8> trace 172.16.64.1 —P 1

(3) WAL A 1 ) ICMP 3R SCHEAT 20 #7
EFRET, EIEAS 1 Sid3k 3 2848 18 45 ICMP )3, £
MAR S o VT BRI SCHCUEE 23 R AT S BT RS R 3-7,

o 9 ZRARIRIL, 9 2K

SBEAYER (HEEFTLSR) SEETSHE / %5 N
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37 A1 FHRCOTER
WL /] H K
AL IP Hh IP Hihk

TTL | Type | Code W AR U B

1R
6%

H2R
e

EEREN
6%

(4) AL A 2 (1) ICMP R SCHEAT 20 Hr
IEFARET, IS 2 29058 3 2448 18 45 ICMP R0, Hirp 9 ZiERR0C. 9 &
REARSC o 1 1% BRSO AL 2 AT IR SO T H RIS 55 3-8,
% 3-8 PR 2 MROCOITE R

W3
ERPES

IP

=h:y]
1P bt

TTL

Type

Code

WA B R B

1R
He %

H2K
He %

ESRES

36 %

(5) ML A 3 1) ICMP R SCHEAT 4T
IEFIRET, AEIEA 3 &30 2 283 12 4 ICMP R0, Hid 6 Z&3E R0, 6 40
RS 1 1% BRSO AL 2 AT IR SO T RIS 3R 349,
% 3-9 IR 3 WSS R

WX
AL

1P Huht

H K
IP Huhk

TTL

Type

Code

WA AR B

ERES

6 %%

H2K
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N
/1
=)}
R

(6) ML A 4 1) ICMP R SCHEAT 4T
IEFIRE T, EINE S 4 293k 12838 6 25 ICMP 430, Hidr 3 il RIiSC. 3 4R
R WL RIS LB 2 AT RS M HHR S 3 3410,
& 3-10 AR 4 PITHPIE R

i . o PRHER R
MM | 1P wigt | TTL | Type | Code B3 A R BRI R
ERES

36 %

(7) XL A 5 1) ICMP 5 SCHEAT 40 HT
IEFERET, EPVEA S S 1 2638 6 5 ICMP 30, HA 3 4&0E RIS 3 &My
o RIS LR 7 AT IO T FHE S £ 3-11.
£ 3-11 A H 5 KM ER

WL b/ ER:y] .
eSS IP i P Mt TTL | Type | Code HROC P B IR B 5
ERES
6%

(8) 3 M AR HAL SR R SC 7[R, FF 7341 Traceroute TAF )53

Xf AL s 15 2 1) ICMP i SCEEAT XL 74T, A AR AR AL ik SC R [7], Ui B Trace
route [ TAEJFHE,

AT RS L

®  Traceroute fii ] ICMP Hpis( # LA B,

® I}l Host-8 JyftA REMEIRAN S BE B A% 45 LI bk 2 A4 3R ECAS 21 52 AL IS k2

® PV AT 1 ANIVEL A5 2 BRSO AAEIR 2 $TUEL R 4 FIHEL A1 S IR SO AT 4 A ] 2

® i A S ICMP #i ST IR 1P st Al H 1 1P sk 2 S AHF 2 A4

£, SEE
SO RGN (e R4ERE Y A1 [ TRI4ERE 1 W5 4E P HEAT R0 o

1. [ER#E] E#

ARG P 2 BB AL A S BRI R B DA RO SIS N S B AR RS, AUdE R4 e RiE ]
[sCieids 1 A1 CRIZ @Y =AM BRI

(1) EE5ERE (60 53)

S AR SE RS i » B TR AT BOMRS 25 5250 45 S o UG £ AN S04 55 1 56 A% L »
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HARIE LT T B RAMES HIE, SHESTERER 5. ARIH 2 60 7).

(2) [EZo)@ (40 43)

FAAETERSER R, BN BT B SRR 25 R, R B BUMBR ] . BOMARYE %4 1]
BRIy o ARITH WS 40 57

[FE]): FORRAE, T72% )\, BESTR” FRRE, NFHREER 2-3 4N
REHEATIRH .

2. [FE4%E] &
A FE B AL A SR R RN (], B LR
(1) HERIZ (100 7&2IF)
ARSI ) SEG IR 2 PR AT et [5e dEE ] 4%, M 100 73T
(2) —RBAERZ (90 7&EiF)
AR SES SIS UREE R — R N AR A IR (e e e ] %01, M 90 7 vl RIAR RS
5 1% 8 90 43 .
(3) —ARFRE3R (80 i)
AR S S URZE R — J e 4 ss it [5e sk fE ] %11, M 80 7 vf, BIARIRSE
5% 1% 5 e 80 47 o
(4) Rigzxx (05
A INHCE ARG R, ARIERC, ARSI HER 0 7.

N BES5TE
ARSI, B A SLIG N AR RE, BT DL R, DL MR )

1. ICMP HJHSCAMARATA? HILBFRRA A2 Z R T —E Wi ? fEMZiEE,
ICMP Wil HA/ER ?

2. ICMP $RCHIZER NP2 NEE—3 ICMP #CH, 525 H — MR+,
TEEHHAER, PAROZSERIE

3. RSEIAES 1R, XFRATIECEIT) ICMP #3C, BB H A —2% ICMP i SCHIZEM), ).
HARSCE ) Type FEIMER 2/ ? KR4 X2 B TIXMELLSE, Type 7Bk
A TRELAE? 28 3 AN, 23 il Uk BHIX SEE 1 5 3.

4. AKRSZIGATS 1A, XFFRTIECEI R ICMP 13, AR HH—% ICMP #iCHgii, 1nl:
H 5 MFHH) Codew Checksum. Identifier. Sequence - BHIME 7 A ZAT4 2 43R

AL
5. ASEIGARSS 2 MR ER 2 b, FEMEZGEEIER, & ENSITIERWAEOL T, $4T Host-8
Ping Host-1:

a)  FTINE| ICMP [l &R, w3 B AdE 1P bk A H (1 1P bk 7l 247 Y8
MAC HisiE AT H 1) MAC Hilik X R4 7 %3S type F-Bild 22 /b2
b)  FTINE|R) ICMP [B] 5 R Z R SCH, BB L AYE 1P HhuhikFl H i 1P sk 73 7 A4 2
J5 MAC HihiEF1 H 8 MAC ik X242 1%k type FBAERZZ /2
6. ASZIATS 2 WP 2, fEMGIEEIER, &IVSTIERNER T, $UT Host-8
Ping Host-1. J#id 7£ Host-8 F| Host-1 [J#&AEHT, PN B 2 18] BB VAL AL (5l SW-
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10.

11.

12.

4 F1RS-2 2 [A] RS-2 Fl RS-1 Z [A]45), £1xFfERE VR i FTHEAXEI ) Host-8 AL Host-

1 ) ICMP [8] 35 R4 3, 20BN SCH VLAN 718, 2758 VLAN FRic? 76,

WHRER . HA, ¥l VID fH.

ARSLIGATSS 2 PP RR 3 h, fEMZIESIER, KM Host-2, HAth EHLISAT IEF MG

~, $47 Host-8 Ping Host-2:

a) PATIZ Ping A5, FiR LR RIER, 5115 2 B8R 2 134T 5E Ping drd
FT s E BAAE? A4 B FEmfEE?

b) X E i B B ICMP $RSCHIZEBR 2 i I ICMP 4R, BRI ?
A B R X 1 ?

c) 1EFR3 o, M Host-8 K ICMP 1R, &AL T Host-2? A FIAT,
SR T ZAR S B S SRR HEA RS, UL R 5 T2 It ai B

($elE: 4545 ARP Wl I8 AT 704D

ASLIGATSS 2 FIP IR 4 1, (EMZS IS ICE IEH , Host-3 PICHCE A%, HALTNIEIT

IEHBIMENL T, 4T Host-8 Ping Host-3:

a) PIAT% Ping A JE, Fiw LITERIER, H51E5% 2 BPER 2 HHUT 5E Ping T4
B R HE BAAE? 42 SR pE s B2

b) 0 EZA R AT ICMP R SCRIAZER 2 A B4 ICMP #)/3C, ATANE? R
2 B P X 1) 2

c) fELHE 4, M Host-8 K ICMP iR, ZFEIAT Host-3? HEIAT,
EAR W ZIR SR GRS AR ENA, UBEMR Y R T2 Nt At AR ?

(BREE: nTZ55 ARP PRSI R EAT 708D

ASLIGATSS 2 PP ER 5, FEMBRASRLCE IER, & EVUSITIERMEN N, 4H3EN

Host-8 Ping Net-A #i7;H a] e B AL H A — 1P Hidik:

a) PIT% Ping & Ja, B EITEORIIER, 5% 2 BIBER 2 hUT 5E Ping 7 %
PR BE BAAE? 42 B pEfE B2

b)  XF i R BT ICMP SO B 2 o B ICMP 4R, AR ? K
o X R X 1) 2

c) fELEES 1, M Host-8 K HI ICMP W =R T, &1k B0 E 5t T4t — DA%k
T UEE (3R PT4ES ARP PHI R HEET 4

ASLIGATS 2 FIPER 6 1, TEMSSIGHCE B, & ENISTIEFEMEL T, AH I

Host-8 Ping Net-A #i5;H a] Fe B AL H HAE— 1P Hidik:

a) PIAT% Ping A JE, B LR RIMER, 5% 2 BIPER 2 34T 5E Ping T4
B R HE BAAE? 42 R FE s B2

b)  XFEiZ P IR BT ICMP i SCFIZE B 2 R BT ICMP 4R, HTAR? K
2 X R X 1) 2

c) fEMIE 6 H, M Host-8 K H ICMP 13RS, &2 B0 H it ok it — D AEiE
T BB (BERE: RT45A ARP RS R H AT T

AESLIGATS5 3 W, Traceroute #r2 MA/EH A4 ? HTAEFEHEZRE? 35T Windows #:/E

RGWA—XBUUNGL, EMATEHA?

ARSLIGATSS 3 KPR 2 b, FEfEH ENL Host-8 XFFHL Host-1 4T Traceroute % HH il

TR«
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a)  PATIZ trace A5, Fise ERTEORHEE? HE SURA4?
b)  Xf P R BT ICMP i) SCRE B 2 o AT ICMP #5730, FTAIE? 1
CMP R SCRBURAT A 2 N4 B FR X ) ?
c) fEALIEF, M Host-8 K HIH ICMP i3RI A4 KM? IR T LA ICMP i
RIRSC? 2% ICMP RIS IR BIWR L 2 SRR (F2lf: 7T 454 Trace

i [ AR BB HEAT 704D

13. ASLIATSS 3 KB (3) o, MR A CRISEhrRlESs 3,
A1 AEFTAREUY) ICMP #8/SCET 708, HRICIRGE T,
14, ARSLIATS 3 PR (4 b, R4E A O SERRERfES R,
A2 AEFTAREUY) ICMP $8/SCE T 700, HRICIRGE T,
15. ASEIATSS 3 KB (5) o, W3R A CRISEhrR/ESs 3,

253 ALY ICMP #RSCHET 08T, IR 2 0.
16. ARSLIATSS 3 (B 08 (6) h, WRHEE O sSehrilEss
A4 AR BT ICMP 4R SCRET 04T, R IR 20T
17. ASZIATSS 3 KPR (1) o, W46 A ORI S2brEpfE 4
RS AR ICMP fRSCAT 70 A, RG220 .

SERAER (BRtETT k) SRETHMAE /

% 10 I

553K 3-7T MNE,

SER 3-8 NG,

553K 3-9 MNE,

 BEE3-10 FNA,

, GEEER 311 N,

PO

XM

AL

XA

XA



