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Connection type:
(JRaw () Telnet () Rlogin (@ S5H \ ()

/

S>E#EPEHD KRS (REEHETE) BFAEHFHEK

. PuTTY Configuration ? b4
% PuTTY Configuration ? ﬁ " niiguratior ‘
Category: Category: : : : -
(- Session | Basic options for your PUTTY sesgj | = SEessli:n ) Options cortroling local seral ines |
[ i i Logging .
BT L.Oglglng Specify the destination you want to cong#t to & Teminal Select a serial line
Tlé::board Host Name (or IP address) Port - Keyboard Senial line to connect to CoM1
y 4
- Bell || y 4 - Bell
- Features .~ Tonnection type: 7 - Peatures
- Window Raw () Telnet (O)Rlogin @) S5H () Serial - Window
- Appearance - - Appearance
. Behaviour Load, save or delete a stored session .. Behaviour
- Translation Sawved Sessions - Translation Stop bits
- Selection | | [+ Selection Pariy
- Colours Default Settings Load - Colours
[=- Connection - Connection Flow coritral
.. Data Save .. Data
- Proxy - Proxy
- Telnet Delete - Telnet
- Rlogin - Rlogin
- 55H - 55H
- Serel Close window on exit: - Jerial
(O Aways () MNever  (®) Only on clean exit
About Help Cancel About Help Open Cancel
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PuTTY Configuration ? X
Category:
[ Session ‘ Basic options for your PuTTY session
- ~Logging _ -
& Terminal Specify the destinatiol connect to
- Keyboard ost Name (or IP address) Port
- Bel 10.0.255 1 |23
- Features Connection §ps:
=l Window SULEECHD G L ] )
- Appearance (ORaw (@ Telnet () Riogin ()SSH () Serial
- Behaviour Load, save or delete a stored session
- Translation
[ Selection Saved Sessions
- Colours ‘ ‘
=} Connection g
..Data Default Settings Load
Pro)(y
- Telnet Save
# SSH Delete
- Serial
Close window on exit:
(O Aways () Never  (®) Onlyon clean exit
About Help Cancel
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£210.0255.1 - PuTTY &2 10.0.255.1 - PuTTY

Login authentication Login authentication

Username:user tellf

Username: [

1. #ft AN P 4 2. i \ il P Zuser_tel

&P 10.0.255.1 - PuTTY

@2 10.0.255.1 - PuTTY

Login authentication

Login authentication

Username:user tel
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> ol IRE, gUB R Host-MAISW-12 g 855 telnetiR Y

SUHHF) SRR MEV)  BMEG)  BERO  AIRA)  HIHS)  BEY)  BEW)  TAEM  #BHH)
) ARG Qe ZEF S == QQAQE

[

W | telnet m
No. Time Source Destination Protocol Info
69 18.421000 10.0.255.254 10.0.255.1 TELNET Telnet Data ...
70 18.468000 10.0.255.1 10.0.255.254 TELNET Telnet Data ...
71 18.468000 10.0.255.1 10.0.255.254 TELNET Telnet Data ...
72 18.468000 10.0.255.1 10.0.255.254 TELNET Telnet Data ...
73 18.468000 16.0.255.1 16.0.255.254 TFINFT Telnet Data ...

Frame 69: 75 bytes on wire (600 bits), 75 bytes captured (600 bits) on interface
Ethernet II, Src: 9a:00:27:00:00:13 (0a:00:27:00:00:13), Dst: HuaweiTe 8c:1b:1b
Internet Protocol Version 4, Src: 10.0.255.254, Dst: 10.0.255.1

Transmission Control Protocol, Src Port: 54495, Dst Port: 23, Seq: 1, Ack: 1, Le
Telnet

Host-M: 10.0.255.254 SW-1: 10.0.25.1



> N2 BEB6SIRN, TERISW-1&%5Host-MEISRUW ©

M) (R WE()  BEEG)  BERO) HA) SEHS)  EBIEY)  TE&EW) TR #EE(H)

AdAmze I BREB JIeE2EF I - = QaqaalE

[‘ltelnet

No. Time Source Destination Protocol Info
86 18.578000 10.0.255.1 10.06.255.254 TELNET Telnet Data
87 18.578000 10.0.255.1 10.0.255.254 TELNET Telnet Data
98 22.765000 10.0.255.254 10.0.255.1 TELNET Telnet Data

Frame 86: 82 bytes on wire (656 bits), 82 bytes captured (656 bits) on interfa
Ethernet II, Src: HuaweiTe 8c:1b:1b (4c:1f:cc:8c:1b:1b), Dst: ©a:00:27:00:00:1
Internet Protocol Version 4, Src: 10.0.255.1, Dst: 10.0.255.254
Transmission Control Protocol, Src Port: 23, Dst Port: 54495, Seq: 38, Ack: 45
Telnet

Data: \r\n

Data: \r\n

Data: Login authentication\r\n

Data: \r\n

Host-M: 10.0.255.254 SW-1: 10.0.25.1




> N3 BBSTSIRY, TBEISW-1Ux%GHost-MEYSRW H

MR wEE) BN BEEG) RO HA) SRS BIAY) ZE&EW) TR #EH)

A maJde DRE QesEF IS = = QQ QF

(1 cetnet

No. Time Source Destination Protocol Info
86 18.578000 10.0.255.1 10.0.255.254 TELNET Telnet Data ...
87 18.578000 10.0.255.1 10.0.255.254 TELNET Telnet Data ...
98 22.765000 10.0.255,254 10.0.255.1 TELNET Telnet Data ...

L4
| = [— . 7 — ﬂ\ Y Ed
> Frame 87: 65 bytes on wire (520 bits), /TN IEHZ’ T\-E’%ET’ ﬂ"ﬁ
- FHERER
> Ethernet II, Src: HuaweiTe 8c:1b:1b (4c E/INIB G o

> Internet Protocol Version 4, Src: 10. 'I«%,EH?%T;E, HOS'[-M'\L?(Z-F@)\FH
> Transmission Control Protocol, Sr = A 45,

v Telnet
Data: \r\n
Data: Username:

Host-M: 10.0.255.254 SW-1: 10.0.25.1

S P ED K (RKiEgEE) BAAKFHK



> OiTd: BFISSIRY, TBE Host-MAGSW-18YEEW H

SEF) O fEEE) MEN)  BEEG)  BERO)  AWA)  &HS)  BIEY)  kEW)  TAM  #EEH)
A n ® B REG Qe ZEF I == QQ Q FE

(W | telnet -
No. Time Source Destination Protocol Info

86 18.578000 10.0.255.1 10.0.255.254 TELNET Telnet Data

87 18.578000 10.0.255.1 10.0.255.254 TELNET Telnet Data

98 22.765000 10.0.255.254 10.0.255.1 TELNET Telnet Data

Frame 98: 55 bytes on wire (440 bits), | ?ET_I_T: HOS'[-|\/|W‘T’Eﬁ])\EI’\])EH)i| nterface
Ethernet II, Src: 0a:00:27:00:00:13 (0a = N{I-N (] 8c:1b:1b (
Internet Protocol Version 4, Src: 24
Transmission Control Protocs : ) : : Ack: 77, L
v Telnet
Data: u

Host-M: 10.0.255.254 SW-1: 10.0.25.1




> ONTo: BFIISIRN, TBE Host-MAGSW-18YEEW H

SHEF)  REE) MEN)  BEG)  BERO  AWA)  SHS)  mEY)  kEW)  IEM M)
A = ® B RO Qe EYF I = = Q Q Q F

[' telnet v] FEL- o+
No. Time Source Destination Protocol Info ~
98 22.765000 10.0.255.254 10.0.255.1 TELNET Telnet Data ...

mm) 99 22.765000 10.0.255.254 10.0.255.1 TELNET Telnet Data ... [ ]
100 22.765000 10.0.255.254 10.0.255.1 TELNET Telnet Data ...

101 22.765000 10.0.255.254 10.0.255.1 TELNET Telnet Data ... v
< >
Frame 99: 55 bytes on wire (440 bits ‘JfET'R: HOSt_MﬁﬁEﬁ)\E"]HﬂF on interfa

Ethernet II, Src: 0a:00:27:00:00:1 e user_tel e 8c:1b:1
Internet Protocol Version 4,
Transmission Control Proiss®

v Telnet
Data: s

, Src Port: 54495, Dst Port: 23, Seq: 46, Ack: 77

Host-M: 10.0.255.254 SW-1: 10.0.25.1




> 16 EF100SIKN, TJBEHost-MaGSW-18HEI W

XHE  REEO  WEV)  BEG)  BIKO  AWER) &S  BIEY)  BEW)  IAM  #EH)
Ams® 1 RO IesEF I - - QAQQE

[' telnet v] FIER -
No. Time Source Destination Protocol Info
98 22.765000 10.0.255.254 10.0.255.1 TELNET Telnet Data ...
99 22.765000 10.0.255.254 10.0.255.1 TELNET Telnet Data ...
=) 100 22.765000 10.0.255.254 10.0.255.1 TELNET Telnet Data ...
101 22.765000 10.0.255.254 10.0.255.1 TELNET Telnet Data ...
<
Frame 100: 55 bytes on wire (440 bit : HOSt_Mﬁﬁﬁ'})\EI‘JHﬂF‘ on inte

Ethernet II, Src: ©a:00:27:00:00:1 user_tel Te 8c:1t
Internet Protocol Version 4, Sx
Transmission Control ProtssS
Telnet
Data: e

, Src Port: 54495, Dst Port: 23, Seq: 47, Ack:

Host-M: 10.0.255.254 SW-1: 10.0.25.1




> O BFI01SIRN, JBHHost-MxGESW-18HEI W0

X FREO  AEV  BEG)  BIRO  SRA) RS miIEY) BEW)  TRM #EH)
A m I ® ARG Qem2EEF I = QAQQE

[' telnet v] Tk
No. Time Source Destination Protocol Info
100 22.765000 10.0.255.254 10.0.255.1 TELNET Telnet Data ...
mm) 101 22.765000 10.0.255.254 10.0.255.1 TELNET Telnet Data ...
102 22.796000 10.0.255.1 10.0.255.254 TELNET Telnet Data ...
103 22.796000 10.0.255.1 10.0.255.254 TELNET Telnet Data ...

27~: Host-MErE BRI =

&= user_tel

Frame 101: 55 bytes on wire (440 bit
Ethernet II, Src: 0a:00:27:00:00:
Internet Protocol Version 4
Transmission Control Prg#&Col, Src Port: 54495, Dst Port: 23, Seq: 48, Ac

v Telnet
Data: r

Host-M: 10.0.255.254 SW-1: 10.0.25.1




> N8 &F1095KN, TBHHost-MaLESW-18HEI W

SHF) O REEE) MEN)  BEEG)  BEROQ  AWA)  SHHS)  EIEY)  REW)  TET)  EEH)
rel ® B REG Qe@e=EF I == Q Q Q FE

[' telnet v] Tk
No. Time Source Destination Protocol Info
104 22.796000 10.0.255.1 10.0.255.254 TELNET Telnet Data ...
=) 109 23.984000 10.0.255.254 10.0.255.1 TELNET Telnet Data ...
110 24.015000 10.0.255.1 10.0.255.254 TELNET Telnet Data ...
113 25.015000 10.0.255.254 10.0.255.1 TELNET Telnet Data ...

: Z7~: Host-MBrE NI

Frame 109: 55 bytes on wire (440 bi =
Ethernet II, Src: 09a:00:27:00:00: é%;E;leer_IeI
Internet Protocol Version 4 /- o
Transmission Control P ocol, Src Port: 54495, Dst Port: 23, Seq: 49, Acl
v Telnet
Data: _

iTe 8cC

Host-M: 10.0.255.254 SW-1: 10.0.25.1




> N9 BF 113, 116, 1195IRY, OJFF|Host-MAL5SW-1
NEISDRIZt. el 1

MiHF)  RWEE) WMEN)  BEG) B0 oimA) SRRSO BIEY) B&W)  TEM #EE(H)

AW a4 e ERE QesZEPF I == QQ @ F

[ | telnet v | s

No. Time Source Destination Protocol Info
113 25.015000 10.0.255.254 10.0.255.1 TELNET Telnet Data ...
114 25.062000 10.0.255.1 10.0.255.254  TELNET Telnet Data ...
116 25.203000 10.0.255.254 10.0.255.1 TELNET Telnet Data ...
117 25.234000 10.0.255.1 10.0.255.254  TELNET Telnet Data ...
119 25.375000 10.0.255.254 10.2 . alaot D

; I2/x: Host-METEINBI A~

=
Frame 113: 55 bytes on wire (440 bit éaiElleer_Iel
Ethernet II, Src: ©a:00:27:00:00:13
Internet Protocol Version 4, Src: 1@

v Telnet
Data:

Host-M: 10.0.255.254 SW-1: 10.0.25.1




D10 BB N —"THost-M&GSV-189IRY (1245) , OF
@JEE@E\r\n

ST RIBE) MEN)  BEEG) RO AWA)  SEHS)  EBIEY)  EEW)  TEM  EEH)
i ® B RE Qe=EF & = = Q Q Q F

[' telnet v] Tk
No. Time Source Destination Protocol Info
119 25.375000 10.0.255.254 10.0.255.1 TELNET Telnet Data ...
120 25.406000 10.0.255.1 10.0.255.254 TELNET Telnet Data ...
=) 124 25.859000 10.0.255.254 10.0.255.1 TELNET Telnet Data ...
125 25.890000 10.0.255.1 10.0.255.254 TELNET Telnet Data ...

TN \r\ni‘%T “IEIE%T&"”

Frame 124: 56 bytes on wire (448 bi
Ethernet II, Src: ©0a3:00:27:00:00:1

Internet Protocol Version 4, ’ E.l—‘/f J'_H%ZE’JFHF'%
Transmission Control Protos : 5449 : eq: 53, Ack
v Telnet
Data: \r\n

Host-M: 10.0.255.254 SW-1: 10.0.25.1




> Nl BF125SIRY, TBEISW-LxGHost-MBYESRW H

MEHF)  fRIEE) WEN)  BEEG) IR0 oA &#IHS)  EBIEAY) BE&EW)  TEM #EEH)

AmzZO® I BREO QeEsEEF I - = q Q QF
[_l telnet v] FIER
No. Time Source Deztination Protocol Info

124 25.859000 10.0.255.254 10.0.255.1 TELNET Telnet Data

125 25.890000 10.0.255.1 10.0.255.254 TELNET Telnet Data

168 36.984000 10.0.255.254 10.0.255.1 TELNET Telnet Data
< >
> Frame 125: 65 bytes on wire (520 b :_|: @lZ—T%%HT /‘rﬁ ) on 1in
> Ethernet II, Src: HuaweiTe_8c:1b:1 J:H’JTET I:“%o ):27:00:
> Inter‘nt::-t I?rotocol Version 4, Src: IHEH:EI—F;E’ HOSt-MiZiﬁ])\
> Transmission Control Protocol, TZ.E%T 85, Ack
v Telnet = °
( Data: \r\n

Data: Password:
-

Host-M: 10.0.255.254 SW-1: 10.0. 25 1
TP EHRF (REZHEHE) RAEK

220 <<



DITL2: EF M

ﬂk%%%ﬁa

— NHost-MAz £

GSW-189RM (1685) , OB

XiHF)  RWEE AEV)

L@ 1 BRE QResEF

BEE(G)  HERIQ)  HiR(A)
sEEaaafE

ZEHS)  EIAY) &EW)  IEM  #FEH)

(R

telnet

v | Fisst-

No.

Time

125 25.890000
168 36.984000
170 37.343000

Source

10.0.255.1
10.0.255.254
10.0.255.254

Destination

10.0.255.254
10.0.255.1
10.0.255.1

Protocol

TELNET
TELNET
TELNET

Info
Telnet Data ...

Telnet Data ...
Telnet Data ...

3

Frame 168: 55 bytes on wire (440 bj : o
Ethernet II, Src: 0a:00:27:00:00:1 LN Host- Mﬁﬁiﬁ)\ﬂ’]—"‘ﬂ

Internet Protocol Version 4, Src:
Transmission Control Protoco

v Telnet

Data: a

Host-M: 10.0.255.254

= abc@123

SW-1: 10.0.25.1

) on i
iTe 8c

55, AC



> D13 BB M —"THost-MRESW-189IRC (170=) , TJF
3 RBIESRTD

HEF) R WEN)  BEEG) RO AA)  SHS)  EIEY)  REW)  TAEM  EEH)
A m ® B RE Qe ES & == Q Q Q E

[' telnet v] FikH -
No. Time Source Destination Protocol Info
168 36.984000 10.0.255.254 10.0.255.1 TELNET Telnet Data ...
mm) 170 37.343000 10.0.255.254 10.0.255.1 TELNET Telnet Data ...
174 37.765000 10.0.255.254 10.0.255.1 TELNET Telnet Data ...
177 38.625000 10.0.255.254 10.0.255.1 TELNET Telnet Data ...
< >
Frame 170: 55 bytes on wire (440 bi TEET_TT: HOSt-Mﬁﬁiﬁ])\H"]"’EEQ}
Ethernet II, Src: 0a:00:27:00:00:13 8= abc@123 [ Te_8c:

Internet Protocol Version 4, Sce
Transmission Control Protgsad

v Telnet
Data: b

Host-M: 10.0.255.254 SW-1: 10.0.25.1




> ONTl4:. BF174, 177, 181, 183, 185%?&31 [m]==EA
Host-M&xRLGSW-18Y 58 0alEc. @ 1. 2, 3

SHEF) REE) MEN)  BMEG)  BEROQ  AWA) SRS mIEY)  kEW) TIEM M)
A = ® B RGN Qe EF I == Q Q Q FE

[' telnet v] Tk
No. Time Source Destination Protocol Info
ﬂ 174 37.765000 10.0.255.254 10.0.255.1 TELNET Telnet Data ...
177 38.625000 10.0.255.254 10.0.255.1 TELNET Telnet Data ...
181 38.921000 10.0.255.254 10.0.255.1 TELNET Telnet Data ...
183 39.140000 10.0.255.254 10.0.255.1 TELNET Telnet Data ... .
185 39.390000 190.0.255.254 100

\ ol ng [ ]
12/R: Host-MATHi N\ BI RS
Frame 174: 55 bytes on wire (440 bifl<=0|e]el(@N i
Ethernet II, Src: 0a:00:27:00:08
Internet Protocol Version 4 rc: 10.0.255.254, Dst: 10.0.255.1
Transmission Control Protocol, Src Port: 54495, Dst Port: 23, Seq: 57, Ack:
Telnet

Data: c

Host-M: 10.0.255.254 SW-1: 10.0.25.1




DTS BF N —"THost-M&GSV-189IRY (187=) , O&
%UEElg{D/u\E\r\n

SHEF)  REE) SEN)  BMEG)  BERO  SWA)  SHS)  BIEY)  kEW)  TEM  EEH)
A . ® B RE Qe ZEF S = |= Q Q  F

[ l telnet v ] Rk~
No. Time Source Destination Protocol Info
185 39.390000 10.0.255.254 10.0.255.1 TELNET Telnet Data
187 39.593000 10.0.255.254 10.0.255.1 TELNET Telnet Data ...
188 39.625000 10.0.255.1 10.0.255.254 TELNET Telnet Data ...

11 ="
Frame 187: 56 bytes on wire (448 b %ET \r\n%T @Eﬁ ’
Ethernet II, Src: 0a:00:27:00:00:1 IEEEH%‘E%?)\WT, Zk, 7

Internet Protocol Version 4, Sca J'_‘_'%ZE]’]%‘EE_’;
Transmission Control Protg
Telnet

Data: \r\n

Host-M: 10.0.255.254 SW-1: 10.0.25.1




Telnet G TEREMEIZH

O 5%

m [ TelnetXF STCPRIBAS(EH (WOEEIHN) , BHEERZERE
R, N IREBENZEME, BECHTIREERIRSHN, MEA
telnet/53, MEXRALEMELHISSHHT.




)

—

. STelnetiF=, (SSH) BEMEZRIRE



STelnetA™, (SSH) BRMNEIZE

O #E&

m STelnet@Secure Telnet@IEIR. TE— ™MESRALZEBINMEZINED, AR
FesBEIXNEPERAIERRCETENE, NERimAPREZEE
TelnetfR55,

m fHXYFTelnet, STelnetEFSSHIPY, BFLImAIMRSESIm BTN,
ZIULZTERE, BRNYRURIEETelnet —1F5 R RSB mo




STelnetA™, (SSH) BRMNEIZE

O SSHiMY
m SSHIZH 5 P& SRIIEDA
oA F o494 31 Password3& ik,

o KT EF4G 4 501E: RSA. DSATAIE,



STelnetA™, (SSH) BRMNEIZE

O Password3&iik
s BUKSHOS, BERIEZFEIRSE (FH) » IEERNETEE S
%—\‘ .
0 WALIEE A AT A, AL,
0 ZAERGHEI R PR TIREK, AT HARLRH P,
o Fl PAEREANANS, FERELMEE, KEER,

o mAZR A B TR, MERFZRES, RELHCREHKS EAL
sTib, e REALEH, A ER P AR,




TopGun: ..

.......................... S
Passwordi&iF 18'.'
AR
‘NzaClyc2EAAAA3SK] ‘/.-_-.\1 ‘NzaC1lyc2EAAAA3SKj'¢
_"%",)ﬁ \;#Jﬁ |,-_34J, ¥ 7 l_'lég %

kﬁﬁi(}.‘l
i. FLARELTE
Password : 000
If”ﬂ“\ll .
G /
E5IF TopGun S{5i+

.ﬁ.ﬁ@ﬁﬁgﬁa

WAEFEHRT (M%EEHEETE) REHT A




Passwordi@IFERAN—INE DT (BERHAISW-2, 10.0.255.2)

|H|ssh [] "] Fihzi
Ho. Time Source Destination Frotoceol Length Info
42 13.188888 18.86.255.253 16.8.255.2 SSHw2 82 Client: Protocol (SSH-2.8-PuTTY Release 8.72)
A3  13.235g08 18.9.255.2 1@.8.255.253 SSHw2 65 Server: Protocol (SSH-1.99--)
44  13.235888 18.9.255.2 18.8.255.253 55Hw2 366 Server: Key Exchange Init
A6 13.235608 18.8.255.253 16.8.255.2 TCP 590 62046 » 22 [ACK] Seq=29 Ack=324 Win=6586% Len=536 [
48 13.235888 18.8.255.253 18.8.255.2 55Hw2 158 Client: Key Exchange Init
49 13.235000 168.8.255.253 18.8.255.2 55Hv2 78 Client: Diffie-Hellman Group Exchange Reguest
52 13.281000 18.8.255.2 18.9.255.253 5SHv2 206 Server: Diffie-Hellman Group Exchange Group
53 13.281868 18.8.255.253 18.8.255.2 55Hv2 198 Client: Diffie-Hellman Group Exchange Init
56 13.7683806 16.8.255.2 18.8.255.253 SSHv2 374 Server: Diffie-Hellman Group Exchange Reply
57 13.793800 18.8.255.2 19.8.255.253 55Hw2 78 Server: New Keys
65 15.922808 18.09.255.253 18.8.255.2 SSHv2 106 Client: New Keys, Encrypted packet (len=36)
66 15.922000 10.9.255.253 18.8.255.2 SSHv2 142 Client: Encrypted packet (len=88)
67 15.953p86 18.8.255.2 18.8.255.253 55Hv2 106 Server: Encrypted packet (len=52)
182 26.281600 108.6.255.253 18.8.255.2 SSHw2 158 Client: Encrypted packet (len=104)
183 26.328086 10.8.255.2 18.8.255.253 55Hv2 106 Server: Encrypted packet (len=52)
121 35.6l1l0e00 18.8.255.253 1@.8.255.2 SSHw2 354 Client: Encrypted packet (len=368)
122 35.672008 10.8.255.2 18.8.255.253 55Hv2 98 Server: Encrypted packet (len=38)
123 35.672800 108.86.255.253 16.8.255.2 S5Hv2 158 Client: Encrypted packet (len=184)
124 35.719008 10.8.255.2 18.9.255.253 55Hv2 106 Server: Encrypted packet (len=52)
125 35.71%@0@ 18.86.255.253 16.8.255.2 S5Hv2 242 Client: Encrypted packet (len=188)
127 35.766800 16.9.255.2 16.8.255.253 SSHv2 98 Server: Encrypted packet (len=36)
128 35.766086 16.8.255.2 18.8.255.253 55Hv2 98 Server: Encrypted packet (len=36)
138 35.875008 10.8.255.2 18.8.255.253 SS5Hv2 2508 Server: Encrypted packet (len=198)
131 35.875608 10.8.255.2 18.8.255.253 55Hv2 106 Server: Encrypted packet (len=52)




PasswordiSuFERAN—IME8 ot (1) — B AH

EIEE B0 -] skt
Ha. Time Source Destination Protocal Length Infa
42 13.1888606 18.8.255.253 18.8.255.2 55Hv2 82 Client: Protocol (SSH-2.0-PuTTY_Release_9.72)
43  13.235800 10.8.255.2 18.09.255.253 SSHv2 65 Server: Protocol (SSH-1.99--)
44  13.235808 190.86.255.2 18.8.255.253 SS5Hv2 366 Server: Key Exchange Init
46 13.2358680 10.9.255.253 18.9.255.2 TCP 590 620846 + 22 [ACK] 5eq=29 Ack=324 Win=65069 Len=536 [
/,'48 13.235608 10.8.255_253 18.8.255.2 55Hv2 158 Client: Key Exchange Init N\
49 13.2350680 10.9.255.253 19.9.255.2 55Hv2 78 Client: Diffie-Hellman Group Exchange Request
52 13.281e680 18.6.255.2 18.8.255.253 55Hv2 286 Server: Diffie-Hellman Group Exchange Group
53 13.2816860 10.8.255.253 18.8.255.2 SSHv2 198 Client: Diffie-Hellman Group Exchange Init
56 13.783000 18.8.255.2 16.8.255.253 SSHw2 374 Server: Diffie-Hellman Group Exchange Reply
57 13.783000 18.8.255.2 18.9.255.253 55Hv2 78 Server: New Keys
\\ 65 15.922800 10.8.255.253 18.9.255.2 SSHv2 1086 Client: Mew Keys, Encrypted packet (len=38&) ,/
66 15.9220080 18.08.255.253 18.8.255.2 SSHv2 142 Client: ‘ oted packet (len=88)
67 15.953000 10.8.255.2 18.9.255.253 S5Hv2 186 Server: packet (len=52)
= . eee PR,
2E: Diffie-HellmanZ$Athi BE
\ N -\ \}-L Eﬁ # $ 1 17} e N A 7N > A
BT PUTTYEIANMZIZZRIIPHIEFF Mt “open” BES7Re 2019 DI RS
A Y
=]
o] &5
Y . ssh-rsa 2048 36:8ce4.0c19:7d:a7:d4.c3:6d:5F c2cf 64:b9:32
/X\&% . If you trust this host, hit Yes to add the key to
. — PUTTY's cache and carry on connecting.
1 > @MJ\ET&L If you want to carry on connecting just once, without

adding the key to the cache, hit No.

2 N ?E’ M zgiﬁ% Hg /A\\%E Egﬁg)j ﬁ#-lﬁ goy;o:e:toionno.t trust this host, hit Cancel to abandon the




PasswordiGFPERAN—IME80HT (2) — Wik

g6 15.922808 18.8.255.253 18.8.255.2 SSHv2 142 Client: Encrypted packet (len=88)
67 15.953888 18.8.255.2 18.8.255.253 5S5Hv?2 186 Server: Encrypted packet (len=52)
[ 182 26.281800 18.0.255.253 18.8.255.2 S5Hvw2 158 Client: Encrypted packet (len=184)
183 26.328800 18.09.255.2 18.8.255.253 55Hv2 186 Server: Encrypted packet (len=52)
121 35.610888 18.8.255. 18.8.255.2 SSHv2 354 Client: Encrypted packet (len=308)
122 35.672008 18.9.255. 18.8.255.253 SSHv2 98 Server: Encrypted packet (len=38)

ZRistINBA A, 10.0.25.2 - PuTTY

4RI FIREIZER

HBRE:
BWAFF®& "user ssh”

SES

1 PuTTY Fatal Error >

Remote side sent disconnect meszage

1 N %- IEE% 1 JI_I\U I)T)Slggiﬁ%jg@ 1 , WEE 2 Er:*r':'t':";ﬂl E_'rrnlrjr N
—— . \ "The connection I1s close 55H =zerver
2. BAIER, NMNKIgEIREIE?; 2> : ’

BE




PasswordiSi PSR A ——

Mot (2)

— IERFE

Ho. Time Source Destination Frotoecol Length Info
] 67 15.953666 18.8.255.2 16.8.255.253 SSHw2 186 Server: Encrypted packet (len=52)
[ 182 26.281000 10.8.255.253 16.8.255.2 S5Hv2 158 Client: Encrypted packet (len=184)
163 26.328600 18.0 29%5.2 18.8.255.253 S5Hv2 106 Server: Encrypted packet (len=52)
35.6160800 55.253 18.8.255.2 SSHv2 354 Client: Encrypted packet (len=388)
.2 10.09.255.253 SSHv2 98 Server: Encrypted packet (len=38)

gpﬁ%ﬁff@?%iﬁ% ire (1264 bits), 158 bytes captured (12§

7:00:80:11 (Pa:90:27:00:00:11), Dst: Hus

> Internet Protocel Version 4, 5rc: 18.6.255.253, Dst: 18.0.255.2

»> Transmission Control Protocol, Src Port: 62846, Dst Port: 22, Seqs
~ S5H Protocol

¥ SSH Version 2 (encryption:aes128-cbc mac:hmac-shal compressig

Packet Length (encrypted): bBbge972

Encrypted Packet:
b2b0e112780e1......

T 25 B9 3L

[ Encrypted Packet: b2bBel112780e1bl178de762b81a1213631T2e08179d40486992. .. ]

MAC: B9eb47ed%laedct421859e88d6035834c9ccBha

ae68  4c 1T cc 8c 1b 1b Ba 86 27 68 66 11 08 80 45 66 Levunnn. '

G109 P8 98 65 8f 00 BB 80 B ¢l d8 Ba 8B ff fd Ba 06

a2 e 16 29 73 cd 58

2a3a c8 B¢ e9

2048

A58

Bo&8

2ga7e

pase

Ba98

>> ] @

EHhKF (M a5 IR) AR F KL




Password3giFE

SR —

Mot (2) —

ISNEFRF3

¥ S5H Protocol

P 4815 & & 1E = P im

> Internet Protocol Version 4, Src:
> Transmission Control Protocol, Src Port: 22, Dst Port: 62644

(W ssh BE] -] &
Ho. Time Source Dlestination Protocol Length Infa
67 15.953008 10.8.255.2 168.8.255.253 55Hw2 106 Server: Encrypted packet (len=52)
-+ 182 26.281808 18.0.255.253 18.8.255.2 SSHwv2 158 Client: Encrypted packet (len=184)
183 26.323008 10.8.255.2 16.8.255.253 S55Hv2 106 Server: Encrypted packet (len=52) ]
121 35.616066 53 18.8.255.2 SSHv2 354 Client: Encrypted packet (len=300)
672008 18.8.255.253 SSHw2 99 Server: Encrypted packet (len=38)

b75b5a48

v SSH Version 2 (encryption:aes128-cbc mac:hmac-shal comprg
Packet Length (encrypted):

e (848 bits), 106 bytes captured (848 bits) on interface @
B8c:1b:1b (4c:1f:cc:8c:1b:1b), Dst
18.8.255.2, Dst: 16.6.255.

fe3982b8194e..

[ Encrypted Packet: fe3982b8194e2fc5202732d163e1c61d715210a5442a340¢. .. |

MAC: 61f49117172eee7065dca5084019db71bo6TbEa0

B:11

Encrypted Packet:

08 a2

5]%]

BEEe  Bfa @8 27 80
0018 88 5c 88 Bb
ge26  +f fd @@ 16

1f
86
78
5b

11
515]

dc
fe
of
b7

cc
ad
42

Bc
de
cd
48

1b 1b
5]%]

od

a8
ff
29

%]%]
a2
ad

a5
Ba
5a

SAHPEHKFE (Rkia

mzbuf‘ﬂ’ﬁﬁz

IR Y IRATH K



PasswordiGFPERAN—IME85HT (3) — WKWuEERS

183 26.328800 168.09.255.2 18.8.255.253 55Hv2 186 Server: Encrypted packet (len=52)
///121 35.610088 10.8.255.253 18.8.255.2 55Hv2 354 Client: Encrypted packet (len=3@€T\\
122 35.672800 18.09.255.2 18.8.255.253 55Hv2 98 Server: Encrypted packet (len=38)
123 35.672800 18.0.255.253 18.8.255.2 55Hv2 158 Client: Encrypted packet (len=184)
124 35.71%660 18.9.255.2 18.8.255.253 55Hv2 186 Server: Encrypted packet (len=52)
125 35.71%e80 18.8.255.253 18.8.255.2 55Hv2 242 Client: Encrypted packet (len=188)
127 35.7666800 18.09.255.2 18.8.255.253 55Hv2 98 Server: Encrypted packet (len=38)
128 35.7666800 18.09.255.2 18.8.255.253 55Hv2 98 Server: Encrypted packet (len=38)
138 35.8756800 18.09.255.2 18.8.255.253 55Hv2 250 Server: Encrypted packet (len=196)
\\\131 35.875088 10.8.255.2 18.8.255.253 S55Hv2 186 Server: Encrypted packet (len:EE%///

}:ﬁﬂz . 10-0.25.2 - PuTTY
NS "abc@123"

*‘&%'
G, NNEZFREET, BER;
Z\EKEﬁ,Mﬁtﬁi,

and the number




PasswordiGFPERAN—IME85HT (3) — WKWuEERS

sk XISRES
Ho. Time Source Destination Protocol Length Info
183 26.328008 10.0.255.2 10.8.255.253 SSHw2 106 Server: Encrypted packet (len=52)
[ 121 35.610000 10.0.255.253 10.0.255.2 SSHv2 354 Client: Encrypted packet (len=300) ]
122 35.672000 18.8.255.2 18.8.255.253 55Hv2 9@ Server: Encrypted packet (len=36)
123 35.672000 10.0.255.2 SSHv2 158 Client: Encrypted packet (len=184)
> Frame 121: 354 b e (2832 bits), 354 bytes captured (2832 bits)

C

10.6.255.253, Dst:
rc Port: 620846, Dst

¥:11 (02:00:27:00:008:11), Dst: HuaweiTe_8c
168.0.255.2
Port: 22, Seq: 1669,

v~ SSH Version 2 (encryption:aes128-cbc mac:hmac-shal compression:none)
Packet Length (encrypted): edc2874c

Encrypted Packet:
lacb330bea4c......

Encrypted Packet: lacb338beadceceeBaa7eb921a5643446c96c89b8bBdaide. .. ]

egaC eodad sl 33946a5.0Tda/Fds .o

geee
0010 o1
0020
0030
0040
gese
0060
va70
0080
8090
B0a8
8ebe
eace
eede
00e0
eefe
8100
811
0120
0130
0140
8150
8le8

1b 1b Ba
(=]
00 16

88 27 90 00 11 es 45
80 @6 ¢l 12 @a @8 ff fd @a
50 9d 29 ad 9f 78

(=]

20 87

=N ERIIRL

P T ED KT K245 5 I2) IRARH 3 40K




STelnetA™, (SSH) BRMNEIZE

O PasswordigiF

m PG ARE:

0 Password3®4E R 36 09 & B2 — ARG : mFAABIRT A P a9EE
R, REH AZAZIN, FhEag A RL AP, AR FIREH
B

o VAR, R EHEAER P BZAZEZMZE] (b agwifi
X3%) , RAEAY, KBRAPFOEEREL, B REANELERT
AZEM, ARASSHEYZEMFHAFZALAE T . EANIGHAT LI T
M AKE" (Man—-in—-the-middle attack) o



STelnetA™, (SSH) BRMNEIZE

O e ALE (Man-in-the-middle attack) .




STelnetA™, (SSH) BRMNEIZE

O FEALTE (Man-in-the-middle attack) .




A8 AINE

Lil

TopGun.

Password : oD
; SrER Ao EE

‘MzaClyc2EAAARSSH]

Login Requests

Hacker-

EAGE R

_Om——

e +

MzaClyc2EAARAS S+

__—_‘—_‘_—__—_‘_‘_'_‘—F

Login*Results

oot

Server.

(o,

J-‘.ﬂ ol

Owe

P

"MzaClyc2EAAAASSH]

O

| BRI
b

Password : 300

Attack+
"Ill.h‘

vt

AodR



STelnetF=, (SSH) BEEMRITE

O PasswordigiF

2 PuTTY Configuration ? x
Categary:
=- Session Basic options for your PuTTY session
é T:"" I_.uglging Specify the destination you want to connect to
Errnl :lnal oard Host Mame (or IP address) Port
Bell 10.0.255.1 22
E i Features Connection type:
= Windaow {JRaw () Telnet () Rlogin ®5S5H () Senal
. ﬂppea.rance Load, save or delete a stored session
i Behaviour
Translatinn Sa'ﬁrE-"d SE.'SEJDHE
[ Selection




> Passwordifilf: $5—REFZTiEIRERT |
PuTTY Security Alert

“ AR S5 A I E LA PR G2 A7 AE AS I 3 AL R
%EF“ 1$$ﬁ%1%iﬁi§ﬂﬁ%%§§jﬁ%{fﬁ%?’ﬂE‘Ji‘l‘fﬁiﬂ | The server's host key is not cached in the registry. You

) iZE&%%%E/‘J rsaZ%%HTE&% SSh'rsa 2048 . r;i;ir:tnifuaranteethatthe server is the computer you
36:8c:e4:0c:19:7d:a7:d4:c3:6d:5f:c2:cf: The server's rsaZ key fingerprint s
64 . b9 . 3e lsfsh-rs?: Zl}:?:s.szﬁc:E?:}E:i:LE:'.-’?:a'.-';ld;;f:id:ﬁi:cﬂ:cf:ﬁ#:b&ﬂe
. . . you trust this host, hit Yes to a e key to
PUTTY's cache and carry on connecting.
ﬁﬂ%{ﬁfg{f]ﬁtj—z*ﬂ, i%:){_:—(l_-fl‘ (7\%] )l%;ﬁ\:%_"%ﬂﬁi If you want to carry on connecting just once, without
—— . N e I adding the key to the cache, hit No.
jJD@JPU [TY E/‘Jéﬁﬁqj (T«E%EYE{H}%%'#‘) ﬁéHiéi If you do not trust this host, hit Cancel to abandon the
HE . RO IR LA IR crecon
FIPUTTYZR A, M [R]) o WHRARAMELE
HEENL, 1 [HUE]Y o iEs:. 7 21 ) A -

EAREN: TEEATIEIRE (Server) MWESSM, REEERAFAIELL,
B (/R IE AE £ 43 2 N 2




STelnetA™, (SSH) BRMNEIZE

O Z3HIGIE
n SSHRIRHE T AABRWIE, TURERAZBNEE.

0 & FPanAE R EAMN (NAREL) , FonNA G anfiix & L,

o B ROR, B P SaB e mAR ik & A B EE TR, ZAARSILDF
Kz g, EREXEEFTREZE PRGNS, REIRECAE P KL
iR 6G A BEAT LS

04w EAANFHA—RK, BRIEELRANARE “RiE” (—HK-ELTF
M), FHRCRELEFP m. B F3I® “Iim” ZEHTUAR AT
B FLAREE . R B RALAME “Fuia” | Biee KESL TR L

0 ZAZREFHRRAFRBHOEF mn RS, R, sLiEs A P
AR, ABAFER, NHZREL,




l: T A

BPREERIER RmAL2R

e

ssh-keygen -t RSA
ERATABEN

ssh-copy-id -i ~/.ssh/id_rsa.pub user@host £
BRAPIRNABREZREEN
ssh user@host >
AP REEFREENER
e R B — N F I B

ﬁ@hwm

BENBENFRSBETEEN D

=L
VNGl R S
HREE

- RE R R ER

SETHPTEDKFE (REEHEGTIE) BAKFHEKL




STelnetF=, (SSH) BEEMRITE

O 157B8
s REBIER T, BPA ﬁbLLSTelnetﬁ‘tEE RIS BB
STelnet SNEFRIRE, TLUEENI Consol e [JAMBE R TelnetITiZEH
R8T, FHEUMECE !

0 AL F B Loz R R TE (EHFNT, & LAARE
IPXohb)

0 Bt & STelnetR %25 2h A8 R A #
o BLESSHAE F A KR F @
o BCESSHA P (RIER P LfEm)




STelnetA™, (SSH) BRMNEIZE

O /=

s SUNEARLEME FIRELZEINRIEE R, RIE 5 EIRENTEMEF T E
M, RIE 5 BIRNLZ 25,

O R
n IEERNE R




A, W ‘
eb X ERMNEZLE




Web AN ERMNEIRE

O B

= N S HBAPXNRSOLEFIER, MRS EEITGNebMEIIRE. 18
BFAE—MWebfRFSes, SxBEENRIn (RBIEEY) IJLUBEIWebi

5088 1HIBIR o




WebHZ N ERMEKIZH

O 1526H
(1) BHIRNEZIRBEN0EL 5 WebMI IS4+,

m (2) BEEPREHTTP/HTTPSARSS (TRAIB)T N, HTTPAHTTPSARSSIIGESR
[EEEE

= (3) BENTTPAP (ERNIRSEHFABHTTPAL, B! adnin,

248 . admin@huawei. com)




Web I ERMNBIZH

Huawet
USG6000V1-ENSP

5= o1z che 2
Br= user_web
Tl [eeesesen

TERES

S>ABTEH R (REEREE) REKFHL



Web I ERMNBIZH

By it
Gy A HiE 13
&y CAILE f5
EJCRL
B it

S bt

0 @ i
& W%

A R

& nr

2 default

& i

(g DA SR
INTAT
CAYEDRE N

[y

i ANEsi
e v FMTAEE VI SSLVPNIEA v L2TP/IL2TP over IPSec

1 FRARRNERRRE

Nal 5 Portalikif X
IEERTEREIRR [EEINEFRR
2 BFRE
FFRTENE VI ity IANERRSS 25
AR SN N

JIPR P AU A A A
dp ity 9@ Mk @itz @ EH (§ T SR TSGR
ile iR

BRETFEY 50 |v

B g

1 BH1R

SETETPEDHKF (M%iaf

v/IPSeciEA(?)

BAWET @ BlH | TR

HERER

IR IBAZH K



WebHG X ERMNBIZEH

6 255

Digital China

DCS-3950-26C

HFP+ |admin
HFPED Iooooool

E=|

Copyright (C) 2001-2009 by Digital China Networks Limited.

http://www.dchetworks.com.cn

A E P EHKFE (R EgER) RERKFHEC
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