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@ HPEIRDERAMBINEK, FRZEK% G HONSAR S5 =5
(EE{SRYZ2FLDNS)

@ ZRHIDNSHR S5 =R EEKEMEENE CER, WRBIZFIC
%, NSBWEBRERIRE %R E Fim.

@ ZNHBDNSBRSSES o AfEtmizimisa, Hitk, Ainim 2RSS
DNS ZFHIF {2 E4HRDNS (13 & #RDNSAR 52509 | PS5 B 2NN T8
7EDNSPRSF =5, HEEFHMSEGREMNERE) AL#EIME




255 : — S AIAE www. hactem.edu.cn

@

®

FRDNSHR 523U BiE Kk fe, tBAEEIZE AR P, B2, BHIH
XM R B TR R 18 & =cn, HRDNSHRSSESFL 0. onAYT 2R 35 %% DNS AR
5220 | PHEYIE IR [B] 45 S HDNS AR 5525

A HIDNSAR Fas N B X Mtk fe, FLHAIRELRdns. cn, HFILIEK %
Bt 1ZINPIN R RS E LT R, #Hdns. edu. cnfyHBiEIR [B] 45 7K 1
AR ES.

(X : BEAARHIEwww. hactem. edu. cnfyIP, (BERHEZEBRARE
;edu. cnigify, M HEdns. edu. cniX &IH B BATARFZ AT IP, RE
Eio)ia)iE, )



245 . — 1S A PipE www. hactecm.edu.cn
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http://www.hactcm.edu.cn/

> R RIS S A fmiA

HRig 2 PR 55 28 RS
dns.cn
. #RBEHZ% ARk 5%
— dns.edu.cn
dns.cnitgit dns.edu.cnitiit

N

¢15.hactcm.edu.cnitbiit

FitEERES [ —
192.168.31.100 = - > | B e o R
813 Tl www.hactem.edu.cniteti (o — dns.hactcm.edu.cn
Zif] [
= www.hactcm.edu.cnf IP it ?

ZFAf: 192.168.31.50

SETEPED K (REiE®ETE) BFEHKF KL



T

> AT IR R AR S — !

&

o

#58 [¥o. | %A Wonber v EHER | e
Wo. Source Destination Protocel Infa

T 23 1892.168.31.580 192.168.31.188 DNS Standard query Bx80882 A www.hactcm.edu.cn

24 192.168.31.108 192.58.128.38 DNS Standard gquery Bx6e93 A www.hactcm.edu.cn OPT
25 192.58.128.38 192.168.31.160 DNS Standard gquery response Bx6e93 A www.hactcm.edu.cn NS a.dns.cn NS b.dns.cn NS c.dns.c
26 192.168.31.108 283.119.28.1 DNS Standard gquery Bxaeff A www.hactcm.edu.cn OPT

27 293.119.28.1 192.168.31.188 DNS Standard guery response B@xaeff A www.hactcm.edu.cn NS deneb.dfn.de NS dns2.edu.cn NS
28 192.168.31.108 282.112.8.13 DNS Standard query BxecBf A www.hactcm.edu.cn OPT

29 282.112.8.13 192.168.31.1886 DNS Standard guery response B@xecBf A www.hactcm.edu.cn NS DN5.hactcm.edu.cn NS DHS2.hacta
38 192.168.31.108 211.69.32.8 DNS Standard gquery Bxdc2e A www.hactcm.edu.cn OPT

31 211.65.32.8 192.168.31.188 DNS Standard guery response O@xdcZe A www.hactcm.edu.cn A 211.69.32.58 NS dns2.hactcm.edu.:
32 192.168.31.108 192.168.31.58 DNS Standard guery response @xB8082 A www.hactcm.edu.cn A 211.69.32.58

i
1
I
i
1
|
i
1
|
i
1
|
i
1
|
i
1
|
i
1
|
i
1

ol

> Frame 23: 77 bytes on wire (616 bits), 77 bytes captured (616 bits) on interface @

» Ethernet II, Src: QuantaCo 38:f8:83 (08:9e:01:38:8:83), Dst: CadmusCo 83:7e:9c (08:00:27:03:7e:9c)
» Internet Protocol Version 4, Src: 192.168.31.58, Dst: 192.168.31.180

» User Datagram Protocol, Src Port: 57676 (57676), Dst Port: 53 (53)

> Domain Name System (guery)

05 08 2783 7e S5c B8 9% Ol 33 féE @3 B8 @@ 4580 ..'.~... .8....E
88 3t 7+ do 0@ B8 48 11 3a 7 cB ad 1f 32 cB ad P N A
1f 64 el 4c 688 35 80 2b 59 36 B0 682 81 60 60 8l B 1] ML o
08 00 00 00 BB BB @3 77 77 77 86 68 61 63 74 63 ....... w ww.hactc

bd B3 65 64 75 B2 63 be 0B 08 B1 B0 81 m.edu.cn .....




74 |Mo. 23 Nunber v FRER | =3

Ha. Source Destination Protocel Info

—= 23 192.168.31.590 192.168.31.188 DNS Standard gquery Bx8082 A www.hactcm.edu.cn

24 192.168.31.1@@0 192.58.128.3@  DNS Standard query Bx6e93 A www.hactcm.edu.cn OPT

E 25 192.58.128.30 192.168.31.18@ DNS Standard guery response @x6e93 A www.hactcm.edu.cn NS a.dns.cn NS b.dns.cn NS c.dns.q
| 26 192.168.31.100 203.119.28.1 DNS Standard query Bxaeff A www.hactcm.edu.cn OPT

E 27 203.119.28.1 192.168.31.18@ DNS Standard query response @xaeff A www.hactcm.edu.cn NS deneb.dfn.de NS dns2.edu.cn NS «
| 28 192.168.31.100 202.112.8.13 DNS Standard gquery BxecBf A wwaw.hactcm.edu.cn OPT

E 29 202.112.8.13 192.168.31.18@ DNS Standard query response @xecBf A www.hactcm.edu.cn NS DNS.hactcm.edu.cn NS DNS2.hacter
| 38 192.168.31.100 211.69.32.8 DNS Standard query Bxdcle A www.hactcm.edu.cn OPT

E 31 211.69.32.8 192.168.31.18@ DNS Standard query response @xdcZe A www.hactcm.edu.cn A 211.69.32.50 NS dns2.hactcm.edu.«
132 192.168.31.100 192.168.31.58 DNS Standard guery response 8xB882 A www.hactcm.edu.cn A 211.69.32.58

192.168.31.50 — 192.168.31.100  ZE/AHl  — ZAHIDNS
192.168.31.100 — 192.58.128.30 A#DNS — IRDNS
192.168.31.100  #RDNS  — ZH#DNS
203.119.28.1 A#DNS — THZEDNS( .cn)
192.168.31.100  TAZRDNS(.cn) — ZAH#DNS

192.58.128.30 —
192.168.31.100
203.119.28.1
192.168.31.100
202.112.0.13
192.168.31.100
211.69.32.8
192.168.31.100

202.112.0.13 AMDNS — #BRDNS( .edu.cn)
192.168.31.100  4XPRDNS(.edu.cn) — Z&H#DNS
211.69.32.8 AMDNS — #ZFRDNS (.hactcm.edu.cn)
192.168.31.100  #XPERDNS( .hactcm.edu.cn) — ZA#DNS
192.168.31.50 A#DNS — ZEPA{#l




192.168.31.50 — 192.168.31.100 ZEZF#] — ZRHBDNS

.
Ho. Source Destination Protocol Infa

T 23 192.168.31.58 192.166.31.168@ DNS Standard query Bx8002 A www.hactom.edu.cn

EFHRAEDNSIRSS 28 & tH#HTIEK
ZFH1,2192.168.31.50 , AitBDNShRZ5=52192.168.31.100




192.168.31.100 — 192.58.128.30 A#DNS — #1RDNS

o
Ho. Source Destination Frotocel Info

T 23 192.168.31.58 192.168.21.188 DNS5 Standard query BxB882 A www.hactcm.edu.cn

| 1

Wo. Soroe Destination Protocol Infa
|
I
1

24 192.168.31.180 192.58.128.38 DNS Standard query Bx6e93 A www.hactcm.edu.cn OPT

AHDNSARSSEE (192.168.31.100) IMEITIE K LA —EIRIGZIRSZES, At
192.58.128.30.




192.58.128.30 — 192.168.31.100 #RDNS —  Z#IDNS

o
Ho. Source Destination Frotocol Info
:
I
1

24 192.168.31.180 192.58.128.38 DNS Standard query Bx6e93 A www.hactcm.edu.cn OPT

|

5 Hu.-rm Source [les-t .imti oI Proto r:nln Inf-i;

25 192.58.128.38@ 192.168.31.188 DNS  Standard query response Bx6e93 A wwi. hactem. edu.cn|

'NS a.dns.cn NS b.dns.cn NS c.dns.cn NS d.dns.cn NS e.dns.cn NS..|

Rig & RSSE: (192.58.128.30) H A HiEwww.hactcm.edu.cnXt M AJIPHEE 2 4
, Tid, ELZIwww.hactcm.edu.cnBYTRZis & 2. cn, mEEHEINKIE 2RSS
dns.cn@yIPH#tiE (203.119.28.1) , T2, BHFIFT (BINZ) AHMDNSARSES
192.168.31.100)



192.58.128.30 — 192.168.31.100 #RDNS —  Z#IDNS

Wo. Source Destination Frotocol Infe Authority RRs: 8
«L 25 192.58.128.38 192.168.31.1@8@ DNS Standard || Additional RRs: 9
26 192.168.31.1868 203.119.28.1 DS Standard Queries
27 283.119.28.1 192.168.31.188 DNS S5tandard frﬁ ‘4‘\
Frame 25: 558 bytes on wire (4464 bits), 558 bytes HRDNS t5aY.cn 15 j:iz:
Ethernet II, Src: XiaomiCo 1d:4f:3a (f0:b4:29:1d:4 %H&%%E"]iﬁiﬁ jng:m
Internet Protocol Version 4, Src: 192.58.128.38, Ds s
User Datagram Protocol, Src Port: 53 (53), Dst Port 203119281 T
~ Domain Name System (response) \_ .ce;net.net
[Request In: 24] e t;;e ng ¥4
[Time: ©.19428880868 seconds] » cn: type RRSIG, clas
Transaction ID: Bxbe93 v Additional records
Flags: Bx8088 Standard query response, No error > a.dns.cn: type A, class IN,
Questions: 1 » b.dns.cn: type A, class IN,
Answer RRs: @ » c.dns.cn: type A, class IN,
Authority RRs: 8 » d.dns.cn: type A, class IN,
Additional RRs: 9 » e.dns.cn: type A, class IN, : TZ9.
» Queries » ns.cernet.net: type A, class IN, addr 202.112.8.44
Authoritative nameservers » a.dns.cn: type AAAA, class IN, addr 28@1:dc7::1
» Additional records » d.dns.cn: type AAMA, class IN, addr 2801:dc7:1888::1
» <Root>»: type OPT




192.168.31.100 — 203.119.28.1 AHDNS — TnZEDNS .cn

r o

N, Source Destination Frotocol Infa

s 26 192.168.31.100 203.119.286.1  DNS  Standard query Bxaeff A www.hactcm.edu.cn OPT

AHDNSHR %5 88(192.168.31.100)[8203.119.28.1 % B f#HriEK (query) . T
203.119.28.12 .cnlnR i ZRFSa=+Ha—a& (Bld.dns.cn)

o




203.119.28.1 — 192.168.31.100 TZXDNS .cn — Z#DNS

s

Ha. Source Destination Frotocoel Infa

= 26 192.1686.31.100 203.119.28.1 DNS Standard query Bxaeff A www.hactcm.edu.cn OPT

| ‘

Ko Source Destination Protecol Info

l=— 27 283.119.28.1 192.168.31.188 DNS Standard query response B@xaeff|

A www.hactem.edu.cn N5 deneb.dfn.de NS dns2.edu.cn NS dns.edu.cn NS n;

.cnBYTR I & AR 558 (203.119.28.1) AN EHIEwww.hactem.edu.cnXf iz AYIPHE it
=fHa, T3, EAXIwww.hactcm.edu.cnBd — 2R & 2.edu, ME IS 2RSS
z2dns.edu.cn@VIPiit ( 202.112.0.13) , F=2, BFIF T (BINE) AHDNSHR
%%22192.168.31.100.



203.119.28.1 — 192.168.31.100 TiZEDNS .cn — ZH#IDNS

Queries I
v Authoritative nameservers

deneb.dfn.de
dns2.edu.cn

edu.cn: type NS, class
edu.cn: type N5, class

edu.cn: type NS, class dns.edu. T2k DNS & (5= /Y
edu.cn: type NS5, class IN, ns ns2.cernet.ne .edLLcn:Eiéaﬂﬁé%%ﬁ

edu.cn: type NS5, class IN, ns ns2.cuhk.hk E"]i'l'lliﬂ:202 112.0.13
3QDAQABSZ2EESBELPEAAVAEBNBBIS3DVE.cn: type NX

J

3QDAQAB92EESBELPEAATAEBNBSIS3DTE . cn: type £s IN
39RHIMG7OQREBQCTUS90BQ62NRDQEBASI . cn: type NSE ass IN
39RHIMG7OQRBQCTUS90BQ62NRDQEG4ASI. cn: type class IN

v Additional records

dns.edu.cn: type A, class AN, addr 2082.112.8.35

dns2.edu.cn: type A, class\IN, addr 282.112.8.13

<Root>: type OPT




192.168.31.100 — 202.112.0.13 AHIDNS — FUFRDNS .edu.cn

.5
Ho. Source Destination Frotocol Info

28 192.1668.31.100 282.112.8.13 DNS Standard gquery B@xecBf A www.hactcm.edu.cn OPT

AHDNSHR %5 88(192.168.31.100)[8202.112.0.13% B f#HriEK (query) . T
202.112.0.132 .edu.cnii &P FeeFHI—a (Hldns2.edu.cn) .

o




202.112.0.13 — 192.168.31.100 #XPRDNS .edu.cn — ZA1DNS

o
- Ho. Source Destination Frotocol Info

28 192.108.31.160 282.112.6.13 DNS Standard guery @xecBf A www.hactcm.edu.cn OPT

}

M. |Ssaros Destination Protecol Info

29 202.112.8.13  192.168.31.18@ DNS  Standard query response @xec@f A www.hactcm.edu.cn

| NS DNS.hactcm.edu.cn NS DNS2.hactem.edu.cn A 211.69.32.8 A 171.8.9 1

.edu.cnBiig ZRRSSEE (202.112.0.13) A EIEWwWwW.hactecm.edu.cnt Bz gYIP btk
B4, g, BELXIMwww.hactcm.edu.cnf =218 & 2 hactem, T E & Z Bk
&5g&dns.hactcm.edu.cn@yIPitelll, T2, E5IFT (BINZ) AHDNSARSERS.




202.112.0.13

— 192.168.31.100 #XPRDNS .edu.cn — ZA1DNS

Queries
v Authoritat

. hactcm_ik 211.69.32.8

" educn HBZBEER )

& .hactcm.edu.cnigi &

AR 55 2= R

hactcm.edu.cn: type
v Additional records

DNS .hactcm.edu.cn:

DNS2.hactcm.edu.cn:

<Root>: type OPIT

type A, class IN,
type A, class IN, addr 171.8.0.108

<IEI:EE:DNS hactcm. EEE:EE:>

ns DNS2.hactcm.edu.cn

ddr 211.69.32.8




192.168.31.100 — 211.69.32.8 AHDNS — #XPEDNS .hactcm.edu.cn

Ho. Source Destination Protocol Info

36 192.168.31.180 211.69.32.8 DNS Standard query 8xdcZe A www.hactcm.edu.cn OPT

A DNSAR 55 28(192.168.31.100)[5]211.69.32.8 % H f##fiE K (query) . T
211.69.32.8 2 13 & AR 5588dns.hactcm.edu.cniy Pttt .




211.69.32.8 — 192.168.31.100 BRDNS .hactcm.edu.cn — ZAK#IDNS

Ha. Source Destination Protocol Infa

38 192.168.31.100 211.69.32.8 DNS Standard query Bxdc2e A www.hactcm.edu.cn OPT

- ‘

| Ho. Source Destination Frotocel Info

31 211.69.32.8 192.168.31.108 DNS Standard query response Eh-:-lcle_

@.Edu,cn A 211.69.32.50 W5 dns2.hactem.edu.cn NS dns.hactem.edu.cn .

18 44 AR %28 dns.hactcm. edu.cn (211.69.32.8) k2158 www.hactcm.edu.cnfytl
[Rigi RS eE, EHBIEESRRFEIEZAwWwWwW.hactcm.edu.cnXf Pt (Bl—
FAICR) , @dfENr, e&k7T (BINZE) A#DNSARSEE (192.168.31.100)




211.69.32.8 — 192.168.31.100 BRDNS .hactcm.edu.cn — ZAK#IDNS

Queries
v Answers

www.hactcm.edu.cn: type
v Authoritative nameservers

hac
 hac
v Addit]

class IN, addr 211.69.32.50

-

dns

o

ass IN, ns dns2.hactcm.edu.cn
class IN, ns dns.hactcm.edu.cn

2RSS
211.69.32.84 H 2%
[E1%: 211.69.32.50
A, class IN, addr 211.69.32.8

dns2.hactcm.edu.cn: type A, class IN, addr 211.69.32.10
<Root>: type OPT



192.168.31.100 — 192.168.31.50 AHDNS — ZEFA#H

Ha. Source Destination Protocel Info

32 192.108.31.1680 192.168.31.50 DNS Standard query response @xB002 A www.hactcm.edu.cn A 211.69.32.50

AHDNSAR 558%(192.168.31.100)[m1% F#lHost-1 (192.168.31.50)
% Bl fRATIE K4S SR

www.hactcm.edu.cngy IP it 2 211.69.32.50




> DNSIRSZ=5HEEEF

0 ATRSERMNE, BMEARSHBEIF—ITSRETR, Fillx
IR IR R F AR RS 2 FIRFERICR. HlIn, ZARittay
DNSHR S5 RAB B R AFHERARIEERFER, BEIERE—IHF
thaaRE (BEUSIPHIILE) , SRXFIEREAEBCRIER, KL
#wER

0 BEMAZFAAXRERE SRS FRTMT, EEYFM_ER DNS
EEKRMEIEFRICHIBER AL

0 ARFEEREFETHARIER, BERSENATTATIEE T
2, ACIEEESIERERI (G, SPMIERFRIX) .




> AR "IRERE" ?

IC: \Users\xuchenggang>nslookup www. hactem. edu. cn 8.8.8. 8
AR$52%: google-public—dns—a. soogle. com
Address: 8.8.8.8

eV E -

T www. hactcm.
Address: 211.69. 32..

bk,
Efi-ﬁ? %— [;}b DNS
Address: 211.69.32.8

o www. hactem.
Address: 211.69.32. 50
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20095 H19H220%, T {5 2 EpER|BEEER RS,
218%%2, L7, Ade. Wi, . LA RS I B B R RE,
MABEEMA ARG ZEIEN. TWFEERWSBRTLESESEW, =K
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SELIHUXJ:;EE)HL.DNS 8.2 ZZEEBIND

BINDHRYER4EL
m BINDIR 5 F X 8954 6L A 4= T JUAS:
m bind
> BINDAR 5 2 3w 4, BFUBIND £ ¥,

m bind—chroot

> #BIND#E ffchroot #L | By 2K 4 &, KBINDIXK & X4 Ao A2 7 IR | 42 & 1A
BEFET. wEAEF chrootfRiFBIND, 7 LI A%k, HREHFEL K,
HbindRt— MU RR E RUEERZ 2 (K
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yum -y install bind bind-chroot bind-utils bind-libs
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BE

m 23 BINDE;, DNSHR 45 2 % & 2B A MDNSHL AL ?

yum -y install bind bind-chroot bind-utils bind-libs




'*cctEluca;]cst ~]# yum -y install bind bind-chroot bind-utils bind-libs
ENEEY: fastestmirror

Eg baze

extras/7/x8 BE 64/ rimary db
- base;-;H_E_EH_g_D;p_gz
- tas=f“fxﬂﬁ _64/primary db
: updates,/7/x8 Be 64/ /primary db
Determining fastest m;rrcrs
* base: mirror.neu.edu.cn
* extras: ftp.sjtu.edu.cn
* updates: ftp.sjtu.edu.cn
FEEATERR
-3 LEEE=%‘
A pind.xe6 64.
%ﬁﬂ??} bind-chroot.
A b::d—;:ts.:-:_s_sa.sz.a.
> FEGE{TFE SR bind-licen

i

——3 ?ﬁi bind-utils.x86 64.32.9.9.4-29.el
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/etc/named.conf bind F g & 4
/etc/named.rfc1912.zones [Xia FE A SO
/var/named/named.localhost [X i fic & FE 051314

/var/named/named.ca RIS
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BINDFEB =B E L

m (1) BIND#Y £ L& L4+
> BINDE B & X Bl /etc/named. conf, E HEHBINDH A &K & ;
m (2) X358

> X4 E B B /ete/named. rfcl912. zones, B 7|2 T AL F LA X
BACKIE XN E/ XM/ ER., £ E, £ FEE X Hnamed. conf F,
FF “Include "/etc/named. rfcl1912. zones"” &8 3£ & F X & = BH X &,

8.3 BINDHAYED & X4




SELIHUXJ:;BHUDNS 8.3 BINDHAYEL & 314
BINDEEB =F &4

m (3) XRBLE LM

> =/ DNSRAEFFTUREL N REEEXF, F—NMXEEEX 5
BH T ADNS AR 428 FIT 51 5T MR AT B R X3k P TP Andsk A B R L ok &, BT
EMIDFEAZ, FlwAInFR. NSITXF,

> XL E X FHRAE /var/named H K T o




SELIHUXJ:;EHUDNS 8. 3BINDHL & 3 14

EEBINDRYERE N4
m Z X ERAE /etc BEYP, 1EHcate S #ITEA

# cat /etc/named.conf




[root@localhost ~1# cat fetc/named.conf

named . conf

Provided by Red Hat bind package to configure the ISC BIND named(8) DNS
nameserver {(as a localhost DNS resolver only).

See Jfusr/share/doc/bind*/sample/ for example named configuration files.

listen—on port 53 {

listen-on-v6 port 53 }

irectory "/var/named"™;

dunp-file "/war/named/data/cache dump.db";
statistics-file "/var/named/data/named stats.txt";
memstatistics-file "/var/named/data/named mem stats.txt";

allow—query i localhost: }:

If you are building an AUTHORITATIVE DHS server, do NOT enable recursion.
If vou are building a RECURSIVE i DNS server, yvou need to enable
recursion.
If vour recursive DNS server has a public IP address, yvou MUST snable access
control to limit gueries to your legitimate users. 1
cause your server to become part of large scale DHNS amplification
attack=s. Implementing BCP38 withi your network would greatly
reduce such attack surface

W g

recursion yes;

dnssec—-enable yez;




If you are building a RECURSIVE {caching) DN5 server, you need to enable

recursion.

If vo T server has a public IP addre=ss, you MUST enable access
=]

s
a]

control limit gueries to your legitimate users.
cause your server to become part of large scale DNS amplification

attacks. Implementing BCP38 withi your network would greatly
reduce such attack surface

/% Path to I key */
bindkeys-file "/etc/named.iscdlv.key™:

managed-keys-directory "/var/named/dynamic®;

pid-file "/ wamed,/named . pid™;
/named/session. key"™:

hannel default debug
file "data/named.run™;
sev Y amic;

i fnamed.rfcl912 . zones™;
include "/ /named.root.key";

iroot@localhost ~]# I




8.Lint

BIND

Z 5-03 BIND AW rhaal

2T o) frEhREd

arl iE . [P M a5«

controls E5IAG utility FERAWEHIEE ( chamel)
include B&E—3H
key ERSHER TRATIRE TSIGC #HTERMMAEE RS
logging wRAEERSS NEEEEREEH

options FEilRRS SRz RE R E R e EEhAE
server TE— B ARE = EM L& B ER IS iR
trusted-keys | 523 {5{1HT DNSSED %44

view E X — - E

zZone TE < — -1

3
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m £ EFACE L AHnamed. conf, & LT ARMR “. 7, HA a9 XIRbELE 4
A named. ca. HDNSHR % & A FEAT N IR L B, #£7T AR 4Enamed. ca L
PP 8910 AT 8, AR LIRS B K B F1F Ko

m named. caX G5/ /var/named B3RP, £ F viagb#HiTEE




518400
518400
513400
518400
518400
518400
518400
518400
518400
518400
518400
518400
518400

.rooC—Servers.n
.rooC—Servers.n
. rO0C—8ervers.n
. ro0C—-8ervers.n
. TO0C—8ervers.n
L FOOC—Servers.n
ooC—Servers.n
LOoOC—Servers.n
oo C—Servers.n
oo C—Servers.n
.rooC—Servers.n
.rooC—Servers.n
rogt—Servers.ne

FEaEEmEEDE
C S T ST = S T R T = T T o

=

L o T O o O o O O o O R 7

=

17}
=1
=]
I

(=)
=

; LDDITICNAL
.rOOt—Servers.
.rOOt—Servers.
.rOot—Servers.
.rOOt—Servers.
.FOOC—Servers.
.FOOC—Servers.
.LOOL—SEervers.
.LOOL—SEervers.
.COOC—Servers.
.root—servers.
root—servers.n
root—-servers.
i.root—servers.
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1. COOt—Servers.
1. COOt—Servers.
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8L|nux"F§EI)|'J,BIN D 8. 5SEEEBIND

(e B & S PRY T itet
m B2 Fnamed. conf, &t A FTA T AT,

m T IKRE
listen-on port 53 { 127.0.0.1; };
allow-query { localhost; }:

m A

listen-on port 53 { any; };
allow-query { any; };

SEHTFTESKF (MLEhEIR) BAAHFHE




8L|nUX_F§EE)r|L,BIND 8. 5B EBIND
AR E X EN BT X8,

m fEnamed. conf P AMmIAT AR, &X—RIKLAHA “xuchenggang. net”
EMTREIR, XRERR T Z XK,

zone "xuchenggang.net" IN {
I EX—MXIEEZFRA “xuchenggang.net” BAYIE [E1ZH XI5 ;
type master; // X1 R A FE X
file "xuchenggang.net.zone";
/] iz XA XD B3 & A “ xuchenggang.net.zone” . =, Itt&A
MEXTERR, BIRFIZXHIFHMEE /var/named T, A SRR ERIR;
allow-update { none; };
I




8Lmux‘F§Ef')—JBIN D 8. SECEBIND

IR, 728G, HMREEEEEYE (named.conf ) {4
ENX (BIFERR ) T— 1 X1 , FEEN TIXINXIEECE 43,
BE , BNAXIEEEEFHHZEEIE,

Bz MRERIEXEEIE M Fxuchenggang.net.zoneFE 470
"2 —IPHEiE" FIBXKIER.

TR, XM NEECEE /var/namedBHFEAH,

# vi /var/named/xuchenggang.net.zone




$TTL 1D
@ IN SOA dns.xuchenggang.net. root.xuchenggang.net. (

0 ; serial
1D  ; refresh
1H  ; retry
1W  ; expire
3H) ; minimum
@ IN NS dns.xuchenggang.net.
dns IN A 192.168.31.100
ftp IN A 192.168.31.200
WWW IN A 192.168.31.201
mail IN A 192.168.31.202
web IN CNAME www.xuchenggang.net.

@ IN MX 10 mail.xuchenggang.net.




8L|nux"F§EE)”.,BIN D 8. SECEBIND

X XEBCE SRR -

m @ KREARR G, Pliedb 4K %& xuchenggang. net, & T—/NXIRITK
S IT s .

m INATE @ 89 R A 1% A 69 2 INTERNETHR /&

m SOA R RiIATT4E, ztﬁ‘mwmeNsmik -y LG AR (FQDN)
# “dns. xuchenggang.net. ” . E &, mE®H “.” g%, .7{7&[:5(]:
B “.7 ET—ANAREIMNLROER, XA mE, WEARLKALER
FIMLARG BH i E “xuchenggang.net” , BPE R T

“dns. xuchenggang. net. xuchenggang. net”




8L|nUX_F§EE)r|L,BIND 8. 5B EBIND
XX ECE SRR ¢

m root. xuchenggang. net. & T~ EIZ R uifF3bht, &, X ZAGuRf3bht
Bl R e bRi el b age, BHAHe BkET AR,

m serial: & JE &) AT R I5A9 55 5o

m refresh: & 3L B 343 A] [58 H],

m oretry: & URFT = XA,

m oexpire: & X HKIEH AR,

B minimum: € LD EOINAY A A B ],




8L|nUX_F§EE)r|L,BIND 8. 5B EBIND

X XEBCE SRR -

m NS: & TILREA ANSITER,

B A ATFIRRERAALER,

m MX: R TIUREARANXTE, B @ BIRGEAEA KRB
m ONAME: R -TiTREAR A A LITE,

mowww, mail. ftp: ET~EH %,




8L|nUX_F§EE)r|L,BIND 8. 5B EBIND

EN—MXIFZFRA “1.168.192.in-addr.arpa” HIRAEIEKXIE,
m fnamed. conf P RA AT A2, & X —ARmF KX

zone "1.168.192.in-addr.arpa” IN {
tyvpe master;
file "192.168.1.zone";

T




8L|nUX_F§EE)r|L,BIND 8. 5B EBIND

B e X1 S5
B X LAH192. 168. 1. zonet9 B & 1) ;

§TTL 1D

@ IMN S04 example.sy.com. root.sy.com. (
0 : serial
1D :» refresh
1H : retry
1w » exXpire
3H ) : minimum

@ IN NS example.sy.com.

1 IN PTR  example.sy.com.

4 IN PTR.  www.5y.COMm.

5 IN PTR  mail.sy.com.

4 IN PTR  ftp.sy.com.




8L|nUX_F§EE)r|L,BIND 8. 5B EBIND

7977 fRUEBIN DECE A AN XIS RIS TA S TS | BIALIT <A
B E STV B LR,

m ¥ % named. confA& X 494 4 : named—checkconf BLE L % (85 %42)

# named-checkconf fetc/named.conf

m oD X IR L4 X944 4 . named—checkzone X3 % AR X I3& A % AR
(8,5 5%2)

# named-checkzone sy.com /var/named/sy.com.zone

# named-checkzone 1.168.192.in-addr.arpa /var/named/192.168.1.zone




9. DNSEY=ZRINEE

SEHTFTESKF (MLEhEIR) BAAHFHE




6.DNS=ERINEE

DNSE&INgeEEF LT IR,
m ACL (3bhbrC@es) %)
m DNS#: &




9.DN S.%‘é&ljjﬁ‘é 9. 1ACL

ACLEi7a#41%13E ( Access Control List ) , TEDNSHACLERk
B TARIEE AV PRSI | HI%ﬁHEEBE%JDNSHE&ﬁ%E’JLH@W
HIERER | XXIDNSIIZ e E—ER R,

EBIND |, v]{fEFACLIES AR INPCECAYMELES IR,




O.DNSE Q&Ijj 9. 1ACL
EN T ILEHIZRE |, AIELA MESPER.

140l 11EH
allow-query FETEMPE N2k P oL B e AR Ses ekl -
allow-transfer FETEMPL A RIS AR S5 es i THt 1 E i -
allow-recursion SEMPL N a[LL TR TEE
allow-update EEWE T T T igE R SeSE s DNS B4
blackhole WEETEE B T FE e A I AR -
match-clients FETEMPE R EMAE . R TOLAL -
match-destinations | FETEMPLEAMAL, HITILEL -




9.DN S%—g&lbﬁg 9. 1ACL
IREHRE8192.168.1.0/24%010.0.0.0/24&E 19 A IRSEZE2SR9FRB X5
=

10N

m ~E FlacliE & i, named. conf@yBLE 7 :

tttttt




9.DN S%—g&IjJI%E 9. 1ACL

m ¥ Hlacli&Ea) i, named. conf@yBELEH 4 :

acl namel {
192.168.1.0/24;
10.0.0.0/24;

SEEHTPESKF (RLiahER) B85 5 mK




9.DNSEZ:ITEE 9. 2DNSEE %

DNSi2&mEDNSARSS #8415k B DNSE Final & k55 28HIDNSIEX |
R B EBDNSIRSS R TREITRUE AR,

HAHDN SRS 2e AR R EAVEUER , ATLUGDNSIERE & E!
BIRIDNSHRSS 28 , RRREIERIERREILEDNSEFin , FHARFESE
FH.




9.DNSEITEE 9.2 DNSEES

FTeEASXEE K
m T A4 K A FEDNSHR 55 5 R P A 69 Z 18 17 K AR 4 K 4 A A9DNS AR 55 25 4T
FEAT o
m X384 AN Hr e 69 X IR 09 1835 K BEAT4 K, i X869 519

S
i

o
M 2R H 1 KT o

-

o
15 KABAE ] i

JE|




TiHEDNSIEESE DNS AR E228.8.8.8

SEAHTEHKF (RMBiEagETE) AKX FHEK




10. £56EDNS ( YIS ERRERENT )




ab
10 n bDNS 10. 1 %I:l DNSHI]AX

ZEEEDNSHIE X

m 5 AEDNSHEAT R AT 2T .43, BRil. A M LIK L8 v ay o] AL 4R ) 49 — A
DNS## & 77 %

m AARSEIAE: R ARG dehntem. cn®IAILZ o AHX B @3 E T 213,

IRl ., FH A4 RZIR 535 69 1P,

m LBEAEE P FIE, A AEDNSE B B FIW g Bl A RS, HHiR B AR M 630
Z AT RS2 69 PR AL

m BEENE PPN A FAEINEARBIRS S PRI, BHF M
FPar e, fREIREAKE HAIRSE IPHAL,



10 %%EDNS 10. 1 %El DNSH’]AX
FS

S5 DNSHES W

m LR, A AEDNS (S 42545 MEAHT) A2 1EDNSAR 55 AR 3B N iF K 69 | Pk
B3 E P X R, RS RE AT R ADNSE P 3%,

m XK, AT AR IRENE P LI RN, URBZE P 179
BB FIE, RIFOMBET EPHE RIS E M, RIS 4o
AN%IP, HEFDNSHB) “&R” ,
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BB A iG] www.hactecm.edu.cn

Bi%: WebfRH B8 T A EF MALEZEZIN, IoHaEwlz Riedki@ W EEE T
GRS B, ART AR MR P RIFIFE T d Y E S K
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D BEDNS

BEERAF, EHEE
FYDNS (A H#IDNS)

17 [Flhactem. edu. cn

HEIFHRER
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1111

SEAHTED KkFE (RBiakEE) BAAKFHEK




D BEDNS

T HEM i3]
B, {ZDNS E')E’NS NS
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AR SRR KREe
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10 nﬁ DNS 10. 2 Z BEDNSHYSLIN R IE

E5eDNSHYSCIRIE

m ZXIPER: BABZIANTREFEGIPER, AEAEF KRR

m U AEDNSHEAT: AEHE—M TR A E P Rk 2 L — 5 AN ML A9DNS AT T
Ko ALAATZ 8] 37 9] &9 | P3b ik R )

m BINDEC & : 4% FIBINDR# 4y AEDNS £ &4¢ | HViewsh ik, B < L —/-I1P%,
RiGiELViewh e kT X 7], B TIPRAIZFIRAFE —/ Nk, £
& T IPEBH IR B Ib— AR 6G IPse i, {2 E3t 5 B — AN %,



fid & F B & 4 named.conf

options {
directory "/var/named";
pid-file "/tmp/named.pid";
version "Unsupported on this platform”;
b
include “cnc.conf” ;
include “edu.conf” ;
view "cnc"{
match-clients{ CNC;}; /R EEEARViewdIZ= Fim , CNClfEcnc.confRBEEN ;
recursion no;
zone "hactcm.edu.cn” IN {
type master;
file "cnc.hactcm.edu.cn®;
allow-update { none; };

%




fid & F B & 4 named.conf
(ELR)

view "edu”{
match-clients{ EDU;}; //iZEPLEAViewldIZ=Fin , EDUEedu.confhBENX ;
recursion no;
zone "hactcm.edu.cn" IN {
type master;
file "edu.hactcm.edu.cn”;
allow-update { none; };

%




fid & £t & 3214 named.conf
(ELR)

view "any"{
Elrleatch—clients{any;}; /IR EILELAViewlIZ Fig , anyigfR 7 CNCFIEDULLSH
recursion no;
zone "hactcm.edu.cn” IN {
type master;
file "tel.hactcm.edu.cn”;

allow-update { none; };

%

it
15




S ZEEXIE B P RYIPHBE 3R 24 cne.conf

# vi /var/named/ cnc.conf
_acl "CNC"{
211.147.208.182/32;
211.147.208.183/32;
58.16.0.0/16;
58.17.0.0/17;
58.17.128.0/17;
58.18.0.0/16;
58.19.0.0/16;
58.20.0.0/16;
58.21.0.0/16;
58.22.0.0/15;
222.163.128.0/17,

%




SIEZ B WA P RYIPHELE SRS E edu.conf

# vi /var/named/ edu.conf
_acl "EDU"{

58.154.0.0/15;
58.192.0.0/15;
58.194.0.0/15;
58.196.0.0/15;
58.198.0.0/15;
58.200.0.0/13;
210.25.0.0/16;
211.83.0.0/16;
211.84.0.0/15;
211.86.0.0/15;
218.192.0.0/16;

%




G218 A P 3T N gY X e & 3 fFenc.hactecm.edu.cn
# vi /var/named/ cnc.hactcm.edu.cn //UATFEKFEEE{Hcnc.hactcm.edu.cn

RS
- $ttl 1H
@ IN SOA hactcm.edu.cn. root.hactcm.edu.cn.(
0 ; serial
1D  ; refresh
1H  ; retry
1W  ; expire
3H) ; minimum
@ IN NS nsl.hntcm.cn.
@ IN NS ns2.hntcm.cn.
nsl IN A 210.51.170.17
ns2 IN A 210.51.170.19

WWW IN A 1.1.1.1 //48BKERAFIREIAVIPHELL




SIZHE WA X MY XL & S 4edu.hactcm.edu.cn

# vi /var/named/ edu.hactcm.edu.cn

- $ttl 1H
@ IN SOA hactcm.edu.cn. root.hactcm.edu.cn.(
0 ; serial
1D  ; refresh
1H  ; retry
1W  ; expire
3H) ; minimum
@ IN NS nsl.caixun.com.
@ IN NS ns2.caixun.com.
nsl IN A 210.51.170.17
ns2 IN A 210.51.170.19

WWW IN A 2.2.2.2 [/ EMAFIRBIRYIPiBHE




S E M B X N A X i & 34 tel.hactem.edu.cn

# vi /var/named/ tel.hactcm.edu.cn

St 1H
@ IN SOA hactcm.edu.cn. root.hactcm.edu.cn.(
0 ; serial
1D  ; refresh
1H ; retry
1W  ; expire
3H) ; minimum
@ IN NS nsl.caixun.com.
@ IN NS ns2.caixun.com.
nsl IN A 210.51.170.17
ns2 IN A 210.51.170.19

www  IN A 3.3.3.3 //ieEMAF (IEE. JEE0E ) IR[BIAYIP
btk
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