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[root@localhost ~]#systemctl stop firewalld
[root@localhost ~]#systemctl disable firewalld
Il By 5% P SELinux
[root@localhost ~]# setenforce 0
7K A SELinux
[root@localhost ~]# vi /etc/sysconfig/selinux
B rE ) SELINUX=enforing 152y SELINUX=disabled .
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(1) J3 H UDP 1l TCP &%
& tit/etc/rsyslog.conf BC B SCAE, U LA PUAT 7R -
module(load="imudp") #
input(type="imudp" port="514")
module(load="imtcp") #
input(type="imtcp" port="514")
(2) & X Syslog HHE AR K& H EAF AL E
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Ivarflog/rsyslog HxH, H&ELIK P imig &N BALAF 6, fREIE— N HEX. #EWT:
[root@localhost ~]# vi /etc/rsyslog.d/mytemplate.conf
/15 L—A4~ myFormat fIAEAR
$ActionFileDefaultTemplate RSYSLOG_ TraditionalFileFormat
$template myFormat,"%timestamp% %fromhost% %syslogtag% %msg%\n"
$ActionFileDefaultTemplate myFormat
[/ A i CRIRT K% (9 H 3 SCEEAE S L& B khi TP Mk a4 (0 H b, X 28 B A7 IUE
/var/log/rsyslog H3F, HECHEKIdr 40027 /i IP #idk_4F--H.log. £, rsyslog Hx
S P T LR
$template
Remotelogs,"/var/log/rsyslog/%fromhost-ip%/%fromhost-ip%_%$YEAR%-%$MONTH%
-%$DAY%.log"
[/ANEFANLH &
:fromhost-ip, lisequal, "127.0.0.1" ?RemotelLogs
(3) H A a5 e B ARk
A rsyslog k%5, ML E £

# systemctl restart rsyslog.service
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[root@localhost ~]+# vi /var/log/rsyslog/10.0.255. 100/10.0.255.100_2021—10—17.Iog
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CM/5/USER_ACCESSRESULT HWHEF L. & H R
USER_INFO_AUTHENTICATION F P YIS B
DEVICEMAC:00-e0-fc-07-72-96 PAA H BRI MAC Sk, B A-FW-1 () MAC skt
DEVICENAME:A-FW-1 PeAH B S 4 FR: A-FW-1
USER:test123 WIEF 4. 135 test123 BRI P4
MAC:ff-ff-ff-ff-ff-ff WIEF P MAC it
IPADDRESS:192.168.64.200 WAFF P IP ikt 192.168.64.200  (RISz{A 4L A)
TIME: 1634459031 £ 1)
ZONE:UTC+0800 B, ZRJ\IX, 7EJEES[A] F+8 /N
DAYLIGHT:false RBEEAR (F)
ERRCODE:133 HERID I 133
RESULT:Authentication fail i3 ERM
AUTHENPLACE:Local WIEALE: A (A-FW-1 Z A
CIB ID:641 CIB %i'5: 641
ACCESS TYPE:None BNHEA. WA BRI, WA EALLFE A None
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