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Connection type:
(JRaw () Telnet () Rlogin (@ 55H \ (]

#R PuTTY Configuration ? B8R e b o £
Category: Categary:
. Sesgion | e e R N T [=E Sfassion | Options controlling local seral lines |
- 38 . | el i el i i-Logging ol i
- L_oglglng Specify the destination you wart to congfet to &1 Teminal Select a serial line
73 TKIZ:board Host Name (or IP address) Port - Keyboard Senal line to connect to com
y 4
- Bel [ Sf— 2 | - Bel _
Configure thegenal line
- Features medion type: 7 - Features 5
= Window Raw () Telnet (O Rlogin @ 55H (D) Serial = Window
- Appearance
gzﬁ::ir:z:e Load, save or delete a stored session o Bhaiir
- Translation Saved Sessions - Translation Stop bits
i - Selecti
ge:ectmn | | [ = ion Parity
R Ah Default Settings Load T
- Connection S— [=)- Connection Flow contral
- Data Save - Data
- Proxy -+ Proy
- Telnet Delete - Telnet
- Rlogin - Rlogin
(- SSH - 55H
e Close window on exit: - Serial
(O AMways () MNever (@) Only on clean exit
About Help | Cancel About Help Open Cancel
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HPUDHT: Telnet HIURABAS L4

PuTTY Configuration ? X
_L': BX 2 . Category:
/137 .
z/ E‘)];R =+ Session ‘ Basic options for your PUTTY session
- ~Logging _ o
— : ; Specify the destinatioj connect to
— =) =} Terminal
> EHO S t MJ:}: E)JPU t t Y$5Er_ ’ 9\;1: - Keyboard ost Name (or IP address) Port
- Bell 10.0.255.1 23
Bltelnet HIRBRABMN-1o | Finues L |
o - B'V‘_{_'"Aiﬁa.rance ()Raw (@ Telnet ()Rlogin (()SSH () Serial
{E Jttlﬂ B'] SW 1 B'] Eg I PE ?;Zig;gn Load, save or delete a stored session
[ Selection Saved Sessions
10. 0. 255. 1 ‘ |
= [I"rf)gr::actlon Default Settings Load
Pgoxy
- Telnet Save
- Rlogin
2] SSH Delete
- Serial

Close window on exit:
()Aways () Never  (®) Onlyon clean exit

About Help Cancel
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£210.0.255.1 - PuTTY

Login authentication

Username: ||}

1 #kw A\ J P 4
£2100.255.1 - PUTTY

Login authentication

Username:user tel
Password:[j

3. fe N\ A

&®10.0.255.1 - PuTTY

Login authentication

Username:user tellf

2. Wi \ | P Zuser_tel

&210.0.255.1 - PuTTY

Login authentication

Username:user tel
Password:
Info: The max number of VTY users is 5, a
nd the number
of current VTY users on line is 1.
The current login time is 2024-02-0

4. W NF I EE, HERRI




ZBIDONT: Telnet 5T\ KABEN S

RS-1 0 l

> ONTEOIMEBYtelnet ThiN IR

B = =

A-C1 A-C-2 B-C-1 B-C-2
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SW-1 sw-2 [ T
LT
Host-M

AT EHRS (FRbaedE) REHFHC




> o7l RfE, gUEREHost-MAISW-1 2 g8 FtelnetiR

MAEF) SRR MEY)  BEEG) RO oA sRS) EBIE(Y) BEMW) TR #EEH)

AW Je ARG FQe=2=F 8 = QQQE

M | telnet

No. Time Source Destination Protocol Info

69 18.421000 10.9.255.254 10.8.255.1 TELNET Telnet Data ...
70 18.468000 10.6.255.1 10.0.255.254 TELNET Telnet Data ...
71 18.468000 10.8.255.1 10.0.255.254 TELNET Telnet Data ...
72 18.468000 10.0.255.1 19.0.255.254 TELNET Telnet Data ...

e 73 1R.468000 16.0.255.1 10.0.255.254 TFINFT Telnet Data ...
Frame 69: 75 bytes on wire (600 bits), 75 bytes captured (600 bits) on interface
Ethernet II, Src: 0a:00:27:00:00:13 (0a:00:27:00:00:13), Dst: HuaweiTe 8c:1b:1b
Internet Protocol Version 4, Src: 10.0.255.254, Dst: 10.0.255.1

> Transmission Control Protocol, Src Port: 54495, Dst Port: 23,
> Telnet

Host-M: 10.0.255.254 SW-1:

10.0.

Seq: 1, Ack: 1, Le

25.1



> ONT2: BFS6SIRY, TEEISW-UxGHost-MBIERW

XHF)  HEE) HE(V) BEEG) BEERQ) oA &EHS)  RiEY) RBEW) TEM #EEH)
A0 20 1 PRBResEFsEEaqar

[

[ N | telnet
No. Time Source Destination Protocol Info
86 18.578000 19.68.255.1 18.0.255.254 TELNET Telnet Data ...
87 18.578000 19.6.255.1 168.0.255.254 TELNET Telnet Data ...

98 22.765000 10.0.255.254 19.9.255.1 TELNET Telnet Data ...

- Frame 86: 82 bytes on wire (656 bits), 82 bytes captured (656 bits) on interfa
Ethernet II, Src: HuaweiTe 8c:1b:1b (4c:1f:cc:8c:1b:1b), Dst: 0a:00:27:00:00:1
> Internet Protocol Version 4, Src: 10.0.255.1, Dst: 10.0.255.254
~ Transmission Control Protocol, Src Port: 23, Dst Port: 54495, Seq: 38, Ack: 45
Telnet
Data: \r\n
Data: \r\n
Data: Login authentication\r\n
Data: \r\n

Host-M: 10.0.255.254 SW-1: 10.0.25.1




> O3 BFSTSIRY, TEEISW-UxGHost-MBIERW

XHF)  REE  WEV) PG  BIRO  SHA)  SHO  mEY BEW)  TEM  #EH)
AW L@ I AREAReE>»EF IS = AAQE

[_. | telnet
0. Time Source Destination Protocol Info
86 18.578000 10.9.255.1 10.0.255.254 TELNET Telnet Data
87 18.578000 19.6.255.1 10.0.255.254 TELNET Telnet Data

98 22.765000 10.0.255.254 19.9.255.1 TELNET Telnet Data

< = B ¢ EQ

> Frame 87: 65 bytes on wire (520 bits), € eI IEI'IZ_T%%H*’ ﬂ.ﬁ

> Ethernet II, Src: HuaweiTe 8c:1b:1b (4c .l:Eﬁ* 1ﬂ'L“°

> Internet Protocol Version 4, Src: 10.@ TH,HH:}R—F;E, HOSt'MiZ?Fﬁ])\FH

> Transmission Control Protocol, Sr . Fh4§.7’o 45,

v Telnet
Data: \r\n
Data: Username:

Host-M: 10.0.255.254 SW-1: 10.0.25.1

SEEPES K (REEHEIT) RFEH

4L



> O BFISSIRY, TEE | Host-MxGESW-189ERW H

X REE) WAV BEG)  BEIKO  AWA) SRS mIEY)  BEW)  IEM  #EH)
AE L@ 1 RO AesEF I |- QAQAQE

(I [ cetnes -
No. Time Source Destination Protocol Info

86 18.578000 10.0.255.1 10.0.255.254 TELNET Telnet Data

87 18.578000 19.9.255.1 10.0.255.254 TELNET Telnet Data

98 22.765000 10.0.255.254 10.89.255.1 TELNET Telnet Data

> Frame 98: 55 bytes on wire (440 bits), | E'EH—T: HOSt-MﬁﬁEﬁ])\E’\]FﬁF nterface
> Ethernet II, Src: 0a:00:27:00:00:13 (@a %;EE user tel jc:1b:1b (
> Internet Protocol Version 4, Src: Z4d
> Transmission Control Protoca
v Telnet
Data: u

Host-M: 10.0.255.254 SW-1: 10.0.25.1




> IS BFIISIRY, TEEHost-MxGESW-189EIW H

MHEF)  HEE) WE() O BEEG) RO SWA)  EHS) EBIE(Y)  REW)  IEM  FEH)

AW 0 I  IRE JIeEs2EF I - = QqQaQfF
[ | telnet [X] | wAR- |+
No. Time Source Destination Protocol Info ~
98 22.765000 10.0.255.254  10.0.255.1 TELNET Telnet Data ...
mmm) 99 22.765000 10.0.255.254  10.0.255.1 TELNET Telnet Data ...
100 22.765000 10.0.255.254  10.0.255.1 TELNET Telnet Data ...
101 22.765000 10.0.255.254  10.0.255.1 TELNET Telnet Data ... v

=7~ : Host-METI ANBYFE P

> Frame 99: 55 bytes on wire (440 bits =
#iE user_tel Te_8c:1b:1

> Ethernet II, Src: 0a:00:27:00:00:1
> Internet Protocol Version 4,
> Transmission Control Protgs®
v Telnet
Data: s

, Src Port: 54495, Dst Port: 23, Seq: 46, Ack: 77

Host-M: 10.0.255.254 SW-1: 10.0.25.1




> OT6: EF 1005, JBRHost-MALGSW-18YEIW M

MiHF)  WIEE) @BV BEEG) B0 HA) SRS BIEY) ZE&W) TEM #EE(H)

L -NC) B RE Qe=mEF I == Q Q Q E
[I telnet v] FIEHK -
No. Time Source Destination Protocol Info
98 22.765000 10.0.255.254 10.0.255.1 TELNET Telnet Data ...
99 22.765000 10.0.255.254 10.0.255.1 TELNET Telnet Data ... |
mmm) 100 22.765000 10.0.255.254 19.0.255.1 TELNET Telnet Data ...
101 22.765000 10.9.255.254 18.9.255.1 TELNET Telnet Data ...
£
> Frame 100: 55 bytes on wire (440 bit : HOSt_Mﬁﬁiﬁ)\E"JﬂqF on inte
> Ethernet II, Src: 0a:00:27:00:00:1 user_tel Te_8c:1t

> Internet Protocol Version 4,
> Transmission Control Protg#®
Telnet

Data: e

Src Port: 54495, Dst Port: 23, Seq: 47, Ack:

Host-M: 10.0.255.254 SW-1: 10.0.25.1




> T &F101SIRN, JBRMHost-MALGSW-18YEIW M

MHF)  fRER(E)  WE()  BEG) RO HIA) &iNS) =miEY) BEW) TEM #BBH)
dm 10 1 DREBQew=EFeEaaar

i

[ | telnet v | FiEsk-
No. Time Source Destination Protocol Info
100 22.765000 10.0.255.254  10.0.255.1 TELNET Telnet Data ...
=) 101 22.765000 10.0.255.254 10.0.255.1 TELNET Telnet Data ...
102 22.796000 10.0.255.1 10.0.255.254  TELNET Telnet Data ...
103 22.796000 10.0.255.1 10.0.255.254  TELNET Telnet Data ...

2~: Host-MBrE BRI

Z+= user tel

> Frame 101: 55 bytes on wire (440 bif

» Ethernet II, Src: 0a:00:27:00:00: Te_8c
> Internet Protocol Version 4 > 10
> Transmission Control Prg#®Col, Src Port: 54495, Dst Port: 23, Seq: 48, Ac

v Telnet
Data: r

Host-M: 10.0.255.254 SW-1: 10.0.25.1




D18 BF1095IRY, TBHHost-MEESW-1REIW M

P REG  WEN) PG IR0 AW SHe)  BIEY BEW) TR0 #EH)
AE g I BREJIesEFI S =2QAQQAE

[i telnet v] FEH
No. Time Source Destination Protocol Info
104 22.796000 19.9.255:1 10.0.255.254 TELNET Telnet Data ...
=) 109 23.984000 10.0.255.254 10.8.255:.1 TELNET Telnet Data ...
110 24.015000 10.8.255.1 10.0.255.254 TELNET Telnet Data ...
113 25.015000 10.0.255.254 10.0.255.1 TELNET Telnet Data ...

: 2R: Host-MBfE NEY A~

> Frame 109: 55 bytes on wire (440 bi é%fE:IJSGF tel
> Ethernet II, Src: ©a:00:27:00:00; —
> Internet Protocol Version 4 _
> Transmission Control Ppe®0col, Src Port: 54495, Dst Port: 23, Seq: 49, Acl
v Telnet
Data: _

Host-M: 10.0.255.254 SW-1: 10.0.25.1




> 9. BF113, 116, 119SIRY, TBEFHost-MKLSH-1
NERDAIEL. e |

SR FEEE) WE(N)  BEEG) RO HWA)  Sahe)  BE|Y)  ZEW) IR #EH)

AW e BIRE Qe2EF I - A’ E

[ | telnet X v| ®E

No. Time Source Destination Protocel Info
113 25.015000 10.0.255.254  10.0.255.1 TELNET Telnet Data ...
114 25.062000 160.0.255.1 10.0.255.254  TELNET Telnet Data ...
116 25.203000 10.90.255.254 10.0.255.1 TELNET Telnet Data ...
117 25.234000 10.0.255.1 10.0.255.254  TELNET Telnet Data ...
119 25.375000 10.0.255.254  10.2 - alaot D

< z~: Host-MERMIABI AP

> Frame 113: 55 bytes on wire (440 bit %7?5 user_tel
» Ethernet II, Src: 0a:00:27:00:00:13
» Internet Protocol Version 4, Src: 18
issi Port: 54495, Dst Port: 23, Seq: 50, A

S ansm 0N el © PDrotoco =
v Telnet
Data:

@

Host-M: 10.0.255.254 SW-1: 10.0.25.1




> D10 BF N —"THost-MARESW-18IRS (1245) , TOF
P &RBEVZ\r\n

MR fEE WEN)  BEEG)  EIKQ)  SA)  SEHS)  EBIAY) TE&W)  TEM FHEH)

AW Z® EREG Jex2E2F I = =AQaQE
[_i telnet v] T
No. Time Source Destination Protocol Info
119 25.375000 10.0.255.254 10.6.255.1 TELNET Telnet Data ...
120 25.406000 18.0.255.1 10.0.255.254 TELNET Telnet Data ...
=) 124 25.859000 10.0.255.254 16.8.255.1 TELNET Telnet Data ...
125 25.890000 109.8.255.1 10.0.255.254 TELNET Telnet Data ...

B: \nn3kx “[EZE#RIT”
, WAARPRWATT, £

> Frame 124: 56 bytes on wire (448 bi
> Ethernet II, Src: 0a:00:27:00:00:1

> Internet Protocol Version 4, Sg El—f%iuj’%gﬂg};ﬁ):%°
> Transmission Control Protgs . 5440 Dst Port: : , Ack
v Telnet

Data: \r\n

Host-M: 10.0.255.254 SW-1: 10.0.25.1




> ONTLL: BF125SIRY, TEEISW-LxGHost-MBIESRW

MAH(F) =8 HTE(V) BREE(G) B0 S3HT(A) ZEiH(S) BBIE(Y) FToEE (W) TE(T) FEEN(H)
AW A® T RE QA@E=EF I == ]Q Q q F

[i telnet V] Tk -
No. Time Source Destination Protocol Info

124 25.859000 10.0.255.254 10.0.255.1 TELNET Telnet Data

125 25.890000 10.0.255.1 10.0.255.254 TELNET Telnet Data

168 36.984000 10.0.255.254 16.0.255.1 TELNET Telnet Data

> Frame 125: 65 bytes on wire (520 b= NFENEILVASEINGS--J:0 M-Sk ) on in

> Ethernet II, Src: HuaweiTe 8c:1b:1 .J:E’HET'L:ULM ):27:00:
> Internet Protocol Version 4, Src: IRHH?R_F;E, HOSt-M'\L?(ﬁﬁ])\
> Transmission Control Protocol, ‘F‘ZEQT 85, Ack
v Telnet - °

Data: \r\n

Data: Password:

Host-M: 10.0.255.254 SW-1: 10.0.25.1

SEEPES KT (RN&EHEETE) REHK

22 20 <<



> D12 BF N —"THost-MARESW-180IRS (168S) , TO&F

I RBYE S

) fREE) MENV)  BEEG) RO HA)  fZEks)

BBIA(Y)  BEW) TEAM  #iH)

AN 01 DREBIQResEFeEEaaatm
[i telnet v ] FoER
No. Time Source Destination Protocol Info
125 25.890000 10.6.255.1 10.9.255.254 TELNET Telnet Data ...
168 36.984000 10.0.255.254 19.9.255.1 TELNET Telnet Data ...
170 37.343000 10.0.255.254 10.8.255.1 TELNET Telnet Data ...

> Frame 168: 55 bytes on wire (440 bj

Ethernet II, Src: ©3:00:27:00:00:1
Internet Protocol Version 4, Src:
Transmission Control Protoco

Telnet
Data: a

Host-M: 10.0.255.254

2= Host-MBTHIN 15510

=]
=

abc@123

SW-1: 10.0.25.1



> DTS BF N —"THost-MRESV-1BYIRY (1705) , OF
3 RBIRZRD

MHF)  WEE) WEV)  BEEG) IR0 oA) SRS BIEY) AE&EW) ITEM EEH)

VL) R G Iex2EF I == QAQQAE
[i telnet v] FIE
No. Time Source Destination Protocol Info
168 36.984000 10.0.255.254 10.89.255.1 TELNET Telnet Data ...
=) 170 37.343000 10.06.255.254 10.89.255.1 TELNET Telnet Data ...
174 37.765000 10.0.255.254 10.0.255.1 TELNET Telnet Data ...
177 38.625000 10.0.255.254 10.0.255.1 TELNET Telnet Data ...
< >
> Frame 170: 55 bytes on wire (440 bi -E:H_T: HOSt-Mﬁﬁiﬁ])\E"]"’EEg

> Ethernet II, Src: 0a:00:27:00:00:138=3 abc@123 Te_8c:

> Internet Protocol Version 4, Sca

> Transmission Control Protgsa#

v Telnet
Data: b

Host-M: 10.0.255.254 SW-1: 10.0.25.1




> DIT14: BE174, 177, 181, 183, 185SIRY, TBZ
Host-MA4ESW-189E [ D5lEc. €. 1. 2. 3

MR fREE) BN BEEG) RO oA SIHS) =EBiEY)  Z&EW) TR #EH)
AdE 20 1  DREQes=g e E[Eaaqarn

[i telnet v] FIEH -
No. Time Source Destination Protocol Info
ﬂ 174 37.765000 10.0.255.254 10.9.255.1 TELNET Telnet Data ...
177 38.625000 16.0.255.254 19.9.255.1 TELNET Telnet Data ...
181 38.921000 10.0.255.254 10.0-255.1 TELNET Telnet Data ...
183 39.140000 10.0.255.254 10.0.255.1 TELNET Telnet Data ...
185 39.390000 10.0.255.254 1608

\ all Wa¥a [
2R: Host-MPFii BRI Z5hE
> Frame 174: 55 bytes on wire (440 bi xEl_—l_ abc@123
> Ethernet II, Src: ©a:00:27:00:2400%
> Internet Protocol Version 4 rc: 16.6.255.254, Dst: 10.0.255.1
> Transmission Control Protocol, Src Port: 54495, Dst Port: 23, Seq: 57, Ack:

Telnet

Data: ¢

Host-M: 10.0.255.254 SW-1: 10.0.25.1




DTS BF N —THost-MRLGSW-189IR (1875) , O&
EUEBUE%%\r\n

MAEF)  4E(E) MENV) O BEEG) RO SWA) SiHS)  EBIEY) FZEW)  TE) #EH)
Am @ I  DRBIResEg e Eaaakr

(W [ tetnet el v msR
No. Time Source Destination Protocol Info
185 39.390000 10.0.255.254  10.0.255.1 TELNET Telnet Data ...
187 39.593000 10.0.255.254  10.0.255.1 TELNET Telnet Data ...
188 39.625000  10.0.255.1 10.0.255.254  TELNET Telnet Data ...

> Frame 187: 56 bytes on wire (448 b j:/%’ \r\n%T @$ﬁ/ . ’
» Ethernet II, Src: 0a:00:27:00:00:1 ﬁﬁﬁﬂ—"‘ﬂﬁ")\xT, Ztk, A
> Internet Protocol Version 4, Sca J'_‘_'%ZEI’]—""E%
> Transmission Control Protg
Telnet
Data: \r\n

Host-M: 10.0.255.254 SW-1: 10.0.25.1




TelnetGILERMNEBIR

O R4S

m BT Telnet XA STTCPRIBAS (E4 (WOEEAN) , BERAZERE
R, N ITRIEBENZEM, BREHTEEERIRBN, NMEE
telnet 5, MEXALEMHEBERISSHS .




)

—

. STelnetA=, (SSH) BEMEIRE



STelneti=, (SSH) BRMNEIZE

O #E=
m STelnetESecure TelnetBYEFIR, TE— MERAARNLZEZBIMEBINED, AR
FeBEIXNEFPERIAERNCQETENE, NRimA PRREZEw
TelnetfR%5,
m BXYFTelnet, STelnetEFSSHIPW, BFImARSSEIn < BEIDE,
ZILZDERE, BRI UREIETelnet— & RIS 88,




STelneti=, (SSH) BRMNEIZE

O SSHimY
m SSHiZ{H S TP ERINET A :
oA Fo45age 4,384 : PasswordiiE,

o & T840 4 54F: RSA. DSAIAIE,



STelnet/5={, (SSH) BERMEIRE

O Password3giik
n BUKSAOS, ERFTFRS (FV) . PrEERNEEEES SR
Rk
0 WALIE E & ARF AT, A AL
0 ARG EI R PO9E TR, AT RLR P,
o B PAERXA N, FEREDSMEE, REEX,

0 EAERE R A THRY, BEARED, REL5ACRAENKS ES
Mk, e RE A EH, HEE R PR R,

\




TopGun.

Passwordi&iE

v
Bt § cwrs
"MzaC1ycIEARAASSH +

( 3. | 'MzaClyc2EAAAA3SK]'Y

| Bl RER

"r'ﬁi'/

SETEFTED AT (Mg y ) #4753

L%

5P ZH.<<



PasswordiglFERA TN —NE ot (BERHEIISW-2, 10.0.255.2)

(N [ssh [X] -] Fiks
Ho. Time Source Destination Protocol Length Info
42 13.188008 108.9.255.253 16.9.255.2 SSHw2 82 Client: Protocol (SSH-2.8-PuTTY _Release 8.72)
43 13.235808 18.8.255.2 18.9.255_253 S5Hv2 65 Server: Protocol (SSH-1.99--)
44 13.235808 18.8.255.2 18.9.255_253 S5Hv2 366 Server: Key Exchange Init
46 13.235008 168.0.255.253 18.9.255.2 TCP 590 62046 » 22 [ACK] Seq=29 Ack=324 Win=65069 Len=536 [
48 13.235608 18.8.255.253 16.9.255.2 S5Hv2 158 Client: Key Exchange Init
49 13.235080 10.9.255.253 18.8.255.2 SS5Hv2 78 Client: Diffie-Hellman Group Exchange Request
52 13.231080 108.8.255.2 18.8.255.253 S5Hv2 206 Server: Diffie-Hellman Group Exchange Group
53 13.2816800 10.09.255.253 18.€.255.2 SSHv2 198 Client: Diffie-Hellman Group Exchange Init
56 13.763806 16.8.255.2 18.6.255.253 SSHv2 374 Server: Diffie-Hellman Group Exchange Reply
57 13.783e00 18.8.255.2 18.9.255_253 SS5Hv2 78 Server: New Keys
65 15.922800 10.9.255.253 18.8.255.2 SS5Hv2 106 Client: New Keys, Encrypted packet (len=38)
66 15.922888 18.9.255.253 18.9.255.2 S5Hv2 142 Client: Encrypted packet (len=38)
67 15.953088 10.8.255.2 18.8.255.253 S55Hv2 106 Server: Encrypted packet (len=52)
182 26.281880 10.8.255.253 18.8.255.2 S5Hv2 158 Client: Encrypted packet (len=184)
183 26.323080 10.0.255.2 18.08.255.253 S5Hv2 106 Server: Encrypted packet (len=52)
121 35.610880 18.9.255.253 18.8.255.2 SSHv2 354 Client: Encrypted packet (len=388)
122 35.672680 16.9.255.2 18.6.255.253 SSHv2 98 Server: Encrypted packet (len=38)
123 35.6728008 18.0.255.253 18.9.255.2 S5Hv2 158 Client: Encrypted packet (len=164)
124 35.71%068 10.8.255.2 18.8.255.253 S5Hv2 106 Server: Encrypted packet (len=52)
125 35.719680 10.9.255.253 18.©.255.2 SSHv2 242 Client: Encrypted packet (len=188)
127 35.766080 10.8.255.2 18.6.255.253 S5Hv2 98 Server: Encrypted packet (len=36)
128 35.7668080 1©.9.255.2 18.8.255.253 SSHv2 98 Server: Encrypted packet (len=38)
138 35.875808 18.8.255.2 19.8.255.253 55Hv2 250 Server: Encrypted packet (len=198)
131 35.8756880 1©.0.255.2 18.8.255.253 SSHv2 186 Server: Encrypted packet (len=52)




PasswordiGFERAN—IM8 ot (1) — (BB N8

LIEES [X] -] FiE
Ho. Time Source Destination Protocal Length Infa
42 13.188@08 1©.8.255.253 18.8.255.2 SSHv2 82 Client: Protocol (SSH-2.8-PuTTY Release 8.72)
43 15.235088 18.8.255.2 18.8.255.253 S5Hv2 65 Server: Protocol (S55H-1.99--)
44 13.235608 19.8.255.2 1@.8.255_253 SS5Hv2 366 Server: Key Exchange Init
46 13.2350088 19.0.255.253 19.8.255.2 TCP 590 62846 » 22 [ACK] 5eq=29 Ack=324 Win=65869 Len=536 [.
/ 48 13.2356888 108.8.255.253 16.8.255.2 SSHv2 158 Client: Key Exchange Init
49 13.23508600 1©.0.255.253 10.9.255.2 SSHv2 78 Client: Diffie-Hellman Group Exchange Request
52 13.281608 18.8.255.2 168.0.255_253 SSHv2 206 Server: Diffie-Hellman Group Exchange Group
53 13.281680 190.8.255.253 18.8.255.2 SSHv2 198 Client: Diffie-Hellman Group Exchange Init
56 13.703800 10.8.255.2 18.9.255.253 SSHv2 374 Server: Diffie-Hellman Group Exchange Reply
57 13.783608 18.8.255.2 18.8.255_253 S5Hv2 78 Server: New Keys
k 65 15.922000 10.0.255.253 19.9.255.2 55Hv2 106 Client: Mew Keys, Encrypted packet (len=38) J
g6 15.9220080 18.8.255.253 18.8.255.2 SS5Hv2 142 Client: oted packet (len=88)
&7 15.953808 190.8.255.2 18.68.255_253 SSHv2 186 Server: nacket (len=52)

E: Diffie-HellmanZ{AthE BE
B PUTTYEIN IR SE A PHELEFF rath “open” BERZEE 3 S Ui IHes

*—18
o] &)
7‘( . ssh-rsa 2048 36:8c:e4:0c:19:7d:a7:dd:c3:6d: 51 c2.cf64:b3:3e
)( . If you trust this host, hit Yes to add the key to
- T‘? PUTTY's cache and carry on connecting.
1 gi \ l l R If you want to carry on connecting just once, without
N

adding the key to the cache, hit No

2 . ]:E’ M Z%iﬁ% HI\J /Z_\\%ﬁ Eéﬁ g ):| ﬁ#—lﬁ : ;:ﬂueic;onnm trust this host, hit Cancel to abandon the




PasswordiSIFER A —IME8 oM (2) — WiuEFAF#

g6 15.922808 18.8.255.253 18.8.255.2 SS5Hw2 142 Client: Encrypted packet (len=88)
67 15.953888 18.8.255.2 18.8.255.253 SS5Hv2 186 Server: Encrypted packet (len=52)
[ 182 26.281600 18.8.255.253 18.8.255.2 SS5Hvw2 158 Client: Encrypted packet (len=104)
183 26.328800 168.09.255.2 19.8.255.253 55Hv2 106 Server: Encrypted packet (len=52)
121 35.610688 18.8.255. 18.8.255.2 SSHv2 354 Client: Encrypted packet (len=300)
122 35.672008 10.8.255. 18.8.255.253 SS5Hv2 90 Server: Encrypted packet (len=36)

E# 10.0.255.2 - PuTTY

ZRimMAR P&,

481 2 iR (o] 25

ERE:
BWIAFF®& "user ssh”

R
1. B, NMEIEEIREIET;
2. EAIEH, NNEZREFIREBIE?Z;

PuTTY Fatal Error >

Remote side sent discannect message
tvpe 2 (protocal errar):
"The connection is closed by 55H senver

HEE




PasswordiiFERA——

Mot (2) — WIEAF#

Ho. Time Source Destination Frotoecol Length Info
] &7 15.953666 18.6.255.2 16.8.255.253 SSHw2 186 Server: Encrypted packet (len=52)
[ 192 26.2818088 16.6.255.2 S5Hv2 158 Client: Encrypted packet (len=184)
183 26.328000 10.8.255.253 SSHv2 106 Server: Encrypted packet (len=52)
35.610660 18.8.255.2 SSHw2 354 Client: Encrypted packet (len=388)
10.09.255.253 SSHv2 98 Server: Encrypted packet (len=38)

¥

~ SSH Protocol

& Pim &M% &

S o e

1264 bits), 158 bytes captured (1
. o0:00:11 (9a3:00:27:00:00:11), Dst: H
> Internet Protocel Version 4, 5rc: 10.6.255.253, Dst: 18.8.255.2
* Transmission Control Protocel, Src Port: 62846, Dst Port: 22, Se

¥ SSH Version 2 (encryption:aesl28-chc mac:hmac-shal compressig
Packet Length (encrypted): bBbge972

[ Encrypted Packet: b2b8el112780elb178de762b81a12136312e0f79d48486992. . . ]

MAC: 89e647ed%alaedcT4210859288d6035834c9cc8ba

Encrypted Packet:
b2b0e112780e1

gae8 4c 1f cc 8c
aele @8 98 65 81
ag2e ff 82 2 S5e
8836 c8 8c
8a4e
2058
Bace
a8a7e

1b 1b ©a 00

88 80 88 86
88 16 58 9d
b6

27 88 68 11
cl d& @a @8
29 45 9f 78

fd
cd

45 @8
Ba 08
58 18

IRE RIS

S EHKFE (RGEETE) REHF A




PasswordiSIFER A —IME8 oM (2) — WiuEFAF#

|1 [ ==k BED -] &k
Hao. Time Source Dlestination Protocol Length Infa

&7 15.953862 10.8.255.2 18.8.255.253 S5Hv2 106 Server: Encrypted packet (len=52)

182 26.281080 16.8.255.253 10.8.255.2 SSHv2 158 Client: Encrypted packet (len=104)

163 26.328880 18.8.255.2 18.8.255.253 SSHv2 106 Server: Encrypted packet (len=52) ]

121 35.61c808
.672808

3 10.0.255.2 SSHv2 354 Client: Encrypted packet (len=300)
10.8.255.253 SSHv2 90 Server: Encrypted packet (len=386)

Méﬁiﬁ%ﬁfig)ﬁﬂ#ﬁ (848 bits), 106 bytes captured (848 bits) on interface @

:1b:1b (4c:1f:cc:8c:1b:1b), Ds{ = ted Packet
Internet Protocol Version 4, Src: 10.0.255.2, Dst: 16.8.255. nerypte acket:

B:11

» Transmission Control Protocol, Src Port: 22, Dst Port: 62046 fe3982b819%4e......

55H Protocol
¥ SSH Version 2 (encryption:aes128-cbc mac:hmac-shal comprg
Packet Length (encrypted): b75b5a48
[ Encrypted Packet: fe3982b8194e2fc520e732d183e1cb61d7152108a54453348c. .. ]
MAC: 61T49117172eee7065dcas084019db71baaThEal

8858

8868

000 ©a 0@ 27 @0 @0 11 4c 1f cc 8c 1b 1b 08 @0 45 @  ..'...L. .u.... E.

ae1 e = I

2010 00 Sc 99 Bb 60 00 fe 6 a8 dB Ba 00 Ff B2 Ba B0 . Neverrr wuenenn. ‘&Ehﬂ‘.‘ﬁﬂl‘]*&j{
G206 ff fd @@ 16 2 5e 9f 78 42 cd 50 9d 29 ad 560 18  ..... A.x B.P.).P.

0030 00 a2 @0 @0 b7 Sb

6046 F

SETHTFTESKF (MLEhEIR) BAAHFHEL



Password3SIFER AN —IME8 oM (3) — WiuEZHs

183 26.328800 168.09.255.2 19.8.255.253 S55Hv2 106 Server: Encrypted packet (len=52)
121 35.610€00 10.0.255.253 19.98.255.2 55Hv2 354 Client: Encrypted packet (len=300
122 35.672000 168.09.255.2 16.8.255.253 55Hv2 90 Server: Encrypted packet (len=36)
123 35.672800 18.0.255.253 1©.8.255.2 S5Hv2 158 Client: Encrypted packet (len=104)
124 35.719600 18.09.255.2 19.8.255.253 S55Hwv2 106 Server: Encrypted packet (len=52)
125 35.719%600 18.0.255.253 1©.8.255.2 55Hv2 242 Client: Encrypted packet (len=188)
127 35.766000 18.0.255.2 18.8.255.253 55Hv2 90 Server: Encrypted packet (len=36)
128 35.7660800 18.09.255.2 1©.8.255.253 S5Hv2 90 Server: Encrypted packet (len=36)
138 35.875080 18.8.255.2 18.0.255.253 55Hv2 250 Server: Encrypted packet (len=196)
\\\?31 35.875088 10.8.255.2 1©.8.255.253 S55Hv2 106 Server: Encrypted packet (lenzSE}l//

R4E: ey
EINZED “abc@123"

"‘&%'
I, NNEZEREIET, BER,;
Z\EKEﬁ,Uﬁiﬁi,

and the number




PasswordiGiFERA—IME ot (3) — WIS

A [ssh XISRES
Ho. Time Source Destination Frotocol Length Info
183 26.328080 16.0.255.2 168.6.255.253 SSHv2 106 Server: Encrypted packet (len=52)
[ 121 35.610000 10.0.255.253 10.6.255.2 SSHv2 354 Client: Encrypted packet (len=388) ]
122 35.672000 18.8.255.2 18.8.255.253 55Hv2 98 Server: Encrypted packet (len=36)
123 35.672000 10.8.255.2 SSHv2 158 Client: Encrypted packet (len=184)
> Frame 121: 354 b e (2832 bits), 354 bytes captured (2832 bits)

v SSH Version 2 (encryption:aesl28-cbc mac:hmac-shal compression:none)

¥:11 (0a2:00:27:00:00:11), Dst: HuaweiTe_ 8c
16.6.255.253, Dst: 10.0.255.2

Packet length (encrypted): e4c2874c

Encrypted Packet: lacbh338beadceceeBaa7eb921a5643446c96c89b8bBda7de. . . ]

TAL: SPC/I6dberycdyesdadull3odsasZolidargdsze

Encrypted Packet:
:'c Port: 62046, Dst Port: 22, Seq: 1689, 1acb330bea4c......

4¢c 1f cc 8c 1b 1b Ba 88 27 B0 68 11 08 00 45 80
81 54 65 91 @0 @0 80 @6 cl1 12 @a 88 ff fd @a B0
Se 16 ad 78 43 81 50

7e ae Ac

8%

PTTH T EZT ANF W™ /\%lézﬁkrfﬁl» ﬁéﬁifi%ﬁéﬂ<<



STelneti=, (SSH) BRMNEIZE

O Passwordi§uE

m PP ANTE:
0 Password32 iE R 40 I E A 2 — /N e: 4 B A ABIRT A PR X
HR, REEATAEIM, B HEGNARLRF, AR FRMEDH
B AN o
o ARA, mRAEFIEER P ETALIMZE (Fbde e agwifi
Ri5) , AN, RBRAPOEXED, FHXIANELERIZT
AZEM, ARASSHEYZEMFHAZARLAE T o EAFMIEHA" F 7 AK
#" (Man-in—the-middle attack) o



STelneti=, (SSH) BRMNEIZE

O e AZEH (Man-in-the-middle attack) .

FeiE A




STelnetA™, (SSH) BRMNEIZE

O R AKE (Man-in-the-middle attack) .




1B AT

LIl

TopGun.

Password : o0

; THpE

‘MNzaClyc2EAAAASST]

Login Reguests

Hacker.

EFGER

i +

O —

MzaClyc2EAARAS S

__-_‘__‘_‘_-_‘_‘—b

Login*Result+

e

oo

J-‘ﬂ i

Qv

FiloEH +

‘NzaClycZEAAAASSH] "+

| AR
v

Password : x3ooc

Attack+

Server.

|

%
&

?_

e



STelneti=, (SSH) BRMNEIZE

O PasswordigiF

% PuTTY Configuration ?
Category:
=R Session Elasn:: options for your PuTTY session
& T:"" I_.uglging Specify the destination you want to connect to
Tﬂl‘:{;:bnard Host Mame {or IP address) Port
 Bell 10.0.235.1 22
- Features Connection type:
=- Window (JRaw () Telnet () Rlogin (@) SSH () Seral
e Load, save or delete a stored session
- Behaviour
- Translation Saved Sessions
G- Selection




> Passwordi§if: E—IREFIniRigEaT

PUTTY Security Alert
“ M55 2 B EAUE PR GRAEAE A =N

%EF‘ ’ ’fff\T 'T%QET?H&K%&E%ZE{ wjjlél/]ﬂ“ﬁ*ﬂ‘ | Ehf SEMVEr's hnstke:.fhis nEt cachedlinr’:he registry. You

NN - : ave no guarantee that the server is the computer you
o ZRFS AR Irsa2 FHIs8lE: ssh-rsa 2048 fhinkitis i

. . . . . . . . . . . . . The server's rsa? key fingerprint is:
36:8c:e4:0c:19:7d:a7:d4:c3:6d:5f:c2:cf: ssh-rsa 2048 35:3::?4:0:?1B:I:'.:d:a'r':dn‘r:cﬂ:ﬁd:Ef:cz:cf:ﬁrﬂf:bﬂ:?ve
64 . b9 . 3e . If wou trust this host, hit Yes to add the key to

N PUTTY's cache and carry on connecting.
ﬁﬂ%’w\’f /ffﬂ:leE*ﬂ, , ljj ,:_'_:[ [ s ] /I ’uZJ %Hﬂﬁ Ifd}:jqu uﬁnt:cr c:rré.fhun W}THEHTLQJUEE once, without
adding the key to the cache, hit No.

jJD iUPU I I | Eﬁéﬁﬁqj (ﬂiﬁ:/fﬂﬂﬁéqj ) %él_é:b If you dq not trust this host, hit Cancel to abandon the
M SRR UL ABE R VO B TR

BPUTTYZAF, B [H] . ﬁDﬁ“MﬁZV%E
BN, ETE CBUH Y B, 2)

4
E:

s ]

EAREN: TERAEIZIRE (Server) BIESSM, RiIETRIAN$HIEL,
] (R RE Lk 4T 3T ?




STelneti=, (SSH) BRMNEIZE

N

O A5G UE
m SSHIAREH T ANAERIE, JUEBEMAZIENLTE,

o0 B PinAEREAT (MAFRELS) , e A G eTAERE L,

0B RGEAZE, B P#HBMASTAZREG A B ERFELE, ALK F
KB, ERAXSGEEFTRIZE P RN, RERECIE P mRE
iR A NPT IR

o4 RANER B, THERXERHRRANAME “Ra” (—E-ELTF
), ﬁ%uﬁ& E& P ome & F I E| “Inin” Z T AR B T
AR . NG B RAAME “Ini” ﬁ%bﬁ&%&ﬁu%o

D&ﬁii&%ﬁa\)ﬂ?%{%ﬁéﬁ%\)’%/ ARESE, X, FCIERA R P
A, ABEAWFERK, NBEERED,




oiF + D

AFREEZER EmA 2R

e

ERATARAN

ssh-copy-id -i ~/.sshfid_rsa.pub user@host )
BAPIRNAHRENERZEN
ssh user@host L
BPREERIZEENER
BB — PR B

:éé£§ﬁ§$ﬁ$

PEAENIE: ER e b | —

mﬁﬁymmmm$ﬁ
BT

- REHRER

SSId P ESRE (RBafER) REeHFE




STelneti=, (SSH) BRMNEIZE

O 18A
= RE\TH, BPA ﬁbLLSTelnetTﬁ‘Vé?ﬁ S RIRB. EHRBEY
STelnet S ERIREE, YLUSTEE Console(JAME RN TelnetimizE
RIRE, FERMCE

O AR &SR An it R a9 &2 BB H TR (BRAFAT, K& LEARE
IPHoht)

o B E STelnetR 5258 3h it B A HK,
o BLCESSHA P& F ey Bl P Rd.
o BESSHA F (RIZR F 2fE)




STelneti=, (SSH) BRMNEIZE

O L=
s SINEARLEMNE FIREZ R EER, RIE 5 EIRENTE T E
M, RIE 5 BIRNLZ 254,
O fRm

= BEERNER




A W ‘
ebFEREMEITE




Web G (BRI EIZE

D 1:EEI l_l\

= N SHBRAPINKSELERFER, MBS IRBSEREZVebMBIIRE. 1%
BAE—TWebiR5Ses, SRBHEENRIn (BISEYL) IJLLEIVeb
%: -Jj_lj]/REBo




Web AN ERMEIRE

O 1HA
n (1) PBHERNBIZZSI0E 5 WebM A1
= (2) BCEFBEHTTP/HITPSARSS (fRE18)50 , HTTPXHTTPSARSSINAE
{BRE) o
m (3) BCENTTPAF (ENRBIRHEBABNITPAE,, A/ admin,

2289 . admin@huawei. com) o




Web 5 ERMNBIZH

Huawei
USGe000V1-ENSP

&= R [v]
Ars= user_web
e A

SiITEPEARY (MEBRETE) BERKFHEL




WebH N ERMKIZHE

B nes asso

e ERERREEER e (.. W .1.0.0. W T.[.].]
e VY VeI veee H:-

‘= DCS-3950-28CT XEET
B KRHEFER ] MBS DCS-3950-28CT LI

%) BORE

¥ MACHYFREE JETTE 1.0

“ 1w on I L2

%3 1GMP Snooping BE |

v BEUEFEE R oo

$..J acL iR g

B Port ChanneBiE v L.IP HEhE 10.1.128. 251

%1 DHCPR& %R E i [ 1P i [0.0.0.0

%] SNTPREE —
® 1 qos BE

B AM _. .5 *w

2o Ane
e, S Y E MHHEES (LS HRAT A 2003
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i ST

X IR EFEVE
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6.1 EXMIREIISETITIEETE

O 23K

s TESER—BUEE E3 B

wil—BesEN, o
AlhEIN Telnet 5 TUAD

i A-RS-1 Al B-RS-1
SSHFT RS RTE (X e =
mmé&iﬂi (Iggﬁ\ S-RS-3 f< 2 £ ; ;
= i DR - . e N o :x; 5-R3-4 j A-SW-1  B-SW-1 ==
?BE%EB%%\ :JZ:]_SQ}% ’_E : ;
) TIRERE K o
IEO o Server-1 A-C-1 s o —

SAET EHRY (RAEREE) REHF A




6.1 EXMIREIISETITIEETE

O 5711
n BEARBLIESE ? & e

Q0 A XR 2

B-RS-1

F< 2%
A-RS-1

o

s
A-C-1  AC2 B-C-1  B-C-2

B

Server-1

DITd T EHRF (RgEfsR) RERFAK




6.1 EXMIREIISETITIEETE

O 52
» EXMDESEE
BT ARE ?

F< 2% < 2\
S-RS-1 x §.R5-2 A-RS-1 B-RS-1

o<
S s

Server-1 Server-2 Host-M A-C-1 A-C-2 B-C-1 B-C-2

»iITmTEH KRS (ML ER) RAEHKFHEC




Thanks.

SAET EHRY (RAEREE) REHF A




