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248 11.11.71:.1 44.44.44.1 TLSv1l.2 Application Data

i1 BRFAB-C-27EE K SSL VPNEIRER T SSL VPNEHIM X35k AR M IP

(172.16.1.1) , FARNITAI®S Eping 192.168.64.10, 1B INDALHMELHIFR
YA B, XERZHAZICMPIRIZ, M=ESSL VPNIRIZ (BITLSV1.21Hh
WERID) o XLERCHEIPAIB PSR 2NN A P ENAIP (B44.44.44.1
) FISSL VPNEFAMXAIIP (BN11.11.11.1) .




iecmp or ssl

No. Source Destination Protocol Info

242 44.44.44.1 11.11.11.1 TLSv1l.2 Application Data
244 11.11.11.1 44.44.44.1 TLSv1l.2 Application Data
247 44.44.44.1 )l i TLSv1l.2 Application Data
248 11.11.71:.1 44.44.44.1 TLSv1l.2 Application Data

SH2: L2425 AHI, XE2MNINHA FB-C-2% 1 FAMENLA-C-189R L
- 1B2IR#ESSL VPN T1ERTIE, 7EFHIB-C-2F1SSL VPNEIM X2 8%
ENfxE, B-C-2&%HHIICMPIRY GRIPEVPNSECAY172.16.1.1, HHIPE
192.168.64.10) =ik (HETHRARER) , FHEEHIRTEIPE
SR IPHBIEA4.44 .44 1, HEHELIEZISSL VPNRIEIIMNX, FrLABRIIPZ
SSL VPNEMM <P (11.11.11.1) .




Frame 242: 191 bytes on wire (1528 bits), 191 bytes captured (1528 bits) on interface ©
"Ethernet II, Src: 9a:00:27:00:00:0d (0a:00:27:00:00:0d), Dst: HuaweiTe_7d:45:1b (4c:1f:c
802.1Q Virtual LAN, PRI: ©, DEI: ©, ID: 12

Internet Protocol Version 4, Src: 44.44.44.1, Dst: 11.11.11.1

Transmission Control Protocol, Src Port: 51242, Dst Port: 443, Seq: 12481, Ack: 3352, Le

Transport Layer Security

v TLSv1.2 Record Layer: Application Data Protocol: http-over-tls

Content Type: Application Data (23)

Version: TLS 1.2 (©x0303)

Length: 128

Encrypted Application Data: 399bbl7f66fe69598a3adbadlfed4a6d72e9274aa3b0d343a..

THT3: 2425 RIS MNME AR, RIESSL VPNIIERBERUEFL, RX
B HREER 7 — MY .



=512

FW-1 B-R-1
AN GE 1/011 GE0/0/0 [
A @RMTEREIBRT T
172.16.1.1 GE 1/0/0 e iR
REEE —LGF 0/0/24 GE 0/0/24
(1=
No. Source Destination Protocol Info
s 25172.16.1.1  192.168.64.10 ICMP (ping) request 1d=0x@001, seq=89/22784,
< 26192.168.64.10 172.16.1.1 TCMP (ping) reply  id=0x@001, seq=89/22784,
28 172.16.1.1  192.168.64.10  ICMP (ping) request id=0x0001, seq=90/23040,
29 192.168.64.10 172.16.1.1 TCMP (ping) reply  id=0x0001, seq=90/23040,

192.168.64.10

ST PE D KF RS ARIRALHK F 4K




,q iemp or ssl

No. Source Destination

—+» 25 172.16.1.1 192.168.64.10
«— 26 192.168.64.10 172.16.1.1
28 172.16.1.1 192.168.64.10
29 192.168.64.10 172.16.1.1

Protocol

ICMP
ICMP
ICMP
ICMP

Info

Echo (ping)
Echo (ping)
Echo (ping)
Echo (ping)

request
reply
request
reply

1d=0x0001,
1d=0x0001,
1d=0x0001,
1d=0x0001,

seq=89/22784,
seq=89/22784,
$e0=90/23040,
5eg=90/23040,

SHT1: B-C-2E3%SSLVPNE, MB-C-2% HBIICMPIRSC# EFhEtERm, L
IR AL EXEISSL VPN ERIM K. FEREIMN L, IRICHERETE

RIE R IEBIA BRI E




/A L)
Frame 25: 78 bytes on wire (624 bits), 78 bytes captured (624 bits) on interface © .

Ethernet II, Src: HuaweiTe 60:04:b6 (4c:1f:cc:60:04:b6), Dst: HuaweiTe ac:01:36 (54:89:98:ac:0f:36)
802.1Q Virtual LAN, PRI: ©, DEI: 9, ID: 11
Internet Protocol Version 4, Src: 172.16.1.1, Dst: 192.168.64.10

¥ Internet Control Message Protocol

Typer 8 (Echo (ping) request)

Code: © \ N

Checksum: ©x4d02 [correct] |CMP?&I

[Checksum Status: Good]

Identifier (BE): 1 (©x0001)

Identifier (LE): 256 (@x0120)

Sequence number (BE): 89 (2x0859)

Sequence number (LE): 22784 (©x5900)

[Response frame: 26]

v Data (32 bytes)

Data: 6162636465666768696a6b6c6d6e6t707172737475767761...
[Length: 32]

D2 BBEER, IR ERAFICMP, EIPHESSL VPNEIN <15
IREIAMIP (172.16.1.1) , BHIPARERMEHA-C-1 (192.168.64.10) HY
\Piudik, FHEHIZBRSLAHFME,
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