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vSphere High Availability (HA)
Virtualization layer vSphere Fault Tolerance (FT)
vSphere Replication

multiple network interface cards (NICs)
p Host bus adapters (HBAs)
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no one-size-fits-all solution
no a-package solution
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2. vSphere High Availability (HA) 2.1 5 HA
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2. vSphere High Availability (HA) 2.1 5 HA

vSphere HA )35 i i3 A Bk
m vCenter Server
HA 45 i T vCenter Server A HESLIL, 445 vCenter Server J4 107 1 FHHA .
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2. vSphere High Availability (HA) 2.2 B HA M TIFIRE

vSphere HA izaf7 i
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2. vSphere High Availability (HA) 2.3 vSphere HA heartbeats

LoPkRsI - T fk ESXi Host & )5 ahfiligfs.
w0 SR PO IS ) R U P 5 B Ok, WEACH ESXi Host 2564
w )5, & HA SHFE R
FEIEHIE4T ESXi Host |+, TEH B0 ESXi Host |1 VM.
vSphere HA #4770 BkASI (5 P 7 =X -
® Network heartbeat:
Master node SEHIB T TCMP U EEE Slave node Jl o 2% 1L 501 DL .
® Storage heartbeat:
FEEEH 0 1 & ESXi Host #EIL 226K &7 2 30
Sk LA SCPF R QR SCPFRY BSXi Host BiE »
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2. vSphere High Availability (HA) 2.4vmce

VMCP: Virtual Machine Component Protection, il HL{E R
ERAE VM, 12447 682 TR I PR A B i 2 o

® PDL: Permanent Device Loss, 7k AT#ER
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2. vSphere High Availability (HA) 2.5 Proactive HA

Proactive HA: F il [} & 4t Mz
m (GGEH HA EREBNIY, HUA MRS E bR, A2 AR4r e VM 8 £ H
RS54 L2, IR ST4) FIFE bl A R IR A PEERE, i
ST N vl BE.
®m vSphere 6.5 LUSRA, ATLAE RS LAF iS4 i R LA
T, PASEI sl iy oG A (Proactive TIA), #4101 Dell Openmanage. TP
Insight Manager Cisco UCS Manager
w [R55E RN ARG EE T HSHRS 25 00— 2L iR vSphere 45
o AN ISR B A R, R S ) S AR S R A S A
o MR RN, ERE RS AT IEBERAS, vSphere S R S AT IR

EBE (Quarantine mode) |, JXRIMRA ZMR A A HET D HI L, FfH.
vSphere 23J ] REMMIIZ I 5 4% 1A AL vMotion FI LAk 54 %%
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2. vSphere High Availability (HA) 2.6 Admission control

Admission control: ¥ FEH
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3. vSphere Fault Tolerance (FT) 31 THRFT

vSphere Fault Tolerance (FT) 4 & o4 VMs o] EEEIA, B
P VMs Z575HL (a zero-downtime technology).
vSphere FT ) T4 54 -
m {EM T ESXi Host b2 4 il[a]— VMR A :
o the primary VM, VM
o the secondary VM, SffEjiVM
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3. vSphere Fault Tolerance (FT) 31 THEFT

vSphere FT () IhHE PR -
» L4 VM LB B A% 8 vCPU,
» {17 ESXi Host 8 52 £ 4 DI
m (i FU Y ESXi Host #4200 (i AH 6] 241 ) CPU. Bil'E EVC,
m {{iJf] FT [/ ESXi Host AU ] 10Gbps [y R2% , $EFA ] L% o
w5 H]FT Y ERAUAS SCFF R Y vSphere S 2R URE:
Storage vMotion
Linked clones
VMCP
Virtual volume datastores
Storage-based policy management {:I
Snapshots
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Comparing FT and SMP-FT

FAULT TOLERANCE SMP FAULT TOLERANCE

# CPUs supported

Memory virtualization hardware assist

1

Not supported

<8

Supported

Disk format Eager zero thick Thin provisioning
VMDK redundancy Not supported Mandatory

VADP backups Not supported Supported
Required network bandwidth 1GB 10GB

DRS Partially supported Partially supported
Protected VMs per host <4 <4

Paravirtualized Devices Not supported Supported
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3. vSphere Fault Tolerance (FT) 3.2 T FT

vSphere FT e FIAEH 8, (HRBAUET 8 A VM TR E.
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3. vSphere Fault Tolerance (FT) 3.3 FT-enabled VM B9iR{E

VM J5H FT J&, #niY FT HRMIRIESR
m [4]: Turn Off Fault Tolerance
I iy I8 R AL B L DR B A T S it
m {5 Suspend Fault Tolerance
L Resume Fault Tolerance
TR ERIAL: Migrate Secondary
TE R B EHLFT IT vSphere Fault Tolerance 22 fi7, AT LU RS 3L I 4l B e 4ELA L
M a5 : Test Failover
A LAE L 75 4 P i 1 S R AULRIL I B D e M B AR o
W TR S Bh s B FERLAL: Test Restart Secondary
A DA 7 2 0 R ABURIL e 2 et LA A 06 - e PR (3t (g A
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3. vSphere Fault Tolerance (FT) 3.4 FT RHERERORR
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m S FT {47 VM T RES P AR
B CPU RS PA7 S 1/O G AR B VML
SRR i I PN L

{3

SR P R R EREAER (RGBETT I FR) MABETHHE / https:// aitcm. hactcm. egu.cn

Kernel Compile

This experiment shows the time taken to do a parallel compile of the Linux kernel. This is a both a CPU- and
MMU-intensive workload due to the forking of many parallel processes. During this benchmark the CPU was 100
percent utilized. This workload did some disk reads and writes, but generated no network traffic. As seen in

FT protection increases the kernel compile time a small amount—about 7 seconds

Kernel Compile FT Traffic:
(in seconds) 1 vCPU: 2.1 Gbps
2 vCPU: 2.6 Gbps

4 vCPU: 2.4 Gbps

1vCPU

0 20 40 60 80 100 120 140 160 180

wFTOff mFT On

Figure 2. Kernel compilation performance (lower is better)
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4. Virtual machine clustering 4.1 MRS R AR

kK

w SUEE PR 550 MS SQL Server, [ 3 (/IR 55a SRR 55 .

o BRG] VM S (B2 16 vCPU, 128G RAM, 2 * 1GbE)
w SRR S5 T

Cluster

Al S FREE
SEIASET A
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4. Virtual machine clustering 4.2 Clustering VMs

Clustering VMs: XfMEINLHE T RAE, HEMPERL
n HENERHEHS R, W — N ARE R A TR AT
w RO S R LR AT SR AT AT e, SeBb S SR A .
w LR HERE S0 3 RV R A 9B, F1 vSphere JEKo
vSphere fig#%3% ¥ Clustering VMs i B R,
® vSphere ¥42 1 RANIN IR - H IR E L.
® vSphere 37HF R SRS -
o Cluster-in-a-Box : VMs(£[5]— ESXi Host SCELEERT .
o Cluster-out-of-the-Box : VMs f£4 {3 ESXi Host SEHUEERT .
o VM and physical server clustering : {EfE/7 5
SR — AR S5 88 i &,
RN A AT VM 75 ESXi Host BisfT.
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vSphere 3§ Clustering VMs HIZFEIR

Cluster in a box Cluster out of a box Virtual
Node 1 Node 2 Node 1 Node 2 Node 1
C I I S o

I=0== =C=E =E—"
>@1 >%<
Shared Disk Shared Disk

with Physical

Node 2

RI=0=C

Shared Disk

4. Virtual machine clustering

4.2 Clustering VMs

vSphere #£4t#) Clustering VMs #EHEZFH A
m SCSI bus sharing for virtual disks on VMES volume:
ZA~ VMs 1] AR5 [ ] — > el it o
m SCSI bus sharing for RDM devices:
VM AME] VMES @4, BT Raw BB (.
® Multi-writer flag on the virtual disk:
£ VMs W] LA S [l — > iR AL
® In-guest iSCSL
VM AIE VMES @4, IS iSCST 77
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4. Virtual machine clustering 4.3 RDM

RDM: Raw Device Mapping, J§fi5esmeit, wm s
m RDM A ¥ HERHLEL AT ] SAN g —/~ {56l LUN (Logical Unit
Number) o
m RDM R #5500 R BN LELEEAE FIAE 8 Y LUN, i AZE i L2 .
f#HIRDM, VMkernel A% LUN #4748 XAk, 1 HEE LR P 84T
F4:4 LUN $if7H5 4k
w FEAHEREERN 1O PERE |, RDM Ho6) sy s ol i i B s i 230 .
= RDMid 6 A 1O /Y VM |, it
o Oracle. SQL Server 2 RDBMS
o A AR Bl S L iy A L SO IR 55
o Docker 8¢ # K88 TR 45 {)
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RDM BIT{ERIE

Microsoft

Shared RDM

Mapping Filegm® -~
Point
T 4

VMFS Datastore
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e Configuring
L SQL Server Always On
E@ Failover Cluster Instances
; Using RDM On vSphere

4 RAlways OnETFBtEAK:
https://docs microsoft.com/zh-cn/sql/database-engine/availability-groups/windows/overview-of-always-on-
availability-grou ps-sql-server?redirectedfrorm=MSDN&view=sql-server-ver15

BB

https.//tech2fun.net/configuring-sql-server-always-on-failover-duster-instances-using-rdm-on-vsphere-7/

A Always On:
https://blog.csdn.net/dba_huangzj/article/details/54015470

Getting Started with Always On Availability Groups:
https.//docs microsoft.com/en-us/sql/database-engine/availability-groups/windows/getting-started-with-always-
on-availability-groups-sql-server view=sql-server-ver1s

5_ VMware Solutions 5.1 VMware BC-related solutions

AL GEk 55 1] KE SDALIERS Wyt KBRS ) 5 Seks k55 A H
w AR TIRSS a SR FIIHSE, SEOURRAR IT iy H bk,
w RERLOE BEAT B T BT AR ol 35 SR AT TR 2 R
m SN 5534 S e vl IR R 2 A WA T
AertRl iR MRS g b s
IS RS E
VMware $fit 18K B i Ji SRR T AT Ak
® VMware BC-related solutions:
BC: M55 L5, business-critical applications and services
w JRAARPEH S3ER. E R
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5_ VMware Solutions 5.1 VMware BC-related solutions

VMware BC-related solutions:

FiaIA: Local availability vSphere HA, vSphere FT, vMotion:--

#iE{R$A: Data protection Clone, Snap, Backup:-

KMERS: Disaster recovery: vSphere Replication, VMware SRM

SRt : Disaster avoidance vSphere Metro Storage Cluster(vMSC)

T
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5. VMware Solutions 5.2 VMware Site Recovery Manager (SRM)

VMware Site Recovery Manager:
m S EEEFIIOEWSE T %, Tl AL 752 AR g
vCenter Server Ui S 5Pk vCenter Server 3l 2527 [HIF JE UMLK E o
® A, B vSphere Replication [ H a b4tk 17 H. .
VMware Live Recovery:
m OGS RS S A, 220 One + One = Mores
® VMware Live Cyber Recovery

o (formerly VMware Cloud Disaster Recovery + VMware Ransomware Recovery)
® VMware Live Site Recovery
o (formerly VMware Site Recovery Manager)

® https://www.vmware.com/products/live-recovery.html Ly
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EN

Site Recovery Manager automates the failover and migration of VMs to a secondary site.

VMware Site Recovery VMware Site Recovery
vCenter Server Manager vCenter Server Manager

FEHEEE | BEE | DEEEEE

vSphere Replication
VMware vSphere VMware vSphere

[ mi| | 1 | |- m|f [ i |

5. VMwa re Solutions 5.3 vSphere Metro Storage Cluster (vMSC)

VMware vSphere Metro Storage Cluster
® VMware vSphere SRIBAEAEEERT, & —Fhmnglm &diE O oy 4.
w GRS AEE A 19 22 Bt Oz ST A7 T B ) CARRLER,  $e st
19 [) 25 A2 AP DR E T -
I AN (] M ) 1 i BS U TR R e o) AR R XE R BT T o
m L vSAN S, FIFT T vSAN 19704 SRR R TRE, Dk —A4~i—
I~ B4 FRYAEaE T, XTI AR S S 2 D A
iiid vSphere Metro Storage Cluster nJ PA:
w E R[] B R R s, S R TP O AR s T s R HEI
REE Rl 55 D0 ) LA R s, ORAEY 55 it S PR RIBC Y 4o 2tk
w SNBSS, Al R At TSR S R 55 R TR i o

ik i BEE KR E VARSI (WIREEESTT dl220%) WAEHESTE®E / https://aitem.hactcm. edu.cn




Wi

vSphere Metro Storage Cluster (VMSC)
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