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®m The Applications running in the VM

vSphere L2 R (AAAZ 2INIE)

m JAfiE: Authentication
o WAFHSmETRIE, HBERTASHARF.

m 3FF: Authorization
o XBEMER AR, SIERTLER B %

m #if: Accounting -O
o iEEAFERAMERSNFRER, XEFEBEAFITERE.

FHPESAAHAIORER (FRETT AN BRETEE [ hitpe://aitem hactem cdu.cn




3. T2EH 3.1 vSphere BRLHR

FEFRERZETTH, VMware RH— R 5 R REIH Z 252
m FPRF/IMEJEN: Least Privilege

o ZDEN, EBRTHRERFPIKE. RFKF LIRS #1E.
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LZE G/ E (Multi-Factor Authentication)
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m Encryption at storage physical level

o {8 BB self-encrypting drives (SEDs) TEEAY 1R &, IR AEFTHEFNSMEMEBER A full-disk
encrypton (FDE).

o WA RFEFHEEEEKLIME.
m Encryption at storage logic level
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VM encryption
m J2 vSphere 6.5 7 JEHHITHRE, SEIMHEE VMDK virtual disks F 1% o
® VM encryption FYSEIEE B =M H
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EFUALINEE: How vSphere Virtual Machine Encryption Protects Your Environment
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E#iin% Encryption during transit
® Protecting data in motion, 5 EMFEHI P HIEHE .
m EEMEERmREEE

0 vSphere Client

0 vSphere Host Client
o vMonitor ( vSphere 6.5 & L& K 2% 37 45F)
n EMEEREGE
0 FT Logging
o storage traffic based on IP, such as iSCSI or NFS traffic.
O MEBRLERLMFER: MACsee « IPsec
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o PUE M Opportunistic
sLSEH] H bR ESXi Host #4808 vMotion B, HHE BHNE vMotion.
WRE—FETAZFINE vMotion, NIEEAEMBIARIIE vMotion.

o Y7 Required
I FREEERIRAN B 17 ESXi Host ZLANREEHEHATIIE vMotion.
IRE—FETNAFEER, vMoton FEEHENT.

0 25 : Disabled
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https://www.vmware.com/security/hardening-guides.html

VMware Security Hardening Guides _

Hardening Guides



10 | B oy v i - R | [ Sy Semimg v 0 [ s ot S | -
» C @ a e . . 0 @ -

VITIWEFE T Eloud Platiarm Toch Zone @ ot sormer Corroct | Viwars.com | [ Loa

Products «  Solutions «  Blog

Security Configuration Guides

9.__Y 9

VMware vSphere Security Configuration

are vSphere Secusity Conliguration VMware vSphare Security Configuration

o 6.7 Guide 65

EhEEE 2 EhEEE ety hEE

9,

ecurity Configuration




ZEEEEIBTFRE, WEEKRHTHE, HELicEiSE.

w B T . "+ &
- KR O e com s m ra saphes sty comguration e 4T oo
VITIWENE  The Clout Platfarm Toch Zone [ Communities | Custormer Conract | Vidwarecom || Loam |
Products «  Solutions «  Blog 1 Seanch w Q
Commeunity BABng. & dddk YOUr BnG. kaek Print 1o POF Tags Share » P Foeaback
mireducon VMware vSphere Security Configuration Guide 6.7
ntenged Auderce
Introduction
The viphere Security Configuration Guide (50G) 6.7 is the baseline for security hardening of Viware viphere itsell, and
the core of Vitwars security bost practices. Started more than a decado ago as the Viware vSphore Security Hardening
Gadade, it han kang served a8 Guidancs lor vaphers Administraton looking 1o probect thiss infrastractune.
Intended Audience
Thue dructince Tor Ehi vERRENE S0G i Vilwirs vSphene cuslomens wha have Implemented viphens 6.7 dinectly, There ane
mary engineered data centes & hybeid cloud infrostructure products, lke Vidwane Cloud Foundation, Wiware Coud. Dell
EMC aRall, s sauch that implenment vSphare &s part of Thelr solutions. If this is how you consume vSohere you should
Ehock with Thesa PEoTucts” SUPROIT Bor guidance ¥ first, o Some ol the vaphere
SCG's recommendations are ikety 1o be safe to mmplement. but others may nterfere with cperations of those solubicns.
Download
Wour can get the VMwane vSphare Security Configuration Guide 6. 7 from:
[T - e v50h SECLEilY. s ey Qoo 67671 2000210- 01
I yons wae 1o fink 10 this COMBNE we MENLAIN & DOMManent recirect:
DA Vi IO S5
T3 Filter Tags
ey | (58] [0 ) (v Sarver | (o S 7 [ vigrans] et 7] [ocarman [ et racice| [
vmware Company Suppart
s s Carcars T —— e
. Earutive Leaderie Bogs Supoet Polecies o veulube
Commants
Hewsmom Communities Product Documestation F Faceboo
TS et Betanons Acqunitons Comparoary Gude N trkean .



PR

REEPMENEFRE, WREREHTIE, HEoliEiEss.

s

T ———

Jr— - e

1 Vidware

ration Guide 6.7

vSphere Security
+ Vesson 671-20210210-00. Visit hitps:#Aviavrmw comisog for the latest verson
3 Soo the ncluded documantaton for iIMpanant gusdancs and instiuctions.

£S% acoh oaches preer 50 antore crooody setched. oA A
|emte on et
——
e Thetd whef b The Pt Lty om
Pru 1e ey a7 wasl 2 bathe i o Verdy
[Ev—— p ~ o ™ F—
rsecraent
i ot
[ETPIR s 1t I S i et et e e = it
omar, vz rar rimiyire e
Eicomig e Hzetgure HTF s mrramasien Tere-AlTEL yae [y Mk P
e s revear e - fryiemwl
b sz aber e e
bl T Mrech” Wikea
= =
Bt g et g Ficemgure covastit tpar or o £33 st = e pree—— str-somcre
e . " e el 1np psmange
Al -1
I R sioma ettt s b o h shrmatom vt s Mo £ e e R

Becrirg

bl ol orifima e

mate petiig




3. ﬁé%ﬁ 3.6 vSphere f&ZLNE

vSphere Z2MNNERYFF

4 N\ . N\ )
vCenter Server ESXi Host VM
PSC Limit Templates
SS0O Lockdown Mode Minimize use of VM Console
NTP Networkj_ng Prevent VIs from taking over resources
Transparent Page Sharing Disable unnecessary functions
VIB Acceptance Level VM Secure Boot
Host Encryption Mode
ESXi Secure Boot
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3. EQEE 3.7 vCenter Server {12 NE

vCenter Server Fif2 Linux W IR o8- #itisF Windows syamsis
m ESXi Host B9 R AEE F T VCSA.
m VCSA By 4R E % 3| PSC:
0 Check password expiration:
BRIAA] vCenter SSO AR 90 K.
0 Configure NTP:

WA RS AERBEME R (BFERNEAELRESR) .
FZERRFXTT vCenter SSO IEHE T LL L E A vSphere IE PR B EREREER .
IEREREEFRET NIP.

£y

ARRESASEANCRER (HRETTLER) HEEFEWSE / httpe:/ /aitcm hactem edu.cn




3. T2EH 3.8 ESXi Host f9Z2 2 &

AT R ESXi Host ZRERMNRMIRA, REZEMBEZ 2,
FHE 77 L B I -
m Limit user access: [RH| %] ESXi Host FY E 7217 [A]
0 Lockdown mode could be used to limit access to the hosts to all users.
Limit shell access: R Shell ¢ SSH A1 [a] 77 =
Limit services: PR R/ N5
Limit network connections: 18 1= 7 A 3% PR H1 X 25175 7]
Use secure connections: {8 F 22 4555277 [A]

0 Starting with vSphere 6.5, the Transport Layer Security (TLS) protocol versions 1.0, 1.1, and
1.2 are enabled by default.

® Patch your hosts: )\ VMware B 7718 12TT2R 3

0 Use only VMware sources to upgrade or patch ESXi hosts.
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3. T2EH 3.8 ESXi Host RIZ & HIE

ESXi Secure Boot

= ESXi Host %2 3% ,
R
i z

- i%ij UEFI § E @Eﬂ‘ﬂﬁﬁ Secure boot VIB verifier

% AR ESXi
vl

VMkernel A GEA% H 7 . 1
bootioader

Managemenlt apps (hostd, dcul, elc.)

Root
of trust L,

UEFI| firmware

UEFI secure boot
enabled machine
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3. 2518 3.9 VM GRS IE

AT T VM #y 2z 2tk
m vSphere 6.0 R EAERRA, VM BUABCEZ S M2 MmEEmM U THY .
m ERBONE, FUATAMSEIRR 22t

0 XT VM BUAERNEREE, TLAEE:

0 https:/ /blogs.vmware.com/vsphere/2017/06/secure-default-vm-disable-unexposed-

features.html
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3. 2518 3.9 VM GRS IE

KE S0 BIL 2 2 e A 5

= EULEILRT
o EAFERZEE R T FE TR 5%
o EEMTFKASWERIER N Z2E75.

m {5 IR HBCREE UL
o EEUN EFEEERE P IRERSNEARFR, S RICE % K.
o B FAEEIE R T REAEARFNBREEMRERZBEG, TURRELIENNZL

EIER A eI A EML.

» RESHEUIZESE
o EIER & 8 EURER IS WER 5 & LR R EER .
o BHEMIZS] 677 [EARAT A 7 AT LATT (R E DL B VR S A AT B2 R iR I A
o B, fE & A AR AT RE i Ao LR R R I - ;
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3. 2518 3.9 VM GRS IE

ME FOUBL 22 2 ik fo A%
= B Ik BB TR

o Y—AERPLEES 2 EIRET#E =V _ BRI BT E T IEER, TRESH
HIEERRF (DoS).

o SAPF L EHPLE R DoS [AIEL, EFEAENRREERTE (FlzBEMFHNERTRD) -
m ZEFHEMP AR TIRE

o ERHLAIEITRYERIAR 5 B A FTRES | R I

o BEHEATFRAG LETHERRFERFIELFTNRGENF, TR MR .
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3. 2518 3.9 VM GRS IE

BRIl 2 B

% https://docs.vimware.com/cn/VMware-vSphere/6.7 /com.vinware.vephere.security.doc/GUID-
14CCC8CD-D90D-4227-B2C3-0A93D3C023BA html
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3. 2518 3.9 VM GRS IE

Sk 55t B 2 250, [FARSE R T AL
m {FHEEAEF BIOS

n HBRERENNAEFREFRATEF

m EH Secure Boot

LIPS |

VM Secure Boot flREAZE K -

B Virtual hardware version 13 or later

m EFI firmware in the VM boot options

m Guest OS that supports UEFI Secure Boot
o Windows 8 and Windows Server 2012 +
o RHEL/Centos 7.0 +
o Ubunt 14.04 +
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Backup is not security
Snapshot is not backup

Availability
High Availability
Fault Tolerance
Backup
Replication

Security

Hardening

OpManager
Monitoring
Analyzation

Optimization

Log management

Authentication
Encryption
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