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Shell

1 #EFWELEN

2 [root@Cloud-K8s-Monitor ~]# 1lsblk

3 NAME MAJ:MIN RM SIZE RO TYPE MOUNTPOINTS
4 sda 8:0 ®@ 40G 0 disk

5 }—sdal 8:1 0 IM @ part

6 |—sda2 8:2 0 1G @ part /boot
7 L-sda3 8:3 @ 196 0 part

8 openeuler-root 253:0 @ 17G © lvm /

9 L-openeuler-swap 253:1 0 2G @ lvm [SWAP]
10 sdb 8:16 © 100G 0 disk

11 sr@ 11:0 1 1024M @ rom

12 #1&=X1k/dev/sdb

13 [root@Cloud-K8s-Monitor ~]# mkfs.ext4 /dev/sdb

14 mke2fs 1.47.0 (5-Feb-2023)

15 EFIGER: T

16 BIEEHE 26214400 MR (B3R 4k) F 6553600 4 inode BINXFERYE
17 XHH&S: UUID: 1522f744-18d2-450c-a555-40bc8c8ce7e3

18 BRRNEFDFMHET THIR:

19 32768, 98304, 163840, 229376, 294912, 819200, 884736, 1605632,
2654208,

20 4096000, 7962624, 11239424, 20480000, 23887872

21

22 [EfEDEAR: TR

23 IEEE AN inodeZ: 5ERK

24 BIEBE (131072 NMR): 5T

25 ENBERIXERAKFHIHES: EFMK

26 #BIEEIER RHME TR

27 mkdir /data

28 chmod 777 /data

29 #HTTHE

30 mount /dev/sdb /data

31 #FANEThIER

32 echo '/dev/sdb /data ext4 defaults 0 @' >> /etc/fstab

33 #&%&docker

34 yum-config-manager --add-repo http://mirrors.aliyun.com/docker-ce/linu
x/centos/docker-ce.repo

35 sed -1 's/\$releasever/8/g' /etc/yum.repos.d/docker-ce.repo

36 yum install -y docker-ce docker-ce-cli containerd.io

37 cat > /etc/docker/daemon.json <<EOF

38 {

39 "registry-mirrors": [

40 "https://registry.cn-hangzhou.aliyuncs.com",



41
42
43
44
45
46
47
48
49
50
51
52
53
54
55 }

56 EOF

"https:
"https:
"https:
"https:
"https:
"https:
"https:
"https:
"https:
"https:
"https:
"https:
"https:

//hub.xdark.top",
//hub.littlediary.cn",
//dockerpull.org",
//hub.cxrdz.gq",
//docker.lpanel.live",
//docker.mirrors.ustc.edu.cn",
//docker.m.daocloud.io",
//noohub.ru",
//huecker.io",
//dockerhub.timeweb.cloud",
//docker.1lpanel.dev",
//docker.unsee.tech",

//docker.1lpanel.live"

57 systemctl start docker

58 systemctl enable docker

FB2: RE yam| X¥, ZBE Prometheus.

(1) 95Ue3E /data/prometheus . /data/alertmanager .

prometheus .

alertmanager . grafana JREMNIFIEERR,

¥ /data/prometheus F1 /data/grafana FYNPR A 777,

Shell

1 mkdir -p /data/{prometheus,alertmanager,grafana}
2 chmod 777 /data/prometheus
3 chmod 777 /data/grafana

(2) D5IeIEE /etc/prometheus . /etc/alertmanager .
£ /etc/prometheus BR T EIE prometheus FRSZAIECE X prometheus.yml ,
1£ /etc/alertmanager BR TRl alertmanager FRSZAIEIE X config.yml ,
1£ /etc/grafana BR T 6liE grafana fRSZAIECE X config.monitoring .

Grafana. Alertmanager

/data/grafana BR{EN
Hr51EE

/etc/grafana BE, #



Shell

1 mkdir -p /etc/{prometheus,alertmanager,grafana}
2 vi /etc/prometheus/prometheus.yml

R /etc/prometheus/prometheus.yml----------

4 # 2REBH

5 global:

6 scrape_interval: 15s # IGEMEEIRERERR, #AIA1min

7  scrape_timeout: 15s # I EHNENEHERVIBRTAYE], BRIANT10s

8 evaluation_interval: 30s # IREEFHrulesXHERIELR, B 1min

9 external_labels: # FHSMIEMN, SAMBNESEIEHEEISUEES
10 monitor: 'codelab-monitor'

11

12 scrape_configs:
13 # K85

14 - job_name: 'prometheus'

15 static_configs:

16 - targets: ['localhost:9090']

17  # YfFalertmanager

18 - job_name: "alertmanager"

19 static_configs:

20 - targets: ["172.16.125.107:9093"]

21 ---------- /etc/prometheus/prometheus.yml----------
22

23 vi /etc/alertmanager/config.yml

24 ---------- /etc/alertmanager/config.yml----------
25 # 2RFicE, EERHARSSE

26 global:

27  smtp_from: '' # ECEARMABIFEMLE BTECE B SRIHBFE

28  smtp_smarthost: 'smtp.163.com:25' # SMTP RARZB#Etit5in0, tAIEZEqqlBFE.
29  smtp_auth_username: '' # ERERMFAHIFEMUE TIECE B CHVERFE

30  smtp_auth_password: '' # EEEARMHABIFERIY FIECE B CHRFERIER

31 smtp_require_tls: false

32 smtp_hello: '163.com'

33

34 # HHAKE

35 route:

36 group_by: ['alertname'] # RIESEBMOA

37 group_wait: 5s # FR5EYE, FRE—ASERIE

38 group_interval: 5s # SAREZERIERAYIE

39 repeat_interval: 2m # EERIXE]FRETE]

40  receiver: 'email' # RINBWEIREN 'email', BITFAEXH emai
1832

41



42 # EWERE

43 receivers:

44 - name: 'email' # BWERM
45  email_configs:

46 - to: '3183748324@qq.com' # UK AHBFEHIIE

47 send_resolved: true # BERZXEHEANTE
48 ---------- /etc/alertmanager/config.yml----------
49

50 vi /etc/grafana/config.monitoring

51 ------o--- /etc/grafana/config.monitoring----------
52 # grafanaBIERANERAFENE, AFR&Zadnin

53 GF_SECURITY_ADMIN_PASSWORD=admin#123456

54 # grafanaBIEREAREAITEM, FRIARRIT

55 GF_USERS_ALLOW_SIGN_UP=false

(3) 485 docker compose BEBEX 4, Bl Prometheus +Grafana + Alertmanager 52§,
docker compose AR T :



Shell
1 vi docker-compose.yml
3 version: '3.3'

4 services:
5 prometheus:

6 image: prom/prometheus:latest

7 container_name: prometheus

8 restart: always

9 volumes:

10 - /etc/localtime:/etc/localtime:ro

11 - /etc/prometheus/:/etc/prometheus/

12 - /data/prometheus:/prometheus

13 command:

14 - '--config.file=/etc/prometheus/prometheus.yml’

15 - '--storage.tsdb.path=/prometheus’

16 - '--web.console.libraries=/usxr/share/prometheus/console_librarie
g

17 - '--web.console.templates=/usxr/share/prometheus/consoles’

18 #HAMNEECE

19 - '--web.enable-lifecycle'

20 #apificE

21 #- '--web.enable-admin-api’

22 #ASEBUERARERE, BIAISK

23 - '--storage.tsdb.retention.time=720d'

24 networks:

25 net:

26 ipv4_address: 172.20.210.10

27 links:

28 - alertmanager

29 - cadvisor

30 expose:

31 - '9090'

32 ports:

33 - 9090:9090

34 depends_on:

35 - cadvisor

36

37 alertmanager:

38 image: prom/alertmanager:v@.25.0

39 container_name: alertmanager

40 restart: always

41 volumes:
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55
56
57
58
59
60
61
62
63
64
65
66
67
68
69
70
71
72
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74
75
76
77
78
79
80
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82
83
84
85

- /etc/localtime:/etc/localtime:ro

- /etc/alertmanager/:/etc/alertmanager/

- /data/alertmanager:/alertmanager
command :

- '--config.file=/etc/alertmanager/config.yml'

- '--storage.path=/alertmanager
networks:

net:

ipv4_address: 172.20.210.11

expose:

- '9093"
ports:

- 9093:9093

cadvisor:
image: google/cadvisor:latest
container_name: cadvisor
restart: always
volumes:
/etc/localtime:/etc/localtime:xo

/:/rootfs:ro

/var/run:/var/run:xIw

/sys:/sys:xo
/var/lib/dockexr/:/var/lib/docker:ro

networks:
net:
ipv4_address: 172.20.210.12
expose:
- '8080'
ports:
'8080:8080'

grafana:
image: grafana/grafana:latest
container_name: grafana
restart: always
volumes:
- /etc/localtime:/etc/localtime:ro
- /data/grafana:/var/lib/grafana
- /etc/grafana/provisioning/:/etc/grafana/provisioning/
env_Tfile:
- /etc/grafana/config.monitoring
networks:
net:



86 ipv4_address: 172.20.210.13

87 links:

88 - prometheus

89 ports:

90 - 3000:3000

91 depends_on:

92 - prometheus

93

94 networks:

95 net:

96 driver: bridge

97  ipam:

98 config:

99 - subnet: 172.20.210.0/24
100 -----------ccm-- docker-compose.yml------------------

(4) #1147 docker compose, Bl Prometheus +Grafana + Alertmanager 28RS,

Shell

1 docker compose -f docker-compose.yml up -d

ZESTERE, BXS2E25)i5E Prometheus: http://IP:9090, #1 Grafana: http://IP:3000,
YNE 1-1 %0 1-2 Frimo

g‘ [ & Prometheus Time Series Collectic X | = a X
< C A F=2 | 172.16125107:9090/graph?g0.expr=8ig0.tab=18g0.display.r g0.show._ - input=1h 7 Q Fgs o E;;@) ]

9 Prometheus Alerts Graph Status = Help

Use local time Enable query history Enable autocomplete Enable highlighting Enable linter

Q| Expression (press Shift+Enter for newlines) = @

1-1 ifie]Prometheus



&' O |* PometheusTimeSeries Collectic X 13 Grafona x |+ - & x

« ¢ A FE=2 | 172.16125.107:3000/log AR o= \‘Lﬂ)ﬁ n;\ -

Welcome to Grafana

1-2 i55ir] Grafana

2, 7E£K8s EEpEREE

(1) #BE node-exporter



Shell

1 #glEsp&=iEldevops

2 [root@k8s-master ~]# kubectl create namespace devops
3 #RESyamlXf, &BZEnode_export

4 [root@k8s-master ~]# vi node_export.yaml

5 -----mmmme - node_export.yaml-----------------
6 apiVersion: apps/vl

7 kind: DaemonSet

8 metadata:

9 name: node-exporter

10  namespace: monitoring

11  labels:

12 k8s-app: node-exporter

13 spec:

14  selector:

15 matchLabels:

16 k8s-app: node-exporter

17  template:

18 metadata:

19 labels:

20 k8s-app: node-exporter

21 spec:

22 tolerations:

23 - key: node-role.kubernetes.io/control-plane
24 operator: Exists

25 effect: NoSchedule

26 - key: node-role.kubernetes.io/master
27 operator: Exists

28 effect: NoSchedule

29 containers:

30 - image: bitnami/node-exporter:1.7.0
31 imagePullPolicy: IfNotPresent

32 name: prometheus-node-exporter

33 ports:

34 - containerPort: 9100

35 hostPort: 9100

36 protocol: TCP

37 name: metrics

38 volumeMounts:

39 - mountPath: /host/proc

40 name: proc

41 - mountPath: /host/sys

42 name: sys



43 - mountPath: /host

44 name: rootfs

45 args:

46 - --path.procfs=/host/proc

47 - --path.sysfs=/host/sys

48 - --path.rootfs=/host

49 volumes:

50 - name: proc

51 hostPath:

52 path: /proc

53 - name: sys

54 hostPath:

55 path: /sys

56 - name: rootfs

57 hostPath:

58 path: /

59 hostNetwork: true # fEFETEENMLEFPID
60 hostPID: true

61 -------mmmmm oo node_export.yaml-----------------

62 [root@k8s-master ~]# kubectl apply -f node_export.yaml
63

(2) ZRZ kube-state-metrics



Shell

1 vi kube-state-metrics.yaml

N
1
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1
1
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1
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1
1
1
1
1
1
1
1
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apiVersion: apps/vl
kind: Deployment
metadata:
name: kube-state-metrics
namespace: kube-system
spec:

O 00 NN O 1 W

replicas: 1
10 selector:

11 matchLabels:

12 app: kube-state-metrics

13 template:

14 metadata:

15 labels:

16 app: kube-state-metrics

17 spec:

18 serviceAccountName: kube-state-metrics
19 containers:

20 - name: kube-state-metrics

21 image: registry.cn-hangzhou.aliyuncs.com/zhangshijie/kube-state

-metrics:v2.6.0

22 ports:

23 - containerPort: 8080
24

25 ---

26 apiVersion: vl

27 kind: ServiceAccount

28 metadata:

29 name: kube-state-metrics
30 namespace: kube-system
31 ---

32 apiVersion: rbac.authorization.k8s.io/v1l
33 kind: ClusterRole

34 metadata:

35 name: kube-state-metrics
36 rules:

37 - apiGroups: [""]

38 resources: ["nodes", "pods", "services", "resourcequotas", "replicati
oncontrollers", "limitranges", "persistentvolumeclaims", "persistentvol
umes", "namespaces", "endpoints"]

39 verbs: ["list", "watch"]



40
41
42
43
44
45
46
47
48
49
50
51
52
53
54
55
56
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58
59
60
61
62
63
64
65
66
67
68
69
70
71
72
73
74
75
76
77
78
79
80
81
82
83

- apiGroups: ["extensions"]

resources: ["daemonsets", "deployments", "replicasets"]

verbs: ["list", "watch"]

- apiGroups: ["apps"]
resources: ["statefulsets"]
verbs: ["list", "watch"]

- apiGroups: ["batch"]
resources: ["cronjobs", "jobs"]
verbs: ["list", "watch"]

- apiGroups: ["autoscaling"]
resources: ["horizontalpodautoscalers"]
verbs: ["list", "watch"]

apiVersion: rbac.authorization.k8s.io/v1

kind: ClusterRoleBinding

metadata:
name: kube-state-metrics

roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: kube-state-metrics

subjects:

- kind: ServiceAccount
name: kube-state-metrics
namespace: kube-system

apiVersion: vl
kind: Service
metadata:
annotations:
prometheus.io/scrape: 'true'
name: kube-state-metrics
namespace: kube-system
labels:
app: kube-state-metrics
spec:
type: NodePort
ports:
- name: kube-state-metrics
port: 8080
targetPort: 8080
nodePort: 31888
protocol: TCP



84  selector:

85 app: kube-state-metrics

86 ---------- kube-state-metrics.yaml------------

87 [root@k8s-master ~]# kubectl apply -f kube-state-metrics.yaml

3. e Prometheus BeEX ¥, BB SIER

Shell

1 #EEREXHprometheus . ymlEHRMNEIEES
2 vi /etc/prometheus/prometheus.yml

4 # WIEEN

5 - job_name: "K8sHost"

6 static_configs:

7 - targets: ["172.16.125.101:9100","172.16.125.102:9100","172.16.1
25.103:9100","172.16.125.104:9100","172.16.125.105:9100" ]

8 # IiTK8s

9 - job_name: "K8s-Cluster"

10 honor_timestamps: true

11 metrics_path: /metrics

12 scheme: http

13 static_configs:

14 - targets: ["172.16.125.101:31888"]
15 metric_relabel_configs:

16 - target_label: cluster

17 replacement: K8s-Cluster

IR I e e T e

19 #Ezprometheus®2s
20 docker restart prometheus

{E R S 281418 Prometheus BF SITW R,



9 Prometheus  Alerts

Service Discovery
Q  Filte laby

o K8s-Cluster (1/ 1 active targets)

® K8sHost (5 / 5 active targets)

® alertmanager (1/ 1

® prometheus (1 /1 active targets)
Kas-Cluster TS
Discovered Labels Target Labels
[scheme_—heo']
K8sHost (1%
Discovered Labels Target Labels
instance ~17216.125.101910°
,
_scrape_timeout_="155"
[scheme o]
AT W

9-1 prometheus &= 4R

4. 7 Grafanai#{TEUIERT{R{L
FHIR 1. Zh0 Prometheus 2UER

FEARAMZEE “Connections” -> “Data sources”, A LA [add new data source] %
H, %% prometheus EERHHIERHITAE, EXEEE prometheus IRSZ238VIARIERE
http://172.16.125.107:9090, & 9-2 Fi~, EMEEREFHIA, REMXHAERE, WE -3
Fimo

G Grafana Home > Connections > Data sources (O] .

prometheus-1 B =0 Explore data  Build a dashboard

fit Settings

(@) Configure your Prometheus data source below
® Connections o Or skip the effort and get Prometheus (and Loki) as fully-managed, scalable, and hosted data sources from Grafana Labs with the free-foreve

| Data sources
prometheus-1 Default

Connection

Prometheus server URL * hitp://172.16125107:9090

Authentication

Authentication methods

9-2 EEEHUER



3 orafana O Home » Connections o e @
Data sources + Add new data source

Sort by A-Z

/] ~ prometheus
i 23 Build a dashboard ® Explore

Connections

| Data sources

9-3 ¥l prometheus $3ER

AR E

(1) EFAMEE “Dashboards” -> “New” -> “Import”, BANNEREID } 11074 HE
N, WE9-4. B 9-5Fo

Home > Dashboards

Import dashboard

88 Dashboards
&
Upload dashboard JSON file

Find and import dashboards for common applications at grafana.com/dashboards &7

1074

Import via dashboard JSON model

Load Cancel

9-4 I NEREID




Grafana Home > Dashboards

Import dashboard

Dashboards Importing dashboard from Grafana.com

Published by StarsL.cn

Updated on

Options
New! o

Node Exporter Dashboard EN 20201010-StarsL.cn

Folder

[ Dashboards

Unique identifier (UID)

Change uid

VictoriaMetrics

prometheus

Import | Cancel

9-5ARNN R &

9-6 Ffr 7o

(2) RESNEMNERE, BERTU

Grafana Home > Dashboards
Export v | Share

Origin_prom JoB | K8sHost Host Al Instance  172.16125101:9100 x Interval Upaate | | @ = @ LastiZhours v Q@ & Refresh ~

Dashboards ~ Resource Overview (associated JOB), Host: k8s-master, Instance: 172.16.125.101:9100

Server Resource Overview [JOB: K8sHost, Total: 5]

domainname IP (Link to details) job machine Hostname release sysname version Value #A

(none) 216.12 K8sHost x86.64  k8s-workerl 3.0e2403sp1.x86_64 Linux 7 12:13:01 CST 2024

(none) K8sHost x86.64  k8s-worker3 3.062403sp1.x86_64 Linux 7 12:13:01 CST 2024

New! (none) K8sHost X86.64  Kk8s-master 3.062403sp1.x86.64 Linux 7 12:13:01 CST 2024
25-04-10 10:18:54.507 (none) K8sHost x86.64 | k8s-worker2 3.062403sp1.x86 64 Linux #1SMP Fri

domainname, IP (Link to details) , job, machine, Hostname, release, sysname, version, Value #A

K8sHost: Overall total 5m load & average CPU used% K8sHost: Overall total memory & average memory used% K8sHost: Overall total disk & average disk used?

96.0 GiB

64.0 GIB
480 GiB
320 G
16.0 GIB
008 0.
08:00 00:00 0200 04:00 06:00 08:00 10:00

3%pasn aBesene (21N

04:00  06:00  08:00  10:00 : 00:00 0200 04:00  06:00
0 == Total 5mioad Last*:7.26 Total Last *: 1 = Total Used Last*: 763 GiB Total Last*: 876 GIB == Total Used Last *

— Overall average used% Lax — Overall Average Used% Last *: 45.0 — Overall Average Used¥% Last

v Resource Details: [k8s-master]

Uptime CPU Busy [k8s-master] : Disk Space Used Basic(EXT2/XFS) CPU iowait Internet traffic per hour All

| ) ] ) ) ; - 2%
Time Device Filesystem instance job ZHre

Used RAM Memory 128 MiB
CPU Cores 111 2025-04-10 10:18:54. /dev/mapper/openeul extd 17216125101:9100  K8:  Erae inod..
[
Used Max Mount(/) 2025-04-10 10:18:54. /dev/sda2 extd 17216.125:101:9100  K8s —
i
[ ]

Total RAM Used SWAP

Total filefd -256 MiB

Device, Filesystem, instance, job, Mounted on, Size

9-6 EAEITINRE

(3) R ERDRE, FIMEKREZID N 15661 HHAN, RESNZNERE, HERTWNE -7
Ffiizo



K8s Nodes  All Namespace  All Microservice (Container Name) ~ All % Update @ GitHub =~ (@ Last30 minutes ¥ @ & Refres!

~ Node Resource Overview: Selected Nodes: [All]

Node Memory Ratio Node CPU Number of cores

Node Memory Information

8 10.0 21

Total Cores

Requests umber ...
" 22 rl i 4

Memory Usage [All] CPU Used C Pod Number and nodes [All]

20

0B
14:55

All: Node Information Detail
Node Pod Limit PodN CPUUsag MemoryUsa DiskUsag CPU Total Cores  CPUCor TotalMe Memor) Disk Total Disk Usa CPURequ Memory R CPULimit Memory
10 3GiB
10 2 3GB

10 9 3GiB

10 36iB

9-7 KBSEBF IR IF(NARE

B L E| Grafana EM https://grafana.com/grafana/dashboards/ {RIER &£ 28I R FR
HARS BIREFAERN AVNRE, T THNERED json XEHEFINREN ID BTF
F No

5. {#F HertzBeat !5} K8s
HIE 1. ZPE HertzBeat

Shell
1 docker run -d -p 1157:1157 -p 1158:1158 \
2 -v $(pwd)/data:/opt/hertzbeat/data \
3 -v $(pwd)/logs:/opt/hertzbeat/logs \
4 --restart=always \
5 --name hertzbeat apache/hertzbeat

LS E8IAIAl http://172.16.125.107:1157/, EKIAMKF ZEES admin/hertzbeat, 0E 9-8 PR,
9-9 Fi7Ro
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®  Kubernetes
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