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pZ 3

1 fififf] vSphere Client &5 2|\ %22 Platform Services Controller [1J vCenter Server,

2 )y administrator@vsphere.local i vCenter Single Sign-On 5 F 5141 10 HA B G5 & H 2 2 A0ss00
WA LR E T AR, 5P administrator@mydomain DH73%E55%
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3 SEIRCE UL
a [EETURE, GHRRGER,
b ERLERN, RliRE.
4 ERRUUR, SRR AR IRIR .
5 EEEARINIR, ARIEHAFRIRR

ZET Ei3)

Active Directory ((25% Windows S35 % T-4H Active Directory 5, & Tttt an B i, MiE4T vCenter

iiF) Single Sign-On I 55 (1AL Active Directory 1,
%% M Active Directory FRiFis =

ETF LDAP [ Active Directory eI TR a A e X BT s R A . 1550 Active
Directory LDAP Server fll OpenLDAP Server hiiHii

OpenLDAP T OpenLDAP FRIFJER, 46Tk, %2 W Active Directory LDAP Server F/1
OpenLDAP Server Fri-lJiik s o

SSO REFRIAHBRIER S KT SSO RS A AN ER S, il kil

AR E BT e AT, Active Directory 3 43S E AN AR P 2R A, bk
AT L PRNZE OU SRS IR, FLAZIRE S U g @ . BRIAE SR, Active Directory
AR U TRAPR o (3 FRR SRR 55 F P A g 224k o

6 I

BESE

ISR, ity P8 T T Sk, (HAG TR0 . HAT vCenter ServerModify.permissions
SR Frm ) el F P A e R A . RRAUEE ] sk 4l e B 5 Bl vCenter Server DU ARG FIETHIN S
BRI DABC AR, PAEELIIATY Active Directory iy FH A4 v DL [R] vCenter Server 4114, 152 I
{vSphere Zc4VE) Y,

Active Directory fRiRIRIZE

Qe PE Active Directory (55 Windows SHBIGIE) FriftJi sy, Wn] DUEE Ao SEAUMK 7 4 SPN
(MRS AR Fr ) siAitsE—4 SPN, A1 vCenter Single Sign-On JIR55%5 I\ Active Directory i
I, AR ke,

{# A Active Directory fRIQIEH A EE MG

14 Active Directory FriHilii ] [T, A fEl vCenter Single Sign-On #: & A JT1ZFRIAT

® T Windows 2%, 1K Windows 1AL Active Directory i,

= 4T vCenter Server Appliance, 1%/ (vCenter Server Appliance [it ) SCRSH LT HRE

£ Active Directory ( T Windows S 561 ) 42 H] Active Directory SRR Hoxk . 24 1] Active

Directory FRH 114 F £E i Windows 3 3euEbRIRIR, 152 0 VMware KRG CE, WHEH
http://kb.vmware.com/kb/2070433.) .
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e PR AU P P IR T . W R AA T Ay 1217 vCenter Single Sign-On [{ AR HEAL, Rl
IHAfE E—1~ SPN,

T {F vSphere 5.5 1, HIffi&E SPN, vCenter Single Sign-On {52 T3 FEEH LMK . 152 M VMware 41
REESCE, WA http://kb.vmware.com/kb/2087978,

X 2-2. AMIRNRIZE
XAAE ik
B4 1441 FQDN, B4, mydomain.com. iE2)Ldt IP Mok, 23
Z AR vCenter Server A2l T DNS fifhT . Qs R

JZ vCenter Server Appliance, 75 f# F JChC B 254 B HI (5
KHE T DNS JIRSS RS

A HITH E R LR LT#JRLIITI AL AT FFE SPN. BelRtbgelmint, X
. R EA BTG AL, TGk B
i FIR S5 4k & FR (SPN) WA TAy AT ST, g Bk, WIHRE SPN,
AEMEAE I bR T B O3B e T DA R 3% A ) 5D,
MR%5 =4k ZF% (SPN) HHhT Kerberos i1 Active Directory JIR 551t SPN. i57F &4k

FRE e, 4N STS/example. com,

SPN 7EI A dIME—, 121T setspn =S A A A AOIEEY
T, A setspn (U5 E., 52U Microsoft S,

H 24k E%k (UPN) AR AR IR T SR P I A b . i
prz ) TS, B0 jchin@mydomain. com, FJDLIET Active

Directory Ik 5% Afiga4t 2% (ADSI Edit) o0k ] 1 3 k& Hr.

Active Directory LDAP Server #1 OpenLDAP Server #RiRiRIZ &

2} LDAP Server #rifiiy Active Directory FJ TRl o ettt SHATTE SR DI NS E, 1] Active
Directory ( ' £EAK Windows S35 ) 25, OpenLDAP Server FxiHiisE T JT] OpenLDAP [KJEfE .,

B4 OpenLDAP FriRJ, I VMware K11HZESCEE, WER http:/kb.vmware.com/kb/2064977 ) , DA
T fRHEAR TR
3% 2-3. LDAP Server Active Directory 1l OpenLDAP i&&

P ik

E FRINIEII 2 FR

P HIEEA DN P EEAR £

457K DN HAMIHATR

B4 J4iff) FQDN,

BN XIT* Active Directory brifli, 201 # Ml NetBIOS %7,

W] SSPI S 4546 ik, ¥ Active Directory Jaft) NetBIOS
ARSI AR 4

T OpenLDAP Frisllit, andAsgeEnl &, MamikE 7+
4.

Hr# WP D, AZ PN PRI EEA DN U AT iR NA DAL
PR
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& 2-3. LDAP Server Active Directory 1 OpenLDAP iZE& (%7)

TEIR #ik

Y R P EEER P2,

Uz SRR DU R il ke e e i o
FJR % URL SRR S 1 £ LDAP IR %575

151# /1] 1dap://hostname:port 5i 1daps://hostname:port

KX, Z Iy 389 1T LDAP 342, il 636 /T T LDAPS
1Pz, AT Active Directory S5l g i, 2 1M b 3268
JH¥ LDAP, [fij 3269 I LDAPS,

7F 1= LDAP URL 4Bl LDAP URL Hi{#i /] 1daps:// IV, 7538
—/MIE 134 Active Directory fil: 55511 LDAPS i ki 557 (51T

IR 55 7% URL P Dot 4l gl &5 LDAP AR 5525kt
SSL il L LDAPS 5 Active Directory LDAP Il 55755k OpenLDAP

MRS webr I IREC AR, T R e

#% vCenter Single Sigh-On 5 Windows £iE5 W IETE&E A

#ATPLAE vCenter Single Sign-On Hi{ii 1] Windows 2315 55 iE (SSPI), 25 F
Platform Services Controller I\ Active Directory J&, 5/ figfdi ] SSPI,

1 SSPI ATy 2 By LB SRS PR E Sad 72
AR

35217 Platform Services Controller [fY) Platform Services Controller 147528 Windows LI
Active Directory 15, %2 ¥ Platform Services Controller %7573l Active Directory 1,

n FENEEE I ERCIR . 1520 VMware AHEFESCEE, MiEA http://kb.vmware.com/kb/2064250,
RIS vSphere 6.0 M AR, EAMIALSRE T & P tE A

SRS vSphere 6.5 M TR, AL ISR SIS LRSS . 152 W ( vCenter Server
Jrm == By ==
SRR

1 5ii% vSphere Client &5 U1,
2 yerfEF Windows 21 BHBUGHIE S TR,
3 {ifi/f] Active Directory JTIJ 1 & FIE A E 5
m {15 Active Directory S B INFRIFIR, W 4558, Bl jlee.

m SN, A, B jlee@example.com,
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TR vCenter Server WEZ=ESHISIE

ifix) vCenter Single Sign-On, #sAIDL{F )y vCenter Single Sign-On FH BIRARIFIE T P 3E T 54556
uE, B Windows 23 Gk, 488 nf DLl i R RE K (FEF UPN foam vsinlek CAC) s
1T RSA SecurlD A T B 5501k

WEZE S MU E

IBSURFAT LA S R IR A il 5 5 SRR 22 S Sy 7o

ERE R YR RRER ST U e VA TSR ALY USB IXshas Iz N TR R T
BTSN 54, a5k (Common Access Card, CAC) SHi 5k .
ERLDUTDAER PKI, (R A RuE B CA ML IIME—& b5 4
IS, SO PG b, P —"uEds, REAaaiernt
A PINg HAFIN FAPRER DL S UEBICELR PIN (T A AR

RSA SecurlD B3563F X T RSA SecurlD S5k, EHPAEIAA S EFIBCE T RSA
Authentication Manager. %1 Platform Services Controller [ fi 1 Jy 1817
RSA 4578, H HAE T RSA SecurlD EH35r, ) FH = A] DL H
FIATAS L TR
AXRIFAE R, 1ES WM RSA SecurlD # =1 vSphere & i+

7 vCenter Single Sign-On {37 #5441 SecurlD, ‘A% +F RADIUS G455
ko

FEEAE BN B R IR IE 77 7%
I DA vSphere Client Bl i sso—config A & ARBRIA S 54E 1 i o

» FERE R SR, WP vSphere Client mifitt i /Tl sso-config #ii T vCenter Single Sign-On 4
o VBRI TRTRE R DS uE ARG EEuE 45 3 B4 SR

= ] RSA SecurlD, fii/l] sso-config A KL E RSA Authentication Manager, Jf))1] RSA 4
SHy5AIE. JoiE M vSphere Client il % RSA SecurlD S 5561F, HS2, 4155 RSA SecurlD, %5
EuE 7K 8 o~ AE vSphere Client /1

SHEEMAEMEMIIET A

FILAME ] sso-config 435l 5 FHE A AR M S 3t Jy i o AEMNEORUA 32 R IUE S TEM, Seib T 32 s
B S b AL TR HIIRAS s Iseniz ), BSOS —F S e ut s k.

BREFHMRIEER
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RGBS 5] vCenter Server 1§ Platform Services Controller Z 411 [T Fam ik 268 /1 PIN [4l430k

ATEEAE, W FAnR,

1 PGB RE FIRIEST, vCenter Single Sign-On 3EHF I UF .

2 vCenter Single Sign-On fi& s e Bub 15, SRR A IZuE 1511 PIN.

3 vCenter Single Sign-On & E+ - AOUE P25 T AMIPAM PIN 25 1EM. 4T H 1 meed, W
vCenter Single Sign-On A&t 1 Tk 4l .

4 AR BRI ERB AU, WA P aE e S ] LA T A AP TS

HOEFEENN, AN R S 2RSS SRR TR FPRSR A B, WiAsends, 224

B S I T S TR RE | S 86F . [if=, vSphere Client 11 vSphere Web Client {{ f2 /e &%,

SRR root BB SV H P rl DA B4 %3] Platform Services Controller 2K FT

o P RS R B U T

A & A0 {E A EBE -~ H 1 I8E

AT DUB R A B )7 TP M vSphere Client ik vSphere Web Client #4:4% %] vCenter Server ok JCHE(K)
Platform Services Controller [} ZREGE K S350 1F .

BRER B et sy SRR TSI IR vSphere A,

vSphere JiRZ< T B

6.0 Update 2 1 %' Tomcat fIR%5%, vSphere 6.0 TS
SESRRASY vSphere 6.0 2 IR LR R Sy BRIE o

6.5 J A 1 RERIAREE, B e s ) AREE DA SR 2 b As

2 EHRRCEERE R SMEIUE, A AT ERE R SR
FERE- ST
AL E R ECIE IERE P IRIER
TE S Ge - WUl > 1, E57F Platform Services Controller 2% it & s AACHE . QSR ARl bREs it

ik A3X Platform Services Controller, F57F[FI 21T vCenter Server il Platform Services Controller [1 5
0 FPA TS .

vSphere 6.5 N 5 i i A S0 B S A AR
AR

B CAIEE %] Platform Services Controller % .

B

1 &%%| Platform Services Controller,

BERS: iR
Appliance DA root i S EoRikv% shell,
Windows PUEEL LU P 54758 5 Windows iy 2 HE 1 fF o
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2 QUEENIER P CA 17 fiE.

PAFRERE 005 PIRACUE CA I b5 o AR & e A B e R B s & o s B
OB Rs

PLUR R R T 4alAE Platform Services Controller #8485 I G/t ul B7f .
KR —ur

cd /usr/lib/vmware-sso/
openssl x509 —inform PEM —in xyzCompanySmartCardSigningCA.cer > /usr/lib/vmware-sso/vmware-
sts/conf/clienttrustCA.pem

N2
cd /usr/lib/vmware-sso/

openssl x509 —inform PEM —in xyzCompanySmartCardSigningCA.cer >> /usr/lib/vmware-sso/vmware-
sts/conf/clienttrustCA.pem

7 £ Windows |1 Platform Services Controller |-, {iff]
C:\ProgramData\VMware\vCenterServer\runtime\VMwareSTSService\conf\ J& a4 T i
m)iﬂ‘@M‘Io

3 XMBEERIAEIE XY config. xml X, SRE/EgE AT IT config. xml,

BIERS R
Appliance /etc/vmware-rhttpproxy/config.xml
Windows C:\Programbata\VMware\vCenterServer\cfg\vmware-

rhttpproxy\config.xml

4 P N RTRE T, ARIE IR S

<http>

<maxConnections> 2048 </maxConnections>
<requestClientCertificate>true</requestClientCertificate>
<clientCertificateMaxSize>4096</clientCertificateMaxSize>
<clientCAListFile>/usr/1lib/vmware-sso/vmware-sts/conf/clienttrustCA.pem</clientCAListFile>
</http>

config.xml XAFEEH P — e K, RPETEROEER . EEis s,
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5 EHHEIRS.

BIERL £

Appliance . .
/usr/1lib/vmware-vmon/vmon-cli —--restart rhttpproxy

Windows T AR ER S, safd AT PR 5) VMware HTTP Reverse Proxy :
a  JTIHRURIETHI A 23R T
b Z Tl a4
cd C:\Program Files\VMware\vCenter Server\bin

service-control —-stop vmware-rhttpproxy
service-control —--start vmware-rhttpproxy

FRAGTITEESRFSMRIE
AIPA#E ] sso—config SEHIRE T Nar SATERERY AR R SR Ia it . 1298 IR 7 SR AT R e RIC EL AT 55
PRI DAAEPL M7 %] sso—config A,

Windows C:\Program Files\VMware\VCenter server\VMware Identity Services\sso-config.bat

Linux /opt/vmware/bin/sso-config.sh

SCRFI A S AT A B OB B A7 7E VMware Directory Service 1, F.{F vCenter Single Sign-On
P FT AT Platform Services Controller 524512 [F) & i

QIREE I A s uE, HARE R SRS ub MBI, TP eik gt xR ol T, root o
FEUH AU Platform Services Controller iy AT TP A4S S35 uE. DA M4 ml s FH P 2470
D S EIE

BIERR W

Windows . .
sso-config.bat -set_authn_policy

—pwdAuthn true -t <tenant_name>

G FERARE S, 1518 vsphere.local 5 JyFH 1 4 #x,

Linux . .
sso-config.sh —set_authn_policy -pwdAuthn true

-t <tenant_name>
Qs FBAIARL™, 156 vsphere.local {EAFL 285,
WAL ] OCSP A TH I, WA LUK SEAE R AR Rub45 AIA §7 AR E BRI OCSP, Ak il DA
BRINBEE TR E — ek 2 OCSP M 25 . B, #En LA E vCenter Single Sign-On 5 S AHBIT)
OCSP iR 5, FI AR Ee A K,

T AREINER A E X OCSP, WU R CRL (UEMEHAIEL) o
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AR

n UFERAEE ISl T] Platform Services Controller 6.5 5k B A, DA BIE 158 [T vCenter Server
A 6.0 B FE A, Platform Services Controller itk 6.0 Update 2 SZ#80RE K S gk, (Hi
FEAFTAE

USRS R T AR (PKI), PARAEA ARl R 25K
w PR (UPN) 2006 BT e HIZ4 PR (SAN) e 441 Active Directory K

n OHEUEBRY N R RS ok BRI TR RE R SR uE” , A
T S NN
= I5E Platform Services Controller iF- 5 & 75 52 i 2 P LAEIEATE. A0, I #s A2 S 56E .
= Active Directory Fri-js4s 2] vCenter Single Sign-On.
. 4% vCenter Server & H G a7l 45 Active Directory FriRJib— "Nk 24N 1. 2RI, X EEH P
PATEIMTSS, RO TRT A T S 58630F, £ HH A vCenter Server & H GHAY .

# ERINENL T, vCenter Single Sign-On Ji 1) 7 51 administrator@vsphere.local Joi TR AE R L
B9t o

B MRAEE, SRS EET R SR LR L.

1 REGIEBHH L HIE] sso-config STHIRE AT ARSI E] A SCpE o

BT £

Windows 5k 5] Platform Services Controller Windows 2225, It Ff WinSCP =l 25111 512
FEFF LIS

Appliance a R SSH Bk Rk it 4.

b % shell, 1 Nk,

shell
chsh —s "/bin/bash" root

c i} WinSCP B JS{A 5 HIFE il 1542 17 21 Platform Services Controller -
[J /usr/1ib/vmware-sso/vmware-sts/conf,

d  EEMEABRAS shell, AT TR,

chsh -s "/bin/appliancesh"” root

2 35 VMware Directory Service (vmdir) 5 TR RE £ S 5AE, a7 Fard.

sso-config. [bat|sh] -set_authn_policy —certAuthn true -cacerts
first_trusted_cert.cer,second_trusted_cert.cer -t tenant
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flan

sso-config. [bat|sh] -set_authn_policy -certAuthn true -cacerts MySmartCAl.cer,MySmartCA2.cer

vsphere.local

EHIZ SR MIETS, (HAZAEE S RNz
3 ST A AL BRI T, s T M.

sso—config. [bat|sh] —set_authn_policy —pwdAuthn false -t vsphere.local
sso-config.sh —set_authn_policy -winAuthn false -t vsphere.local
sso-config.sh —set_authn_policy -securIDAuthn false -t vsphere.local

4 ) O UERRIR A, s T Fand o

sso—-config. [bat|sh] -set_authn_policy —certPolicies policies

THE LA HME, WwHhZSaMed], fn.

sso-config.bat -set_authn_policy -certPolicies 2.16.840.1.101.2.1.11.9,2.16.840.1.101.2.1.11.19

e A B EME B IIE R AR P e VISR AR 1D, X509 1E5 Al BATUEAS SR o fie
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5 (nk) FADFRCE M OCSP #HATH I,
a A1) OCSP #HA Tt

sso—config. [bat|sh] -set_authn_policy -t tenantName -useOcsp true

b AnGuE g AIA §REARTEME OCSP MR & 5Ez, 1iieti% X OCSP i+ URL F11 OCSP Mk Al
+JL£E ]JC

JyEE4 vCenter Single Sign-On utGfECE T OCSP., 41 PL7k vCenter Single Sign-On it 51
FEZ /N OCSP NN 5, DA Fo v i b

sso—config. [bat|sh] -t tenant -add_alt_ocsp [-siteID yourPSCClusterID] -ocspUrl
http://ocsp.xyz.com/ —ocspSigningCert yourOcspSigningCA.cer

EOBRIMESR, BCESER T4 BT vCenter Single Sign-On ki i, {24 JyHAth vCenter Single Sign-
On ¥ S E 24 OCSP W), AT EFEE siteID 244,

152 W T 7R

.sso-config. [bat|sh] -t vsphere.local -add_alt_ocsp -ocspUrl
http://failover.ocsp.nsn@.rcvs.nit.disa.mil/ -
ocspSigningCert ./DOD_JITC_EMAIL_CA-29__0x01A5__DOD_JITC_ROOT_CA_2.cer
Adding alternative OCSP responder for tenant :vsphere.local

OCSP responder is added successfully!

[

site:: 78564172-2508-4b3a-b903-23de29a2c342
[
OCSP url:: http://ocsp.nsn@.rcvs.nit.disa.mil/
OCSP signing CA cert: binary value]
]
[
OCSP url:: http://failover.ocsp.nsn@.rcvs.nit.disa.mil/
OCSP signing CA cert: binary value]
]

]

c BRI OCSP MM H R, iHisfTitas .

sso-config. [bat|sh] -t tenantName -get_alt_ocsp]
d  ERBRUNIE OCSP WIS , HHEITHL Fare.

sso—config. [bat|sh] -t tenantName -delete_alt_ocsp [-allSite] [-siteID
pscSiteID_for_the_configuration]

6 (“J ) %El“]’l{[}dﬁ'fluux, IHL W\‘Fﬁ/\%o

sso—config. [bat|sh] —get_authn_policy -t tenantName
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BEEEFSMEIE
FILAM vSphere Client Ji FHFIZE RN RE R BP0k . 15 SCE BRI A B IRC T 1 S SR
WRE RN RE R S B A A S 3 5a e o ik, W s 2 T RE R S s bt 8 5%

QIR P2 RS B s ieiE, FLERE R S I uE BRI, R ikt RSN, root Bl
R BT ] LA Platform Services Controller #2474 H 1 P RS0 B3 E610E . AR a4 ] s I P 2440
B SIS L

BIERR W

Windows . .
sso-config.bat -set_authn_policy

—-pwdAuthn true -t <tenant_name>

QA ERARE P, 1501 vsphere.local 15 9FH 284,

Linux
sso-config.sh —set_authn_policy -pwdAuthn true
-t <tenant_name>
AR TIBRINEE P, 15661 vsphere.local /5FH F 4%k,
AR &M

m UFAEAE TS ] Platform Services Controller 6.5 55 50 =i, A AIE T4 7] vCenter Server
A 6.0 B mik A, Platform Services Controller i 6.0 Update 2 St FR&GE £ Syt , (Hi%F it
FEAFTAA

IR R RS T A AR A (PKI), AR UERE7S el K .
m P EARAIR (UPN) AN N AR RS T 24 (SAN) 972441117 Active Directory 1 /.

m RAENEBIN TR AT B R FRPEE R e SR, T
aeR AR UES

= I5iF Platform Services Controller i 5E Sz e & P TAERMEE. I, HBEEASZ X mEr.
=} Active Directory FriF A IN%E] vCenter Single Sign-On.
= [ vCenter Server P Gt fic4s Active Directory FRIFJRHI— Aok A 7. SRS, XS]]
PUTEITSS, A T DA T 03360, J HIAT vCenter Server #57HE DR
BRI OL R, vCenter Single Sign-On 1[4 51 administrator@vsphere.local JoEHA TR GE R &

gL,

w B SOAARER, SRS T S A Lk AU L.
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Bz
1 PGB SR sso-config SRR W LMSIIE] 1S3k

bl Ei::p%

Windows 552 Platform Services Controller Windows 2%, Ji Ffl WinSCP ul 251155 ]
FEFT 2 HISAE

Appliance a Bk E T SSH BRBNERIEHIG .

ST shell, W RT=,

shell
chsh -s "/bin/bash" root
csh —s "bin/appliance/sh" root

c 1] WinSCP k(A 52 L Fr-45uk-5 2 i 2] Platform Services Controller |-
) /usr/1lib/vmware-sso/vmware—-sts/conf,

d  EEMEANBEAS shell, ATRHR.

chsh -s "/bin/appliancesh" root

2 {fiJf] vSphere Client %55 1%#24 Platform Services Controller [\ vCenter Server,
3y administrator@vsphere.local i vCenter Single Sign-On 5 F 5140 1 HoAt Bk G s & 2 A0,
GUERAE 2SR E AR, 1504 administrator@mydomain S 7355 o
4 SHEIRCE UL,
a f(EETEEHH, mERGEH.
b EEAERN, HLEE.
5 MERRREMELE N, R%E.
6 EEEHOMNER SIS uE Tk, RS R
AT R R R Sy S, o r] DRI B A8 R S SIE DL S %A A Windows 23 1 S Bk .

JeiE M Web Fi s kA ] RSA SecurlD S5k, HiE, aSE Man4-17)5 )1 RSA SecurlD, Ik
o oRAEZ Web B

IR R SARAER) CA ET.

7 ERABER CAUEBETIR [, PEE, AAE R,
8  NSZIEERY CA SR AIETS, SRR HHERI.
RESR

TP AT RETS 2R ) OCSP FLE .
= QURAH OCSP iRiff) CA AERAERINE# CA, ittt OCSP %244 CA UL,

m AT DUAE S uh bR R Platform Services Controller 3k Sifid & — N2/ A OCSP i %, 148
AP A CLI Bt B X e OCSP M 2o 152 WA Ay 24 T PR e~ DM a6 it o
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HEERFESMIIER B H R
ATDL I E SIE P ke 2, JErTLUFEE vCenter Single Sign-On 253 A JE i A uE B s B A .

13 14 H vSphere Client 511 i ] sso—config JIAC, RIDLFEYAT N Frdei i il B T CA sz
FRHON A

m IREAEH R A, T vCenter Single Sign-On ZIz{T{i] CRL &t OCSP %1% . vCenter Single Sign-
On AT UE PP THS 75

RO FAmSEE, MRS ERR T PKI % E,

{¥Y. OCSP QAR UE CA SZ 45 OCSP iy, M= ] OCSP 4% ] CRL /£ OCSP
SR

{¥ CRL R & UE CA A2 HF OSCP, ISl CRL #7145 /1] OSCP #:# .

OCSP 7l CRL WIERAUE CA [HIIN 524 F OCSP Wil £1F1 CRL, | vCenter Single Sign-On

Tk OCSP MM £ . QHSRMIN F iR FIAFHRES s E AR H, I vCenter
Single Sign-On ¥45# CRL. X TIblis4L, IHIR )= T OCSP #:#5H1 CRL
¥, 15 CRL YE5 OCSP [ 1#t .

 ERE AR, WEPH P EELL AR E

OCSP URL BRINESL R, vCenter Single Sign-On K2 E g IGIFAOUE T H1E S ) OCSP
M N F A . AIZuE B ASFAE Authority Information Access § i 45k
WRBERRZY R, WA E — M7 o

FEFIEFS R CRL HRIMEOL T, vCenter Single Sign-On A4 A /E 3G UEFUEA5HE XK CRL
R ELe QERUEHERD CRL 20 A i sl B ARBRIMEL, 28I
grinige

CRL v & AR E FREF TR CRL JF HEHEE CRL rfeffiz i (3 fFuk HTTP

URL) , IR AR
A DL A IIE S S okt — P PR vCenter Single Sign-On #2521 1E-

AR

RIS Sl Platform Services Controller.5 kB A, LM A28 ] vCenter Server
A 6.0 ok B mihiA . Platform Services Controller i A 6.0 Update 2 Sz HFRE £ S bl , (At
FEAFTAA

U R TR E T A AR (PKD), DA E PA MK .
P FEAREER (UPN) AN N R T 28 (SAN) &7 244017 Active Directory 1 /o

" AU R ARG B SRR ROMEE R rm ST, A
AR UES

»  45UF Platform Services Controller 1E45/E /32 27 LAFEAE. I, wiEas Azl B g,

=¥ Active Directory #riRJEs 2] vCenter Single Sign-On.,
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= [ vCenter Server T HE G (45 fid%s Active Directory FriFIRHIR)— NERZAH e S/, axXEEH] af
HATE TS, ot I DL T S 550, I+ H 45 vCenter Server 27 HH B,

* ERMEN R, vCenter Single Sign-On I # 51 administrator@vsphere.local ToiEH TEIRE
Brget o

1 {di[f] vSphere Client %555 % £:5) Platform Services Controller [) vCenter Server,

2 )y administrator@vsphere.local & vCenter Single Sign-On %5 F 5141 i HoAtak G s & S A0,
UNARAE 2 BEHRE TR, 15PA administrator@mydomain S5 5%

3 SMEIRCE UL
a fEEICEHEH, ERRGEE.
b ERGERT, PEHE.

4 BEEERSMRIE.

5 UEBRA, R gE USSR A

6 AR I P R AT RN, R DA IR S SR s HH S DG

% E RSA SecurlD B4I8iE

T DU ARG RS A 35k T P g 1) RSA SecurlD A a5t . (U HFiMar 21704 T SecurlD % .
HrREFME R, 1H2 WNA % RSA SecurlD % 71 vSphere &M

7# RSA Authentication Manager ZK H /1 1D A 1 2 255 4~ ASCI FAFFIME—ARINET . A se v LA
TFERF: 55 (&), A0S (%), KI5 (3). /M5 (<) FIE51 ().

BT &1

m  SUERIEAE ST Platform Services Controller.5 kB A, DL 2458 ] vCenter Server
A 6.0 B HE mai A, Platform Services Controller i 6.0 Update 2 St £ 81HE £ s, (HidE it
FEAFTA

w SUFARROEAE S B IEAARC Y RSA Authentication Manager, DAK T PR HAT RSA A, Aol
RSA Authentication Manager JiixZ 8.0 &l 5 =S,

= §53F RSA Manager i FUFRIHIRE 75 E U %] vCenter Single Sign-On., 172 D74 ik 444 vCenter
Single Sign-On FriH i,

=I5 RSA Authentication Manager &4t 1] LAiR#T Platform Services Controller =414, DA
Platform Services Controller #%t &5 1 VAT RSA Authentication Manager 4174

A EREEE] > BRI > ARAECE X, M RSA Manager i sdconf. rec U fRHE4RAERL
) AM_Config.zip XfFLAE K sdconf. rec S0f.

® ¥ sdconf.rec X2 2 Platform Services Controller 75 /5,
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FE] sso—config A H 5%

prili R
Windows C:\Program Files\VMware\VCenter server\VMware Identity Services
Appliance /opt/vmware/bin

251 RSA SecurlD 36k, HisfThA M.
sso-config. [sh|bat] -t tenantName -set_authn_policy - securIDAuthn true

tenantName ;& vCenter Single Sign-On Ii[{) 45, RGO 4 vsphere.local,
) EEEHTEAL SRSl Tk, s T M.

sso-config.sh -set_authn_policy -pwdAuthn false -winAuthn false -certAuthn false -t vsphere.local
I PRI DA 4 il 5 A P ] RSA B, s oA Pand.

sso-config. [sh|bat] -set_rsa_site [-t tenantName] [-siteID Location] [-agentName Name] [-sdConfFile
Path]

Bian:

sso-config.sh —-set_rsa_site -agentName SSO_RSA_AUTHSDK_AGENT -sdConfFile /tmp/sdconf.rec

FIDAHRAEDL FIETlo

HETR R
sitelD 1] Platform Services Controller 35 1D, Platform Services Controller 373434

5 LA —/> RSA Authentication Manager S2laifEfle R AN HHE 2 %3k
i, ] RSA [ 12477 Platform Services Controller 355, X 478 DA sk
A 38 FH I T

agentName 7F RSA Authentication Manager H17E 3.

sdConfFile M RSA Manager T sdeconf. rec SCHHIEIAS, Hh{diE RSA Manager (1) IP
HoHESE 5 B o

ve) BB BOVARERIME, s T Mo

sso-config. [sh|bat] -set_rsa_config [-t tenantName] [-loglLevel Level] [-logFileSize Size] [-
maxLogFileCount Count] [-connTimeOut Seconds] [-readTimeOut Seconds] [-encAlglList Algl,Alg2,...]

WHEO T, BRMERAER, Bl

sso-config.sh —-set_rsa_config -t vsphere.local -loglLevel DEBUG
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6  (nk) WARBRPNEAE AR AER P ID, N EARRIRR userlD JEME,
userID JEMEREMIS LDAP J&M: HI/E RSA userlD.

sso—config.[sh|bat] —set_rsa_userid_attr_map [-t tenantName] [-idsName Name] [-ldapAttr AttrName] [-
siteID Location]

flan:

sso-config.sh —-set_rsa_userid_attr_map -t vsphere.local -idsName ssolabs.com -ldapAttr
userPrincipalName

7 BRORMHNE, s M.

sso-config.sh -t tenantName -get_rsa_config

RE A R 2R SRl HLE S RSA St A Pt AL P 2280 RSA gt T8
Ko JCIEHHER P AR B T8 R

* P 245 userID@domainName Y, userID@domain_upn_suffix.

BEERER
AIDAERNT R A 58 okl B ATRUR ARSI, I ELRT AR T Bt T 2o s IR S et
EZ
1 fifiFf] vSphere Client &35 3| L %425 Platform Services Controller [ vCenter Server,
2 )y administrator@vsphere.local &k vCenter Single Sign-On 5581 b1 2H 1) HoAth i D3 2 1 P 2 AR
QURAT ZRENHRE T AN, 175VA administrator@mydomain S35
3 S UL
a {EETCEHH, BERGEE,
b fEREERN, RERE.
4 RBRMWEELDR,
5 FhgEI I E SRR

g i)
BRBRHE {PTEABRMBLUR RN BT OC, AINDCH 3 T 3
BRME THEMAREL. BROIATILY, Y “FR” SERAETTT, SREE AN T agree to

Terms and Conditions., #WAJ0E Terms and Conditions iy SO,
WA HRB EIRME, B2 575 Login message, W& I I NI EL
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BT R

“FIR” BiAE I “BE” SNSRI sk 2 i e, ] DU AT 2 AR
THE

BRHBRHAEE FHPHE s B A BRI, BN, SRS SR, A IHE It SCRAE

MNP L
6 HLfRTE

1% vCenter Single Sign-On B{EEMRSRUEF NS M4t

=

vSphere Client ¥ 120 {51 SAML 2.0 kS5 #2E12 )7 (SP) 112 vCenter Single Sign-On. 4] LUKt
HAh AT S IR SS FA R s 2 5 64, Horh vCenter Single Sign-On 754 SAML S5 #2425 (IDP).

DXECAR B AEHAR P AT SAML 2.0 il WEIG T, 4R AT LAL vCenter Single Sign-On #1775
EIE, RSB TR T3 T Ui AR

7# vCenter Single Sign-On 1] L2 Al SP i IDP., vCenter Single Sign-On AR HILAL IDP 1) SP.,

TN SAML IR BERE 7 rT LU E B SE il F - (B, 8RB SR ) % 5
FiL. 11, vRealize Automation 7.0 Fl1H =ik A S HF vCenter Single Sign-On {E24 42 EFE 7. FIRAM
vCenter Single Sign-On #/1 vRealize Automation 1% 17, )&, vCenter Single Sign-On ] DA 40557 2]
vRealize Automation i T 5K iE

K5 SAML IR SSFRBRE T NS S 3l s, Al /E SP 55 IDP 2 [R]5e 4 SAML JTEUlA i At 2 [F]
DN I=EE R

WIFII A vCenter Single Sign-On F1fii [ vCenter Single Sign-On AR S5 H THE A T55
1 ¥ IDP e S A, AR AE
2 B SP tHdE IS AR IDP,

A[LAf# ] vCenter Single Sign-On 1] vSphere Client 5fii 5 IDP Jeidiad M SP SN e idis . ani s
fii [Tl vRealize Automation )y SP, 152l vRealize Automation SCAY, TR 5 H SP ocku SN
IDP JTEIRRIEANLE .

B RS UIEA R SAML 2.0 brif, 75 NI BCR A/ HI

% SAML RS EFMABBHEE

Al SAML RSP FEs InEl vCenter Single Sign-On, FFf vCenter Single Sign-On 1E 4 S5 R
INNENZIRSS . #2 PR, YHPERRIRSTRIE P, ISR Rl vCenter Single Sign-On X H]
FAT SR uE
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BIR &M
HARlk 55675058 4> 3cHs SAML 2.0 Bk, JFH SP ycidi i AT SPSSODescriptor jt .

AR TTHURA T 0 SAML 2.0 STAGRAH, AT RESAVEXt AR TAIA RS LS I,
{11 Active Directory -2 S35 SS (ADFS) SAML RS HRBEREFF , ARt SE U T4 A fE
BIGN. BIROL T AR TR

fed:ApplicationServiceType
fed:SecurityTokenServiceType

1 KocdE MRS B 5 B
2 {#i/{] vSphere Web Client &% 2l 14443 Platform Services Controller [/ vCenter Server,
3 SEIRE Ul
a fEEICEH, ERERGEE,
b EEATRN, HLEE.
4 ¥ SP uHdlE 5 A\ 2| vCenter Single Sign-On H1,
a Uit SAML ARSSEEHRERF LI |-
b 7 SAML ARF5HRAEFHRTTEARA IEHE R, mIh R XML F AR e A SR SN TT A
5 S vCenter Single Sign-OnIDP Stk
a {f SAML RS RBARFHITTHEIE CAME T, T E
b &I
6 Z5t%) SAML SP ( f3l{11 VMware vRealize Automation 7.0) , J{4%[# SP iilJ]:¢; vCenter Single Sign-
On JTHdEAR INENZ IR SR IART o

Ho e Bda SR Z g5 B, 152 M vRealize Automation A%,

ZeShRS (STS)
vCenter Single Sign-On 4RSS (STS) /A A . JoluF ST 4 A ) Web IR .
BEIREN SAML A1, T FZiia) STS el Rt H =T E, eIt 1 P2,

=)= vCenter Single Sign-On FritiE P AL FH P2 f s il
N REF R P AROE
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STS KA RN =2 T Sy doie, A0S HI B SAML i, STS I STS 254k
X SAML SRR 1254, FPRZ ST IS o BRINIEOL T, Ritt VMCA 2k STS Z544uE15. rTLAM
vSphere Web Client FuEkiN STS ZEXiEF . FrIRESTAmI L 2SR ZORFHAIAUESS, HNAEE R STS
U

MR SAML A1, 1% SAML A RERIVEiZ D HTTP 35K A—B T k% (Rl fg e & AP REE
T k%) o HADIERTT (IRSHRIERET ) AT LAUEH] SAML AR fE S,
RI#F Security Token Service iE$

vCenter Single Sign-On Il 555107 Security Token Service (STS). Security Token Service f&—il & 11 .
IS UERIZ ] 224 A Web IR%s. B145 Security Token Service 1 535 Ik B Mey, 45T DA
vSphere Web Client H7 s HL ot Tl .

FIREL SAML AR, H P2 e 4 A IR 55 aF (STS) $eft L n. LRIl 2.
A TE S U
Hofth vCenter Single Sign-On FriFJEHEEAL ] A%

STS Kl I -3 T B yaie, FHAES B SAML 4, STS IRF 2L STS 2544
UEFSAT SAML SR 1254, SRFRZ I T o BRIAEOL T, K VMCA Al STS 25 4uE45.

MR EA SAML S, 2% SAML R EDDIZHT 1Y HTTP iR —ifordb s (il REild 2 AR
TR o MRS (RS IEBER ) rTLAGER] SAML R s B

QAR RIS TR AR B g SR g AUt s, WA LALE vSphere Web Client HH% i A5 STS 2544
.

HABHSUTE R GRS QEREHGZI, W2 AR BAELARIREE R

H OB E, SO RS A, AME TS 5) vSphere Web Client IR 551 STS k%%«

AR

KA INE] java 2290 ZERE M Platform Services Controller &2 #1514 T 7k

Platform Services certificate_location/keys/root—trust.jks #lin: /keys/root—
Controller £ trust.jks

54n:

/root/newsts/keys/root-trust. jks
Windows 223t certificate_location\root-trust.jks

(R

C:\Program Files\VMware\vCenter Server\jre\bin\root-
trust.jks
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Bz

1 VL administrator@vsphere.local 141115 vCenter Single Sign-On &5 SRR H A H 11 S5 5 )
vSphere Web Client,

ERINEOLT, HAT vCenter Single Sign-On 45 UL FH 137 T- A vCenter Single Sign-On 1
vsphere.local HEEE G4 .

2 FpEIRCE Ul
a fEEICEHH, ERRAEHE,
b ERRAEFRDN, HERE.
3 RERRER I R STS F44 i, AR5 HlEIn STS BZuEHIEbr.
4 PNImES.
a  HLRBENE B AU B SR JKS S, AR HHTIT .
b I RN BEN AT,
c il STS JIABENINE, SRS THE.
d PR R BN
5 FEHE.
6 g o5 Platform Services Controller 555, PUSzh STS k%51 vSphere Web Client.,
BRI AT, SmRuE ik EE BT, Bt aEmH e,

& EERHR STS £RIEH

11 T- vCenter Single Sign-On Security Token Service (STS) & & uF 452N VMware §F45, [R5
E, BRAERA AR BN EUE . WIRE R EEIAN STS B4 UE1s, MIVER— BRI 2]
Java B R TR ATSERE S B IMTS Platform Services Controller #55 U TIZERAEILER.

T ZUEEIARIV T E A RSN . BRAEDTA R L 2RI AAOHE, SN2 iE S

WMHIz1THIE Platform Services ControllerWindows 2%, 152 IL7E Windows |25 vCenter 2 0#1Y
STS Z#uk 15,
SB
1 GBI E FUARAFHUE B Z H A
mkdir newsts
cd newsts

pwd
#resulting output: /root/newst

2 ¥ certool.cfg AL HIEH Hxr,

cp /usr/lib/vmware-vmca/share/config/certool.cfg /root/newsts
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3 JTJF certool.cfg SXH-MIRIATE S T4, DA AN Platform Services Controller [1 1P Hugil- Al 4=
IR

SR X O A B LA AUE DN AT, 4nbh Mo Blis.

#
# Template file for a CSR request
#

# Country is needed and has to be 2 characters
Country = US

Name = STS

Organization = Examplelnc

OrgUnit = ExampleInc Dev

State = Indiana

Locality = Indianapolis

IPAddress = 10.0.1.32

Email = chen@exampleinc.com

Hostname = homecenter.exampleinc.local
4 Yl

/usr/1lib/vmware-vmca/bin/certool —--server localhost --genkey ——privkey=/root/newsts/sts.key ——
pubkey=/root/newsts/sts.pub

5 HpiiEts

/usr/lib/vmware-vmca/bin/certool --gencert —-cert=/root/newsts/newsts.cer ——
privkey=/root/newsts/sts.key ——config=/root/newsts/certool.cfg

6 CRALPHAY PK12 153K,

openssl pkcsl2 -export —in /root/newsts/newsts.cer —inkey /root/newsts/sts.key -
certfile /etc/vmware-sso/keys/ssoserverRoot.crt —name "newstssigning" -passout pass:changeme -out
newsts.pl2

7 CBUEBE g Java 4172 (JKS).
/usr/java/jre-vmware/bin/keytool -v —importkeystore -srckeystore newsts.pl2 -srcstoretype pkcsl2 -
srcstorepass changeme -srcalias newstssigning -destkeystore root-trust.jks -deststoretype JKS -
deststorepass testpassword -destkeypass testpassword
/usr/java/jre-vmware/bin/keytool -v —importcert -keystore root-trust.jks -deststoretype JKS -

storepass testpassword -keypass testpassword -file /etc/vmware-sso/keys/ssoserverRoot.crt -alias
root-ca

8 BRI, HA Yes HeZUEB LUK LIS B P o
BESR

PAERIAT S NHUEPS . 155 Wl Security Token Service UE45,
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£ Windows 223t vCenter BT HETHY STS £ 4&iIiEH

1+ vCenter Single Sign-On Security Token Service (STS) Z & UF 152N VMware UF15, [RIH i 20E46
B, BAEARIER G EIE . QIR IR RN STS 252 UE1, e pl— S HruE TR n
F) Java B LURE U T Windows HIf & P E%

EOZUEBRIARI T A RIND BRARTTA WL SIS AAORUE, S INE 2B e

R RIS, BSEReE FAERGHIN STS 254k,

1 BN H R BOIETS .

cd C:\ProgramData\VMware\vCenterServer\cfg\sso\keys\
mkdir newsts
cd newsts

2 ffE certool.cfg SCAFMRIATFR LB H sk o

copy "C:\Program Files\VMware\vCenter Server\vmcad\certool.cfg" .

3 JTJF certool.cfg SXH-MIRIATE A T4, DAEMTTHAM Platform Services Controller [1) IP Hutil-Fl 4=
*J_L%O

B MDA, HA B S 7 LA B 7 ixX— R

#
# Template file for a CSR request
#

# Country is needed and has to be 2 characters
Country = US

Name = STS

Organization = ExampleInc

OrgUnit = ExampleInc Dev

State = Indiana

Locality = Indianapolis

IPAddress = 10.0.1.32

Email = chen@exampleinc.com

Hostname = homecenter.exampleinc.local

"C:\Program Files\VMware\vCenter Server\vmcad\certool.exe" --server localhost --genkey ——
privkey=sts.key —--pubkey=sts.pub
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5 Air

"C:\Program Files\VMware\vCenter Server\vmcad\certool.exe" --gencert —-cert=newsts.cer —-—
privkey=sts.key --config=certool.cfg

6 CRAEPHAY PK12 K52,

"C:\Program Files\VMware\vCenter Server\openSSL\openssl.exe" pkcsl2 -export —in newsts.cer -inkey
sts.key —certfile ..\ssoserverRoot.crt -name "newstssigning" -passout pass:changeme -out newsts.pl2

7 CBuEBEs g Java Z91%E (JKS).

"C:\Program Files\VMware\vCenter Server\jre\bin\keytool.exe" -v —importkeystore -srckeystore
newsts.pl2 -srcstoretype pkcsl2 -srcstorepass changeme -srcalias newstssigning -destkeystore root-—
trust.jks —deststoretype JKS -deststorepass testpassword -destkeypass testpassword

"C:\Program Files\VMware\vCenter Server\jre\bin\keytool.exe" -v —importcert -keystore root-
trust.jks —deststoretype JKS -storepass testpassword -keypass testpassword -

file ..\ssoserverRoot.crt -alias root-ca

RESR
PAERIAT S NHUEDS . 1S Wl Security Token Service UE15,

£ LDAPS SSL iE$ 93 HA H BA

AR LDAP Frifii HyeE i1 LDAPS, W] 5 LDAP Jitt |2k SSL uFf5. SSL ik 457E e X[
SRR 2 fE et A g uE B i i S R R e 1 I H T 2 i S sl BOgE P o

A7 Active Directory LDAP il %k OpenLDAP JIz 55 # Ml 55 #+48:¢ 1daps:// URL I, 7 1l
BUERIIE R A IFRINIREL 1dap: // TR SRR AR i R 2.
p
1 {#iJ}] vSphere Web Client 2553 %455 Platform Services Controller [1t) vCenter Server.,
2 )y administrator@vsphere.local & vCenter Single Sign-On 5 F 5141 i HApk G s & o 2 Assh,
WUERAELRNHEE T AFIE, 1L administrator@mydomain S5k
3 HHEIRE UL
a fEEIEEHH, RERGEH.
b EEAERDN, HLEE.
4 FRLUERIELIR.
5 EEUEBIFAEE, IFMAEREE B B H .
A RE AR IT RIS B — AN, Forub BRIl
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&1IE vCenter Single Sign-On K&

vCenter Single Sign-On &S T7E AT T 222 MU . AT DAA B R4 BN vCenter Single Sign-
On AL TR . BUE Mg, DA A I

Yw48 vCenter Single Sign-On ZHEEE

vCenter Single Sign-On %5 SIS HfiE T i AR A I TR] 2245 5\ E ] T~ vCenter Single Sign-
On Jif; (vsphere.local 5k vmc.local ) HHi ]/,

PRGN N, vCenter Single Sign-On %5h57E 90 K51, BASEIEL I, vSphere Client #1744 Hife
8

VOGS T, RE I T A4 (4 administrator@vsphere.local )

152 )L vCenter Single Sign-On 255,

\)

i
]

1 {4 vSphere Client &35 14425 Platform Services Controller ] vCenter Server,

2 )y administrator@vsphere.local i vCenter Single Sign-On %5 H B14H 1 HA Rk DL 3E & T 4 fsshs,
WIRAT LRI AR E T AR, 15PL administrator@mydomain B5655%

3 SHEIRCHE Ul
a {EETCEH, ARERAEE.
b FEERREFRDN, HLRE.

4 LSRN, RPORALTREE, RS HLhgRE.

5 SRR

gl R

Eiiipuy LRSS A

e R FH DA S R T S RO PR R A IR KR T AN R KRB
999999999, {H N2 (0) FornBhd kA,

PRI 2 A AREE AN Z AT B, N 6, W PR E Rl s
EHTAT—A

BAKE SV A S e K T AT

wME BRI DT S/ MRIEAE N T T8k BRI A TR EOR 1 S
IS
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prisi R

FRESK WAL S AR AR R NS H . T DR E R R P R, a0 Mo
FRR AT &# %

s PR AbceD

n  KEF ABC

" NHYR: abe

. A 123

TR R NE AN T KBV ING FRE,

W HR S FE ASCH #4511 vCenter Single Sign-On I iicAH, S5

AFAERRA
THFI AT R 2 R TR S EF LA E A IR B, WSRAN 1, WA Se VR L T %

. p@$$word.
ZAHAIUR T 0,

6 ifRAE,

Ym%8 vCenter Single Sign-On $i7E 5K BE

AR Pz AN IR SefElt i 155, vCenter Single Sign-On 8 #ili% 2> 452 11 /(1) vCenter Single
Sign-On K B BUENII TR] o B HE 53 P LGl B SRS o

QIR P S DO B0 2 6 5% vsphere.local, IR E F P it 9@ Sk, A7 E AT ARRE I 2 0
BRI, HARE IR I (R ORS [RITRIBR . 122 SRR AT HR e AE H SRS - 2 Tl K
O OBUERBAGE Tk, mAE T RSk (41 administrator@vsphere.local )

73

1 fiiff] vSphere Client &5 14525 Platform Services Controller [1J vCenter Server,

2 )y administrator@vsphere.local 5k vCenter Single Sign-On 55 F 5120 1) HoAth i D35 5 T P 2 A5
QUARAF 2225 E T AR, 5P administrator@mydomain 175555k

3 SRR UL
a A(EERTCRHH, BERAEHE.
b FrEREFRDN, HLEE.

4 EPRUERNE, RN R .

5 FiHZHG

BT i)

R B SRS A

RE IR R EHRE FEBIE IR 2 i 7o VR e 26 e SR 2 1 A

PIR B RO T e[ LIRS SR A RE A & B I TR B

fEBTR] KRR DUEIRZS IO A o RN O, JUVEFRE SRR AU i e i 7
6 LRI,
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4%%8 vCenter Single Sign-On £ A% g
vCenter Single Sign-On S hUSEIE T LATRE S HEME, QI SR MZaT v T LAgwiE- sk AR
a5 BRI YN o/ et )
1 {ifi] vSphere Client &5 2] L i%4% %) Platform Services Controller [ vCenter Server.
2}y administrator@vsphere.local & vCenter Single Sign-On & H B14 Atk G5 & S A Anss60
QRAE BN E T AR, 150 administrator@mydomain S56 5% .
3 SRR UL,
a fEEICETH, EERAEHE.
b frELAERDN, HLEE.
4 PSRN, AN LSRR
5 Gl RIS

priali R

W by st vCenter Single Sign-On Fo % )i B SIS 5 HIRs N b 2 [ AAE RO 22 (LARRD
ML) o QIS ZE K THEEM ., vCenter Single Sign-On A IHA TR

BRI AIPAZIT A A IR E s R I R T RS, W e A i

AL HERIRTH T DLB B4 A 34 R4 vSphere BRBIFIIIIRSS o TIZEIRA MR 55K 3%

PALZA TR EAAP TR SS . Ak DelegateTo 515, DelegateTo {15 #] LA
SESRR T S BN R 5 S RIS o AR R T AR 5 N T 5 A T
IR

FEH SN B L EHR FEA B A T 2R 5 A T U B S e E . a2 2 U BB AR AT U B 2
PEFR . R A AN UE AR I P s SR Sty o ML HE EAE i R A
FEAT 54 R 2 2 A R A T U

BT A ESENR R A4 A WHFTAT A AR A R RN ) 2o 2 T HSE L DD Ie Ul . ST & 2 T
Ziko )i Al AR IR HIT A B A % e o th s . 122 A
TR R MZIRT ], F vSphere ¥4, vCenter Server 2404/
FRINZE A A Wl FH X e 4 R THR A o
A D ETT R B ST AT A bR 100 JCRCZ mZA R A

6 iR,

YRi8 Active Directory FA P RYZR A0y HA 1@ &1

Active Directory Zfi5 1t {115 vCenter Server SSO Zf5 1t #1545 TT11., Active Directory JT /7 [k I 25
i RS 30 K, {HAbRas i HAE T4 Active Directory £%i. vSphere Client fl1vSphere Web Client
Pt HE A AT DA BE AR DA S DA S AR R 2 bRt
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1 DL VR T B3 %55k 51 vCenter Server 2%
HUGHRAE TR R BN g root
2 B HFEEMCH webclient.properties SAFATLENIAIE

BIERA Ly

Linux m  vSphere Client:

cd /etc/vmware/vsphere-ui

m  vSphere Web Client:

cd /etc/vmware/vsphere-client

Windows m  vSphere Client:

cd %ALLUSERSPROFILE%\VMware\vCenterServer\cfg\vsphere-ui

m  vSphere Web Client:

cd %ALLUSERSPROFILE%\VMware\vCenterServer\cfg\vsphere-client

3 FSORS RS T webclient . properties -,
4 4R PI TR,

sso.pending.password.expiration.notification.days = 30
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FHHBNE Fhifio
BIERG W
Linux m  vSphere Client:
service-control --stop vsphere-ui
service-control —-start vsphere-ui
m  ySphere Web Client:
service-control —-stop vsphere-client
service-control —--start vsphere-client
Windows m  ySphere Client:

cd "C:\Program Files\VMware\vCenter Server\bin\"
service-control —-stop vsphere-ui
service-control —-start vsphere-ui

®  vSphere Web Client:

cd "C:\Program Files\VMware\vCenter Server\bin\"
service-control —-stop vspherewebclientsvc
service-control —--start vspherewebclientsvc

ZIH vCenter Single Sign-On AAFFI4A
vCenter Single Sign-On £ F1 511 S i LI vSphere Client 23 vsphere.local 3/ 1 R4,
vCenter Single Sign-On 5 F 53 el LA TUA FAT55 .

75 Bl vCenter Single Sign-On J

vSphere Client [t F P 41 1%~ 7E vCenter Single Sign-On [N#5, J&T- vsphere.local 1,
A )\ vCenter Single Sign-On T EE SR T s I 23

A% RS T vCenter Single Sign-On JT1 7

425 J1] vCenter Single Sign-On JII K I, BRAFEBEGUS Iz P, 5 W P Jcik a5k 2l vCenter
Single Sign-On JIx55#% . #1] \—~~ vCenter Single Sign-On &5 AL 4% FH AN K~

fHE%: vCenter Single Sign-On Ji

"L vCenter Single Sign-On % FLALHMES: vsphere.local I H 1 ). oM vCenter Single
Sign-On & HE AR AR E 2 40 1] P sl A R g P

¢’ vCenter Single Sign-On )™

XA PIM vCenter Single Sign-On 5 H AL B vCenter Single Sign-On F P25 pd ki At 4R 5 L.
JCIEAE vsphere.local f{H iy &4 H 1. X EME B0 Ty £ administrator@vsphere.local.,

7% vCenter Single Sign-On 4

TNEN T, vCenter Single Sign-On [ < i A, vsphere.local FRIFO4T ., W F 5 4%
DU CEM) aldsRs, WA N4,
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= |f] vCenter Single Sign-On 417 ik 5

vCenter Single Sign-On ZH[¥ak b1 T UK H— e 2 MFRIRI TP Eid Al . AT AN
vSphere Client FHZSIHAL D10

=\ vCenter Single Sign-On 41 #[hk 51

"] L 1] vSphere Client M\ vCenter Single Sign-On 424k 51, MR 5 (T ak
) FEARFZB AN RGP .

= J}lif4 vCenter Single Sign-On fifek 75 %< H
vCenter Single Sign-On ¥ S s T S o fRRTT P REIRSS . R EHUE XA
vCenter Server fiEJt TSI, HIXEERYC T Sl fE 2Bt — 0] vCenter Single Sign-On
FEAT S UE . A THEHEERIN , AR SE ST A, W ATLAM vSphere Web Client [HER 514>
BRI S

m  Higg vCenter Single Sign-On 44

AHbl (ERIAK vsphere.local ) Hif H T DL Web Hiif 5240 IL vCenter Single Sign-On 2545, HoAh,
3af g FH P B SO R ) S B S R

#xin vCenter Single Sign-On AR

vSphere Client [ Pl 4111 FF vCenter Single Sign-On N#HE, J& T vsphere.local 1, %1
M vCenter Single Sign-On £ PR ] s &z o

BTG A A X S PR R, (HZTETEE M vCenter Single Sign-On 5 H SR HI 7 b2
HoAthdd

PR
1 {fiJ] vSphere Client &35 2|14 4% %) Platform Services Controller [\ vCenter Server.
2 )y administrator@vsphere.local i vCenter Single Sign-On & F 5140 1 HA Ak G s & S A0,
QIRAFZEERHgE T AR, 1520 administrator@mydomain S3E55% .
3 5% vCenter Single Sign-On JT] /L Ul
a fEEIEEFH, mERGEH.
b 7t Single Sign On , i F 04,
4 iR vsphere.local A2 TR, 5N MR R PRI
AR P E I A
5 PSR, REERIHP.
6 I NHTT T AR
G, BARRESIL . BHLABRT G RAN ARG TR

7 (Algk) RN R .
8 (ML) AN HL A R A
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9 RILENIN.
IR, 2 Wi 0 T R AR
RESR

Bz s g vsphere.local 30— AN4H, Flann DU FE VMCA 1 P4 (CAAdmins) B ] DI HE vCenter
Single Sign-On [ 4l (D) o 155 WIn) vCenter Single Sign-On 4174 AL Do

#* FHF1E B vCenter Single Sign-On A A

225 vCenter Single Sign-On 1)k s, BRIAESTER DS Fhzik r, & W P JcikoEsk 2 vCenter Single
Sign-On k%75, %0 \—~~ vCenter Single Sign-On 45 F AU A A FHBK 1

ZEN I 42 vCenter Single Sign-On A5 EREF AT, AHGE I PCEEAEAR S5 kel THA
PR R TP TT LA vCenter (14 F P FIER D1 18 Hh A7 RS K P
AR
T 75E vCenter Single Sign-On 5 HE G124 ARk 514 BEZE IS H] vCenter Single Sign-On ]/,
EZ3
1 {diJT] vSphere Client &5 5 %4451 Platform Services Controller [)) vCenter Server,
2 )y administrator@vsphere.local i vCenter Single Sign-On 5 F 5140 10 HAak G s & 2 2 Ansshs,
QRAFLEBENHEE T ANFS, 175 PL administrator@mydomain G555 .
3 54i% vCenter Single Sign-On [T/ il # UL,
a FEEICEH, ERERGEE,
b 7r Single Sign On , i FFf04.,
4 ER—ANSE, REEEEESER, AR REE,
5 HUERE.
6  EIUSMS, R EE S SEER, BEER, ANERERE.

MiB& vCenter Single Sign-On A A
AL vCenter Single Sign-On 7 #L5fifl5: vsphere.local 31 /. JoEE M vCenter Single Sign-On
R AU MR A MR R G0 T Pk A3 R R

QSRR T vsphere.local S EE BT, WP CEE 55 vCenter Single Sign-On, 15 T4
M vCenter Server K HAH{T,

B

1 {di/T] vSphere Client &5 %4441 Platform Services Controller [) vCenter Server,

2 )y administrator@vsphere.local i vCenter Single Sign-On & F 5141 1 HAt sk s & 2 2 Ass00
QRAE LRI PR T ANEII,, 15 PA administrator@mydomain S175%555% .
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3 5% vCenter Single Sign-On H Ffid Ul
a {EETUEH, BERAEH.
b 7t Single Sign On T, i F A4,
4 EEHRFP, SRa M MR R vsphere.local i
5 FERPAIERT, EEEMER A, SRS T A S R,
6 FdiER.
T TR SR . IR T

Yw%8 vCenter Single Sign-On B

7] DI vCenter Single Sign-On & F AL B4 vCenter Single Sign-On F PS8 el Hofh i 4mis B, ok
1F vsphere.local I HEay L H . X EREEICETE A4 administrator@vsphere.local,

TP 55 administrator@vsphere.local AH[] R G 2 A H
vCenter Single Sign-On J1] F/#fi#7F vCenter Single Sign-On vsphere.local Ji#1.,

1] A vCenter Single Sign-On 1574 vSphere Client 25155, WEFEZHDL administrator@vsphere.local
Sneest, RIGEHFIRE > kg > B TRES

P52 M4 vCenter Single Sign-On i il
IR
1 f#i[f] vSphere Client &5 2 L4425 Platform Services Controller [/] vCenter Server,
2 )y administrator@vsphere.local =k vCenter Single Sign-On 5581 b1 2H k) HAth il D3 T P 2 A5
QURAT ZRENHRE T AN, 17514 administrator@mydomain S35
3 5ii% vCenter Single Sign-On JTI Pt UL,
a fEEICETH, ERERGEHE.
b 7F Single Sign On |, .14,
4 HEREP
5 HLEEAKSER, RSPy .
6 M mt.
AR BUN I 440
BT & R GRS EOR
7 HLETAE.

#in vCenter Single Sign-On £H

HINEN T, vCenter Single Sign-On [ ZET K 2 <A vsphere.local 4], AnsRFE AR (=
) GlEdEA=s, WA LA N4,
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i vCenter Single Sign-On 21T RF2H S A HAR IS, 41 Active Directory 1,
R A FRIFIRE INE] vCenter Single Sign-On,  IIAIEEAH A I ] DLAS D 7R 4H R4 b 3
73
1 fiiff] vSphere Client &5 5 %825 Platform Services Controller [1) vCenter Server,
2 )y administrator@vsphere.local 5 vCenter Single Sign-On £ F8 5140 (k) HoAth i D e T P 2 15
WIRAT LRI AR E T AR, 15PL administrator@mydomain B5655%
3 5% vCenter Single Sign-On H Ffid Ul
a {EETUEH, BRERGEH.
b 7t Single Sign On T, i Fj A4,
4 GRPEEH, RS REENINA.
5 HNARARAHTA,
Gld)s, BARREBE LR,
6 AN,
BRESR
LI EER I 5 A 8

[[ vCenter Single Sign-On AFINE R

vCenter Single Sign-On ZH ¥k 51 FI V&K H— Nk 2 A PRI T el b2 . 9] LA vSphere Client
PR IIGET A S o

HRgEEE, HES0 VMware SRZESCE, BHEA http://kb.vmware.com/kb/2095342,,
7F Web FLRVLETF -4 H4HIE vsphere.local I8f{)—#5%y . 120 vCenter Single Sign-On 14 .
7
1 {4iJT] vSphere Client &5 5 % #:45) Platform Services Controller [) vCenter Server,
2 )y administrator@vsphere.local i vCenter Single Sign-On 5 F 5140 1 HoAt sk G s & 2 4 Asshs
QR ELEREINFE E T AR, 15 PL administrator@mydomain S5 55%
3 5% vCenter Single Sign-On JT] L Ul
a (ERIEH, SRERAEHE.
b 7f Single Sign On |, i P4,
4 BB, RIFHREAEA (Flan ERERT ) .
5 o “Hpkb1” XA, PRI .
6 RPN R R SRR
7 (Ak) EAEEN, REREEE.
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8  EFENIIA.

BRI AR B o
9 RILHEE.

M vCenter Single Sign-On A BH R

ALk 1] vSphere Client M vCenter Single Sign-On 2HHHRZE A Do MRS b1 (T PEkdl) If
ASSEEZ A N A GRS

EZ3

1 {§i}] vSphere Client &35 2] 1442 %) Platform Services Controller [/ vCenter Server.

2 Jy administrator@vsphere.local & vCenter Single Sign-On 55 5141 A % G135 & JT1 P & A5
WARAE LRI AR T ANRIRE, 15 PA administrator@mydomain S75E 5%

3 513 vCenter Single Sign-On i S fid Ul

a fEETEERH, RERAEE.

b % Single Sign On I, il FA04H.

R, a4

TELR AR, SRR i, ARG BE T8 AR S bR,

FLE R

R,

N o a b~

PR MR RER, HAER G 5R T o

k& vCenter Single Sign-On @R EA A

vCenter Single Sign-On ¥ T ik iy ). oy eSSt . Aahe e X241

vCenter Server iR 5 5, HaxBefgok 7y 56 H il o0 2260 —53 1) vCenter Single Sign-On #£4T
SOy EE e AEIH TS HERRIN, QR se e se IR, WIWTLAM vSphere Web Client i FrAMiibe 75 5
Mr.

WERMIRIE 2R 5 vCenter Server fift Ty 5 Pk 88 =I5 s S P Skl 558, Mg Ty s
¥ M vSphere Web Client 2 /RHiF2ER . QR AR HIREER AN HRE T, sl s Mgy e R4
HHIN R G AN AR, WAAFT LU vSphere Web Client HHIf IS ER i il 7 S I

BEE GUMIERARD S S, AN IR S5 ik it vCenter Single Sign-On 51T S35k o

W

1 {4i/T] vSphere Web Client %55\ %424 Platform Services Controller [\ vCenter Server,

2 )y administrator@vsphere.local & vCenter Single Sign-On & F 5140 i HA Rk G s & o 2 Assh,
WUERAELRNHEE T AFRIE, LA administrator@mydomain S5k .
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3 5ii% vCenter Single Sign-On JTI Pt E UL,
a (EEIUEH D, WERAEE,
b 7t Single Sign-On [, Hi[; /14,
4 PERGERAPEBR, REREgor g 4.
5 il INERAERTT E A ERR.
6 i,

2R T P BRI SS AN BR 2 15 7] vCenter Server, I H ik k4% vCenter Server I35 11EH]

B vCenter Single Sign-On Z#5

M (ERIAK vsphere.local ) FH AT RI Web FL 4 vCenter Single Sign-On 254, Hofthlag
A FH P B A8 R st 7 S A 3k AR o

vCenter Single Sign-On i 1E Tkl A] AP e B h i 2, BRAESL T, vCenter Single Sign-On H 1444
18 90 KJFnb iy, (HAFEE D4 (41 administrator@vsphere.local [1)%4% ) Al ] 28R 2HI
vCenter Single Sign-On 5 BT 4

b P LY SUR [N R B Y T
USSR S, AR EL DT (2kIA K administrator@vsphere.local ) FIDLHE ] dir-cli password
reset iy T 24, 5 vCenter Single Sign-On S /145 FR G120 (K 5 51/ e I 1 2541
p
1 fififf] vSphere Client &5 2| %422 Platform Services Controller [1J vCenter Server,
2 )y administrator@vsphere.local & vCenter Single Sign-On 5 F 5141 1 HAtpk G s & H S 2 A0,
QRAE LRI FR T T ANEIIE, 15 VA administrator@mydomain S5 5% .
3 AfE SRS CHEED” SRR, BT P A A MR
Britb2 4, 1T LLE R Single Sign-On > FIFRIZE, JAJA M BLAIS S b g i
4 EREBUEN, SRSHNEIETE,
5 BNFEMITFIIA
LR R S

6 HilHE.

vCenter Single Sign-On Z& M REM*

141 vCenter Single Sign-On -4 EHE AR 4 vSphere P15,
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vSphere SR UFSELAIZUE IG5 vSphere PRGN e, ERRZILMAUAZ 55, 15l vCenter
Single Sign-On Ak,

s L vCenter Single Sign-On BRI\ A S 1 2R A T R 90 K. 90 K2,
e B, HATCERE SR, AR S T W M Tl 2
BCE NTP WACRATA 2 Ge M ARSI TR (S AReA A ), ELAD IS TR

AL 2 RO Tl AsdE (At i R —UTC ) B . ARG RET
vCenter Single Sign-On 1E 1545 %4 DA K HAth vSphere WEBA7 &M 2 ¢ i
Wi

] NTP, I8 AT DU RAA RS H S S NR o AR RS AT
REXEDARS 2 AT H BSOS, HL P AR A AN HE R
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vSphere Z&iE$H

vSphere il FHUE P A INZHE, WIRSIAT IR, PANO SR 7285 2ok et e 4k

vSphere i FHiES

AL R INES LS, 5140 vCenter Server Fl1ESXi 1AL [,

m X vSphere IS5 AT A IGUE

n HUTHESRAE, A SR TR A

vSphere [NHFUER AN S VMware Certificate Authority (VMCA) 24 vCenter Server 1 ESXi flri=i1T
Huk1s. £— Platform Services Controller ['#)%:%& T VMCA, o] 7 BIRAGEL TS 0044, AT
AT A PR EE M BRINRC L Al e P PR i R E T 44 . vSphere (i | —FWILd, T /EiXSEur
P IR A TET .

vSphere if T2 it [ —FiLH], HTHREUE BRSOV E B CHIUET. (B2, (OB 5 2 EE p s
SSL b1, VARFFBARIUEBE T8

RPN eI BRI 1S .

* 3. EWATERIEBRIED

B R B

VMCA ZRIALETS VMCA “Jy vCenter Server f1 ESXi i AR 4H. VMCA TR EE vCenter Server 1
LT AU ESXi FALEAS A= 1

SN SSLUF 131 VMCA BRIAE £ Platform Services Controller 81204, VMCA 245 FE NS, (B4R IR

P CRARED) 7l vCenter Server Appliance 1] FA A SSL A5, R #5511

SSLiF15, JffiF VMCA &8 Gfib,
JrZH PR ESXi EHIHRTE ., (Af

k) T LA, if

AT PAE R ESXi LT SSL uF5.

VMware #, BEAER ey 5 b ek STS iE45, AL TI4iB) CA T VMCA, Uik BT
BRI, ER AT RES I BRI e AR AT SE I AT e, DASCA A S R E S . AT
PR vSphere PR FTUE P25 B, 152 WAREH New Product Walkthrough - Hybrid vSphere SSL
Certificate Replacement [{J152 15 1-, W4k http://vmware.com/go/hybridvmca.

FIVARE VA N e B A e -
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*® 3-2. AEMERERTE

TE HEN

{ifi [l vSphere Client, M vSphere 6.7 JT-4f, #iimd iJT] vSphere Client &5

vSphere Client #2# Platform Services Controller,

A A1T T vSphere 1F T FR IS5 TTFE T . {ii [T} vSphere E-FEF PSS IR T HIIE R
) CLI AP T T Bkt . 854 5, ] CLI iy A BER S AIE S

m vSphere LFBEFE (hitp:/link.brightcove.com/services/player/bcpid22963832760017
bctid=ref:video_vsphere6_cert_infrastructure)

AT TLAT 8

m KEIfRR T EE AU R

LRI ORE ST )

»  {ii[f] vSphere Client &[5

= A vSphere Web Client £ FFf

m  fififf] vSphere UL {5 HlEs SRR A BRUE 15
TR

ANEIFERTT RIEERNERBEK

SEBERIN TR VMCA fEk I CA, 3 AT 155 SIS, AT HSEH USRI ST P
SR A AT

GETF A2 T, STOREREER A1 R T 2

MNETEESNIERBRHEX
IR/ 2048 (kK (PEM 4ifid)

m  PEM #2, VMware 74 PKCS8 il PKCS1 (RSA %4 ) . &40 INE] VECS I, A PN
PKCSS.

= x509 JfA 3

= SubjectAltName i fu 75 DNS Name=machine_FQDN
= CRT %

AU NEIINE: Bra. B9,
“HEsREYINIE” WL s Bk SS A SRR E .
VMCA AScH5 LA Mk

w  (EACRFUE

n RESE RS 4E md2WithRSAEnNcryption 1.2.840.113549.1.1.2, md5WithRSAEncryption
1.2.840.113549.1.1.4 Fl1 sha1WithRSAEncryption 1.2.840.113549.1.1.5,,
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m [ FFOID 2 1.2.840.113549.1.1.10 %75 RSASSA-PSS.

IFHB%4& RFC 2253 #i3E
W RFC 2253 i,
WHAMEH Certificate Manager 4= CSR, i#fift CSR fufifll L.

String
CN

L

ST

e}

ou

C

X.500 AttributeType
commonName
localityName
stateOrProvinceName
organizationName
organizationalUnitName

countryName

STREET streetAddress

DC

uiD

domainComponent

userid

U 1] Certficate Manager /Eiit CSR, R4 2Rkl AP F 1L, 447 Certificate Manager £/
FERINE] CSR

= administrator@vsphere.local H ) {5k & ZE #2211 vCenter Single Sign-On 3 HE G %45 o
m REEE A NS Platform Services Controller flEAEEH A CSR, N RGeS fd m AN
Platform Services Controller [{J =4 1445k IP Mk,

= Certificate Manager /7 fifift certool.cfg SXAFHUE B NTRZUFRBL, TARSEERINME g R
JET B AL FQDN Jybiafe .

administrator@vsphere.local [1)%h5
AN BREH B R 5 A XA AT
YASRIE= i

AR

HEVRLT

AIHIHEX

X

IP bk (R )

LR

TWA, BIEEHAE BRI TSI e REd . AR ML 5 FQDN AVERS, JREA5 3 IciiIE
e, HIGETREIRA AL TAFE RS

Platform Services Controller [%J IP b1k ( 41iR254F vCenter Server (55 ) 54 FiafTiZan 2 )
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£ VMCA {E4 18 CA BRHIEXR

YA VMCA JIFEATR] CA I, w5 sZiih e DL N 5K,

UEHAA
FRUEP

AL SSL uEs

RO SR T

STEENIEBHEKR

UEER
= TP ff] vSphere Certificate Manager 47# CSR., 152 W (i
H vSphere 1FE- BT EEA R CSR HAERARUESS (Hlnl
CA) .
n UURAETFEOIEE CSR, ML AP T4 G IMUE 15 4200 /&
PUREEKR
m RN 2048 (kR
® PEM %3, VMware %} PKCS8 fll PKCS1 ( RSA %
1) o HPRINE] VECS JF, 2l PKCSS,
= x509 A 3
QR I e SGETS, AT ARUETS, CA YR
AN true, FFHUFB2E 2 A BRI L
= A CRL 2544,
It T it b ) R b A 1 W Kt R ey | e S g AL ot
ORISR ARG . VMCA i OpenSSL
BRAREE, BP 10 MRS,
n SRR ST Z S DNS ZFRIUE
= fBGIHE VMCA [} CA.
20, http://kb.vmware.com/kb/2112009 H1¥J VMware
HHNE TR, (fF vSphere 6.0 H11] Microsoft 1iF 1555
RV VA G SSL uEs) ASKHUL T Microsoft iiE
RGN AP
LI 1] vSphere Certificate Manager 47 CSR, =4 T-5h6
& CSR,
WERTFEHOIHE CSR, e AU AT IER A 2 P N UE TSR
THNHAESR . BRI AL E FQDN,
T PLf ] vSphere Certificate Manager 67 CSR, 4 T-5h6
i CSR,
B AU ARG R ARG . iR T3
HEAGIETS, FIRESEEAR Pl o CN, LRI A T A,
5Ll 1 vSphere Certificate Manager, 1% T LB RN
AMBDTTZ T P IUE 115 .. vSphere Certificate Manager 11
BIHETE certool.cfg W, 152 L Certificate Manager it /i
PNINEISH

YA B EE SCUEBIY , XSRSl 2 L N 22K
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TEZRA UEPBER
PR SSL iR FEANY S FIOTHRAL SSL UF B A2k F 25 =7l Al CA 11
BENES

m ATl vSphere Certificate Manager 4- % CSR, =k T4l
G5 CSR, CSR Wit /2 BT AW S AT AT LE 1 2K
THIHINEDK

= JR{difT] vSphere Certificate Manager, 1% I FLoRHR R 76
NEA RO Z P rIuE{5 B vSphere Certificate
Manager {5 S /76#7F certool.cfg 1. 1% Il Certificate
Manager #i&7~EI AN A5 E.o

n TREETR, A NS B R T
TR FQDN 0408 .

fild s S Uk T S A MR S AR R F B8 =5 skl CA

MRS

m A PL{difT] vSphere Certificate Manager /i CSR, 1T
AEF: CSR. CSR AAZUH & B TR T N BT UE 31 35k

[P ZIEISE:S

m 5 {# ] vSphere Certificate Manager, 1% T JLE <8 %n
NEA RO Z P IuE{5 B vSphere Certificate
Manager 15 BA7#7E certool.cfg H1. 155 Il Certificate
Manager $i& ~Fr AN 15 L.
AU RIS 2N P A I . F5)
HEARAUE BT S AR N o CN, HLAHRT i
TH,

TR Ry S P uE sy 15 5 SCUEI, it = CA

M SEHEAS kst

W TR EE SGE R ] CRL 43 A i, BAUE BTl ik RAR 5 B

WEHEIEEENE

BB BTUE B R 2 T TS O TAER T AT R . IS Fe P TR 2582 T, DANCE &
i ESXi i&£42 vCenter Server,

FEH VMware iF BHEER

VMCA 7] DANFRAFAUE A5 FE . VMCA i [ VMCA JHYERIE P05 & HUIIE 1 %% vCenter Server 41}
HESXi AL WE M > A vSphere T1-45: %] vSphere 6, T [125 4l B h VMCA 25
ZHRIE

R T VMware UEF, HREPRIT AR H] VMCA 254t Bk AR5 ub 15 .
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% VMware it 38 A HENIEBHEER

XTF A2, WA TIEIRTREE =il CA &P ek F53 H & XAFBE R, WAL LRk

Pt

m I =J5 CA Eifislk CA %5k VMCA FRUEF . ¥ VMCA MRUEB 5oz 2 b4 . EIXFME T,
VMCA UF-PEHEE1 . VMCA i A5 58 BBk ur 45 i & vCenter Server 41441 ESXi 41,

QRIS A R UE B IR R IRE S, TARf x5, nT LA vSphere Client. vSphere
Certificate Manager 55 TR, sl Uk B2 CLI st 1,

TR B SGUEFSAOPRGE, AT UAOR B B S S

m  ESXi EHET G R R BRI H e k. Wik vCenter Server T4 FE¥ AT G AHSEHUE 58 N g
vCenter Server |-[/) VECS H1f{) TRUSTED_ROOTS 1.

T+ %] vSphere 6.0 ok 1 m A 2 5, AT UEBERGEE B EX . WSS ZRIAT VMCA,
M vSphere Client A TiE 57, VMCA 25 ZuF 0B 54 1 & XAaE .

= T vCenter Server 204, ELRINGETEIA IR,
BRI LT RN R, vCenter Server FHREEE FUENXUE . TG, HMEIETA R,
A

m IRTRZ S, vCenter Single Sign-On A] 5jHAth vCenter Server 414 Ay T Al 5L E .
TEXAMEHL T, THRE RSO3 5> Platform Services Controller ™5 j5 A—/ Nk 2 EHE 4
M2 R
5 5K BB B AT vCenter Server #l1 vCenter Single Sign-On 1iF 45, X634 FH1E AL SSL
s,

AN, VMCA ¥ VMCA 52t e A i 2 (vCenter JIRSMISEE ) o MRS
AN I UEE X vCenter Single Sign-On 1 TS50 IE . 23 ril SR m s AN EER gty 2 ks .
AT TEE T T vSphere 5.5 22351 vSphere 5.5 HF 5830 1 F. 328 SECRRIIR S S A AR .
1T TIFESF vSphere Certificate Manager it [T Tk Z50iF 158155
vSphere iFHBHH
X1 vCenter Server, RIUAE DA T TR AN &G A k15 .
% 3-3. AFEIE vCenter Server iFBHRE

#0 ERER

vSphere Client AU FH P A T8 WAF AT 55

vSphere Certificate Manager 52 /T/F¢7 M vCenter Server ‘s iIar &1 THTH WIF R HT-55
BT CLI ffiff] dir-cli. certool M vecs—cli HUTHFE I BEHMT5 .
vSphere Web Client WEUD, AiAEEE.
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6 IR R A LA Platform Services Controller [ IP il 1414 .
7 WEESET 1 D4R CSR, st E K, ARG IR HHUE B RS
TEMRART, AR AAHR A B UE BB RuE A S SR e B e

1E455 Platform Services Controller 71 |, UFPBEHEEs A — ME BRI . {E45) vCenter Server
Wb, UERBE RS AR A PN UE R .

RESR
PATUEF R

WA RIER R NBNE B0
DR EAE BSOS R FHEE =5, WA Z00RE nAEARUE A5 AR B 7% o
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BIR S
MEE=TJ7 5k NES CA SR E XARUETS .
E
1 {#iJH] vSphere Client &% 2| 2 %% %) Platform Services Controller [1\) vCenter Server,
2 )y administrator@vsphere.local i vCenter Single Sign-On %5 F 5141 1 HoAth sk G382 ] o 4 fssnd,
WIURAT L5 RE T AFIRS, 150 administrator@mydomain Dy 7365% .
3 SElEE R UL
a fEEJUEHH, ERRAEE,
b fEUE N, HRuEEE.
4 I ALERY vCenter Server i
5 FEAMEARUES N, I,
6  FLRIBE PR BRI
FILARE] CER. PEM 5k CRT ZEUf A

7 M.
UEARES IR A R
RESR

RS SSL uEAn (R ) ek )y 5 Pt g rhitt CA 254U UESS

M Platform Services Controller N EEXIEH

AIPLEE O CPHRENTL SSL b4 e SRR T3 Z 11 uE 15 M Platform Services Controller s INEIUE 774 -
TERZEGEOUY, B AT SSL uF Bt 1o Moy M P uE 050 RIS T o
RS

BRI MU B A AT 125 23K (CSR). HILAfEH] Certificate Manager 5 HIFE /7 4: 4% CSR. 1
Platform Services Controller 1] A5 [Iffy07 i FsCE k15 0% %40

1 fii[f] vSphere Client &% 5 4% 5] Platform Services Controller [J vCenter Server,

2 )y administrator@vsphere.local 5k vCenter Single Sign-On 55 F 51 2H 1) HoAth il D3 5 T P 2 A5
QUARAF 2B E T AR, 15PA administrator@mydomain S35 5%

3 SMEBENEPRER UL,
a (EETUERH, wHERAEHE.
b fHut F, HUERER.

4 I AFEN vCenter Server Rl
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5 SEHTENOES, HHEEIL N PR
a (VAL SSLUEE N, $HIETHMLE, HhEeE > Bk,
b WP R0, RS LS S .
c R,
6 R Z P uEs, il N DB E
a (RS RUER T, SO AU, GITEAL, R > Bl
b FERIBE AT 35E, SRS RIS LA B L

c il EHL
d S FE—4HRH AR EE PR,
REHR

1 Platform Services Controller | T #1Hshk5s. W VAT 4) Platform Services Controller, 5k# My

Windows {F Windows I, service—control 47T
VCENTER_INSTALL _PATH\bin,

service-control —-stop —-all

service-control —-start VMWareAfdService
service-control —--start VMwWareDirectoryService
service-control —-start VMWareCertificateService

vCenter Server
Appliance

service-control —-stop —-all

service-control --start vmafdd
service-control —-start vmdird
service-control —--start vmcad

M vSphere Web Client EIEiEH
R LM vSphere Web Client %145, M vSphere Client $h4TAAG HAB T BT .
152 W4 1] vSphere Client & HiF45,

@3t vSphere Web Client &%& vCenter iEH

FIVA#E vCenter UETSIIUAALE (VMCA) ELAIRIUER AE AT SGE e AR A d i e VA M A
FRUEB RS . A FHUE A3 PR CLI BUTHT A UE B PESS .

MG SRR NS L VMCA 345k Platform Services Controller <UL, #7E VMware
Directory Service (vmdir) [ 52451 [A] & FIRIE 515 E.

2 #7 vSphere Web Client FHIJLETIN, RGafn @A &MY, VMware Certificate Authority
feE FA RIS I P L P 2, B vCenter Single Sign-On 41H
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Bz

1 {#iJH] vSphere Web Client L administrator@vsphere.local i, CAAdmins vCenter Single Sign-On 411
NP B3 551 3] vCenter Server,

2 fF B CRAH, ERERGEE.

3 R > RANE

4 TR, SRR RS R L.
5 ROUATEEEN-RANEB BRI .

6 HEEEEUERE EAUE I,

HEIW Eip

BREP WoRATRETS, BFEHIGUHE B WEBETR I, gkt aRdiE” Bbrs kg
T

BRI REU B IE BRI . RO S

B BEE HIHHE S IED

TRUEHS BoRTT FIT I vCenter LA M UL I SFIIHR IS

7 RIS, SRS BRI REAE B IA A UE S A R
FEANE EAR AR, DR AR ANSE,

{#F vSphere iF HEIEEL AR FEZSIEIEE

vSphere L5 AR 5 AR I AR BT UM SATHA TR Z LA T BT S5 . vSphere L5 Hidz 2
NN TRVESS « UEBA B E R (RIETRED |, AREIIFRBIIRSS, AR e

QST vSphere WF RS, IJCFEH VECS (VMware Endpoint iF 5% ) HfuEds, A ma)
Ffs kAR5

1Ei24T vSphere UF B FIES 2 BT, 15 PR R S T BRI B FHAOUESS
vSphere UF RS MR E LA, F1a1 TR vSphere 1B FEZ AL LI e s 2465
W, Mz T H ISR s kast T I BB —Raaq 7o
WHEERIHEFMNE
AN N AR AT Fisi Tz L

Windows
C:\Program Files\VMware\vCenter Server\vmcad\certificate-manager.bat

Linux
/usr/lib/vmware-vmca/bin/certificate-manager

1 ASCRH UE A A B SR s TIURN T ARt
ST AINriaA TUE A PR e A e B AR . — 28131 (BanA=n CSR) AEARIM AR ]
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T AERCHTI VMCA FRUE A5 I i ik

AL AR R VMCA HHIESS, B AR SSL UF-BAIAH R 77 % ] P iE 45840k VMCA %5
W, fEZY A, AILAAE Platform Services Controller i [ 1651157 T vSphere iiF 1o Figs,
SRIGAERT A FM S 05 - B st Tz S AR r ke B

Replace Machine SSL certificate with VMCA Certificate Fll

Replace Solution user certificates with VMCA certificates,

¥ VMCA B FRTAIER AN AL (U PRy )

AU UE B A L IR 0de R, B VMCA & hn] CA. SEAltbid #2f5, VMCA & #EA ik
T A UE BT 4 AT, ATAMEHIUE B BRI A e B VMCA 28 A 1EiE .
AT UE RO B Xk (uE RS )

AL vSphere uF 1 Higs SRR R A ub 3988400 e SCubs . TG B2 1, AZiim) 4311
CA Jix CSR. #n] DA IUE 1545 BERR2E B CSR.

e O AR AT THUE PR R TIIRE

] vSphere UE BT FRRS I TUE BT PRERVERY, AERMUET 207, MuTiEBIRESS e i E VECS
) BACKUP_STORE i, AILAMRE bk THOHR AR Il 21— 4R

FEATA U

R ELS AT IAT vCenter 1F- 10k VMCA 254 WE-, 15 & B T ik 530600

AR P EYIE B SA TR TER
ST DRI IEA TUE T BRI St L. —2eRbI (AR CSR) FERIRIRY LA 1.

¥ VMCA RIEBE#RA BEXEZIEBHBRAAIED

e EAEI T (et 2) A PARRARGEH], thnl IAER e LA R B o w52 Wi ERci) VMCA i
UEFFH AU

% VMCA {EAFhENE B M & H44

B VMCA {E A CA, BN R TUE BT EEES . 2 TAEmAR L 7B - 5iA SSL uF45Ffigtik: 75 5
FPUEPRsE b B . il 72 B A Platform Services Controller s /M8

Platform Services Controller [JFRE I THIFEAE .

1

TR CSR, THIEFRUENT 2 “F5 VMCA MUIEBEHUY B e XA AUEBH BT o TR, &
FIRERAWR A JGUET I — 25 B o FRREE R B — DRI, et 1,

s CSR f2sz 2IME AL CA. ZeRE N CA W BIZE 4 UE A AR IES o

F VMCA FUETS 5 CA MRET I, ARIE TRA7 S

VeI 2 F VMCA MRER - B E S ZuE TR G UETs" o o B B A i 5L 1Y
FrAuEdS

FEL A, BBV R RS

a  PFieRitRAL SSL ULy (Ff ) VMCA U5 (1611 3) o
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b RIEEMAITT EH Ul EHh CFF ) VMCA IR (12£151 6)
1HZ I VMCA & A A A (U Pies )

BEFEIEBEEHRABENXIER

BT A IR RO B e )t , AR TUE B EERS . 1% TAEmAR At Tt L SSL Uk Ffi
P PR B eb B, el T EE R AR Platform Services Controller sk /b4

Platform Services Controller [ m TR E

1 HEESIENL B S SSL uEFIfEs 75 5 b B AE A UEBE 24K
a RSl SSL uFB AL CSR, s PRkl
b AR AR EOR R A IS, WA BBl 5

2 N CAWEIRS LA BAMRUE S, SETUE 1 fERE & THEL 5L SSL kP
3 ASRAA RS SR RS, IR BT 5,
4 IR, AZTREET, BSIUEREAT A EEE 2 R

S WA IR e SAE (UERE RS ) o
i M vSphere 6.5 H1f, iafTuF B HEES LRI 2 oRDL MR

Enter proper value for VMCA 'Name':

TR NS TUEB A E A T S e PR, DA R e

EHERGTH VMCA RIERFHBRAFIES

AIDATEHE R VMCA ARIE, FE¥ A AL SSL kA s /7 5 P b 1554 VMCA 2820k,
TEZ S, Al LATE Platform Services Controller [ e ii21T vSphere UE & HRS, SRISTENTA
HoAth Y 5 F et 1% 9 TR 7 %63 Replace Machine SSL certificate with VMCA Certificate
H1 Replace Solution user certificates with VMCA certificates.

AL SSL UF B AHY VMCA Z5410F B, vSphere iF TS FERe A HUREENAS B, 4%
Platform Services Controller #4541 IP Hiti-DASMNG A ki 2] certool.cfg 31,

= administrator@vsphere.local [/ %56l
AR R S X A

= NEIERR

= AHTR

LI EE21=EX s

= HHREX

X

= P HbhE (R )

VMware, Inc. BT AR o 88



Platform Services Controller ¥

w R

BN, BIEERIEBI TR A RE . AR ENLE S FQDN APEAS, MLEBEHCE B
e, HIAEEA]REIRE A T ARERAS .

m  Platform Services Controller [{J IP Mt ( Q&Y S FiafTiZa2) .
m  VMCA ZFk, B, afTiubBad & it 5 i s 2R e 4 .

AR &M
FERE NI 01T vSphere LEAS T RRARIN , BT T iRUA MMEE..
®  administrator@vsphere.local [1)%5
O HAHTY VMCA 24 0E BRI TR FQDN. BT A HA B EBIA B B FUE SCROME, (HAT AR,
L7
1 FIRARESE S Platform Services Controller | J5%)) vSphere 1F B HIEE
2 PRI 4,
3 WHRRMH AR o
UE PR T NN S A SR VMCA FRUE 1 st TuE RN R A IR AUET . a0
RARGE TR NGB, WE RS e shIR S e, B B 5eR 1.
4 IRERERET A 4N Platform Services Controller, #AJ5i#Ef54™ vCenter Server 2% [ #iE15.
a Eogrf| vCenter Server A4,
b FIEATAIRSS, JREAEERUE A AR RIS
R %% 4 Fr4F Windows /1 vCenter Server Appliance |4 A~

Windows
service-control —-stop —-all

service-control --start VMWareAfdService
service-control —--start VMwWareDirectoryService
service-control —-start VMwWareCertificateService

vCenter Server
Appliance

service-control —-stop —-all

service-control --start vmafdd
service-control —--start vmdird
service-control --start vmcad

c  EHESITARS.

service-control —-start —-all
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d  BEHHEAL SSL U, EfE ik 3
Replace Machine SSL certificate with VMCA Certificate iz1T vSphere U 55 #s,

e  EEHURO T APV RTE, R T 6
Replace Solution user certificates with VMCA certificates iafTuF 55 Hs.

% VMCA i A EREBMA N (IEHBEIEST )

A PRPEIE A AR SRR 08 R, B VMCA & b CA. SERE REE, VMCA S0 3T
WEPBITE 2. =2, nf DU FUERAEEERe B AT A LA T 24 VMCA 282 irB .

F0E VMCA E ] CA, AT RIaA TUE RS o 2 LA/EmiR gt 7 501 SSL uFPAufio 5
H b Prse b B eulll 12 B i A\ 2L Platform Services Controller B M

Platform Services Controller [FERE R TIRTRE

1

1

I

B4R CSR, 1Bk 1 BBl SSL uE B EH ) FEXAE” |, SR PR PREDT 1,

T N CA UL RZS ZUE-BAN root UEH .

¥ VMCA root iiF 515 CA root iF 471, ARG MR

PEPEGETN 2 “¥ VMCA root UF 15354 H i X LU BHEF A UER” o o RSB AR - 50
TR

FEZ T mEE T, AT S uER .

a  FOCBEAL SSL ukBhEHy (87 ) VMCA Uk (251 3)

b SRR TT Z M Uy G ) VMCA UE (145551 6)

i Ffl vSphere IF P FEES 4 CSR FEASAR U (Hi[A] CA)

XA DA ] vSphere UE BB AR AL MU P2 #153K (CSR), KXt CSR #2232 2l CA Bk /N UEf540
EHIEAITZ: 44 o ] DLl 32 2R AN RE P B o R S 2 e

¥ VMCA root U455k 1 8 X2 ZuE-B I i A Uk,

Al DA ] vSphere iF 1045 FES AL i CSR J1161% CSR KL BIMIE S =5 CA #1154, ., nlbl
F VMCA root IEP 0 B EXE XU, IHRAraIA I3 B e X CA ZEZ kP,
Bt SSL Uk By VMCA i35 (Hifr] CA)

TEK VMCA HITEHRIR] CA RIZ 15 fiipsdh, i e vt 5L SSL k5. e

Platform Services Controller 5 & 1Y) VMCA HuE+5, SRJ5F vCenter Server 1 i FuE45E 4 i
BN ZUE T o At AT DAGE AR e 04 2 5 sk B ok ARG T HRL SSL k5 .

B S bR VMCA Uk (] CA)

10K VMCA HITEHRIR] CA ROZ 15 adatirh, Al A S 5 € P b 5. T Je i
Platform Services Controller 5 & 1) VMCA fiE15, SRJ5F vCenter Server 1 i uE585 4
BEANESZUETS o A T DA FH IR e 02 e 2 4Rk B FRR ek 7y 2 e .
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{E£H vSphere IEHE B4R CSR FHERIRIER ( FiE CA)

AT LAE ] vSphere UE 17 BERR A BIE 1955 £41152K (CSR). HixXEt CSR #242 Elfill CA skANHSUE-Bai &AL
MFEATRE % o AT Al 32 SR AN RIE B R i AR O TS 22 0E

» DU vSphere uF BT HEES Gl CSR,
»  UERAETF SO CSR, WA DDA T4 A FIIE B A S DA R R
m IR/ 2048 sk HA
= PEM #:{. VMware % PKCS8 Fll PKCS1 (RSA %4 ) . X4RINE| VECS &, &Ml

PKCS8,

" x509 A 3

n RS RT IR FESGIES, A TAES, CAY RUAURE N true, F HUEBREF T EER
S

= WAUAH CRL %544,
w CHERRIERYIIIE” AT S s S RS AR S .
SRR A RAPR 4], VMCA {8 /T) OpenSSL Bl , Bl 10 MiFs,
" SR EIERTE S DNS ZRRIIESS.
= RREEAIE VMCA [ 8 CA.
152 W, http://kb.vmware.com/kb/2112009 Hiff) VMware HT1iHZE X, (1F vSphere 6.0 Hi{lj#
Microsoft U5k kKRR A G173 SSL E45 ) DARHUL ] Microsoft ik 454U A HUAS Y 131
AR &M
vSphere UF B RR SR EHINGE B o B BT A M R i 5 2620
AT CSR I, ARG Hin i\ administrator@vsphere.local [ Ff025HY, B 41T fTZER: vCenter
Single Sign-On IR G250,
SR

1 iz{T vSphere LF P,

BIERS W

Windows
cd "C:\Program Files\VMware\vCenter Server\vmcad"

certificate-manager
Linux /usr/1lib/vmware-vmca/bin/certificate-manager
2 Pkl 2,
e, EHETIAR CSR, (i B 15.
3 FRIE R IL RN Platform Services Controller (1) IP Mkl 3414 .
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4 PEERET 1 DUERL CSR I RIS B,

AT, LRI Hok . IR AR R AU (*.csr X ) RHRZEE 1 SCA
(*.key Kﬁﬁ) JENZ 5

5 wEuFBE 41K (CSR) root_signing_cert.csr,
6 O} CSR LR BRI BRSNS CA T4, Han HARIIZE 4 1UETS root_signing_cert.cer,
7 AESORgwEEAR, FA N ST,

8 B HHRAFH root_signing_chain.cer.
BRESE

KEARUE BB HERARUET . 152 WA VMCA root iiF 15450k F e XS L uE B i ik B o

% VMCA root iE B H A BEX EZIEB A B FIES

ATPAE ] vSphere UF A5 FEES AL i CSR HoK11% CSR L ik Blalvak 55 =77 CA #1544, SR, "ILLK
VMCA root uE-{& ek H e X Z U, TERArA A IR N B 2 X CA A e .

TERN 255 AN Platform Services Controller H1i21T vSphere IFB#7 I ZEDL VMCA root iiF 154k
E /:EXLL fgllF:Bo

AR &M
m ERIE e
» W PUET] vSphere iFBEEERS G4 CSR, i F#Foht)d CSR.
m MEE=TrEE A CA RIS LIS, e 504G VMCA root UE-BAL A 7E DL G e 25k

HIUFBER DA U R, 20045 vSphere Ul PAFHE#S A4 CSR FEfER AR (rp
[A] CA) .

w  BCERTEERIE B
= administrator@vsphere.local )%,
= Root [FAHESCET (Lcrt 3XHF) o
TR EE X root B4 (.key ) o
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iz
1 AR LR SME Platform Services Controller |- 35} vSphere 1F 155 Figs, RGP 2,
2 R 2 BUF P AR "R B

a I RETETE root USRI AL
b AR, WA ER AT AL SSL uEBIE E..
A EAFE AT FQDN JE7#6#(E certool.cfg SC4FH,

3 WAL A L Platform Services Controller |1 root iE 45, M5 4E4 vCenter Server 7
SPATLL T PR,

a 1t vCenter Server 5 & | EHH AR .

b 1@ # % 3 (Replace Machine SSL certificate with VMCA Certificate) Fl1%Ji 6
(Replace Solution user certificates with VMCA certificates) {F vCenter Server 545
FEFAR AU

FHuEERy, VMCA Sl BNk 1554 .

RESE

M vSphere 5.x ST, AIAEXATIEHR vmdir HH1) vCenter Single Sign-On UiF-f5, 152 WAFE SR
FREEH - VMware Directory Service il 5,
BITEN SSLIEREERA VMCA IEH ( HiE CA)

7ER VMCA HfEHR] CA 192 i, ARt 5L SSL IR . B i
Platform Services Controller 5 &5 Ff) VMCA HuE+5, SRJ5F vCenter Server 15 i FRUEA5 0k i 284~
FEZSARUE o A AT DA R g i e A ek B JA R o B SSL Uk .

B THEAL SSL uF B i VMCA 2523k, vSphere HF B RS iR RN B, TS
Platform Services Controller &1 IP JitikDASMOFT A Eki N Z] certool.cfg S/,

= administrator@vsphere.local [1J%5545
m PN BRI SR X A
/AN

LI EEAEA i
LR

= AR

= HX

=P HbHE (FTRE)
m LR

B, BRSO R TR S ARUEE A . AURIENLA S FQDN AVLEL, TINEBEHCEE RS
i, HIAETAREIRA AT AMEIRES .
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= Platform Services Controller [{J IP Hisik ( 4RAFTER Y 5 s TS ) o
= VMCA &%k, B, iaf TuF Bl ik B s PR s 4 o
AR
w QUREHR T2 EE R VMCA HUIE, wEIIHREE TS ST vCenter Server T i,
w AT RN E B AR IR Ta A T A H
®  administrator@vsphere.local [1)%H

m B HAERGET VMCA 252U v AL FQDN. Firfy HAA R R RIS B e S, {EAT L
R

n RE TR HA SN Platform Services Controller [/ vCenter Server &%, WWAZ T i
Platform Services Controller [{]J-E#1 45k IP bl

EZ
1 iz} vSphere Uk 1555 BRas e Bl 3,
2 WA R o
UE B HREEELR EAH#ETE certool. cfg SCfFH,
vSphere uF P HES AL SSL uE,

BERARERARIEBEHRA VMCA IEH ( HiE CA)
TEK VMCA HITEHRIR] CA ROZ 15 i, I DA ety € H b 5. 1 Je i
Platform Services Controller 5 & 1) VMCA HUE5, K5 vCenter Server 3 i b IuE45 2k iy #~
FEZSAHIUE o A T USRI 2 A s B R SR iy S e s .
AR &Y
QR T 2 S EEE TR VMCA RRUE, IR R s A vCenter Server i
T RPA ME B AR Tz T Certificate Manager,
= administrator@vsphere.local [1J% 65,

R TR HLA 4N Platform Services Controller [ vCenter Server 2%:, LA T fii
Platform Services Controller [tJ =145k IP H#blil,

73
1 J33)) vSphere Certificate Manager -0t 6151 6.,
2 SRR
GG R, 1ES M VMware FIIRFESCE, M http:/kb.vmware.com/kb/2112281.
vSphere Certificate Manager i 43 fifgeh 5 2 H1 Pt 5 .
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B BIERERABENIEY (IEHEEERE)
A PA# H vSphere UE B RS SR P AT A UE B RO B @ SOEP . IR R mr, WA 7R CA &
1% CSR, A DU FIuF P Fias 4k CSR,

— PP EE U] VMCA B8 Mgk S T P b Bt 5L SSL b, fBd s 5B Uil T vSphere
A RIS

T SCUEPI, 3 VMCA Z8 kil FoE S5, WA ] vSphere Client, vSphere UE- 1557 F1 7S
SRR P Bk CLI A TFahul ., uE B 7/t VECS i,

BT A UE BRSO B U, AR TUE B EERS . 1% TAEmAR AL et 5Bl SSL Uk Fifi
G5 PR PR se B B el T EE LA i A X Platform Services Controller i 74
Platform Services Controller [JFAIE P THIFEAE .

1 RGNS TN SSL UE BRI 5 5 Pk 1542 sk 1555 2K
a  EUNIIEANL SSL uFBER CSR, % 1,
b AIHRAFIRIEA VIR G, kB 5,
2 N CAWEIRS LA BAMRUE S, SETIUET 1 /R & THNL 2 5L SSL k.,
3 WURBA AR S U, R 5,
4 Ko, fEZHEHET, EUAHEEA T A EEZERE,
1 f#iff] vSphere i PAFEERS A pUE P2 1hK (@SR )

T LA T vSphere UE A3 BRARAE BOIE B35 205K (CSR), ARG ATLUEH T4l CA Bk ik 45 N
UEBHIUEHI o 4] DA 32 S FFAAN FIIE B e R i U

2 KM SSL uFH RN 1 X AET
THEIHL SSL b1 AN EEY 5 RIS B REERSS . Platform Services Controller i N 2455 i
TE RIS MR S I T e e TR SSL uE . AT LKA & B IuET
By [ SCuEs

3 BT ST P R [ SGIET
V2 o R AT NN T USRI IR S HOUE TS {HE, Certificate Manager 137 R4tk 75
FHPUEF . oy Z MR IRSS LS, Bildn, 5 vSphere Client SCHIIFT A IRSS o EL 1T ERE
i, Bt Platform Services Controller [ o SAUED Ty S Pl , LSRR B S A i
RTTZE I

{E£F vSphere IE B EER{ZAEMIEEZRIBER ( BENIESR )

AT PAfE ] vSphere UE S ERERR A= Bub 1925 #402K (CSR), SRS ATLUKEH ATk CA Bl iR L SN IE 1570
KA o AR LA 52 SCRA AN FIE B B A B TR
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FIUAHn N S A A Tisf T H s T A

Windows
C:\Program Files\VMware\vCenter Server\vmcad\certificate-manager.bat

Linux
/usr/lib/vmware-vmca/bin/certificate-manager

BIR &
vSphere UEBEHIER PRI B fEos (s B AR M ER e 262

R CSRIN, R4atnE N\ administrator@vsphere.local [T 850, S HARERE vCenter
Single Sign-On S EE G5 A

SRR AN Platform Services Controller [lEAEiH1 A=A CSR, N RGe o fd n A A
Platform Services Controller ) =415k IP Hitl-,

TGN SSLUE AR CSR, FEHAE R PENE, XEEMAFETE certool. cfg SCfFHT,
MNTREE TR, A2 BRME s PR e T S O . LT FQDN A Ad51E .

1 (NSRRI L, JH3) vSphere WE P FRRR S BFE T 1,

2 SRR AN Platform Services Controller (1) 1P #ililsk 1414 .

3 BRI 1 DUERL CSR, #fidsfe i B, SRE R B s

TR, R — A FS . UE B BE R RUE AN R S SRR B o
WORE A BT A RO S P UE TS, W EH S sk 1 PR

VeI 5,

R R IL 3415 H Platform Services Controller [/ 1P #bhil- ok E 4144

VeI 1 LAY CSR, #nie B e, AAER IR

FEMEAE R, ORI — A F5 . MR BE R RIE AN B S SRR F e

TE4R1 Platform Services Controller 155 |, TFBEHEEAs— MIEBAIEPIA . F45 vCenter Server
TN E, UEEE A AN IR A S o

N~ o a b

BESE

PATUE ¥

Bt EN SSLIEBEiABENIER

AL SSL k45 AF AN EEY S S R FEIR S5 . Platform Services Controller ik NS T, /6

TR AT 5 HABAR S5 2 T2 i AR T 5L SSL b FILUKHEEN Y S R IIER 46
TE XU
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AR

T2 T, RSN ML B —~ CSR. %0 DLdi ] vSphere Certificate Manager 5%
CSR sk HH#f4: i CSR.

1 ZfiH] vSphere Certificate Manager 4= CSR, 152 Ll ] vSphere UL 135 BEE AR Al 1025 #aak (1
FEXUET) 6
2 ZWAR CSR, WM A= alidll CA WA ALK — M UE . WE AL L 25K
" PR/ 2048 fEHIK (PEM gt )
= CRT %zt
= x509 fiuA 3
®  SubjectAltName ¥ 7ifJ 75 DNS Name=<machine_FQDN>,
w OEULNEYIE: B, AN YT
T AEAEAR B ki CRL 43 4l BAUE E5 sl AR B
52 AT http://kb.vmware.com/kb/2112014 1] VMware A1HZESCEE, 1 fgdnfa A Microsoft 1iE Bk &A1
HJ3REN vSphere 115,
S
1 35} vSphere Certificate Manager -2 28101 1.
2 PRI 2 JHAUE T R TR R R R S
vSphere Certificate Manager #2 = ZEHIALL F & &L
= administrator@vsphere.local [1J%5 6L,
= CHRUMTIENL SSL HEXGE (Lert XXH)
»  HRITENL SSL HEXEY] (key ) .
AR EE SO L SSLuE B AuE (Lert L)

SRR T SR TR ER st T S, EE R A\ Platform Services Controller [1 [P 3
Hk.

BRELR

G vSphere 5.x IRETH2, FIREAZIUE R vmdir Hff) vCenter Single Sign-On if 45, 152 WA S
5 VMware Directory Service 1iF5,

BRRAARBARIEEERABENIES

VFZ s al )RS WM T U5 IR IR S5 HOuESS . {HE, Certificate Manager 3 Rl 75 11

WA fRRTT S PORIRSSIEES, BN, 5 vSphere Client ST A IRSS . fEZ 17 &, Bt
Platform Services Controller |- [{J 1A URH T 2 b5, VAR BRSO s 2

UEOREE NIRRT SRR, RIS =07 CA M5e B Zuk15%t .
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FEARRAUATLL A

AR

THE2 0, WSO IR A N N4 B4 CSR., #n] LA ] vSphere Certificate Manager £ i
CSR skl kR CSR.

1 3f#i 1] vSphere Certificate Manager =it CSR, 152 WL {#i]1] vSphere L1545 Fis ALl i B2 212k (F
ESGER) .

2 =7kl CA AN S LIRS sk — N ub s . LAl 1] vSphere Certificate
Manager % CSR 5 H L5 CSR, CSR WAL LA T EK
YRV 2048 (s R (PEM 4k )
= CRT #%3{
® x50 fiiAs 3
= SubjectAltName 4 7ifu 75 DNS Name=<machine_ FQDN>,
BB PUE B AR AR Subject, BN, EEAISHRT EH 4 (40 vexd ) B

o —FRIRTT

s GEPUNSHAMH: BFESH. AN BN

152 WAL T http://kb.vmware.com/kb/2112014 1] VMware H1HZE X E, T iR . Microsoft iE4575 & #1
}J3KE vSphere 1iF 15,

1 J33)) vSphere Certificate Manager -0t 51 5.

2 RERI 2 JHAUE BT AR R R E R
vSphere Certificate Manager #2 = ZEHI A LN F & &
= administrator@vsphere.local [1J%5545
w NIRRT S U AN o

® J1RAF Platform Services Controller 13 i _F 1247 vSphere Certificate Manager, W& <& A1t
SR Z H P RuE A4 (vpxd. crt Fil vpxd. key)s,

RS Sk iR AR B 11517 vSphere Certificate Manager, T2 =k N FTAT filiok 1y 5¢
FHP B AHUE 254 (vpxd. crt #11 vpxd.key ) .
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RESR

M vSphere 5.x BT, RIAEAAEH vdir FHf) vCenter Single Sign-On 4iF 45, 1152 W AF TR R
PRI VMware Directory Service iiF-15,

BNEFLAIEIERRE EXBITRIRE
L # H vSphere U FLE P TUE D PRV ER, TR BEP 200, YaTut BIRASS /A% E VECS 1Y
BACKUP_STORE f#igiH . mIVAKE FRPATHOBAEF R I ] | —IRZS

YE PRSI SIEI Y ¢ BACKUP_STORE HIIpY 4. MRGEFIFI M ARIOAILETT vphere i 1575
%, AEZRIE, WLEE L 3.

EEMAIER

SR T A vCenter GE Bl VMCA 82 RHOIETS, it {3 B B 4 4F e

ISR, S Y Hi7E VECS HIFT A HE ks,

= { Platform Services Controller 15 I, vSphere iE-BH S 1] DAFUH A sARUE-B I Pt 501 SSL ik
BRI P E45.

= EEE AL, vSphere UEBATEE R A LA SIAL SSL Uk RIRTA DL T S e

m ERARE T, vSphere IR P ARG UET

R UE A IR T R e BRI 1B T

FEHEBE#R
RGO, B, aREUE RO S U2, MIJCEEGE ] vSphere b5 il gR 5]
FeFro AEXMMEILT, FIUAR IR LRI IR CLI dE TUET 8.

THERSEIEFER

AT FEREB BRIy, BAUE A IRSS, AR OURBEEIE BRI IR SS . QSR 5
SR IRSS, WAL R A A A LN Th] o

EUEB R B, AT R B IR SS
 QERREREE AR Platform Services Controller, 15/ 2hfE AT A RS, 1E QAR SCRSFTIA .

 URREREE i FIONES Platform Services Controller, A2 A& 11 A1 Z) vCenter Server 5 5 111
VMware Directory Service (vmdird) i1 VMware Certificate Authority (vmcad), ix2efil55i217T Platform
Services Controller |-,

TIEABVA 2B
m IR PAAR RO A I B DI ERIE S .

n QUERAUEME ARG, NAEASICEARIE BN R LIRSS o IHARIET U5 T, B A IR S5 U5 66
ORI T SR RUE . FER IR UES A5 (- BIFE S ST AT IR SS, ARG WL IR A
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RTINS ARG, MR 2 A R SS, FEAEA IR UE 55 BT R B SS o
w ESEEIEIRSS, RIS PR TIA MRS

" 7F VECS PR 5L SSL ik ek T fgp 1y 5 F Pk

® P vmdir (VMware Directory Service) HRIfRE 75 2 H FE15.

HIME VMCA ZERIEB B AFTH VMCA ZZIEH

QSR VMCA ARUE B AEA AN R 21 s - A R R RR B izt 5, AT DA s AR UE 4
7N JNE] VMware Directory Service., &, R PAEHTEMIARUEAS A sof i T SSL Uk A5 AR5 ZE H1 Pk
Sr

KEFED T, AU ] vSphere 1FBA R 2% 52 A7 Bifuir 15

RFGEFA TREANEH], NHTy 22 0] CLI fir& B — A1 se BEuE Bt e ani 2B il (Hg, thn]
A TR S5 FR A BRI e & NIE S

AR &M

{47 administrator@vsphere.local 5k CAAdmins 2 HAD ] PRI DA TUES 7 B4R S5 . 152 i) vCenter
Single Sign-On ZHIs N bl o

TR

1 ZERGHTIN VMCA 254 ARk
f#iJf] certool CLI 5 vSphere Certificate Manager 52 127 2L #7110 VMCA 2543k, IEBurf &
77 %) vmdir.,

2 CKEEHL SSL b VMCA 2520k
FEAERGHTY VMCA 25 2 ARUE15 ), DU AR A o534 SSL ks,

3 RS S U RO ) VMCA 25440k
Bt HAL SSL Uk B)a, FIDARHRATARD T S P b1 oy M Pk sziass (B, ke
SUE DI T%E%W'H’]ﬁ@ﬁﬁﬁfn ISR e oE= e i Wt i

4 TEIRAGHAIAE DB VMware Directory Service k5

TETH R, OB AT AR IN fu4 vCenter Single Sign-On JiliZs 5.5 Fil vCenter Single Sign-On ik
ZIK 6.x, fEIIBN N, G F/ris T vCenter Single Sign-On IR S5 (%) SSLE1S, A4
T HAB L BB VMware Directory Service SSL iiF15,

A RFTH) VMCA ZZ1RIES

f#i[f] certool CLI &} vSphere Certificate Manager 52 #2574 810 VMCA 52 E45, FHBAE &A1 5
vmdir,

TEZ T E s, {F Platform Services Controller | iz TARIE P54 i 4o

VMware, Inc. B AT AR . 100



Platform Services Controller ¥

Bz

1 ERGHT B RS AUE AL %

certool —-genselfcacert ——outprivkey <key_file_path> ——outcert <cert_file_path> --config

<config_file>
2 KA PO EIE T
certool ——rootca ——-cert <cert_file_path> ——privkey <key_file_path>

A SRR, BHARINE] vmdir, SREEHIRINE] VECS,
3 EiArARS, FECERE RO AR EEIIRSS
55 2 ¥74F Windows #1 vCenter Server Appliance - fi A,

Y\w’/

VAR AN Platform Services Controller, A~ (- RS E) vCenter Server A 11

VMware Directory Service (vmdird) 11 VMware Certificate Authority (vmcad). 1X46fl 557F
Platform Services Controller [-iz17,

Windows
service-control --stop —-all

service-control —-start VMwWareAfdService
service-control —-start VMwWareDirectoryService
service-control —-start VMwWareCertificateService

vCenter Server
Appliance

service-control —-stop —-all

service-control —-start vmafdd
service-control —-start vmdird
service-control —-start vmcad

4  (A[dk) BEOEmMIRRIESS KA1 3] vndir,

dir-cli trustedcert publish —-cert newRoot.crt

2 2 AT vindir S0 ARANIETTIZA S, CRERTIEBERR R B A S B LRI ]

5 EHHEIIrARS .

service-control —-start --all

Rl EHRETR VMCA Z&Z1RiEH

AN /R 7R TG 1UE 4 AR CA 5 BATE I AE R BRI A 20 5
1 (Alk) FIH VMCA ARIE-B LA R HA, T U B g
® (T Platform Services Controller 7 j5akim N2z dih .

C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool —--getrootca

VMware, Inc. {82 FTHFUF .

101



Platform Services Controller ¥

PR R (AN ) W
C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool —-getrootca —-server=<psc-ip-or-fqdn>
BN LU N2

output:
Certificate:
Data:
Version: 3 (0x2)
Serial Number:
cf:2d:ff:49:88:50:e5:af

AN

2 (Wgk) #IHH VECS TRUSTED_ROOTS f%, FH¥uE 415 50 5% 1 it 405 d- e
IQD {>

TT{E Platform Services Controller 7 S AV FE Y 5 _FiatT, [Ah VECS £41h) vmdir.

"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry list --store TRUSTED_ROOTS --text

E AT — MRIE BRI T, BBl TR R

Number of entries in store : 1
Alias : 960d43f31eb95211ba3a2487ac840645a02894bd
Entry type : Trusted Cert
Certificate:
Data:

Version: 3 (0x2)
Serial Number:
cf:2d:ff:49:88:50:e5:af

3 AERCETHY VMCA ARIESS . 1Zan S AR IE] VECS 1 vmdir ( VMware Directory Service ) Hif
TRUSTED_ROOTS /%,

C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --selfca --config="C:\Program
Files\VMware\vCenter Server\vmcad\certool.cfg"

7E Windows H1, RIDAER ——config, KAiZay 2 HERIAA certool.cfg Xff.

Bt EH SSLIEBE A VMCA ZZiEH
TELE AR VMCA S ZARIE RIS, W DU RS R T T30 SSLET

& THENEA A 7T 5 bR SS 3 T el E o AL SSL uEf . L 17 AEE Y, WA
Wb FasfT L SSL i A 4. 1)1 ——server ZEUN LA SN Platform Services Controller [
vCenter Server J5[1 Platform Services Controller.

AR

eI IETATIRSS . R EhALPEUE B AR AN IR S5 o
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TR
1 AFEFUEBNEE TR S certool.cfg.
AIPAELL M2 E 452 certool. cfg:

BIERS 22
Windows C:\Program Files\VMware\vCenter Server\vmcad
Linux /usr/1lib/vmware-vmca/share/config/

2 GRS TSR EE SR E S A RZ T 5L FQDN.

SHRHUT IP #ilbE1T NSLookup, DAETEEHRT DNS SR, FHASHH “FHL4" FRhiThZzamk.
3 AR T TV AIIE S, 33 W SCRIRC SRR T2 38

Bian:

certool --genkey —-privkey=machinel.priv —-pubkey=machinel.pub
certool —--gencert —-privkey=machinel.priv --cert machinel.crt --Name=Machinel_Cert --config
machinel.cfg

4 (EIFFTEIRS, FabENEBOIE . EREAEERIIRSS
55 £ ¥r4r Windows Fl1 vCenter Server Appliance +47fr A,

T R AIEREEE FHAMS Platform Services Controller, TIASAE |15 vCenter Server 715 5 1)
VMware Directory Service (vmdird) 1 VMware Certificate Authority (vmcad). iX*Ek 557
Platform Services Controller [-iz17,

Windows
service-control —-stop —-all

service-control —-start VMWareAfdService
service-control --start VMWareDirectoryService
service-control —-start VMwWareCertificateService

vCenter Server
Appliance

service-control --stop --all

service-control --start vmafdd
service-control --start vmdird
service-control --start vmcad

5 CErubsysing) VECS,
FTA TN R B AU A P BTl okt SSL ¥ Tl 5. eG4, RETnmsE,

vecs—cli entry delete ——store MACHINE_SSL_CERT —--alias __MACHINE_CERT
vecs—cli entry create ——store MACHINE_SSL_CERT --alias __MACHINE_CERT --cert machinel.cert
——key machinel.priv
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6 EHEITAEIRS

service-control —--start --all

T~ BHTENUEH SRS VMCA EZiIEH

1

4

S SSL uEP GRS B S, FHAE AT H e AR 7N ss1-config. cfg.

Country = US

Name = vmca-<PSC-FQDN-example>
Organization = <my_company>
OrgUnit = <my_company Engineering>
State = <my_state>

Locality = <mytown>

Hostname = <FQDN>

BRI SSL UF A A Nt o AER N R S Platform Services Controller 15 5 Fisf Tt a2 A~

T __server 2,

C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --genkey ——privkey=ssl-key.priv —
pubkey=ssl-key.pub

B4 H Pl ss1-key. priv fll ss1-key.pub S,

HERCHTII TR SSLET . IHUEh VMCA 252Uk 5. Wbk VMCA root UEH 0 5 8 SCuEs, M
VMCA S5 N AT A uE Bt 4%

m  /F Platform Services Controller 5 fiok fte N\ 22k .

C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --gencert —-cert=new-vmca-ssl.crt ——
privkey=ssl-key.priv —-config=ssl-config.cfg

m  7F vCenter Server 1 ( HNscdE )

C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --gencert —-cert=new-vmca-ssl.crt ——
privkey=ssl-key.priv ——config=ssl-config.cfg ——server=<psc-ip-or-fqdn>

FAE Y70 H o g new-vmea-ss1.crt Xff.
(nJk) #H VECS [N E.

"C:\Program Files\VMware\vCenter Server\vmafdd\" vecs-cli store list

m  Platform Services Controller H[1J% H <451 :

MACHINE_SSL_CERT
TRUSTED_ROOTS
TRUSTED_ROOT_CRLS
machine
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m  vCenter Server HIf{ H <31

output (on vCenter):
MACHINE_SSL_CERT
TRUSTED_ROOTS
TRUSTED_ROOT_CRLS
machine

vpxd

vpxd-extension
vsphere-webclient
sms

5 ¥ VECS Wiy it5ibl SSL uE-B ey Mt 1H AL SSLiE45. —-store F1 ——alias {HAA1 G BRINZ R

FEAVERC.
m 7t Platform Services Controller 1, ifizfTVA Fan4-PAHHT MACHINE_SSL_CERT {#fi A5
ML SSL IEP.,

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry delete —-store
MACHINE_SSL_CERT ——alias __MACHINE_CERT

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry create —-store
MACHINE_SSL_CERT --alias __MACHINE_CERT --cert new-vmca-ssl.crt —-key ssl-key.priv

n RN S E RN AT, i T R Ay PAERT MACHINE_SSL_CERT {7 5L
SSL . TN IHEAEAANT FQDN, A S S A UUE 1S

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry delete —-store
MACHINE_SSL_CERT ——alias __MACHINE_CERT

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry create —-store
MACHINE_SSL_CERT —-alias __MACHINE_CERT --cert new-vmca-ssl.crt ——key ssl-key.priv

RV DL ESXi FARIUEF . 1S W (vSphere 241 ) HifkW.

TEZA BT B AR Bin, AT LA 4SS Platform Services Controller [1) vCenter Server 5 /5 -
TR IRSS

BERARABRIEBERAFE VMCA ZZiEH

BTSN SSLUEP)R, IR IRR 5 S b s . RO S P Baidr s (B, Ased i)
HUESH g AR A 15 B T B UE A EE R A B ]

YFZ% VMware & PRGOS SR - UET o A MUK TS SSL B A E XS . X AR A 71
P HAZ PR

w R AR R A E SIS
m ORI CAG
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IR TR SRS Platform Services Controller 7 5, AR T ) FuE1s . HaEE g
PR S R AR DT S P uE TS . fERAAINT ——server FOAFEE & _FasfTan 20, 15
Platform Services Controller Z4i#5]) Platform Services Controller,

F R ERE A R s = T PR, dir-cli list 0k Qisira T e g oy £ 0. ia
17 vmafd-cli get-machine-id —-server—-name localhost PAEFHRAF D EHUOARTEANL ID. ARl
5 K P A PR S ERE AL 1D,

AR &M
AER A A RS, R A BB A R Rk AR 55

BZ

1 EGHl—1) certool.cfg, &R, IP i, DNS ZFAL IR ETE, oA tl, flan, sy
%} sol_usr.cfg.

P EE iy A T S R 22 E T o RS S PATRE MR E . QURERBEBRMEE., AR
WEF AT RE S RIA -

2 (RBNI R S B S B MR T 5 FH P A B PG VA SRR AR S
Bian:

certool --genkey —-privkey=vpxd.priv —-pubkey=vpxd.pub
certool --gencert —-privkey=vpxd.priv —-cert vpxd.crt —-Name=VPXD_1 --config sol_usr.cfg

3 AT E ISR,
dir-cli service list

AT LA PR E s R IFI A — 1D, BN AT s

C:\Program Files\VMware\vCenter Server\vmafdd>dir-cli service list
Enter password for administrator@vsphere.local:

1. machine-1d364500-4b45-11e4-96c2-020011c98db3

2. vpxd-1d364500-4b45-11e4-96c2-020011c98db3

3. vpxd-extension-1d364500-4b45-11e4-96c2-020011c98db3

4. vsphere-webclient-1d364500-4b45-11e4-96c2-020011c98db3

LEZ0 S A R 5 ZE P EPE, dir—cli IRk B O S g S e i s = . 1a
17 vmafd-cli get-machine-id —-server—-name localhost PAZ B EHUAM HHEAL ID, f34
R P 2B BTG T AL ID,
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4 EEATEIRSS, FECEE B A . RRAEERIIRSS .
JIR45 %4 Windows £/l vCenter Server Appliance |4 i Al

B WA AN Platform Services Controller, TS5 11550 vCenter Server 15 5 11
VMware Directory Service (vmdird) 1 VMware Certificate Authority (vmcad). iX*E/k557F

Platform Services Controller |i=1T.

Windows
service-control

service-control
service-control
service-control

vCenter Server
Appliance

service-control
service-control
service-control
service-control

——stop —-all

—-start VMWareAfdService

—-start VMWareDirectoryService
—-start VMWareCertificateService

——stop —-all

—-start vmafdd
—-start vmdird
—-start vmcad

5 WA EM, e P vindir RIOBIAUE T, AR5 VECS HIfETS.

AN R R T A e vpxd IRSSHOEP

dir-cli service update —--name <vpxd-xxxx—-xxx-7c7b769cd9f4> —-cert ./vpxd.crt

vecs—cli entry delete —--store vpxd —--alias vpxd

vecs—cli entry create —--store vpxd --alias vpxd —-cert vpxd.crt —-key vpxd.priv

AR vndir FHOUETS, AR 5 H P JciEk vCenter Single Sign-On E 1T A3 SGIE

6 HFTRAIITAIRS .

service-control —-start --all

Bl A VMCA £&2@RARAAIES

1 RIS S P AR T R . Horp 541> Platform Services Controller AR EE T i
AR T 5 T P SR N R N ER T L A HAt i & (vpxd . vpxd-

extension. vsphere-webclient ) [{JEEHX) .

a  MIRAESER RN T 5 H ek Platform Services Controller [ TR /7 5 H AR R %

NS

C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --genkey —-privkey=machine-key.priv

——pubkey=machine-key.pub
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b

(RIS T4 Platform Services Controller [FE3E, 5 RE N ERY S F it U 7y
FH A RSN

C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --genkey ——privkey=machine-key.priv
——pubkey=machine-key.pub

BRI vpxd fRP T P A S

C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --genkey ——privkey=vpxd-key.priv ——
pubkey=vpxd-key.pub

AT 55 _E R vpxd-extension IR 5 P A S ST

C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --genkey ——privkey=vpxd-extension-
key.priv ——pubkey=vpxd-extension-key.pub

FEFANEEET 5 EIY vsphere-webclient fifii 75 2 11 P A il s 484 o

C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --genkey ——privkey=vsphere-webclient-
key.priv ——pubkey=vsphere-webclient-key.pub

2 8> Platform Services Controller AR BEY (5 F AU THRAN AR TS ST DA RN B 05 IR
A H A T 2 T (vpxd. vpxd-extension. vsphere-webclient ) A= % FH#if%) VMCA root UF 15254411
fiEEER 7 STk

E --Name ZHLLME— . CUEARIT S FAAEI AR, AT T A G UE S AR5 5 P 2 TRl
KAo AEET—FIEOL T, ZorBIEEII 28R, BI21 vpxd 5K vpxd-extension,

7 Platform Services Controller 15 &1 FizfTPA Fadn] iz 1 s v UsER 75 € ] AR il fid ke
JrEH U

C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --gencert —-cert=new-machine.crt ——
privkey=machine-key.priv —-Name=machine

VBRI AT SRR TS 5 T P A e+

C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --gencert --cert=new-machine.crt ——
privkey=machine-key.priv —--Name=machine --server=<psc-ip-or-fqdn>

NN REY Y vxd SRR T ST A o

C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --gencert —-cert=new-vpxd.crt ——
privkey=vpxd-key.priv ——Name=vpxd —--server=<psc-ip-or-fqdn>

NERANERT 11 vpxd-extensions fif 7y 5 P AERCUE S o

C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --gencert —-cert=new-vpxd-
extension.crt ——privkey=vpxd-extension-key.priv —-Name=vpxd-extension —--server=<psc-ip-or-fqdn>
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e IS TRA Ny AR MTEE N LY vsphere-webclient fiftbk 7 2 ] P AR RIE S o

C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --gencert —--cert=new-vsphere-

webclient.crt ——privkey=vsphere-webclient-key.priv ——Name=vsphere-webclient —--server=<psc-ip-or—

fqdn>

3 ¥ VECS Wil s 5 1 b B Bk 7y S ks

S

E —-store fll ——alias ZEAIE RS HIEIN AT VLA

a ff Platform Services Controller 75 i |, 1HiafTPA Mo S PARHe T HEH UG 5 5 A uE .

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry delete —-store
alias machine

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry create —-store
alias machine --cert new-machine.crt —-key machine-key.priv

b BN AL AT ST e

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry delete —-store
alias machine

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry create —-store
alias machine --cert new-machine-vc.crt —-key machine-vc-key.priv

c R ME TR S EIY vpxd iy S e

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry delete —-store
vpxd

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry create —-store
vpxd —-cert new-vpxd.crt —-key vpxd-key.priv

d  BiEANEEY LAY vpxd-extension fiitdl s 5 H FIETS

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry delete —-store
extension --alias vpxd-extension
C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry create —-store

machine —-—

machine —-—

machine ——

machine ——

vpxd —-alia

vpxd —-alia

vpxd—

vpxd—

extension —-alias vpxd-extension —--cert new-vpxd-extension.crt —--key vpxd-extension-key.priv

e ERMERNME TR S 1Y vsphere-webclient i 5 5 T S b

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry delete —-store
webclient --alias vsphere-webclient
C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry create —-store

vsphere-

vsphere-

webclient --alias vsphere-webclient --cert new-vsphere-webclient.crt —-key vsphere-webclient-

key.priv
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4 AR 7 %€ 1 Pk B3 VMware Directory Service (vmdir), £ Ze¥i e 8% N\ vCenter Single
Sign-On 5 H F1 550,

a iz{7dir-cli service list RFJZRHUEEANMED T Z M P ME—IRSS ID 4%, R LATE
Platform Services Controller &k vCenter Server 24 Fiaf/ T a4,

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"dir-cli>dir-cli service list
output:

1. machine-29a45d00-60a7-11e4-96ff-00505689639a

2. machine-6fd7f140-60a9-11e4-9e28-005056895a69

3. vpxd-6fd7f140-60a9-11e4-9e28-005056895a69

4. vpxd-extension-6fd7f140-60a9-11e4-9e28-005056895a69

5. vsphere-webclient-6fd7f140-60a9-11e4-9e28-005056895a69

F AERBESE Y R T 2 P, dir-cli list 10y S isIrE T S g ioe Jr %
A, 1217 vmafd—-cli get-machine-id —-server—-name localhost PAZFRE:A LKA M1
FHLID. BRI M P 2R EE AL 1D,

b 7 Platform Services Controller | ¥t vmdir Hif 5 LuE 45, Flan, i
machine-29a45d00-60a7-11e4-96ff-00505689639a }J Platform Services Controller Hi[1) 1154 iz
RER, WhisfTe S

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"dir-cli service update —-name
machine-29a45d00-60a7-11e4-96ff-00505689639a —-cert new-machine-1.crt

c AR NMEERTY S N vndir FRIRTEEANIET . B, ak
machine-6fd7f140-60a9-11e4-9e28-005056895a69 ~4 vCenter Server H1 1A RO T M 7,
THEfTI A%

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"dir-cli service update —-name
machine-6fd7f140-60a9-11e4-9e28-005056895a069 —-cert new-machine-2.crt

d  BreREAME R R vndir i) vexd fiRDUT S UETS . B, i
vpxd-6fd7f140-60a9-11e4-9e28-005056895a69 *y vpxd fi#k 5 % 1 F1 ID, sl Tk ar

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"dir-cli service update —-name
vpxd-6fd7f140-60a9-11e4-9e28-005056895a69 ——cert new-vpxd.crt

e B ANEEEAT S vdir T vpxd-extension fRDE T ST TS B, Gt vpxd-
extension-6fd7f140-60a9-11e4-9e28-005056895a69 /) vpxd-extension iRk ;7% H 7 1D, ihiafT

i

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"dir-cli service update --name vpxd-
extension-6fd7f140-60a9-11e4-9e28-005056895a69 —-cert new-vpxd-extension.crt
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f AR 51 vsphere-webclient fiftt 5 2 11 b5 4, 41k vsphere-
webclient-6fd7f140-60a9-11e4-9e28-005056895a69 ~/ vsphere-webclient it ;7% H 7 ID, ifia
T4

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"dir-cli service update --name vsphere-
webclient-6fd7f140-60a09-11e4-9e28-005056895069 —-cert new-vsphere-webclient.crt

m

ek

TS EhEE Platform Services Controller 5 s RN FRS 5 IO RS

*H

TR &KX IMEREH VMware Directory Service iF$H

TEFHG RErh, RO EREE R REETH 10T vCenter Single Sign-On Jix/k 5.5 A1 vCenter Single Sign-On Jix /<
6.x. fEILIGHL N, I A i21T vCenter Single Sign-On I 55175 &if SSLUET, TLAZIP TH A2
¥ VMware Directory Service SSL iF 5.,

vmdir i i} VMware Directory Service SSL iiF 15 1] 741/ T vCenter Single Sign-On & 1
Platform Services Controller 15 5.2 Al T2 Tk

[ £U4 vSphere 6.0 il vSphere 6.5 7 i U AL AIABI AT E ST TIXEL B MAELL MBOL N F 23T
XEGP K.

. EfEEHR[H AR vCenter Single Sign-On 5.5 1l vCenter Single Sign-On 6.x /IR %% .
= vCenter Single Sign-On il 55% & il vmdir £z .
= X[ T1z17 vCenter Single Sign-On 6.x JIx 551115 55, THUPKEERIA VMCA S5 &b 1580y F e k5.

R R AR SS 2 i e THEAN IS . 1l AN VMware Directory Service UE .

1 {riz17 vCenter Single Sign-On 5.5 Ik 5110715 5 |, 157 EIIABELAE A vCenter Single Sign-On 6.x
K55

a ST E C:\ProgramData\VMware\CIS\cfg\vmdird,

b 6.xT A Ol vmdircert. pem SRR, FEHERR# ) <sso_node2.domain. com>. pem,
FH 1 <sso_node2.domain.com> 2 6.x 15,51 FQDN,

c HHEaTAIIEBE SR C:\ProgramData\VMware\CIS\cfg\vmdird DLEEIAT I HlES
2 EUEHUEBRIRT A L E RS S) VMware Directory Service.
HLAM vSphere Client H1E T B2 sh k555l ] service—control i,

£ VMCA {EZ4 RIEliE B % 4544

T PIKE VMCA root UFEPBEHC AU EEH fudE VMCA 155 —=75 CA Z4uE45. WA R, VMCA A mifT
UEP B AR SE RS . T DU A U e i A s e 35
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1B
v

1

[

Brfiur 45 (Hal CA)

¥ VMCA UE Rk 8 SCIEBI S —2 A CSR, R & 1) CSR. RJE, BB ZUEB1EN
MU INE] VMCA,

B L SSLUFFS (rhifa] CA)

LA E] CA S Zar BT VMCA root iF )5, #4m] DU AT 115541 SSL FP .
B s Z Pk (Hpial CA)

RSN SSL uEBfm, AT g 7 S Pk,

ERA NS VMware Directory Service iiF45

LETFRast R, IR RS AT REEFIN (U FE vCenter Single Sign-On Jii Ak 5.5 #1 vCenter Single Sign-On Jilx

A B.xo FEMIENL N, W EHIEAE s, T vCenter Single Sign-On JIR 55175 &) SSLEH5, M
ITHAE BRI RE R VMware Directory Service SSL iiF 5.,

HIAMRIES (iE CA)
Bt VMCA LE1 4k [ SCUE B S5 J 42 CSR, BIAEAS AN CSR. 485, A AUE B MARIE D
NINE] VMCA.

FTLAE RS P 5 AR At T2 A= i CSR. CSR i 2 VA R 2K -

WA/ 2048 7 Hk
PEM #3t., VMware 5747 PKCS8 1 PKCS1 (RSA #4/]) . #4117 IN%] VECS J&, £ty PKCSS8,
x509 A 3

SRS T BETIRIE SO, HTAGES, CA P RBATET, true, I LU ZAAHEZ RS
o,

WA CRL 2544,
“HsE R PITE” RIS s B IRk SS A SRR E
SUEBHEE LA IR S . VMCA i71] OpenSSL BRik#t i, HI 10 Mk,
AR EBER TS 24 DNS SHRIIUET .
AHEBIH VMCA [ /E CA.

12 ), http://kb.vmware.com/kb/2112009 H11¢) VMware H1iH 4 5E,  (1F vSphere 6.0 18] Microsoft
UEBIUE A AR A G SSL kA5 ) DIREUEE H] Microsoft tE 453k HIAGIH 7~

BIARUE PR, VMCA 5L Fuk+ m i

BRI 2048 (k%
B B
RPN . E A CA
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Platform Services Controller ¥

Bz

1

A:pk CSR FRFH AR 4 45 CAG
F M CA I W T4 R

HEIFEZS A VMCA UE LA N 2= CA Blifll CA 11528 CA S5, fRAFZC:, i,
P17 rootcal.crt,

AP PEM A% ATE CA WEE BB PRSPk se st P . DL VMCA ARUIE A%, FHUAR CA
PEM iF 5452 #lan:

EFATAEIRSS, BB AE . AR FE RS o
AR %% 4 Fr4F Windows /1 vCenter Server Appliance |4 A,

T SRR FHANES Platform Services Controller, NIR2A{E | 1S5l vCenter Server 154 |1
VMware Directory Service (vmdird) 11 VMware Certificate Authority (vmcad), xR %% 7F

Platform Services Controller ['iz1T.

Windows
service-control

service-control
service-control
service-control

vCenter Server
Appliance

service-control
service-control
service-control
service-control

4 B4 VMCA R CA,

——stop —-all

—-start VMWareAfdService

—-start VMWareDirectoryService
—-start VMWareCertificateService

—-stop —-all

—-start vmafdd
—-start vmdird
—--start vmcad

certool —-rootca —-cert=rootcal.crt —-privkey=rootl.key

AT A, SHETEL MR

BT SUIRUE R IN B SR R e U7 1
w B E SCHRIEBEINE) VECS Hif) TRUSTED _ROOTS fifigh (ZERJE) .

OB EE SURUEBME IR vadir (BERE ) o
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5 (k) EREEHEEEHES] vmdir (VMware Directory Service ) [HITAG 5451, B iir 5 & 7 5
vmdir, FHRIEEEA SR 5E SR 12

B

dir-cli trustedcert publish —--cert rootcal.crt
T 30 MilEAT— vmdir 552 I . CRFRARUER B IS VECS, [A2h VECS 231y 5 408t
1) vdir HH TR IE SO
6 (Fldk) waRE, wILAsREREE VECS,

vecs—cli force-refresh

7 HFTREITAIRS

service-control —-start —-all

. BRIRIER
fifi 1] certool 14 H11 —rootca GeliiE VMCA ARUE55 40k H 2 X CA FRUEH .

C:\>"C:\Program Files\VMware\vCenter Server\vmcad\certool" --rootca —-cert=C:\custom-certs\root.pem - -
privkey=C:\custom-certs\root.key

BT AR, SPUTLLFEIE:

w RO U SRR B I RIS R R I uE A A

w R E SCRUE 1SR %] VECS Hhift) TRUSTED_ROOTS f74i# 1,
K SURUES S N 2] vmdir,

R

IR R TTEE, ATDAMIE BB PRSI R A VMCA HEB . i Tk, WA vCenter
Single Sign-On 25 uF 15, 12 WIilHT Security Token Service il 15,

it EH SSLIEH (#E CA)
MR ] CA IS 2 VMCA root 3iEHJ5 , AT DU AT 1201 SSLiF 4.

XECLTRIR E 5B VMCA TEIEB U RIS H BARE . Hig, EXFMEILF, VMCA
SO A UE B T35 44

A SRR T T 5 FAIR 4 T2 A T BEHL SSLAIE B fESH AEh, BATERA
T Fasf T L SSL U AR A A . i ——server ZEUNE A SN Platform Services Controller [
vCenter Server J5[r] Platform Services Controller,

ARG
W TR AN SSL UET, SubjectAltName #4117 DNS Name=<Machine FQDN>.

VMware, Inc. B AT AR . 14



Platform Services Controller ]!

w

1

®

AT EHUE B G TN E H—1) certool.cfg,

AIPAZERL A2 445 certool. cfg:

Windows C:\Program Files\VMware\vCenter Server\vmcad

Linux /usr/1lib/vmware-vmca/share/config/

A PRI 19 s SO S SR DAARZ LY FQDN

AR 1P #ihHET T NSLookup, PAREE ZFRA DNS 52k, FHEESCHH “EME" TR FRZAHk,
1231 1 S B SO AR VST A TR PR S

Bilan:

certool --genkey —-privkey=machinel.priv ——pubkey=machinel.pub
certool --gencert —-privkey=machinel.priv --cert machine42.crt —-Name=Machine42_Cert --config
machinel.cfg

EIERTEIRSS, JREh B A . (AR IR SS o
k55 #74F Windows #l1 vCenter Server Appliance 7 fi A,

AR EREL S T ANES Platform Services Controller, NIA~2A2 11 K155 vCenter Server 5 5. 119
VMware Directory Service (vmdird) 1 VMware Certificate Authority (vmcad)., iX*E/lk557F
Platform Services Controller ["iz17T.

Windows
service-control —--stop --all

service-control —-start VMwWareAfdService
service-control —--start VMwWareDirectoryService
service-control —-start VMwWareCertificateService

vCenter Server
Appliance

service-control —-stop —-all

service-control —-start vmafdd
service-control --start vmdird
service-control --start vmcad

KegruE A nE| VECS.
BT EA B RR B AL B A T O Fookamd SSL b Tilfs. BB a4 H, RamngisH.
vecs-cli entry delete —-store MACHINE_SSL_CERT --alias __MACHINE_CERT

vecs-cli entry create —-store MACHINE_SSL_CERT --alias __MACHINE_CERT --cert machinel.cert
—-key machinel.priv

6 HFTREIITAIRS .

service-control —-start --all
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Bl Bt &L SSLIEH ( VMCA A g CA)
1y SSL ub IR E S, A 4T H ek By ss1-config.cfg.
Country = US
Name = vmca-<PSC-FQDN-example>
Organization = VMware
OrgUnit = VMware Engineering
State = California

Locality = Palo Alto
Hostname = <FQDN>

2 OUPEHL SSL UFBAERE A . AEREME R 0A Platform Services Controller 155 isfTitar4-; A
T __server 127,

C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --genkey —-privkey=ssl-key.priv —-—
pubkey=ssl-key.pub

KA mr H Pl ss1-key. priv Ml ss1-key. pub 3ff-

3 AAHI T EAL SSLUE . kTl VMCA ZE 40k 15, Witk VMCA root Uk 1554 118 k15, 1)
VMCA 0B SE AT A UE B 7254 6
m  /F Platform Services Controller 7 /5 ke N 2255 .

C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --gencert —-cert=new-vmca-ssl.crt ——
privkey=ssl-key.priv —-config=ssl-config.cfg

®m  {F vCenter Server Ff ( Jpafedt ) .

C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --gencert —-cert=new-vmca-ssl.crt ——
privkey=ssl-key.priv —-config=ssl-config.cfg —-server=<psc-ip-or-fqdn>

KA 2w F SRR Al new-vmea-ss1.crt SXfF,
4 (Algk) HIH VECS MINA.
"C:\Program Files\VMware\vCenter Server\vmafdd\" vecs-cli store list

m  Platform Services Controller H[1J% HH 7= 451 :

MACHINE_SSL_CERT
TRUSTED_ROOTS
TRUSTED_ROOT_CRLS
machine

m  vCenter Server HI{ H <31

output (on vCenter):
MACHINE_SSL_CERT
TRUSTED_ROOTS
TRUSTED_ROOT_CRLS
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Platform Services Controller ¥

machine

vpxd
vpxd-extension
vsphere-webclient
sms

5 ¥ VECS Wiy it5iblL SSL uk-BE i Hit it 5l SSL k4. ——store #ll ——alias S BRINZ R

EEs AN
= {F Platform Services Controller H1, ifiz{TLA Ny LASUHT MACHINE_SSL_CERT {7 HHff) i1 53
ML SSL k45,

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry delete —-store
MACHINE_SSL_CERT —-alias MACHINE_CERT

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry create —-store
MACHINE_SSL_CERT —-alias

MACHINE_CERT --cert new-vmca-ssl.crt —-key ssl-key.priv

w ERENE SRR A, ins TV Ry DA MACHINE_SSL_CERT {7 HHEiAL
SSL k. M TR HEALEA AN FQDN, R4 s S AU UE TS

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry delete —-store
MACHINE_SSL_CERT ——alias __MACHINE_CERT

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry create —-store
MACHINE_SSL_CERT --alias __MACHINE_CERT --cert new-vmca-ssl.crt —-key ssl-key.priv

BimRARAPIES (H1iE CA)

AR AL SSL UL JR, TR RS S b .

YF% VMware & PRGOS SR P UET o A ORI SSL AR A E XUk o XRS5 1
e HA PR

w  UEBA T ARER R RO B E SR,

m COREEHIHIA CAG

FrH RN P RS Platform Services Controller 515 - tH RO S Pkt HagEdntsEAs
PR S F A ey e . FERAAMNE ——server U I FiafTan A0, ]
Platform Services Controller 24#5|11 Platform Services Controller,

uls

RS R Ry S T P IE B, dir-cli list P aIEITA T S G e oy £ P, 1=
1T vmafd-cli get-machine-id —-server—name localhost PAZE#AE/ N ML AMTTEN] ID, AR
7 P ARSI THEL ID.

BIR &M
MBI S M UEB A A Subject, 4N, HEEEMRITEM 4 (40 vexd ) sCHAME—
PRIATT
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IFH]—15 certool.cfg, &R, IP Hilk. DNS LA IR LET7E, HEda & tl, flan, sy
%} sol_usr.cfg.

BRI D GE I Ay A TEA B R Ay 2 b . R TT R AR E MRS B R EAME B, AR
U A RE 2 iR TG o

B 5 SCIIC B S g MBI 5 S P Al A TR VB ERRIESS
Bian:

certool --genkey ——privkey=vpxd.priv —-pubkey=vpxd.pub
certool --gencert —-privkey=vpxd.priv —-cert vpxd.crt —-Name=VPXD_1 --config sol_usr.cfg

B REF MR S A8

dir-cli service list

FIDAsE PR TR [ ME— 1D Ry AN H T RE o o

C:\Program Files\VMware\vCenter Server\vmafdd>dir-cli service list
Enter password for administrator@vsphere.local:

1. machine-1d364500-4b45-11e4-96c2-020011c98db3

2. vpxd-1d364500-4b45-11e4-96c2-020011c98db3

3. vpxd-extension-1d364500-4b45-11e4-96c2-020011c98db3

4. vsphere-webclient-1d364500-4b45-11e4-96c2-020011c98db3

LEZ B S AR T R eI, dir-cli kS0 S e ST = A, 1a
17 vmafd-cli get-machine-id —-server-name localhost DA+ EHURAR HH5HL ID, 4
il Ty = P 2R T EAL 1D,

EIEArAIRSS, R EEE eI AR EEIIR S o
Az 55 ¥4+ Windows A1 vCenter Server Appliance G,

SRR FANES Platform Services Controller, TIA~2A2 11 F1i5 5D vCenter Server 55 1Y
VMware Directory Service (vmdird) 1 VMware Certificate Authority (vmcad)., iX*E/k 357
Platform Services Controller [-iz17,

Windows
service-control —-stop —-all

service-control —-start VMWareAfdService
service-control --start VMWareDirectoryService
service-control —-start VMwWareCertificateService

vCenter Server
Appliance

service-control --stop --all

service-control --start vmafdd
service-control --start vmdird
service-control --start vmcad
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5 RS vmdir F VECS FRUIILAUIE P .
MTARITT P, I B DEs . 5140
dir-cli service update ——name <vpxd-xxxx—xxx-7c7b769cd9f4> ——cert ./vpxd.crt

vecs—cli entry delete ——store vpxd ——alias vpxd
vecs—cli entry create —-store vpxd ——alias vpxd ——cert vpxd.crt ——key vpxd.priv

E WA vndir LR, gDy T P ok E R 2 vCenter Single Sign-On.

6  HFFTREIITAIRS .

service-control —--start --all

Tl BiERATERAPIES ($1E CA)

1 RS T P A A T = T . Horhuddife)> Platform Services Controller AR HE £
TSR U P TS S H P S IR M E B A A HAMB R T T (vpxd ., vpxd-
extension. vsphere-webclient) 554,

a  NIAXEE TR 22k Platform Services Controller [ THEAIUR IR Ty 5T AR s
PIA o

C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --genkey ——privkey=machine-key.priv
——pubkey=machine-key.pub

b (A% XYM Platform Services Controller [AE52 , 15 AN R 5. 0 M U
F P AN

C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --genkey —-privkey=machine-key.priv
——pubkey=machine-key.pub

c  ONEAMEET R R vpxd RIS S P AR R TR

C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --genkey ——privkey=vpxd-key.priv ——
pubkey=vpxd-key.pub

d ONREANMEEE S Y vpxd-extension iR 5 AR RGN

C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --genkey ——privkey=vpxd-extension-
key.priv ——pubkey=vpxd-extension-key.pub

e RN S _ENY vsphere-webclient iR 75 5 T P A= B g0

C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool —--genkey ——privkey=vsphere-webclient-
key.priv ——pubkey=vsphere-webclient-key.pub
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2 & Platform Services Controller 1R/ NMEEE A THRAURGL TS 5 PR DANCERANEEE 5 L rOEs
AN HAM R TT % TP (vpxd., vpxd-extension. vsphere-webclient ) 4= 1371 VMCA root HIF 5254411
RO T S Pl

E ——Name SEATIME—, CUIGARAR T S P AAEIZFR, T2 G UE 5 Siee 5 5 1P 2 Al o
KR TEATRA—RPIHFI T, ZonflE g4k, 5140 vpxd Bf vpxd-extension,

a ft Platform Services Controller 15 i FizfTPA Faga Al iz 1 i i v B U 75 5 - A= plefid ke
T E PR

C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --gencert —-cert=new-machine.crt ——
privkey=machine-key.priv —-Name=machine

b OWREANVE NS ER TSRS SR AR

C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --gencert —-cert=new-machine.crt ——
privkey=machine-key.priv —--Name=machine --server=<psc-ip-or-fqdn>

¢ OB MEET AR vpxd RS SR AERGIES o

C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --gencert —-cert=new-vpxd.crt ——
privkey=vpxd-key.priv ——Name=vpxd —-server=<psc-ip-or-fqdn>

d CHEANEEEY S Y vpxd-extensions gk 77 5 T P AR G

C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --gencert —--cert=new-vpxd-
extension.crt —-privkey=vpxd-extension-key.priv --Name=vpxd-extension —--server=<psc-ip-or-fqdn>

e s TV My AR NMEEET I LAY vsphere-webclient fifdt s 5 H P A B UETS

C:\>"C:\Program Files\VMware\vCenter Server\vmcad\"certool --gencert —--cert=new-vsphere-—
webclient.crt ——privkey=vsphere-webclient-key.priv ——Name=vsphere-webclient —-server=<psc-ip-or-
fqdn>

3 ¥ VECS HIRIMREL /5 5 F P b -l i e fdt o 7 2 F Pk s
# —-store fll ——alias ZEAIE RS HERIN A FR5E A VAL,
a {F Platform Services Controller 5,5 |, 151af7PA My & DA Hr B UG T 2 ) uks .

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry delete —-store machine —-—
alias machine

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry create —-store machine —-—
alias machine —--cert new-machine.crt —-key machine-key.priv
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b BN Y AL TR ST e

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry delete —-store machine —-
alias machine

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry create —-store machine —-
alias machine --cert new-machine-vc.crt --key machine-vc-key.priv

c BRI R vpxd SRS SR

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry delete —-store vpxd —-alias
vpxd

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry create —-store vpxd —-alias
vpxd —-cert new-vpxd.crt --key vpxd-key.priv

d bR NME R SRR vpxd-extension fifdk 7y & H UE

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry delete —-store vpxd-—
extension —-alias vpxd-extension

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry create —-store vpxd-—
extension —-alias vpxd-extension —-cert new-vpxd-extension.crt —--key vpxd-extension-key.priv

e AN LR vsphere-webclient fifdh /5 5 H ik

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry delete ——store vsphere-
webclient —-alias vsphere-webclient

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry create —-store vsphere-
webclient —--alias vsphere-webclient —--cert new-vsphere-webclient.crt ——key vsphere-webclient-
key.priv

4 i Ry 5 ) P15 B 3T VMware Directory Service (vmdir), S40BHid &%\ vCenter Single
Sign-On £ DA

a ia{Tdir-cli service list AJZRHUER MU ) HOME—)IRSS ID f54%. nILATFE
Platform Services Controller &k, vCenter Server £2%; Fia{TiH a2,

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"dir-cli>dir-cli service list
output:

1. machine-29a45d00-60a7-11e4-96ff-00505689639a

2. machine-6fd7f140-60a9-11e4-9e28-005056895a69

3. vpxd-6fd7f140-60a9-11e4-9e28-005056895a69

4. vpxd-extension-6fd7f140-60a9-11e4-9e28-005056895a69

5. vsphere-webclient-6fd7f140-60a9-11e4-9e28-005056895a69

T AR A R T P EBIN, dir—cli list [ il 1 s pea ik 5 %
A, 1217 vmafd—-cli get-machine-id —-server—name localhost PA&FRE LKA 1
FHLID. BRI P 2R EAL 1D,
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b 1 Platform Services Controller |- 24 vmdir Fffit 54 10E . B, ik
machine-29a45d00-60a7-11e4-96ff-00505689639a ~/y Platform Services Controller H{ 114/ fif
R, Wl TS

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"dir-cli service update —--name
machine-29a45d00-60a7-11e4-96ff-00505689639a —-cert new-machine-1.crt

c AR NEER S A vndir WROTERENLIE . B, anii
machine-6fd7f140-60a9-11e4-9e28-005056895a69 } vCenter Server WA G T 5 H P,
Haf T2

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"dir-cli service update —-name
machine-6fd7f140-60a9-11e4-9e28-005056895a069 —-cert new-machine-2.crt

d BN SRR vdir HY vpxd RS Z P UETS . N, and
vpxd-6fd7f140-60a9-11e4-9e28-005056895a69 Jy vpxd fiftt /7 5 11 ID, 1iiaf Tibar 4

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"dir-cli service update --name
vpxd-6Td7f140-60a9-11e4-9e€28-005056895a69 —-cert new-vpxd.crt

e EHENMEERY SR vndir F11) vpxd-extension fiEpk 7y & P UES . Ailn, Wi vpxd-
extension-6fd7f140-60a9-11e4-9e28-005056895a69 ~j vpxd-extension fEk /7 A 1D, iHisfT
Il

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"dir-cli service update —-name vpxd—
extension-6fd7f140-60a9-11e4-9e28-005056895a069 —-cert new-vpxd-extension.crt

f o B 151 vsphere-webclient fiftk )y S b5, 51, 4R vsphere-
webclient-6fd7f140-60a9-11e4-9e28-005056895a69 ~#J vsphere-webclient itk 52 H )7 ID, 1hia
T4

C:\>"C:\Program Files\VMware\vCenter Server\vmafdd\"dir-cli service update --name vsphere-
webclient-6fd7f140-60a9-11e4-9e28-005056895a069 —-cert new-vsphere-webclient.crt

EREERXIMEREE VMware Directory Service iEH

EFRaI R, IR ] AR ET IS U 4E vCenter Single Sign-On JiiAs 5.5 #/1 vCenter Single Sign-On it Ax
6.Xo flﬁt‘l‘ﬁb‘zﬂ( W E 21T vCenter Single Sign-On IR 5519715 5510 SSL Uk, MIwAZI TH AL S
BB VMware Directory Service SSL if 15,

vmdir fi [f] VMware Directory Service SSL i 15 1] /£ 41T vCenter Single Sign-On % [t
Platform Services Controller 77 5 2[RI THE T-H4F

[ (04 vSphere 6.0 il vSphere 6.5 T ri (U AT BT E ST TIX I MAEPL M EDL N A28 T
XL

. IAEEA[EIN UG vCenter Single Sign-On 5.5 #1 vCenter Single Sign-On 6.x k55 .
= vCenter Single Sign-On fIx 554 & %2 il vindir 0 .
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®  XJ}iz1T vCenter Single Sign-On 6.x RS &4, THEIPEERIN VMCA 252Ut BN HE Xk,

TSR R SRS Z NI e THE N AT . B AU VMware Directory Service 1E45.

PR
1 {£iz17 vCenter Single Sign-On 5.5 Ik 351175 fi I, 17 EIAEILAE A vCenter Single Sign-On 6.x
i} &

a S E C:\ProgramData\VMware\CIS\cfg\vmdird.

b 7E6.xTE FOliE vmdircert. pem SAHIEIZAR, JEHEA44 ) <sso_node2 .domain. com>.pem,
Hrh <sso_node2.domain.com> & 6.x 15,5 FQDN,

c CKEm AU EHIEl C:\ProgramData\VMware\CIS\cfg\vmdird DLEFHILA 1L HuE1
2 {EC BT AL T8 Bl VMware Directory Service.
T PAM vSphere Client H1 51 jHshlik 55k (#i ] service—control #34-,

1£ vSphere F{ER BENXIEH

QAR TR AR, WA LLEEAE vSphere H i FH 2ol AT Uk -0 58 = 5 sl Al CA 25411k
Ho WRPIT T IHERE, W VMCA BATEUE-BiEd . B354 vCenter U7 7E VECS Hi,

AU T A U P e R AR T 2. BN, RILAS i e T MIgmE A b1, (HERE VMCA 25
PRI S b o T S Pk BAGE H T4 vCenter Single Sign-On 51T S5 IT

T WRAFTEM VMCA, WA 5% AT A UESS 8 HIIES B A S0 4L DA SR TS
Do

B s ] 5 SCUE TS, s n {8 )1] VMware Certificate Manager 527 3H THF B, 152 W4T
Hub 2o B e XaEPs (UEPRERERT )

QEARAE b5 vSphere Auto Deploy i 273, 1152 WL http://kb.vmware.com/kb/2000988 f1]
VMware H1iHJ% 355 2000888,

S
1 iEKUEBIH AN HE AR
AIDAE A S =7 CA R EXUET . 55— 2 m CA wiRuEBHRARUE 1S\ VECS,
2 BNl SSL uE RN H e SGIET
Wl e SGEBE, ALV SRR
3 BT ST PR [ SGIF
R EAL SSLuEBJE, ALK VMCA 25 il 5 ZE TP i B ok 88— J5 sl uk 1.
4  TEEAHRIMET G VMware Directory Service il
ETHR R, A (KBRS N BEETIN £u3T vCenter Single Sign-On filiZk 5.5 il vCenter Single Sign-On Jik

A 6.xo FEIIBIN, WS EHIE/Eis]T vCenter Single Sign-On IR 55075 50 SSL UETS, MLAZH
THAE BT e VMware Directory Service SSL i 43,
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EKRIEHHSNBEXRIES
ATDAGE ks S5 =05 CA Y FESCIETS o 252052 ) CA iR RAARUE S S\ VECS.

AR

UEAS I L LA T K

YR/ : 2048 f7sk R (PEM 4ifd )

PEM 1%, VMware % f PKCS8 1 PKCS1 (RSA %4 ) . W4HININEI VECS =, 2%l PKCS8.
x509 JiRA 3

SFHUET, CA Y JRMAE N true, TH cert 25 LN AHEBR A EH

SubjectAltName 471117, DNS Name=<machine_FQDN>,

CRT #5t

BEVUNENAGEN: 8784 ArTHiAE., BanE

E AT TA] L — R F R 7]

CN ( fl1 SubjectAltName ) 14}y vCenter Server Ji5HLHE) ESXi AT (5 IP HikE)

[ AV B EE = uE B AR Ak L FUETH CSR.

AL AL SSLUE S . 4T FHL SSLuE1S, SubjectAltName - BAIL & T4
PR l8 4 (DNS NAME=machine_FQDN)

(A BEMRA A GE Y i B AT IR SRS o DT 5 P AR (04 1P 3t
Hk EALZ SRR B IE U A RIIET A

m (k) HIT4MNEE Platform Services Controller S8 A UL 7 5 b o iz BANET-
Platform Services Controller [ 115541 SSL 1uFP5.

WE, 5B B PEM XD A Platform Services Controller 5 FET S 2544 SSL Ul .

2 4t TRUSTED_ROOTS 7#f& M54l SSL 174

vecs—cli store list

a  PYATARIEBAIRT G HHEL SSL UF 518 VMCA &5 41F 45,

b iHIC T ST L Bk FE” B “Fik CN” TR

c (M) fEH Web RItEEs, T SE B THY S0 HTTPS &8s, A UEBEE, HimtkiZ
5L SSL uF F5ARVTHL .
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3 (EILFTEIRSS, FEhALEEEB A . RRAEAEIIIRSS .
JIR45 %4 Windows £/l vCenter Server Appliance |4 i Al

AR ER i TSNS Platform Services Controller, NS5 |15 5) vCenter Server 7 & 11
VMware Directory Service (vmdird) 1 VMware Certificate Authority (vmcad). iX*E/k557F

Platform Services Controller |i=1T.

Windows
service-control

service-control
service-control
service-control

vCenter Server
Appliance

service-control
service-control
service-control
service-control

4 RATHEENX root iF 15,

——stop —-all

—-start VMWareAfdService

—-start VMWareDirectoryService
—-start VMWareCertificateService

——stop —-all
—-start vmafdd
—-start vmdird
—-start vmcad

dir-cli trustedcert publish —-cert <my_custom_root>

IRAE R AT LA T SRR, RO,

5 WEHESIITARS

service-control —-start —-all

RESR
WERAFIRIEHZEE, AT AMER frtig rh R R G dhr)

VMCA HRUES . ansRPATIEEAE, A28 vCenter

Single Sign-On 1. 5% Wil # Security Token Service il 15,

Bt BN SSLIEPE A BEXIEH
W FESGIER IR, A s A TSRS

A HFENEA I T T S5HARIRSS I T B AR AL SSL Wb, fEL W s, BAER
WA P T N SSL I BAE A L. i H] ——server XM LA NS Platform Services Controller [

vCenter Server 57 Platform Services Controller.
WAEA L ME EA R A B -

= administrator@vsphere.local [ 65

= HPUNTIENLSSL HEXGED (Lert XXH)
w AREITRAL SSL FHE Y] (L key LR o
= Root I FE XU (Lert K)o
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R L R T B AN Platform Services Controller [1) vCenter Server |izf a4, 1
Platform Services Controller [ IP }ilil-.
AR

WSS =7 Al CA WA ST LIRS

3

EHIIUN: 2048 R (PEM 4ihd )

CRT #%:{

x509 JiA 3

SubjectAltName 470112 DNS Name=<machine_FQDN>,
BEVUNEAMGEN: 8784, AnEiAE., BinE

= FFr RS, PECFRE T O . R R AR IIIR S5
Ik %% % ¥74F Windows #1 vCenter Server Appliance |45/l

(S

WAL T 4MES Platform Services Controller, MIASAME 1A= 5) vCenter Server 55, 1

VMware Directory Service (vmdird) 1 VMware Certificate Authority (vmcad), X¥EiR557E
Platform Services Controller 1217,

Windows
service-control —-stop —-all

service-control --start VMWareAfdService
service-control —--start VMWareDirectoryService
service-control --start VMWareCertificateService

vCenter Server
Appliance

service-control —-stop —-all

service-control --start vmafdd
service-control --start vmdird
service-control --start vmcad

EORBIGA AL, AR CA B EIR A LUE A 2] VECS.
FIr A T STV S EAMB T 7 P AFTUE S R SSL A Tl %

vecs—cli entry delete —-store MACHINE_SSL_CERT --alias __MACHINE_CERT
vecs—cli entry create —--store MACHINE_SSL_CERT --alias __MACHINE_CERT —--cert <cert-file-path>
——key <key-file-path>

HHREIITAIRSS .

service-control —-start —-all
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. HITEN SSLIEREABENIER

AR sl 14 Windows 22 FIFTHRATL SSL uF5 ¥k 5 Xk 45 AT LARARIRE 5 TA I i A1
s ERYTFEAL SSLET

1 1%, MER VECS hiELAuED,

"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry delete --store MACHINE_SSL_CERT —-

alias __MACHINE_CERT

2 R, BIESALE.

"C:\Program Files\VMware\vCenter Server\vmafdd\"vecs-cli entry create --store MACHINE_SSL_CERT —-
alias __MACHINE_CERT --cert E:\custom-certs\ms-ca\signed-ssl\custom-wl-vim-cat-
dhcp-094.eng.vmware.com.crt ——key E:\custom-certs\ms—-ca\signed-ssl\custom-x3-vim-cat-—
dhcp-1128.vmware.com.priv

BERARAFPIERERABEESR

FER TS SSLUETSSE, FTLLKF VMCA 25k )y 5 P b5 B o 5 =0 sk 5.

YFZ VMware & FURBHIRDT SR T o A HCR P51 SSL b5 B e Sk ts o 1IX AR A 71
A HZ e AR K

w R T REE T EGE SR .

m RG] CA

fiEec Ty 2 T P JTTIE % vCenter Single Sign-On #E1T ST, @IS uF154%%, vCenter Single Sign-
On ¥ ik T7 150 Bt SAML A1, Jf HLR DT S P4t 112 SAML 4o HoAth vCenter 41443647 &
PYBEAIE

PR EEY SRR Platform Services Controller 15 i E TR RIS k1. HRE s>
PRSI HA s s e . FERATANIE ——server IUEFE S FiafTan A0, 6]
Platform Services Controller Z4{fi|71] Platform Services Controller,

ui

B A RIS A e T = PUEPIN, dir-cli list ARG 0 Sira i s 2 A7, e
1T vmafd-cli get-machine-id —-server—-name localhost DAEFREENEHUAR TFEHL ID, A ME
5 P AR B R AL 1D,

AR

m IR/ 2048 f7sl R (PEM 4t )
= CRT %3

m X509 filuA 3

= SubjectAltName 4 %ifu 75 DNS Name=<machine_ FQDN>,

» MRS T PRI AR Subject. BN, RS T E M (40 vpxd ) B
”&—‘*ﬂ?\bﬂfﬁio
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w QWELUNEYIEN: BeRssa, AN Bl
Bz

1 EIEAIRSS, RSP O . LRI IR S o

service-control —-stop —-all
service-control —--start vmafdd
service-control —-start vmdird
service-control —-start vmca

2 EREAMRITT P RAER

dir-cli service list

AT B S A5 3= PTFR0E— 1D S AR HY AT RE s R

C:\Program Files\VMware\vCenter Server\vmafdd>dir-cli service list
Enter password for administrator@vsphere.local:

1. machine-1d364500-4b45-11e4-96c2-020011c98db3

2. vpxd-1d364500-4b45-11e4-96c2-020011c98db3

3. vpxd-extension-1d364500-4b45-11e4-96c2-020011c98db3

4. vsphere-webclient-1d364500-4b45-11e4-96c2-020011c98db3

LEZ7 B A AR D T S I PUEPI, dir—cli ARk S g S A s =2 P, s
17 vmafd-cli get-machine—id —-server—-name localhost DA EHIAM ML ID, B
iR T 2 FH P 2R B ads o 5L 1D,

3 ARSI, HIRIE S VECS Fl vdir HEELAIETS
DI RIS o

vecs—cli entry delete —--store vpxd —--alias vpxd
vecs—cli entry create —--store vpxd --alias vpxd —-cert vpxd.crt —-key vpxd.priv
dir-cli service update ——name <vpxd—XXXX—XXX—XXXXXX> ——cert vpxd.crt

E AURAE e vdir RIGUESS, WIfEER TS 5 R JCEEAT vCenter Single Sign-On i/E T S35 IE .
4 FUEHRSITAIRSS

service-control —-start --all

TR &K IMEREH VMware Directory Service iE$H

ETF R Firp, FsHOEREE Rl AEETR (U iE vCenter Single Sign-On ik 5.5 #l1 vCenter Single Sign-On i/
6., {EMIEN T, QIR EHIE/E 11T vCenter Single Sign-On [ 45475 i) SSLiE1s, WA THth 25
¥ VMware Directory Service SSL iF 15,

vmdir i i} VMware Directory Service SSL iiF 15 1] /£ $1/T vCenter Single Sign-On & il
Platform Services Controller 15 /5.2 bl TR Tk,
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[FII 047 vSphere 6.0 i1 vSphere 6.5 15 fi IR S HEAIATIA T EHG TIXEL TR MAEVL MEDL N 280 T

m  IAEEHEI UG vCenter Single Sign-On 5.5 #11 vCenter Single Sign-On 6.x k55 .
= vCenter Single Sign-On JIlz55% ¥ %2 il vindir %idj .
= 11217 vCenter Single Sign-On 6.x JIRZ5 11755, THIPKERIN VMCA 252 uk B H 7 SCuk.

A B R BDIRSS 2 M e A I . il AN VMware Directory Service iF 15

JiFE
a B E C:\ProgramData\VMware\CIS\cfg\vmdird.,

b F6xTh FAld vmdircert. pem XAHMEIA, K FEA4 M <sso_node2.domain. com>.pem,
Hrh <sso_node2.domain.com> & 6.x 1y FQDN,

c BEmANUEREHIE C:\ProgramData\VMware\CIS\cfg\vmdird DL AT 12 HIuE .
2 ECEUEBIIRTA AL S8 B) VMware Directory Service.
TTLAM vSphere Client R E 37 )2 sl 558 ] service-control w4,
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—41 CLI n] H}+45# VMCA ( VMware Certificate Authority ) . VECS ( VMware Endpoint Certificate
Store ) L} VMware Directory Service (vmdir), vSphere Certificate Manager 525 S H-F 2 AHIAT:
%, ABFBhuE A PR PR At IR 55 75 H] CLL,

fRIH ] SSH 1B 21475 shell, 15[R] CLI T HPUSEHUE BROCHRS . A0 FEAIEE, 1520 VMware
FHREESCEE, LM http://kb.vmware.com/kb/2100508,,

TR P, TS T O CLI iy & Bt 510 il
R 4. RTEBIERMXEKRSH CLI TR

CLI Eiiia I
certool AEROFATHRUE 15, BT VMCAD certool #UHft a4 55%5
(VMware UE PBEELIRSS ) 155070
vecs—cli I VMware i BEESBINN A . BT vecs-cli iy 24
VMAFD,
dir-cli {f VMware Directory Service H1 I dir-cli iy 2%

HriEd. JE T VMAFD.

sso-config JL2E yCenter Single Sign-On il . fEk a2 1T1H0).
ZHNGIUT, {#)1] vSphere Web Client 5%, 17 vCenter Server 4[4 Z LA T41TF
vSphere Client, i iZ a4 T E = B
DY

service-control JAAhE RIS, B, bR TE EsfTEAb CLl s 2, =Tk A A
ias (G EN

CLI L&

BRUASBLF, ATLLEAR N DA F Az E & 4 CLI,

Windows C:\Program Files\VMware\vCenter Server\vmafdd\vecs-cli.exe
C:\Program Files\VMware\vCenter Server\vmafdd\dir-cli.exe

C:\Program Files\VMware\vCenter Server\vmcad\certool.exe

C:\Program Files\VMware\VCenter server\VMware Identity
Services\sso-config

VMware, Inc. B AT 400 130


http://kb.vmware.com/kb/2100508

Platform Services Controller ¥

VCENTER_INSTALL _PATH\bin\service-control
Linux /usr/1lib/vmware-vmafd/bin/vecs-cli

/usr/lib/vmware—-vmafd/bin/dir-cli

/usr/lib/vmware-vmca/bin/certool

/opt/vmware/bin

1F Linux I, service—control My AELRBIRTE AL,

A MG YN Platform Services Controller 2552 vCenter Server &4z 1r2%, NAPIH ] ——server
Z 45 Platform Services Controller,

ARZEDHE T DA 8

m 21T CLI FIrf vkl

m  Hi certool fid BT
= certool ¥k AT LS
m  certool FHia A%

m  vecs-cli &Sk

m dircli (%%

IZ1T CLI FTEE A4
FITAs AR T IR CLI AN ESaA T & B, X T RZLnETE R, Aubdud Al vCenter
Single Sign-On I (BkiAl vsphere.local ) R G, 74004 ATEERTAT I 6E

dir-cli AR AHI (2RIAH vsphere.local ) (R HR DI2H A i GEIZAT dir—cli iy
Lo WRARE P EMEN, RgkienEim A\ A vCenter Single Sign-
On I 51 ( 2k1AH administrator@vsphere.local ) [{%541

vecs-cli e, P FERT EAAIAT SeEE s PR P A B Vs R4 . Windows
R AR PR Linux B root AT 52 B U5 TR
MACHINE_SSL_CERT 1 TRUSTED_ROOTS 7#iJ& T Hiikizfit. {4 root
PP el TP CHOR T2 RE 22 ) i s v AR

certool KZH certool Ay FE B PR BRI Bl. FIra Al LlisfTA R
e

m  genselfcacert
®  initscr

m  getdc

= waitVMDIR

B waitVMCA
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m  genkey

®  viewcert

E X certool FLEIEIN

51T certool ——gencert Bk FECH AL LF BRI E AT EEAr AN, ey S-S S S P AT A . T LATE
AT R S, i - - config=<file name> FEHUERINAL B CAF, BB AN,

BRIMBH T, BE A certool. cfg iz TFRA Mz T,

BERG B
Linux /usr/1lib/vmware-vmca/config

Windows C:\Program Files\VMware\vCenter Server\vmcad\
XA A BA DL N BRAME 2 AT R

Country = US

Name= Acme

Organization = AcmeOrg
OrgUnit = AcmeOrg Engineering
State = California

Locality = Palo Alto
IPAddress = 127.0.0.1

Email = email@acme.com
Hostname = server.acme.com

WINPT R, WA AT IR E A SO, sl A AT MR, T DA G
QR E SRR, SRIGGENZSCE . ] ——config AT IR E 1230, fRE se Rk, B
HeAR A RIRIEL,
certool --gencert —--config C:\Temp\myconfig.cfg
AT AN, B, RN, s T N e e

certool - -gencert —-privkey=private.key --Locality="Mountain View"

8T ——Name DI UE 510 F AR kT CN TR

PR T R PR, IR A)E, %4k <sol_user name>@<domain>, {H AR EERE R LA
235, NIMTPAHESGZ 4K

AL SSLUE, f# T EALY FQDN,

VMCA {52 VFf#i H]—/> DNSName ( 7t Hostname =), (HA RV AR B #4058 00 . 4nse IP
Honk i e, M 2 474%7E SubAltName i,

fifi ] ——Hostname 245 UL SubAltName ) DNSName.
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)

certool YA S S %

certool Pk AP DU RUF PRS2k . B AR VMCA Z8 A uF A . SR UFB A RS T
HAthuF P PR E

EULIER T, @ﬂw?f@aﬁ‘x#{%ju certool A, 1S certool it kT, 45— FER
B, ESIEIA VMCA 252 0F B BT VMCA Z520E 1 4 AT E B T e T e = B
certool --initcsr

HERUE 2R K (CSR). S 1] A2 PKCS10 SCEEFTE %4

i R

—initcsr AR CSR BN bt

——privkey <key_file> L S R o

——pubkey <key_file> IS B S AR

——csrfile <csr_file> K1EE| CA IR CSR SIS 4,
——config <config_file> ficl B ST 22 7R . BRIAN certool.cfg.
ikap

certool —-initcsr —-privkey=<filename> --pubkey=<filename> --csrfile=<filename>

certool --selfca

QI B A ZUEBI T B S 20 CA B e VMCA IR5%s. i I IRIUE B 5 VMCA IR S5 25 i i 1 75 72
Z—o TR PSS = iduE 5 5 % VMCA fil 55+, N\ﬁﬂ% VMCA s e CA. 152 WAk ] VMCA fE
jﬂ'l' RAIUE-B A 454

a5 A B I = R A UEAS LA G0 BRI DX 5

IR Ei::22
——selfca AR A UE T IN AT I
——predate <number_of_minutes> FOVFESEARUE B o s B T B M mi (] 2 JiTr
FRES IS LS B TR BT E IR DXL, =Ko
——config <config_file> P B S P s AR BRIACH certool. cfg,
——server <server> VMCA JIRZS s e 24 M. BRIMEIUT, Zar 2 H] localhost,
filan

machine-70-59:/usr/1lib/vmware-vmca/bin # ./certool —-predate=2280 --selfca --server= 192.0.2.24 —-srp-
upn=administrator@vsphere.local
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certool --rootca

SRR . B ERUE AL 407 NE] VMCA, VMCA G448 i iR uE 15331 72544, (B E AR IE
BUBRZAEE, HEEFE AR i XEWE, AP NUgEnt2er, e e A fae
FAUES

prinlil HR

——rootca SR CA Bl F5 5

——cert <certfile> U S AR

—privkey <key_file> L IS MR 12320 PEM itk =,

——server <server> VMCA JIRF5eitn e 27, ERIMESE R, %4661 localhost,
flan:

certool —-rootca —-cert=root.cert ——privkey=privatekey.pem

certool --getdc
A& A vndir {5 FROZRINE 2 o

2RI Eiiipu

——server <servers> VMCA ARZS #5027, ERAEIL T, 1Zar2{# ] localhost,
--port <port_num> AT 5. BRI 389,

flan:

certool --getdc

certool --waitVMDIR

“%:4F VMware Directory Service iz{ Tk &4 ——wait FEE IR S50, R Hbre i 5 -tk I ic 58w ] )
FyEAT5S, BlamREERAISS

LT 3%

—-wait AR A B, BRIMEN “37 &

——server <servers> VMCA ARZS #5127, BRASILT, 1%ar2{# ] localhost,
--port <port_num> AT 5. BRI 389,

flan:

certool —-waitVMDIR --wait 5
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certool --waitVMCA

TFAr VMCA IS5 TEICF A E RN 55 Rl 5 HA et A 60 T TR E 55, I an et 15

D ik

——wait ISR B BIMERN “37 &

——server <server> VMCA IR e 4 M. BROMEIUT, Zar 4 H] localhost,
——port <port_num> AR S o BRIA G T 389,

4 :

certool —-waitVMCA —-selfca

certool --publish-roots
s EHTARUEAS o by & 75 B TR

TN iy
——server <server> VMCA R&5#ei e 2 ke BRIMGH N, Zar4-f#i 1] localhost.
flan:

certool —-publish-roots
certool EEGELSE
i certool EHHa4, EAJPIIE | AR EUE A MG A FSUEP IS B

certool --genkey
HER T TR A o XS SCPRff e ] T A2 VMCA 25 241 uE1s .

e HR

——genkey HER T RN A2 G A A ds o,

——privkey <keyfile> L SIS R

——pubkey <keyfile> AL EE iR ALY

——server <servers VMCA JIRSS#1 Ik, BIAGIL T, 1Zar 241 localhost,
il .

certool —--genkey —-privkey=<filename> --pubkey=<filename>
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certool --gencert

M VMCA JIRF5 s b1 b 2] certool. cfg SRARERC B S HIIE Bo AT LA TZUE B E
A UEA B s S/ e

e 7

——gencert HERGUE-BIN A TR

——cert <certfile> USRI AR 2SR A0E PEM 2Rl rafs .
——privkey <keyfile> L SIS TR 12000 PEM Zafisfiofs =X,
——config <config_file> B2 SR P e 20k, BRAN certool. cfg.

——server <servers VMCA JIRSS#1 Ik &k, BAAGDIL T, 1Zar 241 localhost,
Bilan

certool —--gencert —-privkey=<filename> —-cert=<filename>

certool --getrootca

DI T3 2ATEHI Y piAl CA UE45, WA SEE e # 1y hhiat Ttk a4, 15{# 1] Platform Services Controller
WA MR 2R CA. o HIEIEDS, e SO A TR 12,

PRI R

--getrootca FTEVARUE B S A 750

——server <servers> VMCA JIR S nI e 4k BRINGOLT, 1Zar2-f#i1T] localhost,
Bl .

certool ——getrootca —-server=remoteserver

certool --viewcert
VI T AT A TEIE R A i 2 B

D Bii:p%

——viewcert BHEUEBIN A EI

——cert <certfile> Fic B SCEEI T e 4R, BRIA certool. cfg.
filgn:

certool —-viewcert --cert=<filename>
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certool --enumcert

5 VMCA IR S5 ¢ TIRIIFTAUE R . ATy fFilter 2200, PTG UE B mAY . I58hek

\‘JA :/H\E E"jiﬂ;‘:':g o
2RI Eiyuy
——enumcert HIH T UL R T3

——filter [all | activel

Bian:

certool —-enumcert —-filter=active

certool --status

Frstiiiseas . FEERTHEIRS). MRS AL e

i VMCA Jik 55 ik FE (IE B S B e A e i RIEBE M, Mk Certificate:

REVOKED, 7%t Certificate: ACTIVE.

o

ZET
—-status
——cert <certfile>

——Sserver <server>

g

certool —--status —-cert=<filename>

certool --genselfcacert

R

A UEF RN T
PLE SR SR, BRIAY certool.cfg.
BN

VMCA JIiS5#s 1] 2 25 Zan A1) localhost

AR SR B AR B R A UETS o tbar R Al H R = RAGUEAS LARE G Y B DX

o

P

——-genselfcacert
——outcert <cert_file>
——outprivkey <key_file>

—-config <config_file>

Bian:

Ei::2%

AR S A UE B AT

UEB S AR, ZSAAUE PEM 4Rt
LB AR 2SR HUE PEM ZRibis .
Pid B S ARI P] AR BRACH certool. cfg,

certool --genselfcert --privkey=<filename> --cert=<filename>

VMware, Inc. B AT AR .
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vecs-cli &%

vecs—cli a5 n] H T4 # VMware Certificate Store (VECS) 52451, ¥fixttay4 5 dir-cli #ll certool
B A5 AT AT FEUE-B AR R ZE A9 A1 HiAth, Platform Services Controller Ili55 .

vecs-cli store create

BIEUE A7
I R
——name <name> WA 2R,
--server <server-name> QAR R rofE VECS 921, AT IR s 2k,

——upn <user-name> Tk 5] ——server <server—name> 5/ 1RSS5 #5924 HU%

PERRATR. QIR , 204N PR o, it 2%
FROFFFAT R 4B P PR, TS R root JHLP,
i

vecs—cli store create --name <store>

vecs-cli store delete

MEEIE /7% . o MEs: MACHINE_SSL_CERT. TRUSTED _ROOTS #il TRUSTED _ROOT _CRLS %%
Fifit o B AT P AT AR gk 75 2 TP 474 o

D ik
——name <name> SRR UE A PR
——server <server—name> QiR AR R VECS 9248, MIHFHe e RS A 4FR.

——upn <user-name>

57T —-server <server-name> f8iE MRS S5 H
PRI, BUHEERT, SE M AR O, R, 2
SR WWFHV Ifi A~ s root I,

flan:

vecs-cli store delete —-name <store>

vecs-cli store list
HIHUFB A
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——Sserver <server-name>

——upn <user-name>

VECS 45L&,
% 4-2. VECS HhpyEE

i1y
IR R iR VECS S48, T iR ds s 4.

1ok ] ——server <server-name> 712§ 551 T
FUEREFR BIEREN, S SnTH IR Al R, 12
FOTA 25 24 00 H R, TSSO root I,

=3
5L SSL % (MACHINE_SSL_CERT)

SRR (TRUSTED_ROOTS)
TS S

®  machine

= vpxd

®  vpxd-extension

m  vsphere-webclient

VMware, Inc. { BT AR .

L%

m 1554 vSphere i RSO AERAR 2540

® ] VMware Directory Service (vmdir) {5 N ZUHS5E FIREAS
Platform Services Controller 3 5 |- {# H .

vSphere 6.0 J B = RRAS R AT A7 I 55 mad (o FH 1501 SSL ik

MR AT S . T I FEA e, 5.x RS UL IR

N e BRI, HEEEHRSS (0 vpxd ) 5B E S AL AT

RS,

WE A Z SRS

VECS MEAMRIT S B —AN e . BEAMROT S e

I AR AZRME—1, 140 machine WF BANAEE A S vpxd WF 15

AR

fifch 7 2 T PE 33 T Tk vCenter Single Sign-On 3T 455

iiF. vCenter Single Sign-On 2 & iF 55 AR, (HAK 2

MiEASIErE . AN TR T, BRIy e B E AT

R RS,

PA MR 7 58 F P Bt A A A TR SRR MR N 2

Y VECS Hi.

®  machine: FIZHMFETEERS . YFrTUEARSS S A H Bl iR sl
s

& Machine iRy 5 T e 5 HHEEAL SSL 13 T4
FeRo ARSI S UE B T3 T SAML A fss i,
ML SSL UET I T L b 24 SSL e,

= vpxd: vCenter R FH LT (vpxd) FEAg A TRV ERYY SRR
NGB o voxd A R A il s 2 F P e 455t
vCenter Single Sign-On 317 S5 1IF

m  vpxd-extension: vCenter JJ {7, U4F Auto Deploy IR
% . Inventory Service LA RANE TRy S P LAl
555 o

m  ysphere-webclient: vSphere Web Client {7fi#%, i~ tufifH:
ftb—2EiR 55, At aERIZRIRSS

£/~ Platform Services Controller 13 {5 —/> machine U 43,
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& 4-2. VECS HmyE (%7)

)

vSphere LIl S I HIRE 243 7 (BACKUP_STORE)

HoAt 22

g

vecs—cli store list

vecs-cli store permissions

R
F VMCA (VMware LE-BE RS ) FRRICRrIEBIRE . (CRHRT
RIRASAFE A, JOERIEIZAE B,

filt )y ST RE SR I LABE . 140, Virtual Volumes fitbh 5825
I SMS [, iHMEBGXESE LS, FRIE VMware SCR Bk
VMware FITH 7 SR BRI T B M

7 % TRUSTED_ROOTS_CRLS 14 AT et E AL ib e
Mo 52k &% TRUSTED_ROOTS_CRLS f#fi%,

BT R IALR . ] ——grant B¢ —revoke £,

FEERT A H P AP THT A #0E, EE T RHGEAR . A vCenter Single Sign-On IS0 EE 0T (BRI
administrator@vsphere.local ) X E LG T AL, O8ER T RHREEAER .

Al PUF ] vecs—cli get-permissions ——-name <store—name> K2 /EAEI L T4 .

—-—name <name>
—-user <username>
——grant [read|write]

——revoke [read|write]

vecs-cli store get-permissions
O E A S AR

i1y

LRI AR

BEAZ TP ASBRIN P TRmfE— 447
B S AR

SIS AR AT AR S

——name <name>
——Server <server-name>

——upn <user-name>

vecs-cli entry create

i1}
UEHAFRE I TR
IR e e R iR VECS 924, W TR ss e .

5555 ——server <server—name> F5E RSS2 S99 T)
PIERATR OV, S7E YT PSR h el BRI, 2%
T 22 R P EAsE, AN EE root [P,

1 VECS haldt—"1acH o ke S mfefig s in—"% s ek B
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I

——store <NameOfStore>

—-alias <Alias>

——cert <certificate_file_path>

—-key <key-file-path>

——password <password>
——server <server-name>

——upn <user-name>

vecs-cli entry list
FIHARE PR 4 H o

R

UEB A 2R

WEPR R A& . XS TSR AT root J, 2T .
A SR SE R

SUEATRI R FORE IR ST 12

Ak,

L IR s i .

InAR ke Rl R VECS 9, W R IRSS e,

T4 5% E-—server <server—name> 57 HINRSs A1 H
PR, BIEEERT, SE M AR O, R, ZE
HIFTAT & "HGFHFHF Il AR root

P

—-store <NameOfStore>

vecs-cli entry getcert

i
UEBAFERI LR

M VECS HGZRUES o AT LARFIEF Ak 2 HH SR sloks HL s o TR SR

gl

—-store <NameOfStore>
——alias <Alias>

——output <output_file_path>
——text

——server <server-name>

——upn <user-name>

vecs-cli entry getkey
W AFHETE VECS IIyassfl, DM 47 %

i1y

UEB A 2R

UEF 4

LRI G NUEB IS

L RUER I AR

R ECRE VECS 93, WHIT- R IR S5 e 24

Mok s —-server <server—name> 55 (IR 5559451 HI
PERARR, OV, S7EYar S Esh el Rk, 125
HIFTAT o M A8, fiASEUE root I,

% SO EeRE H o g N RSO

T
—-store <NameOfStore>
—-alias <Alias>

——output <output_file_path>

VMware, Inc. B AT AR .
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I 3%

—text BB AT A R,

--server <server-name> IR EICRE VECS 9, I TR IR S5 e 244
——upn <user—name> 55 ——server <server—-name> 15 E MRS 7SS 1]

PUERARR. QUEEEI, 24 R PR Ol BRI,
RO A 552 24 PR PR, TS R root FRLF.
vecs-cli entry delete

MERIEBAFE T RIS H . s MER VECS HhiruscH, e KN VECS HK AREER . ME—RIBIINE M TR
W5, VECS #1451 vmdir,

IR R

—-store <NameOfStore> S URER ISR/ 8

—-alias <Alias> FIERIA H A4,

--server <server-name> AR R VECS 9, T E s+ 405
——upn <user—name> 45 ——server <server—names> 35 E IR 55H#s 21 1)

RS QUERFERS, SAEMETH IR U R, i
FORTAT 0 IR, AN B root s

-y WA R BOE T TS

vecs-cli force-refresh

SRR VECS, ERAMEBAL T, VECS 245 5 2841 vdir FH{ iR 35304, 4 a4 B 5387 vndir
11 VECS.

prill iR
-—server <server—name> WUERAERE R s VECS 9], W T HRE RS v 245
——upn <user-name> HI Tk 5l ——server <server—name> 37155 #5411

PIERERR, CIEER, 2 S0 P EREsrh el R, 120%
MR 02 M4m0 1 EAsE, mAREGE root JT .

dir-cli 664 5%

dir-cli SR 7 3R VMware Directory Service (vmdir) H QIR BRI S P A HbK DA M
USR] DU ] dir—cli 5 FERI#S 1) Platform Services Controller 524503 DhhgZk A1 .

dir-cli nodes list

HHFRE M Platform Services Controller S5/t vCenter Server %%,
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TR Ei3)

—-login <admin_user_id> PRMESL T, JASHb vCenter Single Sign-On a4 £ 51
administrator@vsphere.local,

——password <admin_password> RGP S, AR A, BRI R,

——server <psc_ip_or_fqdn> YRR JCEE Platform Services Controller 714 Hbr,
et FH I ZeTi . $87¢ Platform Services Controller (1 1P Ml ak
FQDN,

dir-cli computer password-reset
iR I L R U . AR ESA I Platform Services Controller 52451, e Wi E R A Hl.

i ik

—-login <admin_user_id> PRINE LT, NZAKHE vCenter Single Sign-On S £ 01
administrator@vsphere.local.

——password <admin_passwords BN, RRIEE RN, HERERR,

—-live-dc-hostname <server name> Platform Services Controller SZi 24 i £ FK o

dir-cli service create
OISR T ZE P o L =T e 5 S0 o

prinlil HR

——name <name> ORI 2 M 2485

——cert <cert file> UEP SRR 2, X T DUE VMCA 254 IE e s = ik 15

——ssogroups <comma-separated—groupnames> Wy 2 T Pk B iR E A .

——wstrustrole <ActAsUser> BT SN PR B N E A P ST I A . et im i,
TTE AR Ty 2 ) P 75 BAT T PRRF AL

-—ssoadminrole <Administrator/Users B DTy T Pl ActAsUser 4115k b, ActAsUser ffia il
PRI DA AR ] A TR

—-login <admin_user_id> RN LT, K vCenter Single Sign-On #1077 # 01

administrator@vsphere.local.

——password <admin_password> PR GUH Y, AR R E Y, B IR B R,

dir-cli service list
I dir—cli THERIfRE T E P

P R
—-login <admin_user_id> TRINIE LR, 7K vCenter Single Sign-On S50 H 5
administrator@vsphere.local,

--password <admin_password> EH DTN, RARAEE S, HERERR,
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dir-cli service delete

I vendir Hr sk T ST IR Rk TT ZE P, BT AT IR IR SS RN B TG vendir SEBIRO AT A A R
TrRARH.

TN Ei7)
——name BN A S E AR RIS E Y 78
——login <admin_user_id> PRINIE LT, 7kl vCenter Single Sign-On ST 51

administrator@vsphere.local.

--password <admin_password> BBV, AR ES, HREE R,

dir-cli service update

SRR KRR P, BRSS S tr. IEATIA G, VECS $H7E 5 45 Bl STBLIL TS, sk PGS
Ml vecs—cli force-refresh JgHilHT .

gl iR

--name <name> TR TT P2k,

-—cert <cert_file> T ICE IS5 IIUET #Fk

——login <admin_user_id> RINTEOLT, KAt vCenter Single Sign-On il {2 F1 51

administrator@vsphere.local.

——password <admin_password> HHLGUH P, AR E S, HoREE R,

dir-cli user create

B vndir FE AL . A A R] R  2 AAS % vCenter Single Sign-On 4T S35 b AT
o U ARE R AL B A H a2

prin iR

——account <name> T vCenter Single Sign-On JTI 04 #5,
——user—password <password> VRl SE G TR

——first-name <name> D alivE<E

——last-name <name> RN} dHEN

—-login <admin_user_id> PRAENL T, M vCenter Single Sign-On i/ Fi 5

administrator@vsphere.local.

—-password <admin_password> BBV PR, AR E S, R,

dir-cli user modify
MR vedir HRFEE
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ET
——account <name>

——password-never-expires

——-password-expires
—-login <admin_user_id>

——password <admin_password>

dir-cli user delete
Mg vendir FRRS$RE F

%

M4 11 vCenter Single Sign-On [ 44 Hx,

QTR AT Platform Services Controller $E/T 455

PIRISE!

EMESS O K™, HLEZE PR X BAT 55 A 2 A 4 B i S 45

1EIEAT, FRHZIEITR A true.

PR 20

WH KT —password-never—expires BEI, 114141k
oy true.

LRI R, A vCenter Single Sign-On a3 £
administrator@vsphere.local.

DR . AAORFEE D, R ER R,

Tk

P
——account <name>

—-login <admin_user_id>

——password <admin_password>

dir-cli user find-by-name
FEAMAE vndir tRE T AT ik

R AR IR T4

iR
FMES ) vCenter Single Sign-On T S04 %5,

PRINIE LT, 7K vCenter Single Sign-On S5 £ 51
administrator@vsphere.local,

DU . AR E i, KRR,

——level WHIHIHRE A .

P
——account <name>

——level <info level 0|1|2>

—-login <admin_user_id>

—-password <admin_password>

dir-cli group modify
¥ P s A g M B C A4

VMware, Inc. B AT AR .

Eiisay

THIFSY vCenter Single Sign-On J 4875,

R A

= 2300 - kAT UPN

m 1 - 00 0 15 8+ ik

L] 9& ]2
,Jﬂ‘mﬁ\ S bR R R S bR

BRIAZAIR 0,

RN OLT, A7 vCenter Single Sign-On 1) F1 51
administrator@vsphere.local,

IR PSR . QURARIEEEN, HRERER.

G0 0+ R AEEIIFRIC, IR BUERRC . B kA
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——name <name>
—-add <user_or_group_name>

—-login <admin_user_id>

——password <admin_password>

dir-cli group list
FIHFRE N vmdir 41,

Eiyuy
vmdir 2R,
TR B 227K

PRINIE LT, Sz vCenter Single Sign-On 510 5
administrator@vsphere.local,

IS . AR E D, KRR R,

i
——name <name>

—-login <admin_user_id>

——password <admin_password>

dir-cli ssogroup create

LEARS, (BRINN vsphere.local ) FHI 4,

%
vmdir RGP 2, i ] A A R e AU A7 A

PRINESL R, A vCenter Single Sign-On 34 HE 57
administrator@vsphere.local,

LD RO . AAROR R E D, RS ER R,

IR APLTEE vCenter Single Sign-On 3d Pt AR, EEbar o Blan, WeReld—44l, 24
JE R LR INE] vCenter Single Sign-On St G320, ARZ B8 INEZ AT ]8R2t i # 61

TR

] DLE vCenter I N SANSR /3 Tid4s vCenter Single Sign-On 3114, 1520l {vSphere 241 ) K%,

——name <name>
——description <description>

—-login <admin_user_id>

——password <admin_password>

dir-cli trustedcert publish
B ABAERIARUEAS A A 2] vmdir,

i}
vmdir AR Iy 487 NFRT.
NN BV (13498

RN OUT, A3t vCenter Single Sign-On il ff) &7 F1 51
administrator@vsphere.local.

IR . AR I, 2R R,

prill
——cert <file>
——crl <file>

——login <admin_user_id>

VMware, Inc. B AT AR .

Bi:3%9
UEAS SRR 12
VMCA 37 Fpib ki,

PRAATESL N, JyAdb vCenter Single Sign-On (1) FH D1
administrator@vsphere.local.
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I
—-password <admin_password>

——chain

dir-cli trustedcert publish
B SABAERIARUEAS A 2] vmdir,

i1y
I, AR i, 2R R,
IARRART e, TR, AR,

IR
——cert <file>
——crl <file>

—-login <admin_user_id>

—-password <admin_password>

——chain

dir-cli trustedcert unpublish

R
HE SRR A2 o
VMCA 37 Fpib ki,

SRINENL R, A vCenter Single Sign-On 1555 i
administrator@vsphere.local.

FHLDH R . AR E D, R ER R,
IARRAT R REAUE S, T HEE IR, AF T,

UM R AT 41 vandir RIS AEAEAES . a0, QR CR AR UES AN vandir FLZUEAS A A IIER
FA A HAR IR IORRUES , WA RETItds4 o BUH A A AS PR T OUEAS 2 AR B — 93

Bl
——cert-file <file>

—-login <admin_user_id>

—-password <admin_password>

dir-cli trustedcert list

ST FTAT S AR ARAOARUEAS S X B 1D, 8T

iR
I & AT FE TS SR A2

AAENL T, JyAdb vCenter Single Sign-On (1) F D1
administrator@vsphere.local.

EHLDH R . AR, R

FFS ID A fEfdi ] dir-cli trustedcert get #Zukf.

P

—-login <admin_user_id>

—-password <admin_password>

dir-cli trustedcert get

M ovmdir B 22 2 AR TR LS A S5

VMware, Inc. B AT AR .

R

RN OLT, A vCenter Single Sign-On i) F1 51
administrator@vsphere.local.

IO PINER . QUERARIEEEN, HRERER.

EISCA T
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ET

—-id <cert_ID>

—-outcert <path>
——outcrl <path>

—-login <admin_user_id>

—-password <admin_password>

dir-cli password create

R

WS ZUFBIY ID,  dir-cli trustedcert list @2 iir

D,
SO B N BIB .
4§ CRL TS NBIRIBR . MR b,

SRS, hZCHE vCenter Single Sign-On a4 £
administrator@vsphere.local.

DR . AR T D, RS ER R,

BT S R AEOR B S  Mear & AT BREE =5 oy S P D

BT

—-login <admin_user_id>

—-password <admin_password>

dir-cli password reset

i34
TRINIE LR, Nz vCenter Single Sign-On f5 1 H 53
administrator@vsphere.local,

TG P ED, RS R, MR,

P B T P . GRS R AR B DU P, WP EEH] dir-cli password change.

g
——account
——hew

—-login <admin_user_id>

——password <admin_password>

dir-cli password change

i}
LA LA BOHT R ASIRTR 20
FEE RO o

WRINESL R, AHh vCenter Single Sign-On 345 HL 51
administrator@vsphere.local,

RGN . QUERARTEE S, K BR.

FILE A L3 . B BRI MO IO P, A BB T . PR AT LAE ] dir—c1i password

reset T T HY
BT R
——account T2
—--current =L ORIEN) IRl RN I AT
—hew A BT

VMware, Inc. B AT AR .
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1TEPEHERR

PLR 380 Platform Services Controller JEf TS HERR IR AD B . Ao H AL, 1548 Z SO0
1 VMware H1IHFEZR % .

AREEVIE TPA N
®  fifiiE Lookup Service #1511 Al

»  JoiE{di ] Active Directory i {754k 351 T2 55
PR RE, vCenter Server E A
®  VMware H /I35 E Hil T2 K 1]

m 5! Platform Services Controller 37454

m  Platform Services Controller JI.55HE5| ]

H7E Lookup Service $HiRAIER
vCenter Single Sign-On Z¢%¢ 5 /45 2% vCenter Server, vSphere Client ik vSphere Web Client 1% 1%
iE] R

vCenter Server F11 Web Client ‘43587 i 7R4i1% Could not contact Lookup Service. Please check
VM_ssoreg.log. ...

S|
SEOZIER SR Z M, AR R RN BRREE - B KRR LSRR BRI AR B
BRTE
1 IiFiz{T vCenter Single Sign-On. vCenter Server £l Web Client (=41 AU aIE A2 .
2 EHEWERM IR E H S

EZIHEH, RAINGN SRS $TEMP%,
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FEH SR, RV N EE.

ZHE e 2 N A . G —4HE, HhE R Initializing registration

provider...

HE

java.net.ConnectException:
Connection timed out: connect

java.net.ConnectException:
Connection refused: connect

Unexpected status code: 404. SSO
Server failed during
initialization

Ul BB RAT4EIRVL Could not connect
to vCenter Single Sign-On FFk

R RO TT 5

IP A A, 195 k8561 E T % vCenter Single Sign-On [1Jij[11, k% vCenter

Single Sign-On 3,

THER-I K R BE L vCenter Single Sign-On i 11 (BRIAH 7444 ) iR B2 e

vCenter Single Sign-On [T A CPU . 1/0 Fil RAM i,

IP Hbhikek FQDN A 1E#3, F 1 vCenter Single Sign-On fIlZ 45 A sk 9 22 5

X RTE a7,

1M #6575 vCenter Single Sign-On JIl. 5% (Windows) 11 vmware-sso 74/ R (Linux)

HIHRAS, ik vCenter Single Sign-On i1 T1E# .

THAIIRSS e W EH R SIALEL, 152 W, (vSphere MlfEHER: ) HERIFHIT
WA B

55 vCenter Single Sign-On., {15 F3 E Bh AN e [,

HBEHERR ) FREFRID “HE” Y

1% W, (vSphere

LSRR8 Ss1HandshakeFailed, MR EIIFHGEEAT J vCenter
Single Sign-On AL IP Mtk ok FQDN A~ 22%¢ vCenter Single Sign-On s fili

L

£ $TEMP%\VM_ssoreg.log 1, HEIOELNFHEIT.

host name in certificate did not match: <install-configured FQDN
or IP> = <A> or <B> or <C>, Hit A &/ RIEFE vCenter Single Sign-On 224
AR N FQDN, B 1l C Frr ARG LR fe vF AR A

B O T2 H SRR Y= RS A FQDN RZENE O T, (i H7E
vCenter Single Sign-On 23 [A1F5 £ FQDN,

QA BE B A YA G FH TR MIZALE , 51K & 484 vCenter Single Sign-On
SSL fit ¥ o

Toik{EH Active Directory B M ISIEHITE R

M vSphere Client 5, vSphere Web Client %55 vCenter Server 214, {iiJT]#¥J Active Directory JT] /744 Fl1
2o SRS

i)

H[¥ Active Directory priHIEZ II1E] vCenter Single Sign-On, {HJT1 ik vCenter Server,

eS|

FH P FARAT I T P 2 A i a s B BRI . Rl Hfthds, A &34 (user@domain 5k
DOMAIN\user) .

WAL 2 vCenter Server Appliance, I H]HEA7 £ HoAth ],
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LA ES

X ¥4 vCenter Single Sign-On {52, AT LUEBCERIARIRIR . ST, AP RERE T = A0
ARSI R I

i 1] Active Directory MR-l 24 AL Windows EHBEGTERRIAE, 152 W VMware FITHECEE, ]
HFJy http://kb.vmware.com/kb/2070433.) . BRIMBHLE, HERk Windows S35 1] Active Directory
PRI

A2 vCenter Server Appliance, H BTSCER AR AL IR, TR TRA N A
ErP B,

1 [F2P vCenter Server Appliance 7/l Active Directory Tzl % 2 [RIF 5
2 BuFEMEdEfl#e(r Active Directory 3 DNS IR %5 H &5 W HE4HE 5 (PTR).

i FE Y PTR 1052015 BAS5 IR0 DNS 4H0eVER. fi# /1] vCenter Server Appliance I}, iz
ITLA P a2k P I TIAT 55

a  THIHEEEHRE, mei T M s
# dig SRV _ldap._tcp.my-ad.com

FOHE A IRy, AnbA Ros Bl R .

;5 ANSWER SECTION:
_ldap._tcp.my-ad.com. (...) my-controller.my-ad.com

b TN RRE, Eia T R ar SRR RIS AT -

# dig my-controller.my—ad.com

FOCHIEA T EIEARST, b PR Bl s

;3 ANSWER SECTION:
my—controller.my—ad.com (...) IN A Z#/# IP Hitif

# dig —-x <controller IP address>

MM HEA T RIS, dnbh RonBilr R

;5 ANSWER SECTION:
IP-in-reverse.in-addr.arpa. (...) IN PTR my-controller.my-ad.com

3 WUERHUT FIRBBORRER I TIEL, 15 Active Directory Ji#H 24 vCenter Server Appliance, #AJ5 T
DI, 152 W {vCenter Server Appliance Jit s ) XY,
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4 KPRz E] vCenter Server Appliance fUffT A RIiat 2 1h, IR EHTH SIS

/bin/service-control —-restart —-all

BHTHAAMA#SIE, vCenter Server BR%K
M vSphere Client Zk vSphere Web Client %5 I [ 5>% vCenter Server i, HHIRES RS~k 9 8iE .
i)

2R AN, HICiH ] vCenter Single Sign-On %5¢%] vSphere Client i, vSphere Web Client.
TG B AR AR PR B e o

R
TR S e R A E IR
RRFR

n UEREN ARG (BRAK vsphere.local ) IR b TR, 15 EK ) vCenter Single Sign-On A7
DRSO o AR B A e SR rp A e B, AT DRI S i, vCenter Single Sign-On
EH AT DU CLI A A @ik .

= {4PA Active Directory ok LDAP S5 g P SHn sk, 1SR 41 Active Directory ok LDAP 577 5ifif
BRI

VMware BRArSEHIFEBRIKHE]

AR RL 2 Platform Services Controller 5244], Hi—> Platform Services Controller 52454~ 1]
N, PRESYES: 11, Platform Services Controller [k ] I, 1 27F 60 FhPN G HIT S BoE At
Ho (HE, RS RIGHLN, &Ml AR R SRR ],

i 7R

FRBEMT, Hlan, WIS aRE LN E R Platform Services Controller 2245, F7F A
Platform Services Controller S5 A R] FHIS I TEL KB, WIS T BIEEE VMware H SRS S22 Rl 2
Hl, Blan, AR, Tokar HAh S A A IR InE  n] A Platform Services Controller S247If F o

&

TEIEHHRPEIR], fF— Platform Services Controller 5245 (54 ) x4 VMware H5#/IkS (vmdir) 524315
IR 2921 60 PN s/ H B R IR KPR o AR HIARHD, — 70 AR i s ] R A5 St
RIS SAS TR BR BRSNS EIREAS vdir 52450, 2 HI01E B AE6E T VMware vMotion 7, wifEnk
RSB UETE R VrATubE B 2.

W FIEEZC BN (B, TR AT D) S TR SECR R EE e AR R
2, ARSI A s 2, BT vdir SRS RGN —BORE, ORI — AR
A PHI E R A, D AT e S 2 — B TR R s B — SOk
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LA ES

AT, IRENERIEIT. 2 R, AR E RS2/ N Z A

EH Platform Services Controller #8

AL 5 Platform Services Controller 5511 H SR, SHE, AIDEAMEGHE, &
Bt g s 45 VMware FoR S H

AR &M
ffiIA Platform Services Controller [EI4E 45 £ Ak DB ALE, T o
S8

1 M Web #'i#sr1, @84 Platform Services Controller ©5 PR L, WL R
https://platform_services_controller_ip:5480

2 DUBRIER root T B E R
3 NBfEREh, EEAIESRE.
4 BRARRE AR AR S B R E, ISR R R AT B A TS L

Platform Services Controller lREZHES| H
Platform Services Controller |z 55 ] syslog #i47H 5. @l AEE H S, #iEibEmiA .
*® 51 REBEE

i e Ei7)

VMware Directory Service PRINEOCT, vmdir H S04 /var/log/messages
uk /var/log/vmware/vmdird/ {1,
s ]

W, /var/log/vmware/vmdir/vmafdvmdirclient.log "JfiE

& A7 FHRIMUE AR A

VMware Single Sign-On vCenter Single Sign-On H i s%4(F /var/log/vmware/sso/
g

VMware Certificate Authority (VMCA) VMCA JIk%s H A7 T /var/log/vmware/vmcad/vmcad—
syslog.log.

VMware Endpoint Certificate Store (VECS) VECS %5 H &4 T /var/log/vmware/vmafdd/vmafdd—
syslog.log.

VMware Lookup Service PR SS H &AL

+ /var/log/vmware/sso/lookupServer.log.
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