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H—IEA AT fESE Log Insight FEEETS f 2 IR DI RIS, ot FREgE T
WFRSCGES, XTEE, W5 R NTP IR SSH1 NTP {1
$, ATLMEE IR,

syslog Jii! it SSL A% vRealize Log Insight [1)3E4:, {HIE8kZE T
123, XA syslog CIERRIA SSLUEBRIARIE. o 11l
vRealize Log Insight #2257 SSL |1 syslog 4., F5ELEL&G—A 1% i
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ok FE Tt SSLiFF, 1 Wl E vRealize Log Insight fCEK) SSL 24k
2 X SSL uk5,
vRealize Log Insight L5t vCenter fiff (E55R1EAR, TG B0k
SR E R, IF VMR A T, B
% /storage/var/loginsight/plugins/vsphere/li-vsphere.log
s
ezt #nlil, kR Lo 1k

Log Insight Admin Alert: Event Forwarder Events Dropped

This alert is about your Log Insight installation on
https://<your_url>

Event Forwarder Events Dropped triggered at
2016-08-02T18:41:06.972Z

Log Insight just dropped 670 events for forwarder target

'Test',
reason: Pending queue is full.
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(R EIR % F b, vRealize Log Insight 4= pl R el dl, N, 4skasml L H5E,
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I B DL AT g B TR BV A FH P 58555k 3] vRealize Log Insight Web 7L, URL A%
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2 fF CEETOR, B
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4 ERTE,
T—%
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# U T Webhook [ 55 =5 7 & 1% vRealize Log Insight 2 %1%,

vRealize Log Insight {# ] Webhook 11} HTTP POST [rdLb i FFE 7 k16"~ . vRealize Log Insight fi#
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VRealize Log Insight 57iti Webhook IN2x [ ize i Ik 557 Ak Hisk HTTP K ik S5ae il Re x4l e sk gk
;5( ﬁu%é&}ﬁz vRealize Log Insight 23T i, [T HTTP/2xx ARG R A A Dy, i A7 HC A 7
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{5;&,\0

REBE K Webhook &=

PUTF RIS s T 2 40E A vRealize Log InsightWebhook #% 1.

"AlertName":" Admin Alert: Worker node has returned to service (Host = 127.0.0.2)",
"messages": [

{

"text":"This notification was generated from Log Insight node (Host = 127.0.0.2,

Node Identifier = a31lcad22-65c2-4131-8e6c-27790892a1f9).
A worker node has returned to service after having been in maintenance mode.
The Log Insight master node reports that worker node has finished maintenance
and exited maintenance mode. The node will resume receiving configuration changes and
serving queries. The node is also now ready to start receiving incoming log messages."

"timestamp":1458665320514,"fields": []
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localhost:~ # cd /usr/java/default/lib/security/
localhost:/usr/java/default/1lib/security # ../../bin/keytool
—import -alias loginsight -file /home/cacert.crt -keystore cacerts
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¢ WIAEYS - DigiCertCA.crt
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m i openssl.cfg USRS INHAE TR S50, Walk [reqlilt/o 1) req_extensions 252w X,

[req]

req_extensions=v3_req #

n NIRFESHI VLA E 1P AR (s F 2 2 2 &< HL, ilan server-01.loginsight.domain. Joik
RENZ TR

[v3_req]

subjectAltName=DNS:server-01.loginsight.domain
#subjectAltName=IP:10.27.74.215

1 QAR DRI 3C, Bl C:\Certs\LogInsight.

2 ISR T Mo

C:\Certs\LogInsight>openssl req -x509 -nodes -newkey 2048 -keyout server.key -out server.crt -days
3650

OpenSSL e /n ettt Bmd:, miaEEAIX . H41%,
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m 44 openssl.cfg AR INHAE TS5 #ifR [reql /01 req_extensions 252 @ X,

[req]

req_extensions=v3_req #
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subjectAltName=DNS:server-01.loginsight.domain
#subjectAltName=IP:10.27.74.215
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2 JTIH AR RTE, SRIEE TUL My LR L

C:\Certs\LogInsight>openssl genrsa -out server.key 2048
3 EAETIA F g A B SR
C:\Certs\LogInsight>openssl req -new -key server.key -out server.csr
TR Wi 5 sl T, HFHam @2 mEl, ERUEB B IR A S E & 5 &
B SIS 2 RN IAROCE SRR .
4 FEbERE AR TERAE, ARE R R S R IR A5 R

BHEE £ AHER mERE, MRS EE AL IP Hik, 141 mail.your.domain, #1545
CUFRATAT T4, 5%\ *your.domain,

PHUE B R server. csr CAR A RAT o
B KFEBIEEMA TS
ARG PRI IE B U N K B UE B 4K, RE1ERE 4,

HB
& server.csr SXHHRAZ BB A o

VERE IRIE AR UR T PEM st i SO 7405
TETAL UM ARSI TR . SRE R PEM K sRAHIBH0 server . crt STHRR IR,

EFIE B

AT IR SR E] PEM SCPRAT

SB
1 GIEEHI server.pem XU, SRIGHESORGRERZS AT 234t
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2 il server.key XXIFINE, RIFHIHANMGIE server.pem 1, LN PR

4 QURIEBNUR UG ) BB RE B RS, 1 RX e rp RS sl e A5 B IR A H A SR
KR, LM,

5 {17 server.pem 3,

EHEZZIEH
ATPA BRE S5 441 SSLEF.

T spgmw Froenris B, sismsegm,
2 fF T T, il SSLIF.

3 MERMEREE X SSL UL, SR HEATH .
4 RAT.

5 T¥iiH5h vRealize Log Insight,

T—%

vRealize Log Insight T8 805, $6uk ESXi FHI1 syslog JFUE 1 4k4: 2]k vRealize Log Insight, 15 i
HERR IS B, 13 W ESXi H L5115k Log Insight,
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1£ vRealize Log Insight iR 5522%0 Log Insight Agents Z [B]Ei & SSL &

& 0h SSL Thik, #nl PLmnHE APl 247 4F Log Insight Agents #/1 vRealize Log Insight Il 2% #% > [l fik
I SSL ¥4, L F AR Log Insight Agents 1% il SSL 24,

vRealize Log Insight fCHLf TLSv.1.2 JH (5. 8 T RFGL4qE], T 451 SSLv.3/TLSv.1.0,

F = SSL Ihae
TR SSL IhaE Rl AT Bh R IE AN B Log Insight Agents,

VRealize Log Insight {XEI 744, HAERIGHERE BRI 45 S B PO LI EIR 25 2 0y (Uit
BN ) o AR 26, vRealize Log Insight (X2 4 S5 IR5 25E s, JEASAIR RIS £5
NHE. RIBCEIRRE AR cert Sk,

= 3T Windows, if#5% C:\ProgramData\VMware\Log Insight Agent\cert.
= T Linux, %% /var/lib/loginsight-agent/cert,

24 vRealize Log Insight X! 5 vRealize Log Insight 558 iy 2o bels, HHEESH A

vRealize Log Insight IR &7 (1 uE A 38 . vRealize Log Insight fCHE{H T 52 (SRR UE S

®m  Log Insight Linux Agent }\ /etc/pki/tls/certs/ca-bundle.crt B /etc/ssl/certs/ca-
certificates.crt INE(FEIERIUET .

= Log Insight Windows Agent {ifi [T] 2 ZeiiiE

Wi vRealize Log Insight FEE LA A7 A 252015, ARO5 IR A AR A B I HAL A U A 24
UEPS, MRS Rz, R Eg A B2 ZuE-BE AR T HEH, HEAAFREmEE (@
EEINE D), WRTRARIhER:, B0, S4hdiEss,

it vRealize Log Insight HER LA /A% 252 0E15, (HOBEIEIA R0 CA 240k,

vRealize Log Insight fHES o g sz k.

A vRealize Log Insight (REE/EHIIAT CA 252Uk Bn i 2 HAE#uk15, W) Log Insight AR LG
INAF %% vRealize Log Insight IR 5575, vRealize Log Insight IR A 2535523k 11128 525 (0 125 4400F
P

i vRealize Log Insight (ERCL /A% CA ZEA0UE, (Hb ] AL F T CA B2 A RaE,
M REE SR, R PLBR vRealize Log Insight fRER AL BT LAREAZ b 45 . 152 Wi vRealize
Log Insight fCHE[1) SSL 244,

VRealize Log Insight AP L TLSv.1.2 #EATIME . M T IFe e i), © 48] SSLv.3/TLSv.1.0,

sl Y SSL &4

AT DL 1] vRealize Log Insight Web JT1 S AL Ef vRealize Log Insight Agents FIEURZREL AP fid & (X 5
Vrld SSL R E RS Ao
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WE, ATPAEE HTTP 76311 9000 |- DAk HTTPS 7 11 9543 |-1/j]n] vRealize Log Insight API .,
vRealize Log Insight fAHH ok 752 X AP & i ] DU TP AN 11 o By 40 S s i (i SR i 22 1)
SSL, {HARZBHEAIFIK (fuhE vRealize Log Insight fRFRE NG ) AT DU X B RO Pk a7, 18
RIDASEFITAT AP g sRAET] SSL 4%, 2t AR syslog il 1 514 Jiikt, A2 vRealize Log Insight
PR, HTTP Sl 80 1Kk gk 4 M 2] HTTPS il 443,

AR &M

BUE 275 2 AT 4riE B SRR A P B3 57 2] vRealize Log Insight Web I/ 7. URL 4 8
https://log-insight-host, 1L log-insight-host /i vRealize Log Insight FEU& 5511 1P ikl sk =414 .

E7

T admw Fhsenis B, smismegm,

2 fF FIET R, ik SSL.

3 7F “APIJIR%5%E SSL” , MEFTEEE SSL ERE.
4 HEEE.

vRealize Log Insight AP [ fe ¥Rt SSL iR 2 kS5 as. Ha4adl SSL ks,

fii & vRealize Log Insight {XI2f) SSL &4

F[ LAt vRealize Log Insight FCEREE E SO DL R SSL B E, PRINT S HAEBIER DL Mg SGZAR BT
B

%} vRealize Log Insight Windows #11 Linux fCFE R FHIH A3

AR M

X1+ vRealize Log Insight Linux G ;

= Dl root JII 1 Sk, oifli/T] sudo i T A4,

m ESRE|E 2% vRealize Log Insight Linux ASHRIT) Linux tH5EAL, FT7F%6IGE, A)51a1T pgrep liagent
PLEGIE vRealize Log Insight Linux AER RS T4 HIFAF IS To

X+ vRealize Log Insight Windows {{FT

m TSR T4k vRealize Log InsightWindows fUFHE) Windows 5L, JHEh “IRSS” EHERPI IS
U 4% vRealize Log Insight fCEIRSS .

1 SWiEMus Tiagent.ini SCERHSCHk

BIERS B2
Linux /var/lib/loginsight-agent/
Windows %ProgramData%\VMware\Log Insight Agent

2 fEAERCORG AT 1iagent. ini XXfF.
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3 KLU MESINE] 1iagent.ini SXIRHY [server] #55

.

ssl_ca_path

ssl_accept_any

ssl_accept_any_trusted

ssl_cn

R WURAEH SSL, NSk,
4 {RAFHICH] liagent.ini XM,
. BLE
PAN & SSL fic il

proto=cfapi

port=9543

ssl=yes
ssl_ca_path=/etc/pki/tls/certs/ca-bundle.crt
ssl_accept_any=no

ssl_accept_any_trusted=yes

ss1_cn=LOGINSIGHT

VMware, Inc.

R

R ARIE P A UE BB, X T
AE R Sl

Linux: JRBAREE, BRI

M /etc/pki/tls/certs/ca-bundle.crt ffak#

M /etc/ssl/certs/ca—certificates.crt LRI
fEATUED

Windows: 5%A {4, vRealize Log Insight Windows
HEEM Windows FRUE-£7Af HnaaE15 .

WFHRT T ss1_ca_path 1%L, '©27E5 Linux A1 Windows
REPFUBRINER 2. PR PEM AR IRAOZANIET (i)
HISCEFRE N —AME, ] DL PEM A CATE B B
L hash.0 AR E sk —ME (352 0 x509 5
FFI -hash %31 .

7E X vRealize Log Insight fRELE Rl nTREAUMHE
Hyes. 1. nouk 0, MHEH N yes 5t 1), RILEHZ

KBRS ARIMERNES, TEEE e e DUk 65 . BAA
3 no,,

AIREOMEN yes. 1. no 5 0, 14 vRealize Log Insight {01
CLEAM AT F A R U AR TSRS Z4n0uE 13, (B30 3
FHAb SZASAEUE BIE HUA LS AN A A 20E T o R R
Jyyes ok 1, NP A ROET . AREREN no

ok 0, WRRHRLUEBIFZb%i:, BRIME N no.

F125 ZUE1511) Common Name.,

PRIME N VMware vCenter Log Insight, #A[DUE X
Common Name & X g 4ES Common Name 7 BEJE TAS 75 .
vRealize Log Insight {CHLEARIEN [server] #Y5Hi
hostname $#FRENTFALH, FECZIUET Common Name
FE WREN AR, PR 1iagent. ini SCHRHIY
ss1_cn #kKS 4 Common Name 7R, @IHEICHT,

vRealize Log Insight FELE 220045,
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E ¥ vRealize Log Insight Web £ EIABETHARR .

MBOU R, PRI 24, vRealize Log Insight Web 2315251k 30 23 Bl . FTLARA D=k Dy
FFEEN IR

AT DAL 1T Web UL EHGETTIFR .

ARG

W7 O DL A SRR A T AR IO T 55555 3 vRealize Log Insight Web [T 7L fT, URL #4540
https://log-insight-host, L. log-insight-host fi vRealize Log Insight FE L% 251 IP Hokikek 414 .

T adms FRseabs B, sk,

2 fF CEET R, .

3 fE WNSEATET Bk, DA AR .
i —1 LA

4 PR,

x|

B A2 A vRealize Log Insight EIETIETFRS

Bt R m] ORER T A PAERR I T E2x A vRealize Log Insight FEAUBe & HHAZERININ H . vRealize Log Insight
ALK E AR 70 21 NFS R L.

vRealize Log Insight itk H EFHR A B R FI— 241 1 GB K/NWB I, B —28 4611 H B3
—NEGIA . B SRR EN ATER NS TE TR AR . MBA/NEE 1 GB |,

vRealize Log Insight ¥-5: -5 N, JCPIEHIOAT AU, 23R

Do S A A, A2 BN, vRealize Log Insight Kl 44 H G SCHEMBUE 2 NFS a2
FEIRAERIIIIE I N B H B S T B WIS

AR S R B % 42K JT] year/month/day/hour/bucketuuid/data.blob JE5, i IIFI RN i
W R UTC IR

HE vRealize Log Insight ST TAERSE RO NFS 4%, @R B 2441, 1 vRealize Log Insight
21F NFS FEHIE RS Rl ] I s L. @i NFS 8% A S B roml =S, s 7L il
A5 B PR KR TRINASET T, vRealize Log Insight 23458 11 8 N AR . 24 NFS H:aka e g nl 1123
M) A5 A FHER AN T AAR, A R AN
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AR S
IR SIAE R LU N ESR NFS 23 X i TR
= NFS 5 XAV P P RS AR T
w EEEAFEDR SR,
®  NFS g5 A4 F NFS v3,
= QERAEET] Windows NFS IR 35, 1 so VFARIL H P UNIX 1] (afi) UID/GID)

w BUEE AT EE ORI T T S 473651 B vRealize Log Insight Web JH /- #tfi, URL 4%k
https://log-insight-host, }.H log-insight-host j& vRealize Log Insight FEHL% 51 IP Hokikek F 414,

T s rhoenris B, ek,
2 fF CFRET R, ALTER,

3 hPERABYEER, RJELL nfs://servername<: port—-numbers>/exportname ¥R ALY H
NFS 73X {2

Ui 5 2R IA N 2049,
4 IR DAS IR
5 HRE.

TE BORGRAT R T AEtER I C N vRealize Log Insight HEALI& £ AL H g4, A
vRealize Log Insight FEIEEA FRREERE CAFRA HAESHRA T 2, UIREH RO HE, DIKHE
F %] vRealize Log Insight 54511, A5 NFA4HI H ESUERIEEANE B, 152 0F vRealize Log Insight
445 N\ %] vRealize Log Insight i,

T4

vRealize Log Insight T8 R 805, H6uk ESXi HHi1 syslog JFUE 7 4k4: 2]k vRealize Log Insight, £ i
HER 5 8, 1550 ESXi H 5118k Log Insight,

vRealize Log Insight 78 XX HFHIFE

vRealize Log Insight DU & AOS SU A7 R4

vRealize Log Insight K- A4 SCAAFAf/E NFS IS5 I, FFARSEAAARUI TR A0 2 H s T4 2, Bildn,
/backup/2014/08/07/16/bd234b2d-df98-44ae-991a-e0562f10a49/data.blob

Hrf /backup J& NFS i/ 1%, 2014/08/07/16 J&/7F4N 1], bd234b2d-df98-44ae-991a-e0562f10a49 &
B ID, ifij data.blob f& M AR,

A7 R4k data. blob fE{ii /1] vRealize Log Insight P ES& A4 SCAF . e o & B A i A T BRI
RN AT B (O TRl . 0L 4. IRARIREF 2285
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A PLEEA R EdE S\ E] vRealize Log Insight, K7 R4EdE S HH B AA SRS, FEMAFASEGRETE N KLY
o BB NI Log Insight 72445 H A 4a AR S E sk JSON Fi¥ vRealize Log Insight 77445 A\ Z vRealize
Log Insight H1,

1% vRealize Log Insight 775 A 2| vRealize Log Insight /1
Bl R B th TR 4 v 23 M vRealize Log Insight REALIA & RSN H s o 1200 0k 22 1]
vRealize Log Insight H 57k, ATDAE Ay 4175\ vRealize Log Insight H1E /7441 H &

TER 124 vRealize Log Insight FIVAIAbHR SOAURATSR i, {Hib 2 HEUEH vRealize Log Insight

(R FRR AT A AR SN 1 H B30

AR

IR A ESE vRealize Log Insight BEALIE#5 11 root T AL

m FHAERT DL IR EAE R 7R vRealize Log Insight H 1) NFS k555,

= Jfiji\ vRealize Log Insight 1% & FA IR BRI 25 RR ANV SN H S
JEIEESS |- /storage/core 43 X iR/ Na] 25 (AL AU B2 NHOAARS F RS2 10 fi%.

PR

1 5 vRealize Log Insight vApp Hiv7 SSH #:452, SKJ5 DA root I S5

2 RIS A ARSI TOE ) NFS JIRkRS5 4% 1o

3 S AT/ vRealize Log Insight H B HF, 5170 Fard,

/usr/lib/loginsight/application/bin/loginsight repository import Path-To-Archived-Log-Data-Folder.

BEE SFREREN R T R AR ], AR T SNSRI N

4 &P SSH %EH:,

T—%
MR | IREAATE SR H S

% Log Insight F#ESH AR AR JSSON

AT 4176+ vRealize Log Insight 77445 H A LR 4R SCASCAR B JSON 2K,

R X Emdud i, ERAIRERAVER S ERT vRealize Log Insight i, iy &5 A HKS
FIRES KA

ARG
= BUbES A R Ak vRealize Log Insight FEFLA Y root HI .

= i\ vRealize Log Insight L% & HAT RS RER 23 [RER A AT T H S
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1 5 vRealize Log Insight vApp 57 SSH 4%, SRIGDL root T Sk,
2 {F vRealize Log Insight vVApp I Il F3/£ A4 H 5%,

mkdir /archive
3 wlisf T M S, KIS SRR AR T NFS IRS5a Fo
mount -t nfs archive-fileshare:archive directory path /archive
4 &7 vRealize Log Insight vVApp [ 1] TIAEfE=s]H]
df -h
5 ¥ vRealize Log Insight /7445 H 4SO
/usr/lib/loginsight/application/sbin/repo-exporter -d archive-file-directory output-file
Bian,

/usr/1lib/loginsight/application/sbin/repo-exporter -d /archive/2014/08/07/16/bd234b2d-
df98-440e-991a-e056210a49 /tmp/output.txt

6 % vRealize Log Insight {74471 &N 7 F:H 2l JSON A%,
/usr/lib/loginsight/application/sbin/repo-exporter —F -d archive-file-directory output-file.
B,

/usr/lib/loginsight/application/sbin/repo-exporter -F -d /archive/2014/08/07/16/bd234b2d-
df98-44ae-991a-e0562f10a49 /tmp/output.json

7 XM SSH &R,
B2 3 vRealize Log Insight fR %
W] Web FHP FUirRis B B, A]LAEDHT R vRealize Log Insight,

FLHT/H 5l vRealize Log Insight 2 AT ATE s 2 iih. Fog il vRealize Log Insight 4517

AR

ISR A B DA A R A DURUPRIT FH 7 B3 B¢ 5l vRealize Log Insight Web I 5. URL #5300
https://log-insight-host, .1 log-insight-host J& vRealize Log Insight fEHL% £ IP okl ek 414,
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iz

T oprm FRseasis B, ssprgms,
2 fF EET T, LhRHE,

3 BEPRRHET,

4 LEFESEN, K EER R,
T—%

vRealize Log Insight T 505, KiE ESXi HIf syslog iU 75 4k452 %1k vRealize Log Insight, £ it
HER AR, 15500 ESXi H L5011 2]k Log Insight,

%7 vRealize Log Insight E#IiZ&ZHIEIE

LY AESCH] vRealize Log Insight S fiml YRR i Bl R0, AT A i P KOG
ZiREPSNSER /i3S

WA vRealize Log Insight SRS LI, AT FEN SRER8 I e U304 T 3PS

1] vSphere Client FHJHIR > SERZR ISR EDL, i R 5205 vRealize Log Insight
RIS EE . SSH R a7y 4, FILAM] vRealize Log Insight 2L £ 1 FEL A

ARG

R SSH %825 vRealize Log Insight fEfLli%£S, 155F TCP g1 22 & 1T,

= BUBE T ] E 5 vRealize Log Insight HEALRE#S 1 root 4T .

TR

1 5 vRealize Log Insight vApp %17 SSH %4z, KDL root HI T B E5%

2 Il vRealize Log Insight JEHLA R TUFEIR, 11217 shutdown —h now,

T—%

A P24 15k vRealize Log Insight FE4014 24 T REAIREL:

T2k vRealize Log Insight X6

anif vRealize Log Insight - HELMSAALTIHEAT, WA H SRR E SRV S R i UL 24
2] VMware 7 H5R 55551,

24 VMware SCREIRSS BT TEORIN, AL N iR SRy 0 T LAE R 20 Gl I R R
R A)) B (AN R ORGSR, BRSO N i AR SRR L L) .
ARG

W UEE T O L AT 4R BRI P B0y 251 21 vRealize Log Insight Web JI/ 5 . URL 4800
https://log-insight-host, L. log-insight-host fi vRealize Log Insight FE L% 251 IP Hokkek FH14 .
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L
T Fhoe s B e,
2 CEET T, kB,
3 fF SR bR, PR TR
vRealize Log Insight 2t IS 2WTE R, LA tarball FJE 2R Eidis & 26 B S W s
4  EEOIERNTTE.
PRSI AN G, AR, b T RS 1AL
m ERERESRE A S AR S R, AN S T R RS AL
5 Fligkek,
6 A SRR WTEHER, R
7 BT tarball fARNOALE, SRS FRE R
T—%

BRTLAER OSSN, DA S AR . RO S, s s td, ATE
TR = 1]

MASIRY VMware GBI EiTXI

AT DATERR vRealize Log Insight i I\ EE H VMware % FRgG cE 11

TE%:% vRealize Log Insight I, A PAEEEE S 5% FYUARIGE 1T . 222, Erl DAL P g
RNk HZ

AR

o uF 7o O DL LA SR s B DURUPR 1 T 7 B 53 551 5] vRealize Log Insight Web JT1 P #fii, URL #8204
https://log-insight-host, .1 log-insight-host ;&= vRealize Log Insight FELI& £ 1P ik sk FA14 .

TR

T oprm sy B, sspegme,

2 fF CEUETF, iR

3 fF HSURKRECGE T Gitsrh, B EER NN VMware 2 PRISBOE T TLAE
YeE T, 2RO Z TR hitps://vmware.com Ak £ .

4 R,
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PRI PATR N, BB AITH: vRealize Log Insight FEEERITY 150

H& vRealize Log Insight /<374 WAN #EEE, 4TS vRealize Log Insight 4~ 4 WAN #E8E (i
DML | m ] IIVETE SR AR ) o BRI AT AN ASE AL A5 2 2 LAN N J4h,
6 ﬁymfm%nm 1A TR ity LA ZBE 19 5 2 [T T A R L i

ARFEVHE TPAF 38

m [ vRealize Log Insight FEAEZR N T FELRRET i

» A vRealize Log Insight FrEH R TR

R D R

LI 1A SV S 5 S R eI DELE S

@ vRealize Log Insight ¥ &R TELTET S

55 Log Insight FERLE SIS, SR A MEINAT Log Insight 3-75 5.

TR
1 3% vRealize Log Insight [EL% 5

N7 vRealize Log Insight EfLli%#. VMware ¥f vRealize Log Insight FEfL& £ 7E N . ova L3174y
% . 4[] vSphere Client % vRealize Log Insight fZ 1157 .

2 B
TEHE AN E T, vRealize Log Insight 1555, A DA HIY vRealize Log Insight 53451, R4
WRINEIEA N S PUERL vRealize Log Insight fFEE

#82E vRealize Log Insight EHlIEZHF

N %% vRealize Log Insight fE4211% % . VMware ¥ vRealize Log Insight FEfIS 55N ova SKEFHIT4 %
fifi il vSphere Client i+ vRealize Log Insight FZ4Lli% 55 o

AR &M

n IGUFEE T4 vRealize Log Insight FEALlA#E . ova KARTEIAS,
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n NSRS AR OVF B EDE 2,
RN S SRR /& vRealize Log Insight RELIE R IR TR . 155 Wi sk,
 RE RS TR R NR RS, 152 W% Log Insight FERLA IR/,

1 7t vSphere Client H1, WEH3CH > #E OVF Btk

2 FRRESE OVF BEARIA S O s A TR o

3 A CumBERCE” UUM b, ARSI HEIIAEE R/ NE £ vRealize Log Insight FERLLIE AN
INBY A PR BRI A AT ER

vRealize Log Insight S fit T HUREAINIIN,  A] DL e B i EAETE N EORIARRN R N X 28 F
soe L AME TR R SO N, (ARSI LAELUS B IVEO NI B /INTUC LT R DI,
I PRS2 SR IRAS o b/ NI EESGE TR H R

Bk HEBAEE BRHICPU PiF  IOPS  syslog %% (F530H) TCP#8) SHEMAHK

/N 6 GBIK 2 4GB 75 20 400
/N 30 GB/ K 4 8GB 500 100 2000
R 75 GB/A 8 16 GB 1000 250 5000
il 225 GB/A: 16 32GB 1500 750 15,000

AT ] syslog SArwi it inif vRealize Log Insight 42165111 syslog HE:4L. HiE, SRR KT
BOEMER, HARGT 25 H syslog 25+ . vRealize Log Insight 245107 HITE syslog 4.

HEE WURIEEREL, WA T vRealize Log Insight B4 F K RE SRR

4 Ay CUEEAET UOA L, SRR,

n  EEIEREF VIR EAS RO BRI QARSI N 25 B AU A P e i 2 R, Q)
SRR FOREOEE, (R UE R MRS SR S i L

n EEKETOEPE RN, 7 Fault Tolerance Z5BFEEThRE, A Ol A REAIRELL 4>
BeFraemasial, SVt RARS , QRSN , 2o F ORISR S, QxR
AR T TR TR T RE 2 Ho 1) A At 2RI R g s

HEEG RTREGE R B A vRealize Log Insight [Elikas, DAAKTTBEEEVERELL K O/
UEREIR A BT T o

SR ER A IR . WA SR AR MBI I . ARAP AR s AT A
A B2 194 vRealize Log Insight a8 ARG 2 ), i (PR TA] B e i L A il
ks o

ERE ASCHrE4r vRealize Log Insight 7RIS FIOIEEE, I ELZRE ] e S Sc8dm i 8l 20k .
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5 (Tyk) AF “WEML” T -, & E vRealize Log Insight FEbl i 25 M £ E RS2
AR AR BEZE T, U0 1P Mkl . DNS JRES#FIM5C(5 E., vRealize Log Insight 2]l DHCP %

X

N IR E I NSRS A AR PR SSRR K2R vRealize Log Insight [
PR IR TR A IR 5 A5 o

AP S5 BRI R SR E A I 554

6  (Fk) R HAE DHCP, WITE “H & A" T Fik e fgs st .
7 (RIgh) AE CEESUEAR” i L, RSB, SR570 vRealize Log Insight HERIA £ AR S
SSH F g, ik Phifit VMware Remote Console 14 2445,
8 FRIEPLRSERGEE
BHIEBERMEEIEE, 2] GI% vApp FIRERLEE 80 ) o
TEFT RIS IS, BRI e . IR RS B L B TR SE pl e TEREREZE PRINS, KT
JAEI LR
9  SEEEHlE ki, Ak vRealize Log Insight HEALLA#511 IP Mkl
IP HinbaTER AR
https:// RERIAEES 11 DHCP e & EA,
http:// FERLESE [ ft) DHCP il B de i,
a -1 vRealize Log Insight FEH& £ TR
b BRI, RIEFRERE.
c NIRRT E S IP Hulk,
T—%

R EERLE ST 1) vRealize Log Insight 255, 152 WU Log Insight H55

vRealize Log InsightWeb HLfift) 4l https://log-insight-host!, i log-insight-host &
vRealize Log Insight MEHLEES Y 1P Mk 414

MABFEBE

ERRE R FM0 vRealize Log Insight i A5, FTLAHSS il vRealize Log Insight 52451, #AJ5-44-HL17 i)
AT 5 PAE L vRealize Log Insight Ff S

vRealize Log Insight AJ LUk A FESE i FH 2N B S SR g T F o FESRRENE S AN A i g 26k
P fEmdnfbEne, JEI R FIMEEN . ERFSEREGUT, vRealize Log Insight S fk =17 i F T AEZRAE T
Mo BTSN T AR S s BdE . W AT AT A e PRI AE R, AR L
R FRE SR, AT DI AN PE 3 B 12 AN . XERE A IR R s THIREE LR D B
SAEFE A RS, I R ECH AT IEF RS B, R s AN SRR =
IR, AR RSRIE Z aT, ART AA e SE A E BT,

VMware, Inc. 58



¥ vRealize Log Insight

AR MH

= {f vSphere Client #1, i’ N [ {fF vRealize Log Insight [EH&£5 1 [P Hidl .
= i 7% vRealize Log Insight REALIE 510 1P Mikak 414 .

® {3145 3 vRealize Log Insight FE4L14 5% | A4S BR Giibk

= I5iF vRealize Log Insight =575 SR TAEERFE T S IIMASE T AE . 15 20% WA vRealize Log Insight
TARLFER INEIRBSHCATY vRealize Log Insight 3275 14,

VLK vRealize Log Insight FEADAFS RIS NTP RSG50 . 1520020 Log Insight FEfLLA &5
F (R TA]
RN R RIS B, 1ES M (vRealize Log Insight & 171 ) -

1 g2 SRR B pe St ) vRealize Log Insight T /FE£F%1K Web 117 74 .

URL #& .} https:/llog_insight-host!/, T, log_insight-host 7= vRealize Log Insight T {ELFET L AE
P IP HokE sk FH 14

RIAARCE A SR T
2 HEIMAEERE.
3 f\ vRealize Log Insight §=75 251 1P Hikkek 41, SRIE HEFEE].
TARZRRETS )21 vRealize Log Insight 275 s A IMABLAT A 2K o
4 L EREHIALR BEEEE T,
5 DUSPEO SR,
Rna “REEE” T
6 il [R¥FI].
TAERREN SN B, SRJT vRealize Log Insight FFEA7EREEE iz T.
T—5

w RIETE, IR TR M PRI A B D= R

M vRealize Log Insight B &R TIELIET S

RTAM vRealize Log Insight fESEFHEZER A FLIE R TAERY TARSAET Mo i Z MR ERIE TR T
TEERAETT R

MR AR S BRI . WRBARSRIN T, EeRE RS BERAEINIETY U5 30 23 8h

VMware, Inc. 59


https://www.vmware.com/support/pubs/log-insight-pubs.html

¥ vRealize Log Insight

AR

Brub 2 O A A G B USRI T S 5% 21 vRealize Log Insight Web JT1 P 5. URL #%3500h
https://log-insight-host, }. log-insight-host j& vRealize Log Insight FEHL%£5 1 IP Hohkak 4144,

W

T pkmd Py B, snieegm,

2 ff EET R, RHE,

3 qF “IfpgkR b, REFTENN, dkereEbs I, E ke,
BIgE, AL T4

TR AT PR R4k EERI H .

st K.
vRealize Log Insight 2 MIFEEHRZRR 1S 15, RIS ACH FE T IR R o
5 A, AR B RERE S BN

> ~ 37 &
FERER AT EE
vRealize Log Insight £ 171 2 778 (ILB) % Ff vRealize Log Insight £, J#fi{# vRealize Log Insight 3
NN, BI#i—1 vRealize Log Insight 5 fi A8 AN AT [, AT E AN R 1P itk
EE AL ERBIND A2 T vRealize Log Insight, {ufF vRealize Log Insight £,
MU AEFTA B REE ILB, QRGFR S S, BE N R e AL E] ILB, DUER R AR Pa T B
FACFERESE . ILB FERREE R i 2 AP i i, e KPR R DA PR IT 4
ILB ffif* vRealize Log Insight #52 Nk Nifi i, Hfli—LE vRealize Log Insight 5 542 AR A, ILB i

A PLAME N 455 B8 T4 1T TG vRealize Log Insight 17 i, [AIIi JT] Web JT P AL Az N (Gt
syslog i g4 APL) ) vRealize Log Insight % Fiiimiid ILB Hbhli%42 %] vRealize Log Insight.,

ILB KT vRealize Log Insight 5 i (v 1= —28 2 J248 1 (Flan, felbl—22#blaim ) , siiaeghe
Foft 5 AR B B & 2% ARP 353k, A ILB IP Hihil, DUH{TAT vRealize Log Insight 5 15T DLHAT
B O . 1B, X RS ILB IP kS vRealize Log Insight 5 5 -3 T ) — D
W, TERCE ILB IP il 2 5, 2RI T ping, AL & 7T 151

N T TEHCRE R BRSO, T LIRS 2 P RIAV gy ILB IP ki) FQDN, A2 B4R ILB 1P Mk,

AXRFSFEEEONRE

vRealize Log Insight #7135 Vs TR 55+5 H 2R 1] (DSR) Bl 'E . 7F DSR 1, A N ihim s
vRealize Log Insight 5 fidbA T84, 2709 iU il 02 2P flirss 15 . 1R 1M1 R vRealize Log Insight Il 5%
Ay LR IR & P, i oA 0 B Rs TT d T o

VMware, Inc. 60



¥ vRealize Log Insight

A ERLIP Mt

AT R BT RR G B 2R AL 1P ik (VIP). Rt rT LU A vIP BCE R ShRc Ak, AEMGZ vIP
RIS H ST B R B S AR

BRER G TR
7 vRealize Log Insight {4 | vRealize Log Insight 2% 01 28 FAfr 2% (ILB) Iy, A AJ0fC 1 — D ak 24
HEUL 1P Mtk

%iﬁﬁﬂi?fﬁwfiﬁg kA RERLIP Hilik (vIP), f4 vIP £ A] % vRealize Log Insight 7 & > [A]F-Af
NI e i igdse, 1 vIP Bir4 vRealize Log Insight % ime 2 215 5, A Bz
TEREEIT .

N TR ORI 2, R LA iR nl f@htoh ILB IP Hoikf) FQDN, ifi ANE B 45 ILB IP bl
vSphere #ll vRealize Operations £\ VL N 2o S 4# 1] FQDN (;«'zu%a‘;%{ ) o N, EfTMER LB IP M
k. vRealize Log Insight N iZAEIZ R FQDN fiftl 45 e IP Mok, oXEMTs, #H8ER FQDN {HA %5 DNS
FRE SRR VERL

AIRE Y

= ffiI\FTH vRealize Log Insight "5 SFIHRE AT A 61 OV flires 1P HEHEAE ] — A2 T

= U vRealize Log Insight 5 NSX —i&filif], 1i5fIAC A NSX @A HAL FASH 78 A IP 3k,

= vRealize Log Insight =15 SO TAEZRAR Y SR AR . S0, Bl huis SSL 41
vRealize Log Insight fCHLE 451215482 . 70K CA 411Uk |45 vRealize Log Insight =745 A1 T
PEERRE AN, WEFENERAE R IR 2 &Pk 150 ILB FQDN (i IP #ihk ) o w2 WA GE
RUES BT P2

= VUK vRealize Log Insight JERLAERE FROI RIS NTP IR #3A20 . 152 LD Log Insight LEALL%£5
AR,

T pmmETheenrs B, seksvem,
2 fF REDT R, bR
3 7F “HEIECTHTEY WA, RS RLIP Heak, JERT TR BT IR 1P (vIP) Ml

4 (k) EPCE AL IP Mk, RS IP Mk, ZAEA N IP ik, IDAREH A\ FQDN
ARt

w B VIP HRA T A RN CRAP A R B =D — AR ), HovIP BIUER I O
BHATATTHRNLE ) o

w RSSO PUE XU I - B I AT &1 AT LR I S o BRrE a2 4>
Fride 1l vIP BEN RGN R vIP fOFRIC.

TP ILB vIP Bl — MR ShRIC (=) A3, Xk, Mz vIP Bk B aES H S BARRR AR
E bR TR

VMware, Inc. 61



¥ vRealize Log Insight

5 (W) 2 vRealize Log Insight [T DL FQDN 15 RIfHE, iK% FiftEln FQDN, (i AZEET
PR E R E R ILB IP Mk,

AT REAS B % Fm R AT 4 ILB IP Mk FQDN DA S SR T4, #5T DLK%& Pruss 1]
FQDN [fii A~ & BEL4%4RA) ILB IP Mok,

6 HilRAE,

Lt 5 Pl th vRealize Log Insight BEEEFFH—AN10 5 (FRIPEZARSS ORI S ) &8, 4AraT
SHRAEZISOK (ILB) R,

ERETFPREERENER
P BRI 5 1 BT 4, TR CLI 2 e B B4R

Bian, RS PIE RS IEA IS UG EL, SRS SRR AL R GG LTI, i
S A AN

" ZEPEEETERACE T NTP?

= URYETECE T Active Directory, S5 LAV E?

m QUERYFIAECE I Active Directory EHRIGE, fE1 e A AZEIE?

B ORMETRCE T Active Directory, 275 FI VA5 (1] Active Directory =411 Kerberos =412
" RGUE B TIEASE SO ML 7

m  /tmp HUE AT R BN A AR T2 7

m  /storage/core HUEM A BRI MR T2

= localhost ;&7 IEHfiE T /etc/hosts H1?

TR
1 7Ean A T Er SSH %] vRealize Log Insight M2 RIS, SRE LA root FH P Sk .

2 JEay S THEEN /usr/lib/loginsight/application/sbin/query—check-results.sh, JRJ5H%
Enter,

VMware, Inc. 62



i A0SR O

vRealize Log Insight (i IR E Ttk 55 . v I AISMAREE

CAEE N
vRealize Log Insight fif L A= rh A1 A a5 v U ARERS . e A 20 T . P 5t B

SRR K AMER IR S5 S 10 T 2 15 s KRS 2 75 AT LA b 1 11 o R8s I {SUAE FFH*HF ESEY LY
Ho

& VRealize Log Insight 37 +F WAN BESE (BRROHBERRELE . oy o] FIVERESE sl FEREEl ) o FESE AT
BT AN AZEAE R A58 2 )2 LAN N 4N, o i Birads s L7 59 05 2 TRLAZIAL T4 T HHIRAS A RE
PTIEF IR

vRealize Log Insight W& 54145 2N

B R T e RGBSR A5 B vRealize Log Insight R A LA

i)l Ks vRealize Log Insight F /1 f# FHixI Y #3177 17] vRealize Log Insight [ Web i
RS,

REHENRA ] vRealize Log Insight %% H G AL A A &= (10 ko B4, i A 45
ESXi FAL. RAUNIEEA 1P Mk T R 5.

Log Insight Agents A7F Windows 5% Linux 11541 |, Jfa@ s AP 1] vRealize Log Insight % 1%
BAEAR G H SRR,

vRealize Log Insight {7 vRealize Log Insight {1147 . vRealize Log Insight Il 55T AE 4215 4

B ol TARZRFET Al IR IUAEERE R Gt SUSE 11 SP3,

R X BT E R IR O

WAUK 1) vRealize Log Insight A s Bar IR s it 4T DA R 1, 33 JH T REERS M R LA K
AERFERT R Z IR D 4%

VMware, Inc. 63



¥ vRealize Log Insight

I’
RIEAEN RS

KIEHEN RS

vRealize Log Insight

(et

vRealize Log Insight
et

S
vRealize Log Insight
W
vRealize Log Insight
Wi
vRealize Log Insight
WA
vRealize Log Insight

W

AR ERERNRE

WAyt 24 1] vRealize Log Insight 11 SHITIMIZ it T Mo ], 30 RS AN e DA S AE
FFERTY R TR 0 2 2

514

1514, 6514

9000

9543

TCP

TCP

TCP

, UDP

ik
FiC B % K st EL AN EL

ik syslog it

1My SSL [ Syslog £

Log Insight %3/ HY
API

LT SSL 1Y Log Insight
B API

&

LG T AR,

P ARG

P ARG

=)
vRealize Log Insight
e
vRealize Log Insight
acs
vRealize Log Insight
e

HETREATFERRO

M TAFERETT R I PRI D R i K22, WANAE vRealize Log Insight 1:75 5 EATFFLL Pl 1X

i 1O HITAERFER 19 A AP D o IR UL e s I B2 A 5

80

443

TCP

TCP

TCP

MRS5HA

SSH: %4> Shell s

HTTP: Web %t

HTTPS: Web 5t

b

vRealize Log Insight
acs

vRealize Log Insight
B

vRealize Log Insight
e

vRealize Log Insight

Bt

=)
vRealize Log Insight
acs
vRealize Log Insight
B
vRealize Log Insight
e
vRealize Log Insight

Bt

SR AR 55 B ER BYim O

WA vRealize Log Insight #EEET GBI REIR 551 HH BE A 24 B A TIT VA i 11

VMware, Inc.

- 1|

7000

9042

9160

59778, 16520-16580

TCP

TCP

TCP

TCP

FREHEAR
Cassandra % il Fls 1)

W NIRpISINE Sab ]
Cassandra JI%%

Thrift 2 FUisir)
Cassandra JI.%%

vRealize Log Insight
Thrift 5%

64



¥ vRealize Log Insight

I’

vRealize Log Insight
W

vRealize Log Insight
B
vRealize Log Insight
gy
vRealize Log Insight
das
vRealize Log Insight
e
vRealize Log Insight
gy
vRealize Log Insight
das
vRealize Log Insight
W
vRealize Log Insight
W
vRealize Log Insight
e
vRealize Log Insight
WA
vRealize Log Insight
aas

vRealize Log Insight
e

vRealize Log Insight

e

Bfr
NTP lR%5+%%

IR S5

R PFIR 5 7%

DNS Ik %5+

AD JIz %5+

AD JIR 55

AD JIz %5

AD Jlz %5

AD Jlli55 5%

vCenter Server

vRealize Operations

Manager %%

By ] R

=7 HASE R

I

=)

A APR L B3 A

PA Mo AL TATIPIRES, A

VMware, Inc.

123

25

465

53

389

636

3268

3269

88

443

443

514

9000

9543

UDP

TCP

TCP

TCP, UDP

TCP, UDP

TCP

TCP

TCP

TCP, UDP

TCP

TCP

TCP, UDP

CFAPI

CFAPI

1% vRealize Log Insight i FH . By k&S5 0T PL2e 4R 115X

il S iy

NTPD: #2{k NTP ][]
li] 25
R CUEEMHINTP

ISR B IS AT T 1200
(DS

SMTP: HIT-Hm R
sk 2%

SMTPS: ifiit SSL #
PEH IR IR AR 55
DNS: SRtk

Active Directory

ik SSL [ Active
Directory

Active Directory %))
EPS

Active Directory 4> /= H
5% SSL

Kerberos

vCenter Server Web

s

vRealize Operations
Web JIlt 5%

Syslog %Js

Wi O A2 ERRITH
uh Log Insight 2 A\ API
(Outbound Log Insight
HHls3KI AP, CFAPI)
Diini=s

W e s E PRIty
Az (SSLTLS) 1t
3% Log Insight £k
API (CFAPI) jfii i

G

65



¥ vRealize Log Insight

H#R

vRealize Log Insight 1%

vRealize Log Insight 1%
Tomcat I 55

VMware, Inc.

M

9007

TCP, UDP

TCP

i &z

K RPC )74 s i i

k1) RPCbind %5,

Tomcat 5%

66



15#2 vRealize Log Insight XIERY
’Ikn‘b\

fn] DL vRealize Log InsightWindows Al Linux fRFRARAS, HEE ARt IR Y aT g it ok

A= wpll CFAPI RAEBR AR R B DU b BB il syslog Ak BB S HAl
syslog Ji—E o~fF “FAHL” TL I, vRealize Log Insight 12 1] DL 7k 15,000 AMRERf(E L,

WIS BUN CFAPI LSO syslog, Zeil s B EIEFHT, HOASTE RAERIEDUA L, [FIRRERRAS
S NCWIER: . X B BRI =T FP M vRealize Log Insight fRFk 15— o

EE WP E P vRealize Log Insight ARZS#31 1AL IP, ARFRE T H% iHE B E A,

AR

WAL RS TE RAPR A FH 1 B )55 51 vRealize Log Insight Web P 7. URL #&2h
https://log-insight-host, .7 log-insight-host j& vRealize Log Insight 1151 IP Mokl ek FH144

W

T s FhseEis B, me,

2 fF RE R, AREL
K2 Rl CFAPI B BARIOEEAMRELIR AR B
Management Agents

System Monitor

All Agents e Enable auto-upda
Cluster
Access Control

- @ 7

User Alerts EXPORT ¥ Configurable only @ 1to 20 out
Hosts . .

IP Addr... . Hostna... Version Qs Last Act... Events ... Events ... Events ... Uptime Status
Agents

| SUSE Linux

Event Forwarding 4.3.050529 Enterprise  Less than 1

1 3 T 17012 10 Q 2 hours Active
lfe=res 04 Server 1 minute ago

T—%

APMEH ACER” TR A Bk s U 2R vRealize Log InsightWindows F11 Linux RREEFIET TR AS,
L AR A LA T B LY “QEJE/ T DL

VMware, Inc. 67



MiRSFaRERREBEH

A PAM vRealize Log Insight Iz 5575 H1 A Fr A3 FER S FH BT

H Bl EEr 2 ] Il S T e e B RS ws AT AT AR il R ARPEY Tiagent. ini SCfF, wILL
SRS R BB IhRE . AOCIHENE E, 152 W &/ vRealize Log Insight {C#,

BRIMB LR, RS 22 ] 1 B 7
AR &M

PRELATAE TR EIRA, FEHARAN 4.3 BRI,

B

T pekmE Py B, snsebesm,

2 WA, AR,

3 fF R ST L, ke RER RS R B SR

IR BATHRT, 2 B R R I S5 R A

VMware, Inc. 68



FEREPFAREEEMNKIEARA

fii}f] vRealize Log Insight Il 55w, AT LUMS R 7 T S AL EAREE . REE U1 1f) vRealize Log Insight
MRsswe, LARfERS A R HE e .

AP AR AL IR A —4l. B, wLLKHT T vRealize Log Insight Windows {5
vRealize Log Insight Linux FF3 BEA] 14

EFTAREE R, K2 ashi N AR R, AR S B 22 0 AR &4 (an
vSphere &A1Y ) A,

M2 AR

WA GMUEEIEL Iwinlog] . [filelog] Al [parser] JFSKMIRLELAL o FALARI AR NN A L85>
PAT S, WAAE [winlog] . [filelog] Fil [parser] #553 FFUEAEAATIERE (RILL 5 JFKIAT) o

#5720 /1] vRealize Log Insight fCEE, ¥ HEFTXRLFHRER (it AMRINSS RORRL L AOFICE ) MO
. PRIBAIRE A

TERE FRERA DL T, RIEATDUR A AR M e T DUR T8N A fCEE” - s Rlgerh
AAHE
= ORI
AT DA 20 A R 25500 1 AR
m IR
AT DA AR 2 FRFIG R, B e e R4 L
m RPN A EARER L o BRI
FILRREE SN A —593 ARER IR INEG Zha, oz i i AR AL 2
= ERAEEL
ARTDAMIESRARERAL, K MIE SRS P RS

REARESH

AEAE RIS UL RIEFTARR S AMEN— R4 B TTDME TN e - RTHE s
WS BRSLAIF - I P2 S ROBRALE (F. ) IR FERIA A4

o MR EORAIOF LS T TR 41

VMware, Inc. 69



¥ vRealize Log Insight

= PRI HRCE I A E

w  BOCEEREARR CPrAREE AN HARA T BAMR AR (R, BRAAPIES BA A
oo

R APPSR, AREMIRSS R b I REEAC T hostname AT port 244

EIME B G E A F D 1iagent—effective. ini XX,

BIENREA

FTLAG! 2R AR R 2280 B AR

rube s O LA AR DR 1 H P 57551 1) vRealize Log Insight Web [/ 5. URL #%0h
https://log-insight-host, 1.7 log-insight-host Ji- vRealize Log Insight FEALI4 4511 IP Hitiksk F 4142 .

T oprm sy B, sskpgm,
2 fF PR T, MEREL
3 fERTERESAT, 1 R BRI AT B TIT R, A AL
4 RPRAZGE—LHRIGE, S AL
IR, OIEERRINA 2 BRI R L, (AR,

VMware, Inc. 70



¥ vRealize Log Insight

5 OWHEMIRE RSk EORERLRY, HIRE TR, 1S5,

Jrsas r A SERCARE, a0 x A0 2. fldn, el DA PR E R qelmdi s contains, FH5E windows {iH
PIAI L E T Windows U,

a  WEL B — A TRk

m P HbhE
L
B R

m BREAS
b W MRS NSRT, REEE—ME.

PLED P ARVCCHE E T AP AREA A IE I F A, o« RSN TR, 7 5%
RN T o SCRFRTE AN SRm AL
Hlan, *test* 5 test123 uf my-test-run S FHAVCRL .

RPLEL HEBRVCR R AR P A AL A IS 7 /R, b * SOREBA ST, 7%
I EANTIF o SCRFRTZRFN S 268 o
fflan, test* ki testl23, (HASHER: mytestl23, %test™ Ao fiivifi
test123, {HEHEER xtest123

ke BB RO
71, test 1] test123 of test, (IALHE my-test12s.
AN TBIFHET 3k HEBB M 7RI SR

41, test ikt test123, {HAZHES my-test123,

6 f& “REECE” Mg R EE, AR R 4.

NN TR R R AR AC

HmEERIEA

BT AR 2 PRt BE AR LR AL G o
BIR &

Y ub e AR AT SR R U 11 7 Sy %551 21 vRealize Log Insight Web TP 5. URL kACH
https://log-insight-host, .1 log-insight-host J& vRealize Log Insight FE L% 251 IP Hohikek F 414

iz

L e B L = RPN

2 fF EIT T, IR,

3 (EFTERBEE, SRS S RIMALO AR, SR R AR ET T S gt

VMware, Inc. 71



¥ vRealize Log Insight

4  PATERIEM

BRI E BE
2 B 3% BHTEI NS, JF RS R
LA R E PHTE NS, TR R

BATEREBHEASRIEHEHRM
AT PUE E SO N A3 AR A MBS sha, FHErhz gl i AR & .
ARG

Brub s 5 AR SR B R SRR T S5 253 5] vRealize Log Insight Web JTI P57 URL #5300
https://log-insight-host, .11 log-insight-host ;& vRealize Log Insight LS IP Hikkek 414,

7

T pekmE PRy B, ssieiegm,

2 fF EER T, TREL

3 fEFTERIRSCAT, W R IR B b PR
4 PEEIER, A R T B
5 HmkEH.
6 PRI, TR

WA RIS Fimshdrn, Jf HAE TR e it ae i By 1A,

il B AR 22

AT DAMERARERE, B H TG sheaH b Rl
AR &Y

b A AT R B R SRR T P 1365 51 vRealize Log Insight Web Ji1) 5. URL K52l
https.//log—/nSIght -host, 1L log-insight-host j7- vRealize Log Insight 4Dl 251 1P Hitibak =414

B

T pekmE Fraonbs B, seieiem,

2 fF HEERT TN, RulRER

3 AEFTERES T, TSR PB4 R ) X bR
4 A,

PR RS B FPRSER 1o

VMware, Inc.



£# vRealize Log Insight

ALk ¥ vRealize Log Insight L% £ DA RCK H 5k 14 5] vRealize Log Insight [ -EH AT
ARZETHE TN 28

» &7 vRealize Log Insight fEili& £ s TR

w PR A RS L

m R AR IRE SN R Gam A

& vRealize Log Insight EIE&ZHIIEITI

645 vRealize Log Insight FEALA s I A] BT JRANIRZhdsufy, SRA &7 4141 ¢ vRealize Log Insight 1217
gt s Eo

AR MH

Wube s O LA G EER AR 1 ] P S 5% 3] vRealize Log Insight Web /7 5L, URL #%:Ch
https://log-insight-host, . log-insight-host j& vRealize Log Insight £ IP Hohlkak 4144,

PR

LR E ST e Sl = WP

2 CEEON, R

3 4k vRealize Log Insight \E/E/EATSEATT, R BR PAIROBIR, ARG i sy t.
4 Bl R DU EREH RS SR R

I R

®IR 5 % vRealize Log Insight [l LIt CPU. Y7, IOPS (BEAIES NG
) AU S LA B
A I%zﬂ%TJ_j& 24/ \HT DTSR, I Hllfm 5 BB TIET . 2 MY
Bt 5 S e, JFHARR 3 FP i Tl .

TEEhEH A HH M vRealize Log Insight HAL TE ARSI A I E..
SR WA H SRR R R Z HE B

ERAHEZFMORIME LS, b m%iﬁ%&%i‘l-%‘léxo

VMware, Inc. 73



¥ vRealize Log Insight

T—%
AU “ A%t TS LG5 FE vRealize Log Insight BEblisess F %R .

BIEEZXBEREEFNEN

] PA# &1 vRealize Log Insight & 1% H SRR EAURI S RIFIEE, FHO TR .
FHEERAS B ERENFEZ =2 A,

AR

b B DL g PR BRI FH 1 B 5555 51 vRealize Log Insight Web P74t . URL #5h
https://log-insight-host, .7 log-insight-host j& vRealize Log Insight %&£ IP Hoklkek F 414,

S8
T s rhoenris B, ek,
2 7F EER R, ML

HR WREF vCenter Server Fit e & A FESR, HAKSA ESX EHUAECE AL HE, W “F

W& Hl2=[FINE vCenter Server K14/~ ESXi EHENIEMH, AR H vCenter Servero

T—%

FATE P DR ] DA Y EA U TARR SRS R IR R Gul i . Ao FME R, 152 Wi B

FEIE ) AR R Geal F

B E RS AEE N EVIH R iR

vRealize Log Insight 05— NN B, A0 DAs st el ARk 7 ARIBLe S ATAL TS RSN TRLE 2] 15

ETI TR R .
PEATDAIE “FNL B R B A & — M Z B A (e . ] DO It A H 2 ek D#—
ML,

Hosts

¥ Inactive hosts notification.
Send alert listing hosts that are inactive for 1 days v of last received event (1)

The query will run every 1 hour and will only alert once for the defined threshold above.

Inactive hosts notification whitelist (

SAVE RESET TO DEFAULTS...

VMware, Inc.

74



¥ vRealize Log Insight

AR

151

UERE 5 DA A G E B BT T P B 73655 1) vRealize Log Insight Web Ji17 5tfT . URL A5y

https://log-insight-host, }. log-insight-host j& vRealize Log Insight FEHL%£5 1 IP Hohkak 4144,

B

1

2

6

s E iy B, RE s,
£F “HE R, AL

R WRCH vCenter Server FCELUN AR RFAIEAR, HAK A ESXi FAULE AR HAE, W) 3
Bl#” A=K vCenter Server F1%/> ESXi EHUE AL, A2t vCenter Server.

EENITH PRGN @R, R B on— AR, 0] DU G B R T 2 DA AL R
WREE 3= M & 15 A o

FRIEAE R IEIBENZ 5T FAUNAE TS SRS O AHCE

EITEEI N 10 45508 EH LA AE A7 ] (Time to Live, TTL) A8 (BRAH=AH) &

s

Send alert listing hosts that are inactive for 8 /M of last received event.
W AEESIFAEM A BRI, A DA ST IR s PR @R . ARAE Rk, F
WA ARS B R R I AL,
SRR SRR R, TETEERIZ R,

SO RS S EAUR R, kPRSI EN LB H 2R, JFild LISy RSk s
TE TN

R

AR AMUE TR BIRASI [l FE PR, R AERR B > SMTP BRS5a% U1 HE bR Ak R Gl Rl

VMware, Inc. 75



% vRealize Log Insight 5
VMware F=imE&ER

VRealize Log Insight "L 5 HAth VMware 75t Seie,  DUSEAE TR H BB 0 e AR i ER B Ff
PRPEEE ] DL

5 VMware vSphere &R

vRealize Log Insight 2758 51711 i DLFF vRealize Log Insight 14 5k BE b M43 %42 5] vCenter Server %
i, FEMIXEE vCenter Server RATHIEE (. SHRANT S5, I14h, vRealize Log Insight i 7] DLt
vCenter Server fil 1 ESXi £4l. 1524 vRealize Log Insight #4521 vSphere F15,

5 VMware vRealize Operations Manager &5}

1 LUK vRealize Log Insight 5 vRealize Operations Manager vApp #ll vRealize Operations Manager
Installable 25, 5 Installable i A<fE 75254 vRealize Operations Manager fitl & 3-/ T HA B, 45 550
' vRealize Operations Manager Installable DL 5 vRealize Log Insight fEi 1015 5., 1520, (Log Insight A
/115 ) o

] L o P ATAS ] 75 82 Y vRealize Log Insight Fll vRealize Operations Manager.,

BN vRealize Log Insight #5751 ] il DL B vRealize Log Insight J&T- 4361 1
#5171 vRealize Operations Manager & 4B A1F4. 152 W14 vRealize Log
Insight /it % Ifi] vRealize Operations Manager & 125l 51554,

TIEFETEh 1EEM A 5 542 vRealize Operations Manager HH[)—IiEhAE, oVt
URL 7ERFE PR HURBIINTEN FIRE T . b P SCHi&shim Ul e E AT R Be
Mo AEMER R 14 vRealize Log Insight JE L #5652 BT )
vRealize Operations Manager [1) 5 & X 1 SHaIFT vSphere 1 S
ZARFERET, 152 W1E vRealize Operations Manager 1/ vRealize Log
Insight 5] “7EXREHRED”

R AR R PSR E . BISEART AERRERRED” ThAE, At nT DR m R A

vRealize Log Insight %1% %] vRealize Operations Manager
IR M, vRealize Log Insight £EE 51 A UATE vRealize Log Insight W B Us Iinek #2545 vSphere

A, WSk R L Ao RiE A1 vRealize Operations Manager 52491, PANEPS 1142 2] vSphere
Z %M vRealize Operations Manager [1J%541

VMware, Inc. 76



¥ vRealize Log Insight

AREEPHE T UL

®m ¥ vRealize Log Insight %45 % vSphere 11153

m  [i''¥ vRealize Log Insight DL M vCenter Server SR HEIEA)- . AT 55 F124R
m f vRealize Operations Manager 5 vRealize Log Insight —jt2 {ii ]

® i M7 vRealize Log Insight /] vRealize Operations Manager N1y,

1% vRealize Log Insight %#£Zl vSphere &

{ERC T vRealize Log Insight DL vSphere SAEEHISH AR | Sff RT3 £ 2 i, 020K
vRealize Log Insight 1122 —/ k£~ vCenter Server 2%t

vRealize Log Insight 7] LA\ vCenter Server 5251 & HAHR) ESXi EA LR PRI K .

n i RS AT RS AT R RS XS Bk . BB S, vRealize Log Insight Bf A ELEHTY
vCenter Server SXIHPFE RS | (RS AIER,

s HEGE W vRealize Log Insight FH AT AESS /L Bl . ESXi 415k vCenter Server Appliance 52
AR syslog #1L H G #E% 2] vRealize Log Insight.
IR

W TERRBIER N, EEIEE ST A& AE vCenter Server R4t M H ESXi AL 1P T AL E
AR H P e o

o2l Bt
R ESMERES w RAEE

HE RAEEL MR SRR QURETRIN T A 18 SRR AR BT
L, MRZsme I A F = MR SRR A 6. RAES. REEENRGBE.

ESXi +:HL 1) Syslog = :HLEE. E¥RE
i et n EHLEE MRERE
. IHLEEBREE
. EHLERE R E SR kR

R UL vCenter Server {5 HLHHALE T SCARIAIR, SRREIEE 1 C e ERE Bl I vt

m  HifRAIE vCenter Server 241 1P Hil sk 4 .

»  GUEE S O A AR SRR 1 S5 55 5] vRealize Log Insight Web JTI/ i, URL 45300
https://log-insight-host, L. log-insight-host fi vRealize Log Insight FE L% 251 IP Hokikek F4H14 .

T pskms Frornbs B, seskiem,

2 fF “HERR” b, Hils vSphere,

3 % vCenter Server 1Y IP M- FIESE, SR)A Ak hRaEER:
A IR 5k P 0

VMware, Inc. 77



¥ vRealize Log Insight

4  (nk) FHMS A vCenter Server, 1IN vCenter Server, RS HIDYE 3 BDYE 5,

HE W2 HESNARRE IP Hili T vCenter Server 2%t., vRealize Log Insight 24675 F1 G 1Y
vCenter Server ¥, AAEGIFE MY vCenter Server 24 e AU S TR ZH,

5 HilifRE.
T—%

= JHAMNEENNY vCenter Server SRS A . ARSFVENREWE. 152 0L vRealize Log Insight
VA vCenter Server SZIHEE IR/ 4TS HTE SR

= JF M vCenter Server £ ESXi AL EE syslog T, 15 IS ESXi FHLLLE H LS E4E 4 2
vRealize Log Insight,

vRealize Log Insight f{E Syslog AR %=

vRealize Log Insight {335— N B[ syslog k% 7%, Z/Ik% 751t vRealize Log Insight I 55121 TH— B AR FF
AR

Syslog 5575 A AT 1 514/TCP. 1514/TCP f1514/UDP, Hai N\ & ik FHA FALH EHE. Syslog
RSS2 NI RGN RS20 Hifr vRealize Log Insight Web JT1 5t fiF3/E #8145, vRealize Log Insight
AIPEZ RO syslog 4 E N 10 KB,

L& ESXi EH G B EEH %% vRealize Log Insight
ESXi F-4/1uk vCenter Server Appliance 51454 i 1] 7F vRealize Log Insight H1 /3 #rH0EgE Rtk H G50k .
141 1] vRealize Log Insight 27 F# SLE 7] 7F 7 HHY vCenter Server FCE ESXi 4L, PAEFF syslog Kl

%] vRealize Log Insight.

BATIFATIC EAE S I RE S AE H b ESXi 341 | &GS 1% syslog 1% o S uE BT HAB T FR ] P e
P B R EEE B ESXT ML,

vRealize Log Insight FE4E il DA FHEE Bl 0 2P i es A FESE IO 2419 2 IR0 B ESXi Al
vCenter Server Appliance syslog .

HXAEFs syslog 15 & 1245 vRealize Log Insight 2 {ii7E ESXi AL FIeix el B0 E., 1520  vSphere
LRAE ) FBrERY X ESXI” SRR A ESXi L AR H it T R

A<M vCenter Server Appliance Fil & syslog J5iff5 £, 115Z WAL vCenter Server DU H S 4 2
vRealize Log Insight,

F& vRealize Log Insight "] DL ESXi T 5.5 M H S AR syslog £id)s .

AR &M

n IGUFE R ESXi AR vCenter Server 75 EL7F vRealize Log Insight Sy, sk, An DU
A EAEREA ESXi IR vCenter Server,

VMware, Inc. 78


http://pubs.vmware.com/vsphere-60/index.jsp#com.vmware.vsphere.install.doc/GUID-41638619-B14E-4074-BB90-DACAA1440C1C.html

¥ vRealize Log Insight

»  IERE AR ESXi ML EACE syslog i BRI T P e o
» FHLARE. SRE

n EHLEE. LR E SR kI
ER  WAUIHE vCenter Server i1 FRHRFL L THE TSRO, SRFIEUEE 70 E e B RR B F-I0 A e AE .

Bz

L H eSSt = WP

2 fF LR R, ik vSphere,

3 A E A N BRI syslog R ESXi EALIT vCenter Server 5451,
4 ol ESXi EHIBCE N A% HEZE Log Insight &,

BOANESU R, vRealize Log Insight 230 T R U5 AR 5.5 M HE =i ESXi =HLLAE R UDP
KIEHHE,

5 (k) ZEBCRIARCEN, uiph RSk
w BHNOITAT ESXi EALNIMY, 1ABECERTR ESXi £, Lt Fihil, AR RERIE.

m SEUCRERE ESX FHIEE H S0 E ok e ESXi EAUIEMY, 15 TIDL N,
a EBEEERE ESXi T,
b MEEHURES Erh e — Ak 2 AL,
c EETUE,
d HLEHTE.
6 (W) WRGEREE, ST BERSCAMER FRSER, RGBT syslog R #Efr s
ik 1P Hidl
7 LR

&34 ESXi EHEE G H EEH4 % 2 vRealize Log Insight
ESXi J:4/15k vCenter Server Appliance 5214k 5 Al 7+ vRealize Log Insight 45 #rid kg Fafk, H L5
fiiJT] vRealize Log Insight 25 B i) 7 7 E G vCenter Server |l ESXi =41, DUEF syslog ki

4% vRealize Log Insight.

B T T B S5 AT RE S AE AR ESXi 4L B8N IR syslog 15 o JaubBCA (LA HA A EE I POk
PP L EL T ESXi 4L,
WEAAR S, AT USRS, DUEAER ESXi =ML INE] vSphere I H 220 Hfd B BRIA M

vRealize Log Insight #F42 i] DA IS A 01 2P flirai A AESR 10 251 2 [R] 5 il ESXi A
vCenter Server Appliance syslog i,

B RAPHELE 1 syslog 4.8 %1% %] vRealize Log Insight 7 {ij7F ESXi LA e i HE E, S0
{vSphere ZEEFIE Y Fopg i s ESXi #4510 “7F ESXi ML FAcE HEimk” =8,

VMware, Inc. 79


http://pubs.vmware.com/vsphere-60/index.jsp#com.vmware.vsphere.install.doc/GUID-41638619-B14E-4074-BB90-DACAA1440C1C.html

¥ vRealize Log Insight

HIM vCenter Server Appliance Fit i syslog J5ifUfE E., 152 WAL vCenter Server DURE H S 4 2
vRealize Log Insight,

vRealize Log Insight F[ DL ESXi A IMA 5.5 M =k A1 syslog £k

AR
m  ISUFEER ESXi EHLIY vCenter Server /£75 EL7F vRealize Log Insight SRy,
= WD AT AL ESXi EAL AL syslog Arits BRI T

» FHLERE SIORE

v EHLERE LR E ARG K%

R WUIE vCenter Server I FA R THE TSRO, ARG IR IEE 70 B e B RR BT 1R AE

IR

T s FhseEis B, mie,

7E “PER” T, il vSphere,

vEH R ESXi EVIECE N A X HEE Log Insight &,
¥ IR

ST ESXi MMM, i EE LT 5

a MBS B ek 2 A L

b B AT MSUEAFH TR , P A MY

¢ EEPHEE ESXi MR IS vRealize Log Insight FEEEIN g8 FHERA Y [ B0 g TRC S, kst
BB ESXi F1.

d IEREDITHR EEE R TN ROCH] ESXi RHEHE,
e (EIHEXSAER, HLHRE.
f AR T PR, ST ] ESXi BL BN TR S B R LRI

6 (k) aAMEEAIEESE, R RAm A vSphere SR I AT AR SCAMEN M Hseis, SRRt
HOPHTRR I EALAEL P Mok, RAEE— O

a A~ WO D

vRealize Operations Manager HfJ vRealize Log Insight 1B &E 4
AL vRealize Log Insight £ T 4861 H 102 <7511 vRealize Operations Manager /& DAl A1gF .

1F vRealize Log Insight Hifid BB A1 R, M vRealize Operations Manager 126 5% 5 8 HIH A AHOCIE )
B, 15 WL Log Insight HHZS I 25 111117 vRealize Operations Manager % %1 A1

NEAH T BorE A1 vRealize Operations Manager Ul 377
= 0T > B > HER RN E R TIRE R/ ML

R > EORENTR

VMware, Inc. 80



¥ vRealize Log Insight

»  ESSE AV NPT e SRR
BB EoR M B M S, 50 VMware vRealize Operations Manager A4 5,

BiE vCenter Server KI5 HEE 4 %4 2| vRealize Log Insight

vSphere fERM vCenter Server WSHAT S FIRA:, AAMEEAS vCenter Server ARG R H &
iXEEH L vSphere PN,

vCenter Server 6.5 %H%nﬁfiﬂiﬁ’]ﬁﬂﬁﬁé Center Server Appliance &SR » A3 F a3k
Il vCenter Server [{J [ G S EOTEAR(S L, 152 004 XK vCenter Server Appliance [ b i [ 1) HoAth
T vSphere S,

WTFEARR vSphere, Hik vCenter Server Appliance ifisfu 5 ] 1% th H 1Y syslog SFAPUERE,
{H 1k 5 2% vReallize Log Insight 10EE,

H 2% vRealize Log Insight fRHL(E S, 152 /27 vRealize Log Insight /{7,

vSphere AU E X EM vCenter Server 2R TE R H G SO0, Bl i+
https://LogInsightServerFqdnOrIP/contentpack?contentPackId=com.vmware.vsphere,

AXRMEARBANREE, WS 9wl Hfrh A B A4

43¢ vCenter Server H L SCEAIEIE ., 120 http://kb.vmware.com/kb/1021804 Fil
http://kb.vmware.com/kb/1021806,

At & vRealize Log Insight XM vCenter Server L4 HiREE
. EETNER

R AT R B Rk S U e Bl . PTUARC . vRealize Log Insight DAM—/NEk A4
vCenter Server AZ N EHy | AL S5 L .

{5 A EE UL B 2 vRealize Log Insight DLiE4%2] vCenter Server 5%:. 1l {# ] vSphere Web Services API
M vCenter Server 2% 1S B, 1X¥E(5 B4 vRealize Log Insight Web JT] F5tfiid i ol vSphere 4

IHH &, vSphere 6.5 it [ — ANHIAN L il AR T 580 A 5% Al PRS-l AR EAE S B,
1152 W www. vmware. com FELBEITE A (VMware vSphere 6.5 5758 ) .

EE  vRealize Log Insight {V 1] M\ vCenter Server 5.5 } 5 i O FRHE IR | GRS 50k .

AR
UGS S B R G BRI SR,

HERE  WUIFE vCenter Server 15 IS E THUZ SCESRIOAGE, SRIGIGUEE TS B e B BT &2 164 .

S
T wpgmw Froenriy B, fisnsegm,
2 fr “Hp” T, Hi vSphere,

VMware, Inc. 81


https://www.vmware.com/support/pubs/vrealize-operations-manager-pubs.html

¥ vRealize Log Insight

3 IRBEMN U EEE IR vCenter Server IX41, SRS vCenter Server FE4: {ESFIER D ek
4 AR,

VRealize Log Insight 2x&FH 53 {0142 5] vCenter Server, FaN [ R S DIFE R T A HTE Ho
T—%
= {{iJf] vSphere N7 tusk FI & X #1173 vSphere Jiff:,

= /7] vSphere P Rk 72 SR,

1% vRealize Operations Manager 5 vRealize Log Insight —

FfE A

5 vRealize Operations Manager &R E R

1% vRealize Log Insight 5 vRealize Operations Manager Skt fEr, WAJ0HEE vRealize Log Insight
IR 4F vRealize Operations Manager 1 T 5556 .

vRealize Operations Manager I~z #5430 ik F, 37 #5221 LDAP Ji .

ARAHIEREAE vRealize Log Insight H1{i ] VMware Identity Manager # 5, Il VMware Identity Manager
MiE URL F1 vRealize Operations Manager ££ s H bR A7 52 AR O1E

AR

Bub e s Pk P2 15 A3 {F vRealize Operations Manager HHE/ER SRR . 11525 W AMI L Active
Directory Hl ik 75 A T SARAR

IR
w BEAM TR I A, P TEA MR
a M vRealize Operations Manager Web Fifir1, weitiknlissl.,
b ARHEAIEEE T, PR FROIAMH .
c IEAPE RO, 1F vRealize Log Insight 57T ] /o AU R B AR BRI, TR b4
»  FEIE vRealize Log Insight (L) LDAP MK P F ks X, 1 R maii I E THRAE .
a M vRealize Operations Manager Web %, weisikazssl.

b ARHER G . IR RARII T B, 5141, % integration@example.com, X []
J5i Active Directory - ad [,

c EBESBUEIR.
d  FRHSEE b IR N B S . 0 RIR SRR TR, B, “ad” .

e MA{E vRealize Log Insight £ F F S SHHIH TN H 4400020 8 3 ML ER 5 N A4S, TEAN
UserName@SourceDisplayName., {541, integration@example.com@ad.

VMware, Inc. 82



¥ vRealize Log Insight

ZHhsy Active Directory APk E BB HR{RINR

Z¥t vRealize Log Insight 5 vRealize Operations Manager TEik, WAJiF87E vRealize Log Insight 4% 1L
#i5HX] vRealize Operations Manager #4754k, #7E vRealize Operations Manager HU5/EX 5, H
}:I]-I]KF/Z\ \/\ﬁﬁﬁﬁﬁgﬂﬂﬁao

QRN “TERREHR RS AR, H e r] AR 2o RS ml o i 2 R B s R TP RO B B 2R
AR
=N EBRER
e T BERREAN PRI 5
BIE—EATIHORIRI EE X A, 1 RGEHE > RS EI k]
RO -> DR R[4k
55 PH-> Rest AP

EX
a JirfgEAb API, 0. SN API
b X API BB [RIAFR

““S?%ﬁ

JUHIIE AT A B, Active Directory 1 1l iC #5340 -> vRealizeOpsMgrAP| [4:13]
PI B, JFEEEITIN 2 vSphere LAURIELE [414]
RINGIRIEN 3 vSphere MIZ5%E 7 [4xik]

4 vSphere {#fif [4=1k]

BRIV, A BRI ITEERTI R, QAR AN B B R ARG R 2, P FR R R AL

B T BEEEATRATN R

IR RO R RS M B AAUR UL xR R
1 XITEAG, LEEER.
2 pfeRksmesREH .
3 UHARYFBRRGHHIFANR .

1% vRealize Log Insight B2 & 46 vRealize Operations Manager &%
BAEY

L vRealize Log Insight /il 5[] vRealize Operations Manager & 25 /il Al o

T LUK vRealize Log Insight 5 vRealize Operations Manager vApp 7/l vRealize Operations Manager
Installable #£/%., 5 Installable MASEE 720k vRealize Operations Manager Jit i/ T HA B, 5 540
' vRealize Operations Manager Installable 'L 5 vRealize Log Insight f2/&1U15 ., 15250 (Log Insight A
[ TH5HT ) o

¥ vRealize Log Insight %7 5 vRealize Operations Manager #H5E5k, AT DALE S H P B h s & 4
KIS B

Al PCEBE AR M £ vRealize Log Insight 52451 & 14 5 5~ vRealize Operations Manager 52451, R DLA
£~ vRealize Operations Manager J:{5l/{J ./ vRealize Log Insight 5452 H “7EEREEH E8h”

VMware, Inc. 83



¥ vRealize Log Insight

vRealize Log Insight fifiJf] vRealize Operations Manager REST API 7t vRealize Operations Manager 1
IR AR ABCE. AR RE)” @A .
AR &M

IHIFTFAPE, 7k vRealize Operations Manager FHGIEEER K . A5G F4NEE, 152 0L vRealize
Operations Manager £E 103K,

= i 7 f# ElbR vRealize Operations Manager 52451 1P Hikilok 4144 .

 UEE T E A AT RS SRR H T S 155 5 %] vRealize Log Insight Web 7 A4, URL A8 h
https://log-insight-host, 1L log-insight-host Ji: vRealize Log Insight FEfLi% 5511 1P ikl sk =414 .

BE R T T A 741 vRealize Operations Manager BESEUEREHT, #AT DU FH 17 2 P fies 1P
ok Capsinl i)

EZ

Vs e B AE e,
2 “TER” B, %EHF vRealize Operations Manager.

3 EEN T AR (IR CACE) 1Y IP Mkt EH14 . (1] vRealize Operations Manager 1]/
IR RS, vRealize Log Insight i FH R ki g 44114 51 vRealize Operations Manager .,
PRI E O H P S B TAERT R AR o 152 WAL Active Directory HI ik i HA
M ARAUR o

4 7F “vRealize Operations Manager” %%, WfiE AZORER.
5 HifRE.

T—5

152 M, vRealize Operations Manager Ul H1UAHSC T A% vRealize Log Insight & 51018 A

7£ vRealize Operations Manager 14 vRealize Log Insight BEf “7#
iR

ATPLECE vRealize Operations Manager VL i 71< 55 vRealize Log Insight FI5CHIZEATR, i T S 4521
# 1)1 5l vRealize Log Insight.

LUK vRealize Log Insight 5 vRealize Operations Manager vApp 7/l vRealize Operations Manager
Installable TEA% .

L5 vApp %A1 Installable (Windows ., Linux ) Hift—id, F5Z% vRealize Operations Manager [t 2
P THA M, 152 W vRealize Log Insight 4.0 10 i 4 5e4E vRealize Operations Manager 6.x 11
EOAR 2235, vRealize Log Insight 55 F {0 (IEACAS ) [R5,

T, {F vRealize Operations Manager 6.0 FIIHE FihicAH ik | vRealize Log Insight #5FR4, AFEELHE
AT B L

VMware, Inc. 84


https://www.vmware.com/support/pubs/log-insight-pubs.html

¥ vRealize Log Insight

M vRealize Operations Manager 6.5 F1H SR AT 4h, A CFf vRealize Operations Manager Installable
(Windows FRA)

EEIET vRealize Operations Manager [{]— 3V % vRealize Log Insight (11— /NSl “AEEREH
JAE)” o T vRealize Log Insight JoikA 2 13 At 5051 L /F vRealize Operations Manager HijfF,
Al Re e M B

AR

IO O DAL SRR SRR O P B35 5t )] vRealize Log Insight Web J1 1%L, URL #4344
https://log-insight-host, L log-insight-host ;i vRealize Log Insight FELI& 2511 1P ik sk F414 .

= iR 1% b5 vRealize Operations Manager Sl 1P ikl 14144 .
s NS EARTE AR, S WAL Active Directory J )i ) iy HAT FIRARAN PR

= 4l vRealize Operations Manager 6.5 o B mihicAS, 1i5fifi/1] vRealize Operations Manager 6.5 {5
SO e s B HIPER .

Ve FhoenEis B, sEkpgm.

2 fF “TER” M, 28 vRealize Operations Manager.

3 A\ vRealize Operations Manager =715 )ik 0128V #s (il Bl ) 19 IP Hihiksk FQDN, SR HLk
EE N T “fEEEdEs” thhk, 47k vRealize Operations Manager 1] P AT B BURAL,

4 R,

vRealize Log Insight 2:il /5 vRealize Operations Manager 54, A F A GEFTEL) Loy BRI TR

55 vRealize Log Insight /5G4 1F vRealize Operations Manager [ FLH s,

T—%

M vRealize Operations Manager 5441 5] vRealize Log Insight 751, 152 W7 545115 4) vRealize Log
Insight

EINERFED vRealize Log Insight

%X vRealize Log Insight J5 ] “AE3RiH Hsh” 1, 5 4F vRealize Operations Manager H14
vRealize Log Insight Z$ .

PERRIAST 7 vRealize Log Insight 52411 IP H#btl-, vRealize Operations Manager 14 [T 24 bR AT 4T
H vRealize Log Insight,

vRealize Operations Manager 6.5 F1E ShRAFH “EIMEFEB”

HrREH “CEHREREZD” EE, 1520 vRealize Operations Manager {55 500

VMware, Inc. 85


https://www.vmware.com/support/pubs/vrealize-operations-manager-pubs.html 
https://www.vmware.com/support/pubs/vrealize-operations-manager-pubs.html 
https://www.vmware.com/support/pubs/vrealize-operations-manager-pubs.html 

¥ vRealize Log Insight

vRealize Operations Manager 6.4 FIE{RKRAH vSphere AR REFR “EHREHRFDH”

5 vRealize Log Insight AHOCH) “7EIRERHSZN” SeUUE Rt vSphere H - RUAITERAE MR s, rILARE
FHIXEe2 L fT T vRealize Log Insight, J1%2% vRealize Operations Manager Hxf %1t H &5

AT “AEENE SN B ERT-457F vRealize Operations Manager 15 5654100 5 . A5 AN ATTE
FEIFR I s “TERREERs)” IR 60 22BN .

& 1-3 vRealize Operations Manager Ul I3 & R EXT R E “EREFREEh” EIFERE

b
VRealize
Operations
Manager H1%5E vRealize Operations
ESPSES BYEThEERA “fEAEREED” B Manager HUHE VRealize Log Insight Hf<3#{E
78 {T7F vRealize Log Insight $17 vRealize Log Insight. vRealize Log Insight ¥ il R H R,
GBI
vCenter Server JT7F vRealize Log Insight $17 vRealize Log Insight. vRealize Log Insight ¥ il m R HR,
ST
Hdardues ¥£ vRealize Log Insight & HE #T7F vRealize Log Insight, vRealize Log Insight 4 i rAA B R,
TGS E RN G N sk, JFHUTE AR
HENARN IR BN AU 2 RRI B GBS
e FF vRealize Log Insight Fi8 & HE fTJT vRealize Log Insight, vRealize Log Insight ¥ i -2 B3,
HHEB NS FITAE SPnEli«, HHTERER S
HLARGRIIFIRER RS LML AR H SR
R FE vRealize Log Insight & HE 477F vRealize Log Insight, vRealize Log Insight 3 i R AR B R
THEBLEE TSNS abrklis, I raEikaE s
o By et =) | B I DE <Y S ] = Wrives G o
FERIAL F£ vRealize Log Insight H1i8Z HE 4T7JT vRealize Log Insight, vRealize Log Insight ¥ B A2 B3

AL ERE N IP b A3 Argeil K, AT E iR a0y
FRERFHAGIIPERAIR.  FEUWL IP b RO LTS E B 0
G INNEY RIS e XU

FERET R L, Rk A EORIFAE BN SCER e 57E Log Insight W ZEHE, WA Ry
BRI fid A2 R —/ NN o B4, QniRAE 2:00 PM fil k%<, ) vRealize Log Insight Zx i i o<
1E 1:00 PM %] 2:00 PM Z A& AERIFTA HEN S . XA BT IH B0 Ak fil & ZoRi) itk

APl vRealize Operations Manager [{)ffi & f5Fr& 5 T/ vRealize Log Insight, vRealize Log Insight fit
BATII A [RTER 5 1 R PR 2R TRl E ARV E A

HE WSS H A, ) vRealize Log Insight 1 vRealize Operations Manager {5 b7
Ferh g R TR T REA AT AR

vRealize Operations Manager 6.4 FIE{KMAA AR EHRY “EIREFED

_1

“YERRET AT BER S SRR P A2 AN IR -, (2, HAEM R vRealize Log Insight il 15
PRI T 55 vRealize Log Insight:

. SRR DU

VMware, Inc. 86



¥ vRealize Log Insight

= vRealize Log Insight il AT R “EoRFE" B,
m SGRMRCE CEOR” NAPE, RS T vRealize Log Insight il AT R
1E B ESCH 5 5 vRealize Log Insight sl A4S, FIDAEPIAS “AERAEEH S SR/ T,

& 11-4 vRealize Operations Manager Ul By “IEREREE” EIFRE

VRealize Operations Manager Hff] “7E3f3%  vRealize Operations Manager H

HHER) IR iNEC (S vRealize Log Insight FIffiEfE
FTFF vRealize Log Insight $T7T vRealize Log Insight. vRealize Log Insight 3 i {SERMuZE R
N “vSphere HEY” (XM
7 VRealize Log Insight Hi#Z&HE }TJT vRealize Log Insight, £ vRealize Log Insight 4 i 138 H AT 1
fitU A B KT HA A 0 1D R, T il A m R A A

WIS RASE I E vRealize Log Insight, T “7EEAEEHH S 320405 7E vRealize Log Insight
8RNI RN A B i, GURdeEat 2o, ) vRealize Operations Manager 47 /1

vRealize Log Insight, JfA& il 2RI L AIbREAT . vRealize Log Insight $ H1Z 25 JibriH =4+ I H
HEIHFHRPHITIEE

WEERMEREE
th ] LA vRealize Log Insight %] vRealize Operations Manager $1/7 “7ERREHSE)”

W+ vRealize Log Insight 5 vRealize Operations Manager $£%, VL LI— vRealize Log Insight =
BHATIENR RS, Horise: SRz A MR IEPR, RGN S EAHaE e
vRealize Operations Manager H#57 .

£ vRealize Operations Manager %] vRealize Log Insight ${ T7-ER55 SIS B, S0 AF iR
J55h vRealize Log Insight,
1 {f vRealize Log Insight 1, SiEI32 HERAHT £
2 HEOSTHRME TR, R B SR
3 muhitiieEbR, SR M vRealize Operations Manager (1) [ H g Frp e B3 T 4947 .
BT H— A sk i, B e #l S vRealize Log Insight £254 1) vRealize Operations Manager
A5, AT UL, ¥ 2] vRealize Operations Manager AR > 23473 H kw4 o

HER WA %A vRealize Log Insight 5251442 2][7]—-> vRealize Operations Manager 52451, | A5
J5—/~5 vRealize Operations Manager ££){[1) vRealize Log Insight S LA YEIREH SRS IhAE . Xt
Wi, 405 vRealize Operations Manager S2f5I4¢ 1 5 vRealize Log Insight S2fltE sk, )24 H 5
HAth vRealize Log Insight SXFISERNT, 7EEMTEH A Eh DhaE Rl 7 o

VMware, Inc. 87



¥ vRealize Log Insight

7£ vRealize Operations Manager 15 vRealize Log Insight Zf “7#
IMNEHEEN”

AILAM vRealize Operations Manager 5:451iH12}; vRealize Log Insight iffic #is LA
vRealize Operations Manager 1/ #2455 vRealize Log Insight -GS FRITL.

f#i11] vRealize Log Insight [l&5EE Ul 251 “7rEpsEzh” o a159% 4 vRealize Log Insight (115U,
ik F 722 115 vRealize Operations Manager [1J1%E4% 2 AifE Mk vRealize Log Insight 52451, I AT DI
vRealize Operations Manager [ £ Ul UMM vRealize Log Insight, 152 i

vRealize Operations Manager &# 1R “F85”

vRealize Operations Manager [1)—/>58I{ 37 £ vRealize Log Insight 11— 52501 “AEEREH

27 o ARSI LR vRealize Log Insight )5 — /98], AR Sl an o —A
SR E, HASHAIE,
AR &M
PR U AT 4R BRI H P S 135 5t %) vRealize Log Insight Web P AL, URL K

https://log-insight-host, L log-insight-host /i vRealize Log Insight FEfli% 5511 1P ikl sk =414,
TR
T g Fhoeis B, sEkpgm.
2 JF “BER” T, B vRealize Operations Manager.
3 UM ER “ERRREED” S,
4 FhEREE.

vRealize Log Insight 2:fil 1 vRealize Operations Manager 54/l LL 44 vRealize Log Insight i&fic#5 .t
PERT B RS Lo PRI ]

AN DNS % R B2 01

ZEAT DL N DNS 8 ik 2 Aok 425 vRealize Operations Manager 5 FUEH
YIRS S 2T B H 514 8 & 24 % vRealize Log Insight [=A11 1P HibEN, 73011 DNS #82%
PR AT VLA . 91, AT vRealize Operations Manager H145—4># 4 linux_01 (AL, JFH
FHL L linux_01.company.com 74 192.168.10.10, 55 3 IIE %15 vRealize Log Insight fEAEIH ]
FEVCRGIZ AR

TR

1 %} vRealize Log Insight FE Ll e HhA T2 P LIS A ERAE

2 SEPRERWUREG, SR aRERE.

3 GEPSEmER.

4 7F vApp I > EHH, LRk

VMware, Inc. 88



¥ vRealize Log Insight

5 &4k vami.searchpath.VMware_vCenter_Log_Insight il
vami.domain.VMware_vCenter_Log_Insight %,

QAT e,
6 7 DNS S,
7 TIPS R
T—%

1F vRealize Log Insight 5|35, FIDIESRITE S /etc/resolv. conf AN 2 DAESIF DNS i, 7r
VT SRR A2 75 248 2R A 0e 10

2% vRealize Log Insight &0 28

1t VRealize Operations Manager 6.2 HIH S A S0 FJS ] “/ERREEHEE)” [, vRealize Log Insight
¥4F vRealize Operations Manager 525 I ] i@ —> vRealize Log Insight j&fic #5241,

1% vRealize Log Insight J&, w@fid#s B B 7E vRealize Operations Manager S5, [Aitt, “7EIR
i Esh” SRPIRSHAE R RS o, IF BRI HEAFAER) vRealize Log Insight 5431,

JE{F vRealize Operations Manager A5 “fFErEH =50 Thig, »Ai\ vRealize Operations Manager
SAFI LS vRealize Log Insight i@ fid 75

APUME a2 T2 HFE cURL [f1) vRealize Operations Manager %1% REST /1],
HER CYBEMT BRSO TR TIX DR,

ARG

. BUEE R OAEIN RS s cURL, iR, b T HE ML $E4r vRealize Operations Manager Ji7 41
B, PRI e PR DU S 6 1 1P Hbhil 127.0.0.1 KT

» iR 7 f# ElbR vRealize Operations Manager 524711 1P Hohil ok EA414

= RYEFIA vRealize Operations Manager ¥ JUF, $6uFe i A RREER T TR DRl . 155
L AHEL Active Directory H bk s AT HORAFRAUR o

1 7 cURL 1, 7f vRealize Operations Manager JEli% £ 1217 VA F A ifjLA##k vRealize Log Insight i
Aoaro

curl -k —-u "admin" https://ipaddress/suite-
api/api/adapterkinds/LogInsight/resourcekinds/LogInsightLogServer/resources

Hh admin 2 RRES 4, ipaddress 1 vRealize Operations Manager 52471 1P #ohil (55341
) o ARG RERINT T admin Y

M cURL fHH R4k /5 Bid4s identifier 1) GUID {E: <ops:resource creationTime="{TIMESTAMP}"
identifier="{GUID}">, FIDA{E FIIEERER#S I a2 ik GUID fH.

VMware, Inc. 89



¥ vRealize Log Insight

2 z{7PLl Far A LRSS vRealize Log Insight & i 75 .
curl -k —-u "admin" -X DELETE https://ipaddress/suite-api/api/adapters/{GUID}

Horp admin JE PR RAESR %, ipaddress fi: vRealize Operations Manager S2f1lf1) IP Jbzik ( 5341
%) o RGREE RN admin [0,

vRealize Log Insight 7EER5EH1 S 201 E M vRealize Operations Manager [12% U ES[R . 7 AE IR 5)
FIEEAN S B, 115200 vRealize Log Insight 5 #5157 “vRealize Log Insight 7EEAiH R )" i,

iE T vRealize Log Insight AJ vRealize Operations Manager
NEE

i JT1 T vRealize Log Insight [#] vRealize Operations Manager Content Pack 325 1] JTJ T4 47 M

vRealize Operations Manager 5451 T [ IR H SRR . CREITRE. B R A R 2R
vRealize Operations Manager Content Pack #Zt | —#/>#1 M vRealize Operations Manager 4§ T 7€ [11]
IFT A H &R, Content Pack 2% 7171 vRealize Operations Manager #5 2 Gif (2 WA S HERR DhRe
M . BRI R, (RS vRealize Operations Manager 119 224045 ( @554, Ul FEfcss ) 3k
P13 VMBS Wy B, T DA I & Rl ok 4 % vRealize Operations Manager HiBAI 1, FiEd i
ST R B .

ATPAMPL R {7 R %% vRealize Operations Manager Content Pack :

https://solutionexchange.vmware.com/store/loginsight?src=Product_Product_Loglnsight YES US,

5% DL ] Content Pack.

VMware, Inc. 90


https://solutionexchange.vmware.com/store/loginsight?src=Product_Product_LogInsight_YES_US

—_—t

vRealize Log Insight &EZ £ =
= I

Jinl

{1l vRealize Log Insight ZAE T R4 R IR BTS2 40 T
REEDHE TUA R 328

m g AN

»  vRealize Log Insight [it & )

= vRealize Log Insight 2\ F#541 . UF A5 F12540 %

= vRealize Log Insight [ iFFIT EULA S04

m  vRealize Log Insight [ &304

®  vRealize Log Insight ik

m  vRealize Log Insight [} k3% 1Y

A UTTRBAMET

um O FNShEREEO

vRealize Log Insight (i T E itk 55 . v I AISMEE

#{EimH

vRealize Log Insight fiif i =80 A1 s s I URITEDNS . P I AOZEEU AT L P 5
IR SNBSS 5 200 1 5 BB KR 7 AT AL A R 1o 11 o sy U SEE S FIARR S piim 7 2 1l

o

F& vRealize Log Insight A~37 5 WAN FEEE (RO HBEREEE | o] FIPERESE s o AR e ) o BESEFR AT
B BN ZESEAE R —ANEE 2 J2 LAN o 34N, By R Bl i 48 70 5 2 LA AL T-4T TR AS A fRE

BATIER .

vRealize Log Insight W& 44T 22N

BB AR R BT P vRealize Log Insight REFLIE LTI,
HP T AER, vRealize Log Insight T /i [ Vi 515 10] vRealize Log Insight [1) Web i

VMware, Inc.

TS

91



¥ vRealize Log Insight

RixABR RS 7] vRealize Log Insight ik HSVA BT M 2= s e 140, i (047

ESXi THL. EIWLIEEA IP MR T R 5.

AT Windows &% Linux 5L, Jfim
BER G AR H SO,

vRealize Log Insight {T-n] vRealize Log Insight 21114 . vRealize Log Insight AR 55 FrfEr 3710 14
W o TAEERARE T e AR /E 5 4ee SUSE 11 SP3,

Log Insight Agents 1 API [f1] vRealize Log Insight %1%

R & X ERTER IR O
WIICHK 1] vRealize Log Insight & 155 I i i 25 m s TH LA o 1, i F SR /NS f2 A M
TERFEETT L TR £ e B2 o

bl B¥z | g8 iz iiu

RFEAEM RS vRealize Log Insight 514 TCP, UDP P T R s FRRI H
g il syslog it

RFEHEM RS vRealize Log Insight 1514, 6514 TCP i) SSL 1) Syslog %
i

vRealize Log Insight vRealize Log Insight 9000 TCP Log Insight £k ¢

et W API

vRealize Log Insight vRealize Log Insight 9543 TCP FET- SSL 1Y Log Insight

(e

w

AR EFRENRHA

WMl ] vRealize Log Insight F1 7 ST M2 e 4T TP LA R 11,
BT 5 2 AP A 3 %

Bk API

8RR AR DL S A

/5l Bin i} i Jil-ezzipad

B T AERS vRealize Log Insight 22 TCP SSH: %4> Shell %42
1w

FHP T AEw, vRealize Log Insight 80 TCP HTTP. Web %
Bk

FH P T AEw, vRealize Log Insight 443 TCP HTTPS: Web #1

Pl

HET REFERNIRD

MLARERRENY R IR I AR i R AR e e

B0 U9 AR R S 2 TR S B IRORT UL iRt s R Bt

VMware, Inc.

MAVAE vRealize Log Insight =774 FATH L P, X

92



¥ vRealize Log Insight

bt S | T JiExiiu
vRealize Log Insight vRealize Log Insight 7000 TCP Cassandra & il Fl1#5 111
W W
vRealize Log Insight vRealize Log Insight 9042 TCP AAUHBRUE i
e W Cassandra J|¢ 55
vRealize Log Insight vRealize Log Insight 9160 TCP Thrift % (T
W W Cassandra J|¢%%
vRealize Log Insight vRealize Log Insight 59778, 16520-16580 TCP vRealize Log Insight
" " Thrift 5%
% o S
SMEBAR SRR RV R O
AN vRealize Log Insight F 515 i BICAR IR 55 1) HE i 23 B 4 T T LA R o 11
bl B#r ¥ Lz BRBHR
vRealize Log Insight NTP % 123 uDP NTPD: f¢{k NTP ]
e I 2
R (MBI NTP
eI IS v A AR A
[
vRealize Log Insight MR IR % 25 TCP SMTP: HITHubEoRir
s PS5
vRealize Log Insight PR % 465 TCP SMTPS: s SSL i
W PEH ORIk 55
vRealize Log Insight DNS Jli %5 7% 53 TCP, UDP DNS: “FrfihrRss
i
vRealize Log Insight AD JIR%5# 389 TCP, UDP Active Directory
W
vRealize Log Insight AD Jll 555 636 TCP 11 SSL 1y Active
W Directory
vRealize Log Insight AD JIk 555 3268 TCP Active Directory 4/
W FIz%
vRealize Log Insight AD JIR %% 3269 TCP Active Directory 4= [l
B 5% SSL
vRealize Log Insight AD JIz %5+ 88 TCP, UDP Kerberos
g
vRealize Log Insight vCenter Server 443 TCP vCenter Server Web
s k55
vRealize Log Insight vRealize Operations 443 TCP vRealize Operations
W Manager 4% Web fIz5%
vRealize Log Insight By H B RS 514 TCP, UDP Syslog s

et

VMware, Inc.

93



¥ vRealize Log Insight

b/} B#r prm|
vRealize Log Insight B=T7 HE PR 9000
W

P —

vRealize Log Insight B=77 HEE e 9543

i

AT ARE LE By s

it d ik puy

CFAPI W2 e e ws EUPRA Y
ik Log Insight 2\ API
(Outbound Log Insight
B3R API, CFAPI)
Dl o

CFAPI Pl et S0 A H PRI

ez (SSL/TLS) (1 H
3% Log Insight £5df3R
API (CFAPI) it

DL N A T RIRE:, (A, vRealize Log Insight . 5 kb AT DA Ze 4 HRH 11 i 11

B#r |
vRealize Log Insight %% 111

vRealize Log Insight %2 9007

Tomcat JIR%

vRealize Log Insight fit & 3 {4

7inne i

TCP, UDP # RPC 1274 54 an F kb
il RPCbind 2%,

TCP Tomcat 5%

FRUCR SR S 52 vRealize Log Insight 2o 4 PR E

HE root I AU FIRT A S5 AR . PRPIEIK P44 %) vRealize Log Insight 19404 % e i 2,

% 12-1 Log Insight Bt &34

S

/usr/1lib/loginsight/application/etc/loginsight-
config-base.xml

/storage/core/loginsight/config/loginsight-
config.xml#number

/usr/1lib/loginsight/application/etc/jaas.conf

/usr/1ib/loginsight/application/etc/3rd_config/ser
ver.xml

/storage/var/loginsight/apache-tomcat/conf/tomcat-
users.xml

/usr/1lib/loginsight/application/3rd_party/apache-
tomcat-*/conf/server.xml

/usr/1ib/loginsight/application/3rd_party/apache-
tomcat-*/conf/tomcat-users.xml

VMware, Inc.

g

vRealize Log Insight BRI RS .

vRealize Log Insight 1) ( \ERIAE ) B80T A G .

Active Directory A1

Apache Tomcat IR 55#5 11 A S

Apache Tomcat /I35 #510 A G0l

Apache Tomcat IR 55 #5111 R AL 1

Apache Tomcat Iz 55 %19 H 5 Eo

94



¥ vRealize Log Insight

. . .—3—| . .—3—|
vRealize Log Insight AB%Z4%A. iEBMZEAE
vRealize Log Insight 123 114 . uF1iM1#491E A T vRealize Log Insight 1% £ .
R root B SRR 52 AR . TRPIIK S 2e 4% vRealize Log Insight 11404 2 T2,
m  /usr/lib/loginsight/application/etc/public.cert
m  /usr/lib/loginsight/application/etc/loginsight.pub
®  /usr/lib/loginsight/application/etc/3rd_config/keystore
m  /usr/lib/loginsight/application/etc/truststore

m  /usr/lib/loginsight/application/3rd_party/apache-tomcat-*/conf/keystore
vRealize Log Insight FAJIEF EULA 324&
AT (EULA) AEFRIUESCEAZ T vRealize Log Insight fELlse5 .

TR root K R U TR 52 A3, PRI 24k vRealize Log Insight (1204 £ 5CF 3,

S frE

PFAIE /usr/lib/loginsight/application/etc/license/loginsight_dev.dlf
YR uF /usr/1lib/loginsight/application/etc/license/loginsight_cpu.dlf
YR aF /usr/1lib/loginsight/application/etc/license/loginsight_osi.dlf

YF R UE S5 S /usr/1lib/loginsight/application/etc/license/loginsight_license.bak

AN rA Y /usr/1ib/loginsight/application/etc/license/release/eula.txt

vRealize Log Insight HE 4+
XU 42T vRealize Log Insight FEALI 5 1O A4 ..
IR TR S RIS

VT T WRAT RSP B S e S AR5 ., 58 W 487 vRealize Log Insight £CFPHRATF 5t
HOSHERR kA LA 7S

- R

/storage/var/loginsight/alert.log FHTFER A D il & i FH e R B
/storage/var/loginsight/apache-tomcat/logs/*.1log JTITFERIEK B Apache Tomcat IR 5525104
/storage/var/loginsight/cassandra.log TR Apache Cassandra FROREEERC & A7 fig A il

/storage/var/loginsight/plugins/vsphere/li-vsphere.log [Tl T35 vSphere Web Client £ i ARG 1R,
/storage/var/loginsight/loginsight_daemon_stdout.log HT- vRealize Log Insight ST R bRAERTH

/storage/var/loginsight/phonehome.log TR e &% S VMware [FERESEIRRE S B (g
oA .

VMware, Inc. 95



¥ vRealize Log Insight

XH
/storage/var/loginsight/pi.log
/storage/var/loginsight/runtime.log

/var/log/firstboot/stratavm.log
/storage/var/loginsight/systemalert.log
/storage/var/loginsight/systemalert_worker.log

/storage/var/loginsight/ui.log

/storage/var/loginsight/ui_runtime.log

/storage/var/loginsight/upgrade.log
/storage/var/loginsight/usage.log
/storage/var/loginsight/vcenter_operations.log

/storage/var/loginsight/watchdog_log*

SREMHEIWETHE

i
T B i g 3 ek g2 1k i
T ERER S vRealize Log Insight AFSCHI AT T2 T S..

T ERERATY vRealize Log Insight BEALIAEES 105 | SR 2
A H B i

HITHRERAT% vRealize Log Insight KA A ZUBAINIfE ..
BAVE R JSON 4:H.

FI TR 24 vRealize Log Insight T /EZEFET 5 L 12410 R %
THAEE . B REBH N JSON 45 H

FITHRERS vRealize Log Insight F 71 ALfIAHSE) T

TR S vRealize Log Insight 1 S IAHSEIEF T
o

JHT#REE vRealize Log Insight TH A I AR
T T ERER AT A5
TR S vRealize Operations Manager 4 BAHSE 1) Ji:

T T B AR R A T R, 2l bR 4 BeAT
vReallize Log Insight F T I8 A i e LT S 5

ui_runtime.log XA DL P H R H EHEE.

m  [2013-05-17 20:40:18.716+0000] [http-443-5 INFO /127.0.0.1]
[com.vmware.loginsight.web.actions.misc.LoginActionBean] [User logged in: Name:

admin | Role: admin]

m [2013-05-17 20:39:51.395+0000] [http-443-5 INFO /127.0.0.1]
[com.vmware.loginsight.web.actions.misc.LoginActionBean] [User logged out: Name:

admin | Role: admin]

m [2013-09-18 12:39:34.823-0700] [http-9443-3 WARN /127.0.0.1]
[com.vmware.loginsight.web.actions.misc.LoginActionBean] [Bad username/password

attempt (username: myusername) ]

= [2013-09-18 12:40:08.761-0700] [http-9443-3 INFO /127.0.0.1]
[com.vmware.loginsight.web.actions.misc.LoginActionBean] [User logged in: Active

Directory User: SAM=myusername, Domain=vmware.com,UPN=myusername@vmware.com]

m [ 2013-09-18 12:40:20.232-0700] [http-9443-3 INFO /127.0.0.1]
[com.vmware.loginsight.web.actions.misc.LoginActionBean] [User logged out: Active

Directory User: SAM=myusername, Domain=vmware.com,UPN=myusername@vmware.com]

= [2013-09-18 12:40:36.933-0700] [http-9443-3 INFO /127.0.0.1]
[com.vmware.loginsight.web.actions.misc.LoginActionBean] [User logged in: Local

User: Name=myusername, Role=user]
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m [2013-09-18 12:40:40.429-0700] [http-9443-3 INFO /127.0.0.1]
[com.vmware.loginsight.web.actions.misc.LoginActionBean] [User logged out: Local
User: Name=myusername, Role=user

m [2013-11-13 23:26:21.569+0000] [http-443-4 INFO /127.0.0.1]
[com.vmware.loginsight.web.actions.settings.UsersActionBean] [Created new user:
Active Directory User: SAM=username, Domain=vmware.com, UPN=username@vmware.com]

= [2013-11-14 22:44:11.017+0000] [http-443-6 INFO /127.0.0.1]
[com.vmware.loginsight.web.actions.settings.UsersActionBean] [Created new user:
Local User: Name=username, Role=admin]

m  [2013-12-05 21:03:36.751+0000] [http-443-3 INFO /127.0.0.1]
[com.vmware.loginsight.web.actions.settings.UsersActionBean] [Removed users:
[Active Directory User: SAM=username, Domain=vmware.com,
UPN=username@vmware.com]]

m [2013-12-05 21:04:16.707+0000] [http-443-3 INFO /127.0.0.1]
[com.vmware.loginsight.web.actions.settings.UsersActionBean] [Removed users:
[Local User: Name=username, Role=admin]]

m  [http-9443-3 INFO /127.0.0.1]
[com.vmware.loginsight.web.actions.settings.UsersActionBean] [Created new group:
(domain=vmware.com, group=VMware Employees, role=user)]

m  [2013-12-05 13:07:04.108-0800] [http-9443-2 INFO /127.0.0.1]
[com.vmware.loginsight.web.actions.settings.UsersActionBean] [Removed groups:
[(domain=vmware.com, group=VMware Employees, role=user)]]
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Backup, Restore, and Disaster Recovery Overview

VMware delivers a comprehensive, integrated portfolio of Business Continuity and Disaster Recovery
(BCDR) solutions that provide high availability, data protection, and disaster recovery.

Use the backup, restore, and disaster recovery information in this document for vRealize Log Insight
components, including the master node, worker node and forwarder.

= For information about master and worker cluster members, including configuration, log data and

customization, see 175 15 S ANEELE.

®  For information about Linux or Windows agent local configuration, see 1)) Linux 1§ Windows {{HE.

The information in this document does not apply to the following tools and products. You must to obtain
information about these tools and products from multiple resources.

= Third-party tools that are specifically used for backup, restore, and disaster recovery. For more
information, see the vendor documentation.
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m  vSphere Data Protection, Site Recovery Manager, and Symantec NetBackup. For additional information
on VMware BCDR solutions, see https://www.vmware.com/solutions/business-continuity-disaster-
recovery-draas.html.

= Backup, restore, and disaster recovery capability for products that integrate with vRealize Log Insight.
m  vRealize Operations Manager
= vSphere Web Client server
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<ntp>
<ntp-servers value="ntpl.domain.com, ntp2.domain.com" />
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<high-availability-ip value="10.158.128.165" />
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