TR SREIAMER

#8%F: High Availability

Breheie
13938213680 / rxl@hactcm.edu.cn

http://cloud.xg.hactcm.edu.cn
http://www.51xueweb.cn

WP EAARFEEEESEERRLAE
EERAERNBSEERGRHATIEE

2021.10



=

Understanding High Availability
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vSphere HA

m Configuration, Heartbeats, Protection, VMCP 7

= Proactive HA, Admission control, VM monitoring o »
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m Configuration, FT-enabled VM
m FT performance implications
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VM Cluster \

m Clustering features available in vSphere

m RDM device and multi-writer flag \
VMware vSphere Replication *

VMware Solutions: VM Replication. Stretched Cluster. SRM
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1. Understanding High Availability 11 STRSER
MRS M SESE, RREIMCAIRERED

n WP, SOTHEFESEMETE, iEEZ,

s WIZEBEKZITFMTEDER, FEEUEF OEARBICRICIES I A%,

T AESA A

s S0 ARETENEREFIMERZITRTBIXEA, RO T HITIEINBIASHIEE
ERIIEFTOEN. EEERATHEPENSS AT,

n S E—MREMTTF (Mean Time To Failure, I FERTE]) . MTTR (Mean Time To Repair,
SEPggERY(E). MTBF (Mean Time Between Failure, Fi95R308)R) S5 EE,

TARER?

n BARAUESECRNME, BIERMERRIINERNE, MBI,

s FEIEROKR, BRAZE—TEETOEBI—ERERE, RITRGHTEEETT
=1 TAIBET I,

m SOMERIFEROR (KSR, KR HBRE. EXL. BIR. MEEM) A (RIFRIR. FEFRTREE.
PFERE, B2 HooRm. BRI mE. REKE. TWEE. ST,
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1. Understanding High Availability 12 SRRITIEHA

TS E, SR RE=EFERITIEHY.
irERASEXR, SUNESHEEES:

m At the Application layer, options include Oracle Real Application Clusters (RAQ),
or simply application resiliency through a micro-services architecture.

m At the OS layer, solutions include OS clustering functionality, such as Windows
Server Failover Clustering (WSFC).

m The Virtualization layer offers a number of features for high availability, including
vSphere High Availability (HA), vSphere Fault Tolerance (FT), and stretched
(metro) storage clusters.

m At the Physical layer, high availability is achieved through redundant hardware—
multiple network interface cards (NICs) or host bus adapters (HBAs), multiple
storage area network (SAN) switches and fabrics, multiple paths to storage,
multiple controllers in storage arrays, redundant power supplies, and so forth.

L3
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App App App App Application layer

Operating
System layer

FiHidie

Physical infrastructure (switches, NICs, Physical layer

servers, SANS, disks, etc.)

EH—TINRNBRGE
there is no “one size fits all” solution.
Use the right tool for the job based on your specific requirements.




1. Understanding High Availability 12 SRRITIEHA

RIRFZITIE: vSphere BEE~ SRS R HER D

RNiRIEFK T vSphere IRENS T BXERASHRLTES
ESXi host clustering using vSphere HA (High Availability)

Virtual machine (VM) mirroring using vSphere FT (Fault Tolerance)
Virtual machine clustering

Virtual machine backup

VMware vSphere Replication

VSAN stretched storage clustering: vSANfzfi#RfE:

Disaster recovery and Disaster avoidance: kigikEe Skusie
VMware solutions: E#tSaIERRSGE
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2. vSphere HA 2.THA

vSphere HAIzZ1THHI 2 :

m WSPRBFEERRIESXi Hostz VM,

m EIIFECERES, HBFEDAYESXi Hostal VMALEIE, BJLABfEEMIE
EIn{TRIESXi HostEFREEIVM, SR AR E(RIEE ARSI,

vSphere HARIPZ B! :

m FXTESXi HostAR At FEHI R 1

m XTIV LI N RI4ER

m FXIESXi Hostit XISMEH AN IERIRIF
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2. vSphere HA 2.THA

vSphere HAIZ{T[RIE

s EAHARY, ES=TEEEPBENEZE—SESX HosHEAEEEL
(Master), H&ESXi HosHERMEEN (Slave) ,

m Master5vCenter Serveri#{TiB(E, Fiai=FrEZFRIFEIMNB VIR,

» Master{fF HEIREMEFNEIBRFERNE S KIS ERIZEE,
HESXi HosttfifERY, Mastert@NEIFHEHopAMBEtE, 1R ERIR,
A“Master RS HIHIERT, Slave= Bt =4 FAIMaster,

vSphere HABtEERR, FHAIPER=Fp=s8y:

m 05 FVUELDETT,

n [BE . FHLIMMNERE.

n DX FHKRESERTVHIMNEIEE,

'\ i
A
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2. vSphere HA 21HA
BeEVSphere HARIEARE K

m vCenter Server
HARUKERFvCenter ServerA 883LE, ;&BvCenter Server§TiAzAHA,
m [FFvMotion
LESXi HostEESIERT, HASIEREAYESX Host Wi TEHBs), X MNIFELH
eIFEEN,
EREENERIIR R ZvMotion, {HEREHAXRERvMotion{ENETiR.
n NER
HAZKRMEE B TR, 5l REEMLE,
NERBBMEEE NS, HASLE PR EEIRVIETR.
m ZEEVMware Tools
AGRINT BN BRENTERE, 2R HAK I S8BT VMware Tools5Ea%.
m BYEEESXi HostEEE:k
Z/D2ESXi HostTr e {:I
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2. VSphere HA 2.2 Configuration

(1117

>

EcEVvSphere HANE IS IZFIHR{E
http://dms.it.hactcm.edu.cn/api/h/f?m=368113f3d8f8eba5-1-0
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2. Vsphere HA 2.3 vSphere HA heartbeats

OB TIE FBTFH{RESXi HostEBaiFliE! T,
s IRAERCERBFEERREZEWEIOBE, NIARESXI HostEXHF],
m [Bf5, ARAHASELMEYLH,

FIESI=1TESXi Host |, EFhEsElmnESXi Host EAIVM,

vSphere HAFT OB TIRIMFR 5 -

= Network heartbeat:

Master nodeTERAEIZ ICMPHIXGGESlave nodel@id MLE 2 A LUERE,
m Storage heartbeat:

BEECRIE SESX HostEM T =171k R FME— a3,

1Z N AFEHESXi HostEdRE,
YT STHAREHE, MRIZSUARIRIRESXi Host T A1 L=z,
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[ | (D vsphere - BBT-Cluster - vSphers X | ==
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vm vSphere Client
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-t e ] Pop—
RIUNER
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2. vSphere HA 2.4 vSphere HA {Ri7H15]

vSphere HAZN{a T{E?
n BEEFEHEESX HostiIBIT4EPIz{TAIVMEIEE,
s VMIIRFEEEZZERY [VSphere-HA

n HOBESTIEIESXT HostEEN PR, A'JR‘ETE?J%EE?%EPE’\]AT’@ESXi
HostiBaIVM,

x |+

<« C @A & FBE | hups//10.101.250/u/#extensionid=vsphere core.datastore. manage flesViewSiobjectid=urnvmoni Datastore datastore- 120,539 7dac-bec0-4891-bad8-7785edf2a03d &navigato

B BBT-Cloud-SAN-3-Data-1 | =~

T
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2. vSphere HA 2.5 VMCP

VMCP : Virtual Machine Component Protection, BN {ZE{RIP

= FIXVM, 1IRMEEFEERE S IR S5,
PDL: All Path Down
HFEEY T2 AREN, FEEIIEERIE—1SCSHELSEIESXi Host,
ESXi HostlZIiE<fE, BiE ez R st i TIORIE,
APD: Permanent Device Loss

QNERESXi HostTo Zp e iEle?l, BERiEldsiBiRERIRSCSiE<, NESXi Host=
RizFEREirc AR,
BRE, ESXi HostRAr=ilaFiEiREaxIOE<S, EIAPDEBRT,
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YRIEBYERIGE BBT-Cluster

vsphere HA @D

ERPEFONAAY AN eESEEE
ERIIABRE vSphere HA nfAIIERIHRSEE FAOREER
). RN B,

JEFEER

> TSR
> AN SRR AL
> hbF POL RAEHES i

> AT APD HRENEUIREEE

> BRI




The VMCP recovery workflow is shown

Storage Failure Generate List of
Detected Affected VMs

Start APD Timeout
5 .
APD or PDL APD (+140 Seconds) APD Recovered? No Action

PDL Response e DIEET o] [Nommm s No Action Start APD F§|Iover APD Recovered?
Delay (+3 Minutes)

Restart VMs

|

Terminate / Restart
VMs

<«—Restart VMs APD Response Disabled—» No Action <«—Disabled Recovery Response

Reset VMs < Reset VMs



2. vSphere HA 2.6 Proactive HA

Proactive HA: Z=&NFfH R b=

m (E5H) HA BN, RE3RSEMET, FT=IEZRIFRIVMERRS (failover)
I EfRIRSS 38 L2,

s EERRSeE BEMRH TR FHIRIEMINEINRE, EEaIFREh AR EE.,
vSphere 6.5RLUBARA, LB S FIRS S MIRASIB T EABEH, LT
FEDFRFHEL HA (Proactive HA), 140

Dell Openmanage
HP Insight Manager
Cisco UCS Manager
RS5es] BHARSGEE TAESEIRSS[/I—LEEINRME vSphere FE,
PIRIE BN B RESE, ERERINESHIERBE ERREEEFS,

LMEELER, BERERSSZMTIEEIRE, vSphere FISIBIX SRS BT IRRIED,
(Quarantme mode) , XEWREZRSR L AA=BENFEN, Jﬁcﬁ vSphere &R AJgEHIEIZ
R5Z22 FRREN], vMotion R E RS 2E L,

e
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2. vSphere HA 2.6 Proactive HA
Proactive HARSSEF I NEERTE =

m Quarantine mode for all failures: f[g=1E=,

Quarantined hosts are not used to run new VMs, but currently running VMs
will still be run on the top of the quarantined host.

m Mixed mode (quarantine mode for moderate and maintenance mode
for severe failure): [JE&1ET(

If the host suffers from moderate degradation, the VMs will be kept running
on the host, but new VMs will not be run on the host. However, all VMs will
be migrated off the host in severe failures.

m Maintenance mode for all failures: ZE3RE=(

All VMs will be migrated off the host no matter whether moderate or severe
degradation occurred.

£y
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[ | (@ vSphere - BBT-Cluster - vpher= X | ==

S C R A FES | hips/1010.1250/ui/#

4R4E Proactive HA  esT-cluster

#5 @
i
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2. VSphere HA 2.7 Admission control

Admission control: JENIZ4E|
m vSphere HA {FR/ENEGIIRE T HINMIE TR BRI RRA T ELWIKRE.,
n EANERIRREBREIN LIRS, (Ea ] 8eiE X LR Bl AR EEA S H TOIF,
n OJEEATOVFAIRIER AN T :

FIFF AR
TR FEFAIL

IBINREIAAEY CPU sk 7FTRER
vSphere HA ENIEHIRVE RS EFEE OITRI B {HRERIE A SR )RR SR
oEd =M A TCRRE TSRS E

HERREEDL

TRIE RS

R
vSphere HA ENIEHI:

https://docs.vmware.com/cn/VMware-vSphere/6.7/com.vmware.vsphere.avail.doc/GUID-53F6938&; 96ES-4F67 -
9A6E-479F5A894571.html

IEHREAXRE / el / 13938213680 / http://cloud.xg.hactcm.edu.cn / http://www.51xueweb.cn



[ (@ vsphere - BBT-Cluster - vSphers X | & vsphere Proactive HA SIS x | [l vsphere 65 853 — HAIBER x | +
S C QA A FES | hps//10.10.1250/ui/#7 ore cluster manage

IRIBRFEIRE BBT-Cluster

L) R

HA BT Ry

4B UIE




3. vSphere FT 3.1Intro FT

vSphere Fault Tolerance (FT) &= VMseT B4R, SESLIL
VMSEIZE ST, (a zero-downtime technology),

vSphere FTROT{E/RIE
= ERESESXi Host BZEZEEHIE— 1 VMAPIRE
the primary VM, FEVM
the secondary VM, ##EEIVM
s TR S EREMANAIA TS IUER, FERBIEMALR LA R
SIS FRIAT, BRI LIRS BRI,

WNRZITEREWIBIESX] Host IS, B=ITERBafET#, ZBERBE
B AB R E R, RIATCIEFAVAEENREINL, BoiE#TiEL Fault

Tolerance &=,

WNERI=TEEENEWIBIESXI Host e SEdafE, 1237 BITEFTAYESX HostJ:BULSQBE
EA_ERVEEBIREINL, SEWFT R,
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/—J“:;::ﬂ\

Fast Checkpointing

Prima

vSphere
-




3. vSphere FT 3.1 Intro FT

vSphere FTRYINEERH! :
s FPVMREEEEBRZ4VCPU, 64GB RAM,
» ZHESXi Host L &2 373541 s L.
= {EREFTAYESXi Host e BRI AR SIRICPU, ECEEVC,
m {FREFTAYESXi HostFERB10GbpsAIMZE, HEEZFEREN,
» SREFTRIEMAASHFEBm vSphereE R IIgE
Storage vMotion
Linked clones
VMCP

Virtual volume datastores
Storage-based policy management

Snapshots ‘Cx
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3. VSphere FT 3.2 FT Configuration

vSphere FTROBCEIEEER, (ERUMETRESVMIHITRE.

% VM-VMware vCenter Server Appliance-10.10.1.250 "¢ 5B

R me BEE O OGR EEGR R[S EF

PU (RS
O 167 Mz

S
@ 1368

TFRERES
] 36.75GB

EETL RS . ~ | mE N

& 1777 Remote Console

[ 3:id

s I Fauit Tolerance

R . .

L

N, Pl 26 FEIEE
BHERDE

5 BEER

BETR®

AT A
RS EEE . O esr

RICER

H
3
w
as
.
g
®

v AR v FHOEE | v FEmER v EEE

= BT CLOUD LOCAL Admnsstiator o4 B 20201107 EFSSI54 2029107 ETF95354
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4. Virtual machine clustering 4.1 Intro Clustering VMs

WiE— 13K

s EXZAMIEERS, BFEMS SQL Server, 35RS2ECINEERT,
n FIEEIRSSMFEAVM, 16 vCPU, 128G RAM, 2/MGbps Ethernet,
s RTINS EIRS.

HA FT Cluster

VL]

HRREARSS RS ERSE
A5l =

SFRECENS SSMEAA
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4. Virtual machine clustering 4.1 Intro Clustering VMs

Virtual maching clustering2sCE S35 0] FRRYEERY,
n BRRYERESCIN IR FR SN R ARSI, fvSpherefoxk,
m vSpheregefgsx#:FClustering VMsHYERE R
= vSphereGZ RGN B FA— M E—A0ZIERITREIE,
= vSpheresz =FMRTUHYEERFSLIL
Cluster-in-a-Box: VMsTx[al—ESXi HostSCEIEER,
Cluster-out-of-the-Box: VMsfEZ SESXi HostsLI &£,
VM and physical server clustering:
RN — T REYIERSS 2 DiElT,
RS — T3 = EAVMIEESXi Host bis1T,
HEEDE,
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Cluster in a box

Node 1 Node 2
VM |= » VM
T=N=F
Shared Disk

Cluster out of a box

Node 1 Node 2
VM |« » VM
o= sEJoET=

S

Shared Disk

Virtual with Physical

Node 1 Node 2
M [« ==

Shared Disk




4. Virtual machine ClUStering 4.2 Clustering features available
vSpherefRERYEERF SHFIOR

m SCSI bus sharing for virtual disks on VMEFES volume:
Z 0 VMsHI LARIRS G EE— e R

m SCSI bus sharing for RDM devices:
VMAMERRVMESH &, BERMmETRawZHIIEZ,

m Multi-writer flag on the virtual disk:
ZPVMsa] LUEE E— R,

m [n-guest iSCSI:
VMAMERVMESHEE, (ERIREIRIISCSIFFE.
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4. Virtual machine clustering 4.3 RDM

RDM: Raw Device Mapping, [RigiR&EMET, BEBEITEE

s RDMABF—PM WL EESRDSANFR—NEELUN  (Logical Unit
Number) ,

= ROMEZESLIREN BEIRERFETRILUN, AT EIUE,

m {FHRDM, VMkemel &S LUNEI TSI, MR EFIRIER S
XTLUNRITHE AL,

m (EFMESERAIOMAEE L, RDMEYBIEZERIEIZEE FIFAIEDL,
= ROMBESFERESIORIVM E, #a0:

Oracle. SQL ServerZRDBMS

BT IE S M EEZ KRB EXLZ RS

WEZIFE . K RDM BEELINEI B2 U

https://docs.vmware.com/cn/VMware-vSphere/6.7/com.vmware.vsphere.vm_admin.doc/GUID- 4236E44E E 13
4EDD-8CCO-12BA664BB811.html
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Microsoft

LA 4 4 V™M
' Shared

e
m RDM Disk

| Shared
IRDM Disk

VMFS Datastore Raw Lun



HEZEAMNL

v 1R R
v 2 BHEETRAICESE EESHIEE
v 3 EEITEEE YR
v 4 BEEERE Bl SRR IS BT LUN
v 5 pHEREN - P
v 6 BEEFYUBIERS
7 EENE
8 BB

ru CD/OVD RE Sugon Fibre Channel Disk (naa.500d...

BEID

vmis/devices/d!

=2

109178

=il uss iRE
=

Sugon Fibre Channel Disk (naa.600b_.

Ivmfs/devices/dl..

200TB

FriEE

FIeEIERLRE
7 SCS! 2R LSl Logic SAS i
UsB $5iEE
SATA IHISE
#780 CD/DVD RihdE p—— NVDIMM
— NVMe 2HIRE
EEEEVE HE PCIRE
- = PCIiRE
vMCl 8 mEpilEEERY =m0
wE

VM Network-101 v

$TEE SATA 28I 3R SATA 28I

FAE: ESXi 6.7 RERAAR (SRS 14)

CANCEL NEXT

Sugon Fibre Channel Disk (naa.600b....

vmis/devices/d!

400 TB




Configuring

SQL Server Always On
Failover Cluster Instances
: ) Using RDM On vSphere

Shared Storage

A ZAlways OnAJ FF{ER M
https://docs.microsoft.com/zh-cn/sgl/database-engine/availability-groups/windows/overview-of-always-on-
availability-groups-sql-server?redirectedfrom=MSDN&view=sgl-server-ver15

ERBIER:

https://tech2fun.net/configuring-sql-server-always-on-failover-cluster-instances-using-rdm-on-vsphere-7/

{faJAlways On:
https://blog.csdn.net/dba_huangzj/article/details/54015470

Getting Started with Always On Availability Groups:

https://docs.microsoft.com/en-us/sql/database-engine/availability-groups/windows/getting-started=with-always-
on-availability-groups-sgl-server?view=sql-server-ver15



5. VMware Solutions

TR AR WSEiEEM, WSS,

s EMERTIRSGHZESZIR. A, SCEREE 1T AR B R,
. ECEEI TSR, WS RS,
ST RMHERNEEERASE:

n ARTRISE: IRSEEHIES

m TR RBESHIPE
VMwaretft 7 BRIV R 5 Z K2 F 0] 4,

SCE NP

Y i

k= aJys
Simple cost-effective

e
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_ BC: %l/%E5HS
5. VMware Solutions business-critical applications and services

VMware BC-related solutions& ZHINEA :
m BRI
(RPN IR RS8N ESXI HostENAIE M,
#anvSphere HA, vSphere FT. vMonitor, Storage vMonitor,
n FUERRIP
X ERINTHEI A ED VM,
SIFE=FRRRAE, EidStorage APIHTEIER N SIRE.
m SOMERE
B1dvSphere ReplicationSCIIVMEH!, &% VMEFRIE Bl 5522 i,
B VMware vCenter Site Recovery Manage (vCenter SRM) , SLINEzaIHAAT
imEiwINERIE, APB RN BEFRERE R, & FEAISERF.
m IEEER
i@idvSphere Metro Storage Cluster (vMSC) SCIISGERURSL), 1.7
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VMware vSphere Replication and vSRM

Protected Site

vSphere
Replication 8.1

vCenter 6.0U3,
6.5o0r 6.7

Recovery Site

vSphere
eplication 8.1

SRM81

vCenter 6.0U3,
6.50r6.7

Storage
vSAN, VMFS, NFS or Woils

vSphere Replication

Storage

Array-Based Replication

vSAN, VMFES, NFS or VWolls




VMware vMSC

3" site for

witness
l
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o (00| |o o0 | |o 000 o (00| {o (00| |o 000
Clulster Cluster
vSpthere \/\ vSAN

S5ms RTT , 10GbE







