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How to monitor and optimize your vSphere environment

* VM optimization

* Log management

» vRealize Operations Analytics
* Third-party monitoring tools
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1. vSphere Si=514EE 111 pBESEE

vSphere ZiHEEF AR A WER RERIE RRIETE.
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vCenter Server #iEZE,
s LB G TIIESAREFRIBIEE vSphere Web Client #AJMHERE
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s FEEEIXRR B REF TR EN O AYSERT EE.

& vSphere iR 5iEAL
m  https://docs.vmware.com/cn/VMware-vSphere/6.7/com.vmware.vsphere.monitoring.doc/GUID-A8BO6BEO-
ESFC-435C-B12F-A31618B21E2C.html
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1. vSphere =5 1%RE 12 Al T A
esxtop
m £ ESXi Shell 9uz1T, SCIIRT ESXi Host AYMSIZ,
u HDVT%!_E-
esxtop [-h] [-V] [-P] [-s] [-a] [-c config file] [-R vm-support dir path] [-d delay] [-n iterations]
resxtop

m resxtop & vSphere CLI @45%>,
m WIS REGFNZ S vSphere CLI 8, 3P vSphere Management Assistant (VMA)
=RERI ESXi =418, vCenter Server %8, ARILUER,

. BOHER:

resxtop --server <hostname> --username <user>

vimtop
= 513 vCenter Server Appliance HizfTHY vSphere BRSS,
m E{LF esxtop, TE vCenter Server Appliance INEHIZETT, {]:
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2:10:54pm up 29 days 11:52, 749 worlds, 1 VMs, 2 vCPUs; CPU load average: 0.01, 0.601, 0.01
PCPU USED(%): ©.2 ©.3 0.3 6.1 10 3.1 2.5 0.0 0.6 6.4 0.2 0.1 0.2 0.2 0.0 ©.1 AVG: 1.2
PCPU UTIL(%): ©.7 ©.6 1.7 6.1 7.7 5.1 4.5 0.1 2.2 1.0 0.7 0.4 0.4 0.3 0.0 0.3 AVG: 1.6

D GID NAME XUSED  %RUN  XSYS XWALT XVMWALT  XRDY %IDLE XOVRLP _%CSTP %MLMID %SWPWT
2345410 2345410 esxtop.2546574 1 6.32 7.92 0.00 ©5.41 ~ 0.0 .09 ©.08  0.00  0.00 .00
501086 501006 VM-VMware vCent 24  5.99  9.53  0.03 2460.60 .60  0.06 197.56 0.2  0.60  0.68  0.00
1 1 system 384 1.62 1600.69  0.00 29730.72 - 44.89 .08 0.78  0.00  0.00 .00
8 8 helper 169 0.26 0.23  0.00 16900.00 - 8.2 .08 0.09 0.00 ©0.00 .00
4659 4659 ioFilterVPServe 2  0.20 .17  ©.01 200.00 - 0.0 .08 ©.00 0.00  0.00 .00
461134 461134 fdm.2197854 38 0.15  0.20  0.00 3800.00 - 0.0 .09 ©.00 0.00 ©0.00 .09
453516 453516 vpxa.2196794 38  0.08 0.15  0.00 3800.00 - 0.66 .09 ©.00 0.00  0.00 .00
6232 6232 hostd.2098772 31 0.07 0.1  6.00 3109.00 - 0.7 .09 ©.00 0.00  ©0.00 .00
10838 10838 dcui.2099429 4 0.6 .15 ©.08 400.00 - e.e1 .08 ©.00 0.00  0.00 .00
1097 1697 vmsyslogd.20975 7 .04  0.04  0.00 780.80 - 0.0 .08 ©.00 0.00 0.00  ©.00
6393 6393 rhttpproxy.2098 27  0.83  ©.04 0.0 2700.00 - e.el .08 ©.00 0.00 0.00 .00
2345330 2345230 sshd.2546564 1 .02 0.03 0.00 180.80 - 0.0 .08 0.00 0.00 0.00 .00
5869 5369 hostdCgiServer. 12  0.82 .65  0.00 1200.00 - 0.5 .08 ©0.00 0.00 0.00  ©.00
10022 10022 snmpd.2099225 1 .62 0.62 0.00 100.60 - 0.0l .08 0.00 0.00 0.00  0.00
2260 2260 net-lacp.209788 3 0.81  0.64  6.08 300.00 - 0.4 .09 ©0.00 0.00 0.00  0.00
2358 2358 vmkiscsid.20979 2 0.81  6.62  6.08 200.00 - 8.2 .08 0.08 0.00 0.00 .00
6706 6706 storageRM.20988 1 0.1  6.61  6.08 100.00 - 0.0 .08 ©.08 0.00  0.00 .00
10 16 drivers 12 0.60  ©0.61  6.08 1200.00 - 8.1 .08 0.08 0.00  0.00 .00
3810 3810 ntpd.2098450 1 0.0 0.01 0.00 160.80 - 0.0 .09 0.08 0.00  0.00 .00
4250 4250 vmmare-usbarbit 1  0.80 .61  ©.08 100.00 - 0.0 .08 0.08 0.00  0.00 .00
8234 8234 dcbd.2099061 1 0.0 0.01 0.00 160.80 - 8.1 .08 0.08 0.00 0.00 .00
1249 1249 vobd.2097563 20 0.08 0.00 .00 2000.00 - 0.0 .09 0.08 0.00  0.00 .00
4947 4947 suapobjd.209859 1  0.80 .61  ©.09 100.00 - e.e1 .08 0.00 0.00  0.00 .00
2871 2871 busybox.2098312 1  0.80 .60  ©.09 100.00 - 0.0 .09 0.08 0.00  0.00 .00
1u 1 ft 4 0.0 .00 0.00 400.00 - 8.1 .09 0.00 0.00  0.00 .00
12 12 vmotion 1 0.0 0.00 0.00 100.60 - 0.0 .09 ©.00 0.00  ©0.00 .00
668 608 init.2097488 1 0.0 0.00 0.00 100.60 - 0.0 .09 ©.00 0.00  ©0.00 .00
1689 1689 vmsyslogd.20975 1 .60  0.60  0.00 160.80 - 0.0 .08 ©.00 0.00  0.00 .00
1161 1161 sh.2097552 1 .0 ©0.00 0.00 100.80 - 0.0 .08 ©.00 0.00 0.00 .00
1281 1281 sh.2007588 1 .0 0.00 0.00 100.80 - 0.0 .08 ©.00 0.00 0.00 .00
1337 1337 vmkeventd.20975 1 .00  0.00  0.00 180.80 - 0.0 .08 ©0.00 0.00 0.00 .00
1607 1607 vmkdevmgr.20977 1 .60 0.6  0.00 100.00 - 0.0 ©.09 ©0.00 0.00 ©0.00  ©.00
2172 2172 sh.2097874 1 0.0 0.00 0.00 100.60 - 0.0 ©.08 ©0.00 0.00 0.00  ©.00
461052 461653 sh.2197844 1 0.0 0.00 0.00 160.60 - 0.0 .09 ©0.08 0.00 0.00 .00
2334 2334 imashin32d.2697 1  0.80  6.60  6.08 100.00 - 0.0 .08 ©.08 0.00 0.00 .00
2656 2656 busybox.2098236 1  0.60  6.60  6.08 100.00 - 0.0 .08 ©.08 0.00 0.00 .00
3738 3730 sh.2098440 1 0.0 0.00 0.00 160.80 - 0.0 .09 0.08 0.00 0.00 .00
4162 4162 sh.2098495 1 0.0 0.00 0.00 160.80 - 0.0 .08 0.08 0.00  0.00 .00
4539 4539 sh.2098544 1 0.0 0.00 0.00 160.80 - 0.0 .08 0.08 0.00  0.00 .00 =
4875 4875 sh.2098587 1 0.0 0.00 0.00 160.80 - 0.0 .08 0.08 0.00  0.00 .00 iﬂn1’Ei\j.%
5789 5789 sh.2098709 1 0.0 0.00 0.00 160.80 - 0.0 .09 0.08 0.00  0.00 .00 £ S
6152 6152 sh.2098762 1 0.0 0.00 0.00 160.80 - 0.0 .09 0.08 0.00  0.00 .00 .
6313 6313 sh.2098783 1 0.6 .00 0.00 100.00 - 9.0 0.08  0.09 0.00 0.60  0.00 vsphere ESX'
6466 6466 sh.2098824 1 0.0 0.00 0.00 160.80 - 0.0 .09 ©.08 0.00  0.00 .00
6546 6546 sdrsInjector.20 1  0.80  ©.00  ©.09 100.00 - 0.0 .09 ©.00 0.00  ©0.00 .00
6618 6618 sh.2098843 1 0.0 0.00 0.00 100.60 - 0.0 .09 ©.00 0.00  ©0.00 .00
6914 6914 sh.2098881 1 e.0 0.00 0.00 160.80 - 0.0 .08 ©.00 0.00  0.00 .00
6986 6986 net-1bt.2098890 1  0.80  ©.00  ©.09 100.00 - 0.0 .08 ©.00 0.00 0.00 .00
8090 8090 slpd.2099043 1 .0 0.00 0.00 100.80 - 0.0 .08 ©.00 0.00 0.00 .00
8154 8154 sh.2099051 1 0.0 0.00 0.00 180.80 - 0.0 .08 0.00 0.00 0.00 .00
8306 8206 sh.2099072 1 0.0 0.00 0.00 100.00 - 0.0 ©.09 ©0.00 0.00 ©0.00  ©.00
8386 8286 net-cdp.2099082 1  0.80  0.60  0.00 100.00 - 0.0 ©.08 ©0.00 0.00 0.00  ©.00
8458 8458 sh.2099091 1 0.0 0.00 0.00 160.60 - 0.0 .09 ©0.08 0.00 0.00 .00
8530 8530 nscd.2099160 6 ©0.60 .60 6.0 600.00 - 0.0 .08 ©.08 0.00 0.00 .00
8602 8602 sh.2699116 1 0.0 0.00 0.00 160.60 - 0.0 .08 ©.08 0.00 0.00 .00




2:12:19pm up 29 days 11:53, 749 worlds, 1 VMs, 2 vCPUs; MEM overcommit avg: 0.00, 0.00, .00
PMEM /MB: 131055 total: 2161 vmk, 10555 other, 118338 free

VMKMEM/MB: 130669 managed: 1921 minfree, 10275 rsvd, 120394 ursvd, high state

NUMA /MB: 32765 (31677), 32768 (21908), 32768 (32205), 32752 (32163)

PSHARE /MB: 34 shared, 34 common: 0 saving
SWAP  /MB: ] curr, 0 rclmtgt: 0.00 r/s, 0.00 w/s
ZIP  /MB: @ zipped, 0  saved
MEMCTL/MB: ) curr, 0 target, 6493 max
GID NAME MEMSZ GRANT CNSM SZTGT TCHD SWCUR SWTGT SWR/s SWW/s LLSWR/s L HD OVHDMAX
501006 VM-VMware vCent 10339.51 10255.33 10240.00 10298.99 1789.45 0.00 0.00 0.00 0.00 0.00 0.00 0.00 57.46 77.93
6232 hostd.2098772 109.43 75.00 80.39 87.89 25.56 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
453516 vpxa.2196794 41.75 28.52 32.02 34.87 10.52 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
10838 dcui.2099429 22.07 5.62 6.45 7.00 0.96 0.00 9.00 0.00 0.00 9.00 .00 0.00 .00 0.00
1097 vmsyslogd.20975 21.17 15.47 16.36 17.91 15.89 0.00 0.00 .00 0.00 0.00 0.00 0.00 0.00 0.00
6393 rhttpproxy.2098 20.08 8.58 11.68 12.54 4.79 0.00 0.00 .00 0.00 0.00 0.00 0.00 0.00 0.00
461134 fdm.2197854 18.11 11.62 12.77 13.93 3.84 0.00 .00 0.00 0.00 .00 0.00 0.00 0.00 0.00
5869 hostdCgiServer. 16.12 8.88 9.59 10.48 1.10 . 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
1249 vobd.2097563 14.88 3.22 4.03 4.35 0.91 0.160 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
1689 vmsyslogd.20975 12.91 10.62 11.12 12.18 10.71 10.22 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
4659 ioFilterVPServe 9.42 5.57 6.15 6.71 1.30 0.72 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
2345410 esxtop.2546574 7.65 5.31 5.99 6.52 5.99 5.31 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
8530 nscd.2099160 6.62 0.41 0.78 0.82 0.45 0.08 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
1607 vmkdevmgr.20977 6.55 4.56 5.12 5.57 4.13 3.57 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
6546 sdrsInjector.20 5.70 2.97 3.54 3.84 0.76 0.19 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
6706 storageRM.20988 5.56 2.98 3.54 3.84 0.70 0.14 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
8922 smartd.2099156 5.51 3.30 4.00 4.32 1.36 0.66 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
8234 dcbd.2099061 4.89 2.88 3.43 3.71 0.61 0.05 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
6986 net-1bt.2098890 4.52 2.54 3.10 3.35 0.73 0.17 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
8674 nicmgmtd.209912 4.48 2.53 3.06 3.31 1.03 0.50 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
10022 snmpd.2099325 4.36 2.90 3.39 3.68 0.76 0.28 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
1337 vmkeventd.20975 4.24 2.47 2.96 3.21 2.93 2.45 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
4947 swapobjd.209859 4.11 2.86 3.32 3.60 0.48 9.03 0.00 9.00 0.00 0.00 9.00 .00 0.00 .00 0.00
4250 vmware-usharbit 3.89 1.34 1.71 1.84 0.41 0.04 0.00 0.00 .00 0.00 0.00 0.00 0.00 0.00 0.00
2260 net-lacp.209788 3.76 1.49 1.92 2.07 0.46 0.03 0.00 0.00 .00 0.00 0.00 0.00 0.00 0.00 0.00
2358 vmkiscsid.20979 3.70 2.27 2.62 2.84 0.41 0.07 0.00 .00 0.00 0.00 .00 0.00 0.00 0.00 0.00
461053 sh.2197844 3.20 0.16 2.57 2.59 2.53 0.12 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
2345330 sshd.2546564 3.11 1.43 2.02 2.16 2.02 1.43 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
2344666 getty.2546459 2.80 0.12 0.52 9.53 0.42 0.02 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
2334 imaShim32d.2097 2.74 1.57 1.86 2.02 1.08 0.79 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
2344570 sh.2546447 2.70 0.12 0.54 0.55 0.52 0.11 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
608 init.2097488 2.66 0.12 0.50 0.52 0.49 0.11 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
3810 ntpd.2098450 1.73 0.57 0.95 1.00 0.45 0.08 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
2345354 sh.2546567 1.29 0.16 0.50 0.52 0.50 0.16 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 =
2871 busybox.2098312 1.24 0.14 0.56 0.57 0.56 0.14 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 ;ﬂﬂ{?i\j%
1281 sh.2097588 1.23 0.16 0.61 0.62 0.57 0.12 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 E
453444 sh.2196785 1.18 0.16 0.55 0.57 0.51 0.12 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 .
2172 sh.2097874 1.17 0.16 0.55 0.57 0.51 0.12 0.00 0.00 0.0  0.00 0.00 0.00 0.00 0.00 0.00 vsphere ESX'
3730 sh.2098440 1.17 0.16 0.55 0.57 0.51 0.12 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
6313 sh.2098783 1.17 0.16 0.55 0.57 0.52 0.13 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
2656 busybox.2098236 1.17 0.15 0.50 0.51 0.49 0.14 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
5789 sh.2098709 1.17 0.16 0.55 0.56 0.51 9.13 0.00 9.00 0.00 0.00 9.00 .00 0.00 .00 0.00 ..
6152 sh.2098762 1.17 0.16 0.55 0.56 0.51 0.13 0.00 0.00 .00 0.00 0.00 0.00 0.00 0.00 0.00 Emﬁﬁnp#
6466 sh.2098824 1.17 0.16 0.55 0.56 0.51 0.12 0.00 0.00 .00 0.00 0.00 0.00 0.00 0.00 0.00
6618 sh.2098843 1.17 0.16 0.55 .56 0.51 0.12 0.00 .00 0.00 0.00 0.00 0.00 0.00 0.90 0.00 m
6914 sh.2098881 1.17 0.16 0.55 0.56 0.51 0.12 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
8306 sh.2099072 1.17 0.16 0.55 0.56 0.51 0.12 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
8602 sh.2099116 1.17 0.16 0.55 0.56 0.51 9.12 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
9934 sh.2099314 1.17 0.16 0.55 0.56 0.51 0.12 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
1161 sh.2097552 1.16 0.16 0.54 0.56 0.50 0.12 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00




2:12:46pm up 39 days 11:54, 749 worlds, 1 VMs, 2 vCPUs; CPU load average: 0.02, 0.02, 0.01

PORT-ID USED-BY TEAM-PNIC DNAME
33554433 Management n/a vSwitcho
33554434 vmnic® - vSwitcho
33554435 Shadow of vmnicO® n/a vSwitch®
33554436 vmnicl - vSwitcho
33554437 Shadow of vmnicl n/a vSwitcho
33554438 vmko vmnicl vSwitche
33554439 2203258:VM-VMware vCenter Serv vmnicl vSwitche

PKTTX/s MbIX/s PSZIX  PKIRX/s MbRX/s
o.

0.00 0.00 0.00 0.00
0.00 0.00 0.00 9.26
0.00 0.00 0.00 0.00
14.35 0.02 204.00 16.17
.00 0.00 0.00 0.00
11.44 0.02 280.00 6.72
7.63 0.01 238.00 7.81

2:14:41pm up 39 days 11:56, 749 worlds, 1 VMs, 2 vCPUs; CPU load average: 0.01, 0.02, 0.01

GID VMNAME VDEVNAME NVDISK CMDS/s READS/s WRITES/s
501006 VM-VMware vCent - 13 8.36 0.00 8.36

Esxtop:
These si
AL

space

hor ?
q

fF

it any key to co

MBREAD/s MBWRTN/s LAT/rd LAT/wr
0.00 0.05 ©.000 42.146

Esxtop version 6.7.0
Secure mode Off

top for ESX
ngle-character commands are available:

- redraw screen

- update display

- help; show this text
- quit

Interactive commands are:

Add or remove fields

Change the order of displayed fields

Set the delay in seconds between updates
Set the number of instances to display
Write configuration file ~/.esxtop6@rc
Kill a world

Expand/Rollup VM vscsi Statistics

Change the length of the NAME field
Limit display to a single group

r:READS/s w:WRITES/s
R:MBREAD/s T:MBWRTN/s
N:Default

Switch display:

cicpu irinterrupt m:memory
d:disk adapter u:disk device v:idisk VM
x:vsan

]
]
]
]
]
]

00 0.00
.01 80.00
.00 0.00
.02 187.00
.00 0.00
.01 162.00
.03 438.00

n:network
p:power mgmt

oo @

0.

oo Q@

PSZRX %DRPTX %DRPRX
0.

IRIEXISR
vSphere ESXi

(EARBEHS

n, v. h



29 days 08:22:20)

%SYS
2.86 2.86
0.00 0.95

98.04

1023038 764808
2725477 129697

3355443

0.
47370
2595780
3355443

00

0.6

%SIRQ  %STEAL

0.00 0.00 2800.00
0.00 0.00 2800.00
43600«
167260

(Enter), (H)elp, (P)ause, (S)et period, (W) rite config,P(r)ocesses,Dis(k)s,Netw(o)rk, (Quit
%CPU

NAME

VIM Top

Security Token Service
Update Manager

VMware Domain Name Servic
vSphere Profile-Driven St
vSphere H5 Web Client
VMware Telemetry

Reverse HTTP Proxy
Content Library Service
VMware Virtual Machine To
vSphere Flex Client
vCenter Server
Performance Charts

Update Manager Java subpr
Authentication Framework
Directory Service

ESXi Agent Manager
Identity Management Servi
VAPI Endpoint

Component Manager

vCenter Services

VMware Service Manager
Appliance Management Serv
Certificate Service
Identity Management Servi
Security Token Service
Service Lifecycle Manager
Appliance Monitoring Serv
Licensing Manager
Service Lifecycle Manager
Service Control Agent
vPostgres

vPostgres Logger
vPostgres Checkpointer
vPostgres Writer
vPostgres Wal Writer
vPostgres Stats Collector
vPostgres VCDB

vPostgres VCDB

vPostgres VCDB

vPostgres VCDB

vPostgres VCDB

vPostgres VCDB

vPostgres VCDB

vPostgres VCDB

vPostgres VCDB

vPostgres VCDB

vPostgres VCDB

THREADS

8
94
22
18

171
942
41
24
118
2
133
180
80
36
24
37
103
10
55
39
371
37

9
21

1

1

2
14
56

5
50

e R I R

CCP OO0 OO0DODDOODOOOCOOCOOCO0CODOODODOODOOOCOOOOOOO A

76
95
95
95
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00

MHZ

PP PO PO PO RRR

153

hO O SO

P PP OPOPOPOOOODHDOHOWDEOORNKRARNIMORODONRUG® U W

50

22 421.45 1818.77
35 35.25 1156.70
@9 9.18 408.53

38 437.36 2025.05
92 1090.57 2793.61
87 386.60 1648.79

21 21.05 1068.72
62 561.59 2038.29
08 7.55 145.41

42 541.74 2404.73
80 179.33 1373.49

33 233.16 1835.14
79 79.40 4931.39
43 43.26 1399.48
55 54.87 21896.70
T 176.64 1573.58
14 14.45 1235.01

o7 406.67 1686.66
78 177.57 1634.94
63 462.46 2655.18
61 161.20 1553.77
66 266.21 1l088.78
75 174.55 880.22

00 0.00 8.25
00 0.00 8.25
06 6.05 20.05
08 7.98 873.93
16 309.54 1658.49
13 13.47 352.27
91 190.33 1529.46
33 32.58 466.20
04 3.58 68.09
79 178.95 466.59
23 22.92 466.35
15 15.46 466.20
05 4.88 71.19
25 24.82 468.52
27 27.00 467.49
18 18.44 470.46
21 21.43 467.50
30 29.89 469.94
33 32.62 469.29
70 70.07 496.09
10 10.43 467.30
64 64.15 474.54
7 16.69 467.42
23 23.41 467.50

REXISR
vSCSA



25264
5321
2326
5335
5310
2315
4571
1266
1640
1790
5099
1725
2173
1586
2282
2301
1845
2343
2178
3535
30545
2203
5617
6516
2059
1730
1789
1843
2075
2079
2244
2382
2415
2435
2436
2437
2439
3809
3813
4793
6817
6896
6902
6904
7458
8239
19621
202760
20271
25027

29 days 08:26:4

6.
%SYS
19.07 0.95
8.58 5.72
1023038

2725477
3355443
(Enter), (H)elp, (P)ause, (S)et period, (W)rite config,P(r)ocesses

VIM Top

vSphere Profile-Driven St
Service Control Agent
VMware Service Manager
Content Library Service
vSphere H5 Web Client
vCenter Server

VMware Virtual Machine To
Directory Service
Identity Management Servi
Update Manager

VMware Domain Name Servic
Licensing Manager
Authentication Framework
ESXi Agent Manager
Component Manager
Security Token Service
vSphere Flex Client

VAPI Endpoint

vCenter Services
Appliance Management Serv
Reverse HTTP Proxy

Update Manager Java subpr
Performance Charts
Service Lifecycle Manager
Certificate Service
Identity Management Servi
Security Token Service
VMware Telemetry
Appliance Monitoring Serv
Service Lifecycle Manager
vPostgres

vPostgres Logger
vPostgres Checkpointer
vPostgres Writer
vPostgres Wal Writer
vPostgres Stats Collector
vPostgres VCDB

vPostgres VCDB

vPostgres VCDB

vPostgres VCDB

vPostgres VCDB

vPostgres VCDB

vPostgres VCDB

vPostgres VCDB

vPostgres VCDB

vPostgres VCDB

vPostgres VCDB

vPostgres VCDB

vPostgres VCDB

129692

8
171
51
37
119
945
180
2
36
10
22
18
56
24
103
39
94
133
55
371
9
24
36
80
2
21

4.

CCP OO0 OO0DODOODOOOCOO0OCOO0O0DOOODODOODOOOCOOBOOOOOON

7
86
95
95
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00

133

PP PO PO PO OOOORPROOOOOORPOROROOOORPORRPORORERORORR

%SIRQ
0.95
0.00
43690
1674361

%STEAL
0.00
0.00

2800.00
2800.00

sDis(k)s,Netw(o)rk, (QQuit

0.50
4.38
1.91
1.61
5.62

49.62
437.36
190.33
161.20
561.59

552.61
2025.05
1529.46
1553.77
2038.29

Select column(s):
: Process qidentifier
: Command name used to start the process as it is seen by the underlying system

- PID
CMD

CMDLINE

: The full command line of this process, used during startup

: User readable name of the process

: Number of native threads currently running in the process

: Current CPU usage in percent for this process
: Current CPU usage in MHz for this process

: CPU time spent by process in the system (kernel) routines

: CPU time spent by process in the user land

: Physical memory usage in percent for this process

: Physical (resident) memory used by this process

: Total virtual memory size of this process (the complete working set including resident and swappe memory)
: Size of the shared code - these are any shared objects (so or DLL) loaded by the process

: Code segment size of the process without any shared libraries

: Data segment size of the process (for managed process, like JVM, this includes the managed code al:o)
: Total number of file descriptors opened by the process

: Number of all file objects opened by the process (sum of files, directories and links)

: Number of regular files currently opened by the process

: Number of directories currently opened by the process

: Number of symbolic links currently opened by the process

: Number o

S

devices (char or block) opened by the process

: Number of descriptors opened to character devices

: Number of descriptors opened to block devices

: Number of all communication channels opened by the process (either sockets or FIFOs)
: Number of sockets (TCP, UDP, raw) currently opened by the process

: Pipes (named or not) opened by the process

CECPOPOOOO OO O
W
w

15.46

24.82
27.00
18.44
21.43
29.89
32.62
70.07
10.43
64.15
16.69
23.41
23.36
21.01

466.20
71.19
468.52
467 .49
470.46
467.50
469.94
469.29

REXNR
vCSA

ERAXEGS
c



1

HR R H R R R R R R R RN W H W0 HN MO0 H00W0OFW®N®HWRR®O®W® ™M W

45.86
10.51
1023038

2725477
3355443
(Enter), (H)elp, (P)ause, (S)et

3392
36536
17272
16288
16316
29468
16604
15732
12176

7056
15880
16356
14796

%SYS
3.82
5.73

884
1368

1008

29 days 08:28:34

81.21

761329
129691

8

2
304
121
64
3
196
65
3

2

4
300
19
114
2]

3
34
121
69
152
102
1
100
82
5

[¢]
66
]

7
985

OHWOWWWR e

12
8
367
160
86
61
243
88
30
16
21
366
21
161
13
T4
53
158
110
172
123
9
123
105
23
8
90
8
16
994

861332
469864
2725948
1592468
1466912
1098344
1950648
1488472
1350676
1203180
1013460
2329812
1210896
1919444
328772
999912
4996132
2577948
1709756
1553524
1540240
75368
1745632
1561232
830628
2196
1433804
1516
2484
18924
795784
1144
344

344
296248
1144
1124
1552
1300
3524
2468
3292
2484
4980
4308
31752
2272
9684
2396
2484

0.00
50473
2595786
3355443
period, (W) rite config,P(r)ocesses,Dis(k)s,Netw(o)rk, (Quit

%SIRQ
0.00
0.96
43719
167516

%STEAL
0.00 2800.00
0.00 2800.00

/usr/lib/vmware-statsmonitor/statsMonito
fusr/lib/vmware-vpx/vimtop/vimtop
/usr/java/jre-vmware/bin/vsphere-ui.laun
/usr/java/jre-vmware/bin/vmware-vapi-end
Jusr/java/jre-vmware/bin/vmware-vsm.laun
Jusr/lib/vmware-vpx/vpxd
Jusr/java/jre-vmware/bin/vmware-content-
Jusr/java/jre-vmware/bin/vmware-eam.laun
Jusr/lib/vmware-vmdir/sbin/vmdird -s -1
Jusr/lib/vmware-vmafd/sbin/vmafdd -s
[usr/lib/vmware-updatemgr /bin/updatemgr
[usr/java/jre-vmware/bin/vsphere-client.
vmware-sts-idmd -procname vmware-sts—idm
[usr/java/jre-vmware/bin/vmware-sps.laun
Jusr/lib/vmware-vmdns /sbin/vmdnsd -s
/usr/lib/vmware-rhttpproxy/rhttpproxy -r
jre/bin/java -Dhttps.protocols=TLSvl -Dj
/usr/java/jre-vmware/bin/vmware-vpxd-svc
vmware-stsd -procname vmware-stsd -home
/usr/java/jre-vmware/bin/vmware-analytic
/usr/java/jre-vmware/bin/vmware-cm.launc
/usr/bin/vmtoolsd
/usr/java/jre-vmware/bin/vmware-perfchar
Jusr/java/jre-vmware/bin/vmware-cis-lice
Jusr/bin/python /usr/lib/applmgmt/base/b
postgres: stats collector process
Jusr/java/jre-vmware/bin/vmware-sca.laun
Jusr/lib/vmware-vmon/vmon

postgres: vc VCDB 127.0.0.1(49918) idle
postgres: vc VCDB 127.0.0.1(33674) idle
Jusr/lib/vmware-vmca/sbin/vmcad -s
postgres: wal writer process
vmware-sts-idmd -procname vmware-sts—idm
vmware-stsd -procname vmware-stsd -home
/usr/1lib/vmware-vmon/vapi/vmon-vapi-prov
Jopt/vmware/vpostgres/current/bin/postgr

postgres: logger process

postgres: checkpointer process
postgres: writer process

postgres: vc VCDB 127.0.0.1(49016) idle
postgres: vc VCDB 127.0.0.1(49020) idle
postgres: vc VCDB 127.0.0.1(49620) idle
postgres: vc VCDB 127.0.0.1(50966) idle
postgres: vc VCDB 127.0.0.1(51038) idle
postgres: vc VCDB 127.0.0.1(51052) idle
postgres: vc VCDB 127.0.0.1(51056) idle
postgres: vc VCDB 127.0.0.1(51484) idle
postgres: vc VCDB 127.0.0.1(52164) idle
postgres: vc VCDB 127.0.0.1(49440) idle
postgres: vc VCDB 127.0.0.1(49916) idle

(statsMonitor)
(vimtop)
(vsphere-ui.laun)
(vmware-vapi-end)
(vmware-vsm. laun)
(vpxd)
(vmware-content-)
(vmware-eam. laun)
(vmdird)

(vmafdd)
(updatemgr)
(vsphere-client.)
(jsve)
(vmware-sps.laun)
(vmdnsd)
(rhttpproxy)
(java)
(vmware-vpxd-svc)
(jsve)
(vmware-analytic)
(vmware-cm. launc)
(vmtoolsd)
(vmware-perfchar)
(vmware-cis-lice)
(python)
(postgres)
(vmware-sca.laun)
(vmon)

(postgres)
(postgres)

(vmecad)

(postgres)

(jsve)

(Gsve)
(vmon-vapi-provi)
(postgres)
(postgres)
(postgres)
(postgres)
(postgres)
(postgres)
(postgres)
(postgres)
(postgres)
(postgres)
(postgres)
(postgres)
(postgres)
(postgres)
(postgres)

PCPORPRRRRRRRRRRRRRRPRRRORRRRRRRRRRRORRORRRRRRRRR

PCPORPORRRRRRORRRORRRCRORORRRRORRRRORRORRRERORRR

= ®

304
121
64

196
65

aNow

300
19
11.

wo b

34
12
69
15.
1e.

-

NN

10
82

°

©
@ o
O~N~eoown

OHWOWWWR e

w
~ =

5

w ©

27
39
a7

[

Appliance Monitoring Serv
VIM Top

vSphere H5 Web Client
VAPI Endpoint

VMware Service Manager
vCenter Server

Content Library Service
ESXi Agent Manager
Directory Service
Authentication Framework
Update Manager

vSphere Flex Client
Identity Management Servi
vSphere Profile-Driven St
VMware Domain Name Servic
Reverse HTTP Proxy
Update Manager Java subpr
vCenter Services

Security Token Service
VMware Telemetry
Component Manager

VMware Virtual Machine To
Performance Charts
Licensing Manager
Appliance Management Serv
vPostgres Stats Collector
Service Control Agent
Service Lifecycle Manager
vPostgres VCDB

vPostgres VCDB
Certificate Service
vPostgres Wal Writer
Identity Management Servi
Security Token Service
Service Lifecycle Manager
vPostgres

vPostgres Logger
vPostgres Checkpointer
vPostgres Writer
vPostgres VCDB

vPostgres VCDB

vPostgres VCDB

vPostgres VCDB

vPostgres VCDB

vPostgres VCDB

vPostgres VCDB

vPostgres VCDB

vPostgres VCDB

vPostgres VCDB

vPostgres VCDB

[

I e e e

@
o

CCE OO0 OOODOD0O0COCDO0O0O0N0NODODOOOCOOOOODD O W

19
82
96
96
96
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00

1685

PP PO PO PO OO ORPOROROORORPRORRRERORROR

©
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10
50

.92

o7
61
80
62
76
55
43
35
42
14
38
09
21
79
63
22
87
78
08
33
10
66
05
91
06
23
55
75
15
00
00
13
33
04
79
23
25
27
18
21
30
33
70
16
64
7
23

.86



Last login: Tue Nov 23 14:34:54 2021 from 10.10.0.1
Connected to service

* List APIs: "help api list"
* List Plugins: "help pi list"
* Launch BASH: "shell™

Command> help pi list
Available plugin API calls:
com.vnware.clear
com.vmware.cmsso-util
com.vmware.dcli
com.vmware.nslookup

com. viware. pgrep
com.vmware.pgtop
com.viware.ping
com.viware.pingé
com.viware . pnid-manager
com.vmware. po rtaccess
com.vmware.ps
com.vmware.rvc
com.viware.service-control
com.viware.shell
com.viware.showlog
com.viware . shutdown
com.viware . software-packages
com.viware . support-bundle
com.vnware . top
com.vnware.tracepath
com.vmware. tracepath6
com.vmware .updatemgr-util
com.vnware.vcenter—-restore
com. viware . vimtop

Command>

Command> showlog

usage: showlog [logfilel logfile2 ...] | (--list [file pattern])

optional arguments:
-h, --help show this help message and exit
--version show program's version number and exit
-1, ——list List the log files matching the specified pattern. List files

under default log directory.

Command> showlog -1

auth.log

btmp

btmp-202111061

cloud-init-output.log

cloud-init.log

cron

fbStatusInt.json

installer.log

invoked_procs

lastlog

lastlog.1

sa

stigreport.log

tallylog

tallylog.1

tmp-cmd. out

vc-install.log
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vSphere 12t T UENX R AZ2E, 9 VM, ESXiHost, Network,
Storage BIEEEIR(ER.
 TENAIALARRS, REAIMEEEEERE:
A host's storage status, CPU status, voltage, temperature, or power status
changes.
A cluster experiences a vSphere High Availability (HA) error.
A datastore runs low on free disk space.

A VM's CPU usage, memory usage, disk latency, or even fault tolerance
status changes.

= BJLURIERR, BITEMERMRARS,
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1. vSphere 'S 514%EE 1.5 VM Optimization

mE VM af LUBII A S = T
u Eﬁ VM E@T;T%{’E,%Z}Ei&ﬁ% E'JEI Inside the guest OS tools
B3 VM BB FR SR 2= B Fimiy s T0H T
fan:
BT VM BERZNENT Elsls, a1 Windows FIFSEIERS. Linux Top £,
BT VM BER % E2e2E SNMP Client, Agent S T141%,
[ E VM Z?Hﬁ'fj_'% f’EI Outside the guest OS tools
NET VM BER S, EINEPHETmE.,
fan:
MIERRSS RS LAUES IPMI I3Ris17185, VM AILUBIE vSphere #HTim3%,
vSphere 127 vCenter Server performance charts #1 ESXTOP TEI&E VM,
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1. vSphere Y52 514RE 1.5 VM Optimization

vSphere X3 VM 15=A9FR
m ESXi BJLAHSIR \/l\/l (BEREE510 R0 FaIEIE.

m VCSA FILA AR wizEEBERERR R LABITEN
BITE N VCSA E’JT.:.,U 1t [EHER, {Eﬂﬁﬂﬁ_ﬁaﬁﬁﬂ’ﬂ_ fEFOMERETS Sk,
BT vSphere Client E&MgeddE, 25O 1 AJEEER:

Real-time:

This data is not stored in the database, but the individual ESXi host is queried when such data
is requested. Every 20 seconds, the sample of data is retrieved.

Last day:

Real-time statistics are aggregated to 5-minute intervals and stored in the database.
Last week:

The last day's statistics are aggregated to 30-minute intervals and stored in the database.
Last month:

The last day's statistics are aggregated to 2-hour intervals and stored in the database.
Last year:

The last month's statistics are aggregated to 24-hour intervals and stored in the database.
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2. VRealize Operations 2.2 Installation
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EB& VMware vRealize Operations 7.5
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3. LOg management 3.2 VMware vRealize Log Insight
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