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, FEAH RS (System). %4 (Security) MPFHFEF (Application) —Ff, Windows 5
Tl F A EREE .

f£%5 1: {¥£H Winlogbeat £ Windows Events &
Winlogbeat {1/ Windows API SEHX—ANERZANFHAEHE, FHARYEH - ECE M & Akt jg
HHAE, RERKFEAHEREREE 5 BB (Elasticsearch B( Logstash) .

A 9% 01: 3FKE Winlogbeat 47
M https://www.elastic.co/cn/downloads/beats/winlogbeat i 2224 (1] ZIP SC Ao

IR 02: 235 E Winlogbeat

¥ ZIP SCFf# 2] C:\Program Files\winlogbeat-7.8.0-windows, FFH iy % L4328 Win
logbeat.

bR A B Windows U624, $THF Windows PowerShell(B# 5%), 1247 LA N an &K Wi
nlogbeat %% & Windows 55

SEHL:

& 'C:\Program Files\winlogbeat\install-service-winlogbeat.ps1'

SIE 03: &2 Winlogbeat fit & 14
BB S0

winlogbeat.event logs:

- name: Application

- name: System

- name: Security

fields:
indextype: "winlogbeat-172.20.1.72"

#ILAL BB ER
#output.elasticsearch:

# Array of hosts to connect to

#hosts: ["localhost:9200"]
#ILAL BB ER
output.logstash:

# The Logstash hosts

hosts: ["10.10.2.155:5044"]
#ILAL BB ER

1% 04: %) Winlogbeat
SEa$:

& 'C:\Program Files\winlogbeat\winlogbeat.exe ' setup
Start-Service winlogbeat

f£% 2: M Logstash #{THIEERSHEAL

A% 01: /3B Windows {504 7 Bt

B Logstash Fit & X4 Windows H Efi i fEs i &b, B8 SR 42 Nletc/logsta
sh/conf.d/logstash_winlog.conf, Bt & L1 T s .

Bo & S :

input {
beats {
port => 5044
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}
}
filter{
if [indextype] == "winlog-172.20.1.72" {
ruby {
path => "/etc/logstash/script/winlog.rb"
}

}
output {
stdout { codec => rubydebug }

}

Ja 5 Logstash A fE4% ] & v & F Windows FF H & 7B, 1R 4-1 Fior.
SEHS:

logstash -f /etc/logstash/conf.d/logstash_winlogbeat.conf

2 4-1 Windows HEFEFB

5 FRAEK FEREX
1 event.code HAAUD
2 event.created H &R [H]
3 host.architecture FHLLZER
4 host.hostname FHL4
5 host.ip FHLIP
6 host.mac FHL MAC ik
7 host.os.family PRAE R G R
8 host.os.kernel AR RGUA
9 host.os.name BERA AR
10 | host.os.version BE RGO
1 log.level H &)
12 message H &R
13 | winlog.channel H&EkR
14 | winlog.event_data.ProcessCreationTime HEARH
15 | winlog.event_data.Type H & 287400
16 | winlog.keywords RS
17 | winlog.process.pid H &2 ID
18 | winlog.process.thread.id HEZFE ID
19 | winlog.task 1E% 25

9% 02: BB Logstash sl Hdaisvk 5k Ak
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B & /etc/logstash/script/winlog.rb, 24 N 2
Bo & 3

require 'rubygems’
require 'json'
require 'time’

def register(params)

end

def filter(event)
begin
message=event.get('message’)
message_obj = JSON.parse(message)##&4t19 json 335
messages = message_obj["'message"]
if message_obj["winlog"]["channel"] == "Application”
event.set("level”, message _obj["log"]["level"])
event.set("channel”, message_obj["winlog"]["channel"])
event.set("event_id", message_obj["winlog"]["event_id"])
event.set("provider_name", message_obj["winlog"]["provider_name"])
event.set("computer_name", message_obj["winlog"]["computer_name"])
event.set("record_id", message_obj["winlog"]["record_id"])
event.set("keywords", message_obj["winlog"]["keywords"])
event.set("task", message_obj["winlog"]["task"])
event.set("api”, message_obj["winlog"]["api"])
event.set("Event code", message_obj["winlog"]["event_data"]["param1"])
event.set("Event message”, message_obj["winlog"]["event_data"]["param2"])
event.set("Event time", message_obj["winlog"]["event_data"]["param3"])
event.set("Event ID", message_obj["winlog"]["event_data"]["param5"])
event.set("Event sequence”, message_obj["winlog"]["event_data"]["param6"])
event.set("Event occurrence”, message_obj["winlog"]["event _data"]["param7"])
event.set("Event detail code", message_obj["winlog"]["event_data"]["param8"])
elsif message_obj["winlog"]["channel"] == "System"
event.set("level”, message_obj["log"]["level"])
event.set("channel”, message_obj["winlog"]["channel"])
event.set("event_id", message_obj["winlog"]["event_id"])
event.set("provider_name", message_obj["winlog"]["provider_name"])
event.set("computer_name", message_obj["winlog"]["computer_name"])
event.set("record_id", message_obj["winlog"]["record_id"])
event.set("keywords", message_obj["winlog"]["keywords"])
event.set("task", message_obj["winlog"]["task"])
event.set("api”, message_obj["winlog"]["api"])
event.set("Event code", message_obj["winlog"]["event_data"]["param1"])
event.set("Event message”, message_obj["winlog"]["event_data"]["param2"])
else
event.set("level”, message _obj["log"]["level"])
event.set("channel”, message_obj["winlog"]["channel"])
event.set("event_id", message_obj["winlog"]["event_id"])
event.set("provider_name", message_obj["winlog"]["provider_name"])
event.set("computer_name", message_obj["winlog"]["computer_name"])
event.set("record_id", message_obj["winlog"]["record_id"])
event.set("keywords", message_obj["winlog"]["keywords"])
event.set("task”, message_obj["winlog"]["task"])
event.set("api", message_obj["winlog"]["api"])
event.set("TargetLogonld”, message_obj["winlog"]["event data"]["TargetLogonld
i)
event.set("TargetUserName", message obj["winlog"]["event_data"]["TargetUserN
ame"])
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event.set("LogonType", message_obj["winlog"]["event data"]["LogonType"])
end
#EHRTER
local_time_e = message _obj["event"]["created"]
local_times = local_time_e.split(/[A-Z]/)
local_time_a = local_times[0]+" "+local _times[1]
local_time_b = local_time_a.split(/\./)
local_time_c = local_time_b[0]
local_time_d = local_time c.to s
local_time = Time.parse(local_time_d) + 60*60*8
event.set("local_time", local_time)
event.set('[local_time_arr][year]’, local_time.year)
if(local_time.month.to_s.length==1)
event.set('[local_time_arr][month]’, "0"+local_time.month.to_s)
else
event.set('[local_time_arr][month]’, local_time.month.to_s)
end
if(local_time.day.to_s.length==1)
event.set('[local _time_arr][day]’, "0"+local_time.day.to s)
else
event.set('[local_time_arr][day]’, local_time.day.to_s)
end
event.set('[local_time_arr][wday]', local_time.wday)
event.set('[local_time_arr][yday]’, local_time.yday)

if(local_time.hour.to_s.length==1)
event.set('[local _time_arr][hour]’, "0"+local _time.hour.to_s)
else
event.set('[local_time_arr][hour]’, local_time.hour.to_s)
end
event.set('[local_time_arr][min]’, local_time.min)
event.set('[local_time_arr][sec]’, local_time.sec)
end
return [event]
end

PR 03: HEIXEIE 3 Elasticsearch
1 Logstash Pt & 3144 Windows H &% th 7£ Elasticsearch Hr, Bt B XA T Fis .
Bo & S :

input {
beats {
port => 5044
}
}
filter{
if [indextype] == "winlog-172.20.1.72" {
ruby {
path => "/etc/logstash/script/winlog.rb"

}

}
output {
if [indextype]== "winlog-172.20.1.72" {
elasticsearch{
hosts => ["10.10.2.152:9200"]
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index => "winlog-172.20.1.72-%{+YYYY.MM.dd}"
}
}
}

JA ) Logstash.
SEWS:

logstash -f /etc/logstash/conf.d/logstash_winlogbeat.conf &

f£55 3: 7 Kibana 8125 R BHHITHHT

A0 Wit Y
PR AR IR, Wk 4-2 P,

& 4-2 Windows Event 43T E#]
5 AHTFB TR A BRHKR
1 Event ID Window =44 £ 5 Ei=1
2 Event ID+ level Windows % i F 1 S5 Ei=1
3 Event ID+local_time Windows i H EAZ L 3 Hrk
4 Level Windows - H 25 & th BrE
5 Event code Windows F{FHE ID HAT LR RN
6 local_time_arr.hour Windows — KRN AR H & A (RN
7 local_time_arr.day Windows — H H & RFMHERE R E
8 keywords Windows F4FI0H T & H ERINE

AR 02: BT
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