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f£%5 1: BLE Bind

S 01: BE Bind &l HE, HEE X Nletc/named.conf.

Bo & X
logging {
//ERRE
channel query{
//BEEE
file "/var/log/named/query.log" versions 9 size 32m;
severity info;
print-category yes;
print-severity yes;
print-time yes;

k

category default {null;};
category queries {query;};
category network {null;};
category client {null;};
category general {null;};

}

PR 02: #EJH Bind
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systemctl reload named

{£% 2: {#H Filebeat X £ Bind Log ¥(i5

PR 01: &4 Filebeat At & S+
Filebeat fit. & S 1 v/etc/ilebeat/filebeat.yml.
Bo & S :

filebeat.inputs:
- type: log
enabled: true
paths:
- /var/log/named/query*
fields:
indextype: dnslog-bind-10.10.2.163
fields_under _root: true

output.Logstash:
enabled: true
hosts: ["10.10.2.155:5044"]
topic: dnslog-bind-10.10.2.163

9% 02: J2 3 Filebeat
BEHS:

filebeat -e -c /etc/filebeat/filebeat.yml
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f£% 3: {#H Logstash &k 5L iR

PR 01: BLE Logstash

6% Logstash Mt & S0, Mt B 1 #1% M/etc/logstash/conf.d/logstash_bind.conf, Ft
BN EWT.

B & S

input {
beats {
port => 5044
}
}

filter {
if [indextype]== "dnslog-bind-10.10.2.163" {
grok {
match => { "message” => "A(?<dns_time>.*)\s(?<dns_desc>\w*):\s(?<dns_lev
el>\w*):\sclient\s(?<client_hard_ip>.*)\s(? <client_ip>\d{1,3\\.\d{1,3\.\d{1,3)\.\d{1,3})#(? <client_po
rt>\w*\s\((?<dns_ip_domain>.*)\):\squery:\s(?<dns_domain>.*?)\s(?<dns_class>.*?)\s(?<dns_typ
e>.*M\s(?<dns_info>.*?)\s\((?<dns_ip>.*)\)"}
# YNSRALTAPCES, NUAN—NICECHRES
add_tag => [ "matched" ]
}
date {
match => [ "dns_time" , "dd-MMM-yyyy HH:mm:ss.SSS" ]
target=>"dns_time_local"
}
mutate {
# BIRARENTER
remove field => "agent”
remove field => "host"
remove field => "@version"
remove field => "ecs"
remove field => "input”
remove field => "dns_ip_domain"
}
ruby {
path => "/etc/logstash/script/dns.rb"
remove field => ["dns_time"]

}

output {
if [indextype]== "dnslog-bind-10.10.2.163" {
elasticsearch{
hosts => ["10.10.2.152:9200"]
index => "dnslog-bind-10.10.2.163-%{+YYYY.MM.dd}"

AR 02: BESIEVLHA
1%k fetc/logstash/script/dns.rb, Ff-4i % 4 2F
Bo & 3 :
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def filter(event)
#EHRTER
begin
dns_time_s=event.get('dns_time’)
if(dns_time_s!=""&&dns_time_s!="-"&&dns_time_s!=nil)
dns_time=Time.new
dns_time=Time.parse(dns_time_s)
event.set('[dns_time_local_arr][year]', dns_time.year)
if(dns_time.month.to_s.length==1)
event.set('[dns_time_local _arr][month]’, "0"+dns_time.month.to_s)
else
event.set('[dns_time_local_arr][month]’, dns_time.month.to_s)
end
if(dns_time.day.to_s.length==1)
event.set('[dns_time_local_arr][day]’, "0"+dns_time.day.to_s)
else
event.set('[dns_time_local_arr][day]’, dns_time.day.to s)
end
event.set('[dns_time_local_arr][wday]’, dns_time.wday)
event.set('[dns_time_local _arr][yday]’, dns_time.yday)

if(dns_time.hour.to_s.length==1)
event.set('[dns_time_local _arr][hour]’, "0"+dns_time.hour.to_s)
else
event.set('[dns_time_local _arr][hour]', dns_time.hour.to_s)
end
event.set('[dns_time_local_arr][min]', dns_time.min)
event.set('[dns_time_local arr][sec]’, dns_time.sec)
end
rescue
event.set('error_time',dns_time_s)
end
return [event]
end

P 03: # )5 Logstash
BEHS:

systemctl restart logstash
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