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x5-1 BRNIFIR
w5 BRNLLHR

1 YWSX-10.10.2.162-CentOS8X64-Cacti

2 YWSX-10.10.2.163-CentOS8X64-DNS

f£%5 1: #B#F Syslog

Syslog #& Linux RZERNKI HESFP RS, %2 RE RGNS MHINRERE R, HUHE
RARGIEATEDL

A 3% 01: CentOS R4 CLERIN %3 Syslog, HXFM RS A rsyslog, #7 Ak L EEHATIN T
A A EA

L2EHS:

yum install syslog-ng -y

JBIE 02: 1204 Syslog it & U1
syslog At & %1% Nletc/rsyslog.conf, FtE AU,

Bo & 3

* info;mail.none;authpriv.none;cron.none /var/log/messages
authpriv.* /var/log/secure
mail.* /var/log/maillog
cron.* /var/log/cron

W% 03: J5 3l Syslog
B8EHS:

systemctl reload rsyslog

f£%5 2: (¥ Filebeat X% Linux Syslog ¥i&

Filebeat /& T & M H EHIR M B HCR 44 . Filebeat 1 AR AR L 2ETE RS
b, WAt HE e E, WEHEF, IR EN1% K2 Elasticsearch 5% Log
stash #4740 HE .

PR 01: 3KHL Filebeat f25
M https://www.elastic.co/cn/downloads/beats/filebeat 3k HL 2235 1) RPM 64-BIT (14,
FF A2 YWSX-10.10.2.162-CentOS8X64-Cacti i fUNLHI/opt H 3% .

IR 02: ZIALE Filebeat
BEHS:

rpm -ivh filebeat-7.9.0-x86_64.rpm

A% 03: 124 Filebeat it & 1
Filebeat it & 14+ Aletc/filebeat/filebeat.yml.
SEH$:

rpm -ivh filebeat-7.9.0-x86_64.rpm

Bo B SO
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filebeat.inputs:
- type: log
enabled: true
paths:
- /var/log/cron
- /var/log/messages
- /var/log/secure
- /var/log/maillog
fields:
indextype: syslog-cacti-10.10.2.162
fields_under _root: true

output.Logstash:
enabled: true
hosts: ["10.10.2.155:5044"]
topic: syslog-10.12.24.246

S 0% 04: JE3) Filebeat
SEGS:

filebeat -e -c /etc/filebeat/filebeat.yml

f£55 3: {#£H Logstash &k SRR L EUE

0% 01: FLE Logstash

B Logstash Ft & CfF, M E %1% M/etc/logstash/conf.d/logstash_syslog.conf,
Fe B SN AT

BB -

input {
beats {
port => 5044
}

}

filter {
grok {
# IENPLHED
match => { "message" => "%{SYSLOGTIMESTAMP:message_timestamp} %{SYSLOG
HOST:hostname} %{DATA:message_program}(?:\[%{POSINT:message_pid}\])?: %{GREEDYDATA:m
essage_content}" }
# SNSRAYTOPCED, MIIN—ITERES
add_tag => [ "matched" ]
}
# MRS FENERXFZHR
if ("matched" not in [tags]) {
drop {}
}
mutate {
# BIRAEENTR
remove field => "agent”
remove field => "host"
remove field => "@version"
remove field => "ecs"
remove field => "input”
}
ruby {

EEEESEERARHAZE / Fukki /13938213680 / 553 1



FRERSEARAGZTN (RRELEL)]) Z)EFH

(E15)

path => "/etc/logstash/script/syslog.rb”

}
}
output {
if [indextype]== "syslog-cacti-10.10.2.162" {
elasticsearch({
hosts => ["10.10.2.152:9200"]
index => "syslog-cacti-10.10.2.162-%{+YYYY.MM.dd}"
}
}
}

PR 02: EEIFTRMA
B /etc/logstash/script/syslog.rb, - ZwiE N 2
BLE

require 'rubygems’
require ‘json'
require 'time'

def register(params)

end

def filter(event)
begin

log = event.get('log")

source = log["file"]["path"]

index_type=event.get("indextype").split("-")

#HEMZS|

if source.include?("message”)
index_names = ["slg","msg",index_type[1]]
event.set(index_array',index_names)

elsif source.include?("cron")
index_names = ["slg","cro",index_type[1]]
event.set(index_array',index_names)

elsif source.include?("maillog")
index_names = ["slg","mai" index_type[1]]
event.set(index_array',index_names)

else
index_names = ["slg","sec",index_type[1]]
event.set('index_array',index_names)

end

HEJIEIRLER

local_time_e = event.get('message_timestamp')

local_times = local_time_e.split(/[A-Z]/)

local_time_a = local_times[0]+" "+local_times[1]

local_time b = local_time_a.split(/\./)

local_time ¢ = local_time_b[0]

local time d = local time c.to s

local_time = Time.parse(local_time_d)

#local_timesss = DateTime.strftime(local_times,"%Y-%m-%d %H:%M:%S")

event.set("local_time", local_time)

event.set('[local_time_arr][year]’, local_time.year)

if(local_time.month.to_s.length==1)
event.set('[local_time_arr][month]’, "0"+local_time.month.to_s)

else
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event.set('[local_time_arr][month]’, local_time.month.to_s)
end
if(local_time.day.to_s.length==1)

event.set('[local _time_arr][day]’, "0"+local_time.day.to_s)
else

event.set('[local_time_arr][day]’, local time.day.to s)
end
event.set('[local_time_arr][wday]’, local time.wday)
event.set('[local_time_arr][yday]’, local_time.yday)

if(local_time.hour.to_s.length==1)
event.set('[local _time_arr][hour]’, "0"+local_time.hour.to _s)
else
event.set('[local_time_arr][hour]’, local_time.hour.to s)
end
event.set('[local_time_arr][min]’, local_time.min)
event.set('[local_time_arr][sec]’, local _time.sec)
end
return [event]
end

598 03: )5 Logstash
BEHE:

systemctl restart logstash

WARLL BB, 3T YWSX-10.10.2.163-CentOS8X64-Bind &KL HL Syslog 44 «

£55 4: 7 Kibana E8I@ 5B HHITHHT

AR O01: Wit b

2 5-2 Syslog 2P
FF5 B SHTEAL BIRAKTY

1 log.file.path H &SRR S G2

2 message_program-+llog.file.path message HEEF 5L ERNE
3 message program+ log file.path cron HEFEF Ak ERNE
4 message program+ log.file.path security H HEFEF 5 L HRIR B
5 local_time_arr.hour+log.file.path message H 3 5 )AL 14k 54 el
6 local_time_arr.hour+log.file.path cron [ 3 & I [A] 8 {k a3 e
7 local_time_arr.hour+log.file.path security H 1 &1 A28k & e
8 local time_arr.hour+message program sshd &7 34 5 (] 25 {4 Lk
9 local_time_arr.hour+message_program systemd T2 )7 34 & i 5] 251 e 34 ek
10 | message_content B NER% o W

AER 02: ATAAL T
a2k 5-2 7 R SCHLKR TG, W 5-1 P
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Sy e
Stopped /run/user/0 mount wrapper. o d e
" Reached target Shutdown. St target Default. 3 repo ‘local-BaseOS’ LIRS
Stopping User Manager for UID 0.
Created slice User Slice of UID 0
(root) CMD (run-parts /etc/cron hourly) ach
Reached target Paths. Reached target Basic System.  Started dnf makecache
user-runtime-dir@0.service: Unit not needed anymore. Stopping. rget Time
)-Bus \ Started User Manager for UID 0. Started /run/user/0 mount wrapper. Stopped target Basic System.  Startup finished in 37ms.
Stopped User Manager for UID 0
aths
pam_unix(systemd-usersession): session opened for user root by (uid=0)
ds h Failed w I it-cods

message_content keyword: Descending - Count

5-1 Syslog HdE s #r

I\ ZWEE

1. TH& Filebeat.
(1) FileBeat T{FEH ZH47?
(2) FileBeat it & 142

2. RN Linux Syslog.
(1) fH4 4% Syslog??
(2) Syslog #2472
(3) Syslog Fi & %A kL 2

3\ RAAE Linux B{ER%.
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(1) Linux #4E R GUSITIRE PN T bR A RS ?
(2) Linux #&4F 2 58 AT IR LE A 2 BEAT HLAL ?
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